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Abstract— There is growing interest among organizations in contemporary DevOps practices and technology. Despite this growing 

interest, organizations are unsure how to effectively establish a DevOps capability for the continuous delivery of information systems 

including software and hardware that support data-intensive applications. Thus, the purpose of this paper is to compile and analyze the state-

of-the-art in DevOps. Applying the well-known systematic literature review (SLR) approach and customized search criteria, we initially 

identified 3,790 papers and of which final 32 relevant papers were selected and reviewed in this qualitative research study. The results are 

organized using the well-known ISO/IEC 24744 metamodel elements: people (roles), process, technology and artefacts. We found 11 major 

roles, 6 processes, 23 technolgies, 5 artefacts, and 7 challenges (including 6 corresponding solutions). DevOps engineer is being the newly 

identified role. Continuous delivery pipeline and continuous improvement are the most highlighted major DevOps processes. Build system 

technology is being the key focus of the DevOps. Finally, major challenges are around people and culture, and the misunderstanding of the 

DevOps. Potential research areas for further research are: DevOps analytics, artefacts and tool-chain integration. The findings of this 

research will serve as a resource for both practitioners and researchers who have interest in DevOps. This paper is limited to the reviewed 

studies and selected well-known four scholarly and two industry databases.  

Index Terms— DevOps, Continuous Delivery, Continuous Deployment, Challenges, Information Systems, Systematic Literature Review 

 

1 INTRODUCTION

Agile approaches focus on the continuous delivery of working 

information systems (IS) in small iterations (Agile Manifesto 

2001). In a typical IS delivery environment, a separate opera-

tions team is required to deploy the working software and 

hardware in production for data-intensive applications (e.g. IoT, 

Mobile, BigData and Datawarehouse Applications).  The 

emerging DevOps movement, in the context of agile software 

delivery, includes operations in development to make available 

the working software and hardware to customers as quickly as 

possible without any undesired delays (Bass et al. 2015).  For 

the continuous and fast deployment of software and hardware, it 

is important to do necessary deployment automation and bridge 

two silos by including the operations in development (Hütter-

mann 2012; Wettinger 2013). 

 

The continuous delivery can be governed by the effective and 

efficient coordination between the development (e.g. software) 

and operations (e.g. hardware) teams (Peuraniemi 2014). How-

ever, most of the organizations have two separate capabilities in 

the form of development and operations, which is perceived as 

a challenge for fast and frequent releases (Wettinger et al. 

2014). DevOps is gaining momentum and is considered as a 

prominent area of research and practice. However, this term is 

often referred to as ‘ambiguous’ due to its varied perceptions 

and interpretations (Peuraniemi 2014; Liu et. al. 2014). DevOps 

is considered as an extension of agile methodologies from de-

velopment to systems operation; a combination of development 

and operations; or it is a way to manage the end-to-end product 

lifecycle (Patwardhan 2012; Peuraniemi 2014). The integrated 

DevOps capability could be seen as an alternative to the tradi-

tional cultural, collaborative and management problems in the 

isolated development and operations capabilities (Rackspace 

2014; Erich et al. 2014). However, the establishment of DevOps 

capability is not a simple straightforward task and involves the 

consideration of a number of elements (Claps el al. 2015). This 

draws our attention to the following main research question: 

 

RQ: How to effectively establish a DevOps capability for the 

continuous delivery of IS including software and hardware? 

 

In order to address this important research question, it is im-

portant to understand the DevOps capability elements and their 

details. Thus, a Systematic Literature Review (SLR) (Kitchen-

ham & Charters 2007) was conducted and synthesized using the 

four core high level elements of people, process, technology 

and artefact (work product) – adopted from the well-known 

ISO/ IEC 24744 (2014) metamodel for development methodol-

ogies.  The review results are organized around these four core 

elements and offer important consolidated taxonomy and 

knowledge-base, which would be helpful for establishing a 

DevOps capability. To the best of our knowledge, there are no 

such recent studies published in the public domain (at least, at 

the time that this study was first initiated) that offer such sys-

tematic review in the context of DevOps capability establish-

ment. This systematic SLR approach to identifying, analysing 

and synthesizing the ‘DevOps’ literature will provide a consoli-
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dated knowledge-base for researchers and practitioners. This 

paper also lays a foundation for further research in this im-

portant area. 

The structure of this paper is organized as follows. Firstly, it 

provides the research background. Secondly, it discusses the 

SRL research method. Thirdly, it provides the research results. 

Finally, it discusses the results and conclusions. 

2 BACKGROUND  

In a typical IS delivery environment, development (Dev) and 

operations (Ops) have their own roles, processes and tools; and 

therefore, both Dev and Ops are setup and run as independent 

capabilities (Armenise, 2015). Wettinger et al.  (2014) & Bay-

ser et al. (2015) mention about the different or contrary goals 

and mindsets of the independent Dev and Ops teams. For in-

stance, developers are keen on asserting changes to the opera-

tions, however operations want their environment to be stable. 

This kind of mindset or conflicting goals between these groups 

may lead to slow, manual and erroneous processes of IS deliv-

ery. To address these challenges, DevOps concept has been 

proposed, which suggests the adoption of an integrated DevOps 

approach for continuous delivery of IS (Peuraniemi 2014; 

Mueller et al. 2014). The principles of DevOps are highly based 

on automation, continuous delivery, short release cycles and 

agile development to enable delivering great value to the cus-

tomer (Bayser et al. 2015; Neely & Stolt 2013). According to 

Peuraniemi (2014), DevOps facilitates early customer feedback 

loops, which may help to effectively address customer satisfac-

tion concerns. Thus, it enables rapid and continuous feedback 

from the customer and identification of concise customer needs 

(Poppendieck & Cusumano 2012; Williams 2012). 

 

DevOps offers alternative ways of working and focuses on sim-

plicity, agility, measurable business values, and high-quality 

service delivery (Httermann 2012). It is a way to harvest trust 

and shared ownership in teams by breaking the undesired barri-

ers, fostering innovation, and encouraging collaboration be-

tween concerned stakeholders (Farroha & Farroha 2014). Chen 

(2015b) also discusses the importance of integrated DevOps 

architecture for the continuous delivery of a portfolio of twenty-

two applications in a case study organization. Farroha & Farro-

ha (2014) discuss the important considerations of automation, 

organization culture and stakeholders’ mindset for adopting 

new ways of working such as the DevOps. DevOps is a way to 

conduct IS development based on experiments and active en-

gagement with stakeholders consisting of iterative feedback-

driven build-measure-learn cycles (Bosch 2012; Fagerholm et 

al. 2014). 

  

DevOps ways of working focus on enabling effective commu-

nication and collaboration (Gottesheim 2015). The efficient and 

effective communication and coordination between all stake-

holders can be enabled through integrated DevOps, which is 

important for a successful IS delivery (Cois et al. 2014). It is 

important to have a flawless delivery pipeline, which can be 

optimized to the largest possible extent. It is also crucial to sat-

isfy the continuous customer engagement and expectations of 

being responsive to the quick market changes, in any business 

environment with the time and the resource constraints (Still-

well et al. 2015). Virmani (2015) discusses the effective im-

plementation of DevOps for productivity gains and value deliv-

ery to customers. 

  

DevOps seems to offer considerable benefits, however, it also 

poses several challenges such as organizational, process, and 

technical challenges (Chen 2015a; Claps el al. 2015; 

Gottesheim 2015); for instance, organizational challenges may 

refer to organizational culture, enterprise data models, IT oper-

ating models, reward models, and risk allocation models. These 

challenges may hinder fostering measurable incremental chang-

es to derive value from people, process and technology (McCar-

thy et al. 2015; Zhong et. al. 2012). Bellomo (2014) points out 

that one of the important challenge is to specify precise re-

quirements of deployability both software hardware, which is 

an important pre-requisite for DevOps. Furthermore, Cois et al. 

(2014) highlighted that designing a practical software develop-

ment process, supported by appropriate technology hardware, 

for DevOps is the real challenge for everyone. According to 

Hussaini, (2014), “leveraging the critical success factors to de-

liver the change must have shared objectives of Dev and Ops.” 

Moreover, these objectives drive the process and people in-

volved in the DevOps.   

 

It is clear from the above mentioned recent studies that there is 

a significant interest in DevOps, and the adoption of DevOps is 

not a simple task. There is a need for clear understanding and 

guidelines to support the effective DevOps adoption for IS.   

3 RESEARCH METHOD 

This paper applied a SLR approach (Kitchenham & Charters 

2007; Rowe 2014) to identify and synthesize the literature pub-

lished in the context of DevOps adoption. According to Kitch-

enham et al. (2007), SLR is a systematic and structured ap-

proach to analyzing, selecting and synthesizing the literature 

admissible to the research question. Guidelines for citation and 

evaluation procedures (based on Dybå and Dingsøyr (2007)) 

have also been adopted in this paper to ensure the quality of the 

papers selected for this study. This study has been conducted in 

following distinct stages:  

 

 Inclusion and exclusion criteria  

 Selection of data sources, search strategies, and man-

agement of citation and inclusion decision  

 Final study selection and quality assessment  

 Review, data extraction and synthesis 

 

3.1. Inclusion and exclusion criteria  

The inclusion and exclusion criteria were guided by the follow-

ing main questions.  

 

RQ: How to effectively establish a DevOps capability for the 

continuous delivery of IS including software and hardware? 

 RQ1: What are the key people (roles), processes, technol-

ogy and artefacts (workproducts) for DevOps? 

 RQ2: What are the key challenges in adopting DevOps? 

 RQ3: What are the possible solutions to the challenges in 

adopting DevOps? 

These important questions guide our study. We adopted four 

core elements (as discussed earlier) for DevOps capability from 

well-known ISO/ IEC 24744 (2014) metamodel. These ele-
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ments from the ISO/IEC theoretical metamodel are used to ex-

tract the DevOps people (roles), process, technology and arte-

fact (workproduct) details from the literature. The studies that 

meet the minimum quality criteria and offer the details regard-

ing these DevOps capability elements were included in this 

study. Further, this review included only those studies that were 

published in English between 2012 and 2015. This provided a 

sufficient coverage of recent literature on the topic in hand.  

The studies that did not provide the information to address the 

identified research question(s) were excluded from this review. 
 

3.2. Selection of data sources and search strategies 

This review included following well-known four academic and 

two industry electronic databases: 

 
 IEEEXplore (www.ieeexplore.ieee.org/Xplore/) 

 ACM Digital library (www.portal.acm.org/dl.cfm) 

 Elsevier Science Direct (www.sciencedirect.com) 

 SpringerLink (www.springerlink.com/) 

 Gartner (Industry - http://www.gartner.com/) 

 OVUM (Industry - http://www.ovum.com/) 

 

The selected data sources provided sufficient literature coverage 

and a mix of academia and industry perspectives. The inclusion 

of industry databases, unlike traditional SRL studies, is a dis-

tinct feature of this review and complements the academic pa-

pers. One may argue that the industry reports tend to make 

more general claims, include biased views, lack a clear and 

sound research methodology, and peer review. Therefore, in 

order to avoid such uncesseary argument, industry sources are 

analysed separately (e.g. marked with letter ‘N’). The data 

sources were systematically searched using the carefully select-

ed search terms or keywords (see Table 1). For instance, we 

have included the term continuous delivery along with DevOps, 

as they were found to be very complimenting to each other. 

Each item from first category (i.e., “DevOps Adoption”) was 

combined with each item from the second category (i.e., 

“DevOps Challenges”) and each item from third and fourth 

category (i.e., “DevOps productivity” and “DevOps Capability” 

respectively).  These were combined using Boolean “AND”. 

This was done to ensure that the relevant studies are not missed. 

  

This first stage of search and filtration resulted in a total of 

3790 “hits”; however, in second stage, after filtering the dupli-

cate papers and eliminating studies based on the titles and the 

keywords, the number of studies was reduced to 134.  After this 

stage, the irrelevant studies were excluded based on the review 

of abstracts and the total numbers were reduced to 67.  Finally, 

after reading all these 67 papers, we managed to found 32 pa-

pers relevant to our investigation. The papers, which were not 

providing relevant information about our research topic and 

questions in hand, were excluded.  Table 2 provides the study 

selection stages and assessment details. RefWorks was used to 

manage the relevant citations from stage 1. The citations were 

imported into Excel sheets and the source of each study and 

inclusion/exclusion decisions were recorded. Table 2 provides 

the assessment method and criteria in detail for each stage.   

 

Search Category Keywords 

DevOps Adoption DevOps practices, DevOps acceptance, 

DevOps architecture principles, DevOps 

adoption framework, DevOps implementa-

tion, Continuous delivery, DevOps dimen-

sions. 

DevOps Challenges DevOps team challenges, Challenges to 

DevOps success, Overcoming DevOps chal-

lenges, DevOps rewards 

DevOps Productivity DevOps quality management, DevOps pro-

cesses, DevOps deployment pipeline. 

DevOps Capability DevOps capability elements, DevOps capa-

bility framework, DevOps process, DevOps 

roles, DevOps technology, DevOps artifacts 

Table 1: Search Terms 

 

Filtration 

stages 

Description Assessment 

criteria 

Count 

1st filtration 

(Stage 1) 

Identify rele-

vant studies 

from selected 

databases 

Search cate-

gory, Key-

words 

3790 

2nd filtra-

tion 

(Stage 2) 

Exclude dupli-

cate studies and 

on the basis of 

titles  

Title = search 

term(s) 

Yes = “ac-

cepted” 

No = “reject-

ed” 

134 

3rd filtra-

tion 

(stage 3) 

Exclude studies 

on the basis of 

abstracts 

Abstract = 

provide in-

formation 

about selected 

keywords. 

Yes = “ac-

cepted” 

No = “reject-

ed” 

67 

Final filtra-

tion  

(Stage 4) 

Obtain selected 

and relevant 

papers 

Address re-

search ques-

tion. 

Yes = “ac-

cepted” 

No = rejected 

32 

Table 2: Study Selection Method 

 
3.3. Final quality assessment 

Study screening criteria was used to ensure the relevance and 

quality of the selected 32 studies.  The screening criteria was 

developed (Table 3) and applied to ensure the quality, relevance 

credibility, and rigor of the studies included in this research. 

The quality criteria questions 1-3 were used to ensure the quali-

ty of the each selected study by identifying the study’s aim, 

objective and context. The quality criteria questions 4-5 were 

used to ensure the credibility of the selected studies. Finally, the 

last quality criteria question 6 was used to confirm the rele-

vance of the selected study by identifying whether the study has 

value for research or/and the practice. 

http://www.ieeexplore.ieee.org/Xplore/
http://www.portal.acm.org/dl.cfm
http://www.sciencedirect.com/
http://www.springerlink.com/
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Quality criteria  

1. Is the paper based on research? 

2. Is there a clear statement of the aims of the research? 

3. Is there an adequate description on the context in which 

the research was carried out 

4. Was the research design appropriate for the aims of the 

research  

5. Is there a clear statement of findings? 

6. Is the study of value for research or practice? 

Table 3: Quality Criteria 

 
Table 4 provides the full details of the total number of selected 

studies in each phase or stage from selected databases. Most 

academic studies were found in the IEEEXplore and Elsevier 

databases comprising 53% of the total selected studies. 31% of 

the selected studies were obtained from the well-known indus-

try sources such as Gartner, OVUM, and other online sources.  

Industry studies were included to compliment the academic 

studies. The selected industry papers provided valuable insights 

about the DevOps from the practitioners’ perspectives. 

 
In each stage of this study, three researchers searched and re-

ported the findings to fourth researcher (experience in similar 

studies), who regularly reviewed the findings and provided 

feedback and guidance. In the end of each stage, all four re-

searchers reviewed and discussed the agreement on the inclu-

sion of relevant studies. All disagreements were solved by re-

searchers’ through rigorous discussions guided by the study 

selection method. For instance, in all hands in team meeting at 

the final stage, based on the review and discussion, a final set of 

32 articles was obtained for detailed review. 

 

Data-

base/Filtration 

stage 

Filtration 

stage 1 

Filtration 

stage 2 

Filtration 

stage 3 

Final Fil-

tration 

stage 4 

IEEE 174 18 16 12 

ACM 1065 23 7 3 

Elsevier 551 25 13 5 

Springer 1434 6 5 2 

OVUM (Industry) 5 3 2 1 

Gartner (Industry) 511 23 10 2 

Others (Industry) 50 36 14 7 

Count 3790 134 67 32 

Table 4: Search Results 

4 RESULTS 

We selected and reviewed 22 relevant academic and 10 industry 

studies on DevOps by using the SLR approach. DevOps is rela-

tively a new area of research and demands for the rigorous aca-

demic research. This is evident from the research results pre-

sented in this paper. For instance, most of the relevant academic 

studies were from different conference/workshop proceedings 

contributing 72% of the total 22 academic papers. Remaining 

30% were from journal articles, book chapters and magazine. 

Most of the academic publications are workshop and confer-

ence papers, with very few journal publications. This indicates 

the need for more studies in this emerging area of research. 

Table 5 provides an overview of the selected academic studies 

by publication channel. 

Table 5: Academic Publication Channels 

 

As discussed in section 3, the quality of each selected studies 

was assessed by using the quality criteria checklist (Table 3).  

The quality measures were adopted to ensure that a selected 

study will make a valuable contribution to this SLR research. 

The quality review results are summarised in table 6. As the 

selected papers came from academic and industry sources, we 

have used ‘1’ for all the academic papers, and ‘0’ for the indus-

try papers in ‘Research’ (or academic) and ‘Research Design’ 

columns. All the selected studies found to have a clear state-

ment of aims and context. All the selected academic papers 

clearly describe the research design to achieve the aim of the 

study in contrast to industry papers. All the papers clearly men-

tion their findings and value, and hence, successfully met the 

criteria 5 and 6.  

 

The overall quality score for academic studies is 6 out of 6, 

which is considered appropriate for this this study. Naturally, 

industry papers’ quality score (4 out of 6) was relatively low, as 

they don’t meet academic research papers’ criteria (as ex-

pected). However, these papers were included to provide the 

practitioners’ perspectives and ensure that important points are 

not overlooked. 

 

Finally, a detailed review of the selected studies was performed 

to address the RQ1, RQ2 and RQ3 in the overall context of 

main RQ. The results of this review are reported as follows: (1) 

DevOps Capability Elements, (2) DevOps Challenges (3) and 

Possible Solutions. 

 

 

Publication Channel Type Study Count 

RELENG Workshop A1, A2 2 

PESOS Workshop A3 1 

Software, IEEE Journal A4 1 

IPCC Conference A5 1 

ESEM Conference A6 1 

MILCOM Conference A7 1 

Internet Computing Journal A8 1 

QUDOS Workshop A9 1 

System and Software Journal A10 1 

ITSC Conference A11 1 

Springer Book Chapters A12, A13, 

A22 

3 

RCoSE Workshop A14-A15 2 

WICSA Workshop A16 1 

SCC Conference A17 1 

WOSP Workshop A18 1 

ICPC Conference A19 1 

Queue – Quality As-

surance 

Magazine A20 1 

INTECH Conference A21 1 



 5 

 

 

 

 

 

 
1 Research 2 Aim 3 Context 4 Resarch Design 5 Findings 6 Value Total 

A1 1 1 1 1 1 1 6 

A2 1 1 1 1 1 1 6 

A3 1 1 1 1 1 1 6 

A4 1 1 1 1 1 1 6 

A5 1 1 1 1 1 1 6 

A6 1 1 1 1 1 1 6 

A7 1 1 1 1 1 1 6 

A8 1 1 1 1 1 1 6 

A9 1 1 1 1 1 1 6 

A10 1 1 1 1 1 1 6 

A11 1 1 1 1 1 1 6 

A12 1 1 1 1 1 1 6 

A13 1 1 1 1 1 1 6 

A14 1 1 1 1 1 1 6 

A15 1 1 1 1 1 1 6 

A16 1 1 1 1 1 1 6 

A17 1 1 1 1 1 1 6 

A18 1 1 1 1 1 1 6 

A19 1 1 1 1 1 1 6 

A20 1 1 1 1 1 1 6 

A21 1 1 1 1 1 1 6 

A22 1 1 1 1 1 1 6 

N1 0 1 1 0 1 1 4 

N2 0 1 1 0 1 1 4 

N3 0 1 1 0 1 1 4 

N4 0 1 1 0 1 1 4 

N5 0 1 1 0 1 1 4 

N6 0 1 1 0 1 1 4 

N7 0 1 1 0 1 1 4 

N8 0 1 1 0 1 1 4 

N9 0 1 1 0 1 1 4 

N10 0 1 1 0 1 1 4 

Total 22 32 32 22 32 32  

Table 6: Quality Assessment 

4.1 DevOps Capability Elements 

RQ1: What are the key people (roles), processes, technology 

and artefacts (workproducts) for DevOps?? 

 

A capability can be described in terms of four key elements 

such as people, process, technology and artefacts (Gill 2015; 

ISO/ IEC 2014). These high level elements provide the theoret-

ical lens to capture, analyse and report the DevOps capability 

views. 

People View 

People is an important element of any capability. People per-

form different roles, which are often referred as actors. Selected 

studies were carefully reviewed with the aim to identify 

DevOps related roles for IS delivery.  Table 7 reports the identi-

fied 11 categories of roles.  It can be noticed from Table 7 that a 
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new role of “DevOps Engineer” is emerging to facilitate the 

integrated process of DevOps to smoothly deploy software and 

hardware system increments into production environment. 

DevOps engineers provides technical support to create standard 

DevOps scripts, lay out foundation for execution and guide 

overall DevOps teams to move in the right direction. This indi-

cates that the effective establishment of the DevOps capability 

requires a new role of DevOps engineer (e.g. A7) in addition to 

existing traditional development and operations roles.   

 

People (Roles) Papers Count 

System administrator  A7,A12 2 

Developer and operations A7,A8,A9,A11 4 

DevOps engineer  

Security engineer 

Infrastructure management team 
Tester   

Orchestrator 

Quality assurer 
System administrator 

Database administrator 

Network technician 

A7 1 

Table 7: DevOps Roles 

Process View 

Roles are performed by different people in DevOps process(s). 

A process is a set of DevOps activities that is triggered by some 

event. Based on the detailed review, a number of views of inte-

grated DevOps process are identified and reported here (Table 

8). These are organised into 6 categories: Full lifecycle view, 

continuous delivery pipeline view, continuous improvement 

view, multi-stage testing view, multi-stage deployment view 

and analytics view. Full lifecycle provides the complete cover-

age for the integrated DevOps process and includes activities 

such as plan and measure, develop and test, release and deploy, 

and monitor and optimise. 

 

Continuous delivery pipeline of IS is core to DevOps and pro-

vides a partial view of the full DevOps lifecycle. It consists of 

build, test (e.g. acceptance test, performance test, manual test as 

well as code coverage) and production deployment activities 

(Andreas et al. 2013; Dyck et al. 2015). Any failure in the pipe-

line is identified and resolved as soon as possible (Fitzgerald & 

Stol 2015; Dlugi et al. 2015) to ensure that working software 

and hardware is made available to actual customers in small 

increments as quickly as possible (Neely & Stolt 2013; Humble 

& Farley 2011). 

 

Continuous delivery pipeline involves continuous improvement, 

which is another view of the DevOps process identified during 

this literature review. Continuous improvement is enabled 

through continuous integration, continuous deployment, contin-

uous testing, continuous evolution and continuous monitoring.  

It has been identified in this review that instead of a big bang 

testing and deployment, a multi-stage approach is preferred for 

both testing and deployment in the overall context of continu-

ous delivery pipeline (see Table 8). Finally, the identified 

DevOps analytics view refers to a data-driven approach to op-

timising service quality, resource utilization and cost including 

the infrastructure optimisation.  

 

 

 

Processes  Description Papers Count 

Full Lifecy-
cle 

Plan and measure 
Develop and test 

Release and deploy 

Monitor and optimise 

A7, A19 2 

Continuous 

delivery 
pipeline 

Build 

Acceptance test 
Performance test  

Manual test  

Production 

A1, A2, 

A4, A15, 
A5, A16, 

A19, A21 

8 

Continuous 

Improve-
ment 

Continuous Integra-

tion 
Continuous Deploy-

ment 
Continuous Testing 

Continuous evolution 

Continuous Monitor-
ing 

A1, A2, 

A4, A5, 
A7, A10, 

A13, A21 

7 

Multi stage 
testing 

Code Commit 
Source Control 

Build 

Deploy to Test Env. 
Automatic Security 

Test 

Report & Notify 
Publish to Release 

Repository 

Deploy to Production 

A7 1 

Multi-stage 

deployment 

Deployment to test 

environment for final 
round of testing 

Deployment to pro-

duction for small no 
of users 

Deployment to pro-

duction for all users 
(full deployment) 

A8 1 

Analytics Service quality 

Resource utilisation 

Cost  

A3 1 

Table 8: DevOps Processes 

 

Technology View 

DevOps processes require the support of relevant technology to 

enable the fast and automated delivery of working software 

(Azof 2011; Poppendieck & Cusumano 2012).  For instance, 

DevOps delivery pipeline can be automated using the  (1) 

Source Control, (2) Issue Control, (3) Build System, (4) Docu-

mentation System, (5) Code Review System, (6) Monitoring 

System and (7) Communication System ( Gill & Bunker 2013; 

Cois et al. 2014). This review paper identified 23 tools that can 

support DevOps process automation (Table 9). Most of the 

reported tools are for building the systems (Build System). For 

instance, Git supports the version control; Chef and Puppet 

support the automated build and hardware provisioning process. 

It can be observed form this review, there are a number of dif-

ferent types of tools, which are different in scope. Thus, a single 

tool may not be sufficient for the end to end automation needs 

of DevOps. These tools need to be integrated with each other to 
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create an automated integrated DevOps delivery pipeline ap-

propriate to context in hand.  Leppänen, Kilamo, & Mikkonen 

(2015) mention that appropriate technology is critical for ena-

bling the effective automated DevOps. The purpose of this pa-

per is identify the DevOps technologies, and is not to provide 

detailed assessment of each technology, which is beyond the 

scope of this paper.  

 
Technology Description Papers Count 

Jira Issue Control A15 1 

Trello Idea Generation A15 1 

Jenkins Test Automation A1,A 2, 

A15 

3 

GIT Version Control A2, A15 2 

CHEF Build System A1,A2, 

A15, A21 

4 

PUPPET Build System A1, A21 2 

DOCKER Build System A2 1 

Cloud Watch Monitoring  A15 1 

New Relic Monitoring A15 1 

PingDom Monitoring A15 1 

Zabbix Monitoring A15 1 

PagerDuty Feedback A15 1 

Sell Script Language for 

Automation 

A21 1 

Perl Script Language for 

Automation 

A21 1 

Python Script Language for 

Automation 

A21 1 

IBM Smart 

Cloud 

Cloud for Orchestra-

tion 

A21, A22 2 

AWS Cloud for Orchestra-

tion 

A1, A2, 

A17 

3 

CloudWave Cloud for Orchestra-

tion 

A3,  1 

Glu Build System N2 1 

Hudson Build System N2 1 

Maven Build System N2 1 

Gradle Build System N2 1 

Ant Build System N2 1 

Table 9: DevOps Technology  

Artefact View 

People apply technology-enabled automated DevOps process 

and generate different IS artefacts. An artefact could be a data 

model, executable code, hardware configuration script or inte-

grated working software. Artefact is an important element. 

However, surprisingly, the identified studies do not discuss it in 

detail. A very few artefacts (only 5 categoories) were found, 

which are mentioned in Table 10. This seems to suggest that 

more attention is being given to DevOps people, process and 

technology elements in contrast to the actual deliverables or 

artefacts, which is contrary to the “working system or artefact” 

agile principle.  

 

Artefacts  Description Papers Count 

Log Files A way to deliver metrics about 

the application in production. 

Stored in shared file system. 

A13 1 

Supports feedback driven 

mechanism. 

Shippable 

artefacts 

These types of artefacts are 

continuously produced and 
shipped into productions by the 

DevOps pipeline. Each artefact 

has a unique identifier and 
version to enable traceability. 

A1 1 

Business 
environ-

ment 

change 
artefacts 

These artifacts form a part of 
continuous planning where any 

strategic change to business 

environment is recorded and 
reported via such artifacts. 

A10 1 

Artefacts in 

continuous 

integration 

These artefacts capture infor-

mation about the continuous 

integration details with their 
success or failure status. .  

A10 1 

Infrastruc-
ture arte-

facts 

These artefacts are core to the 
integrated DevOps and com-

prise of scripts for automatical-

ly provisioning of hardware 
infrastructure (e.g. infrastruc-

ture as a code) for software 

development, testing and re-
lease. 

A13 1 

Table 10: DevOps Artefacts 

4.2 DevOps Challenges 

RQ2: What are the key challenges in adopting DevOps? 

 

The adoption of DevOps is not straight forward and may pose 

several challenges. Thus, this section, building on the previous 

section, reviewed and identified DevOps challenges (RQ2).  

This review identified seven key challenges (Table 11), which 

are organised into people and culture, security, misunderstand-

ing, process and technology challenges.  Please note that peo-

ple, culture and lack of understanding of DevOps were found to 

be the important challenges compared to others (based on count 

value).  However, count is one indicator and may not necessari-

ly mean it is actually the most important challenge in DevOps. 

For instance, resistance to change due to change or loss of job 

fear is a long standing people and culture issue (e.g. C1).  Si-

loed lines of business found to be challenging where business 

units do not interact with each other until absolutely necessary. 

This separation was typically created because of the lack of 

desire to work outside the drawn lines. Due to which there have 

been naturally formed certain groups of people that may not 

like to collaborate to each other yet are not working towards the 

same goal (e.g. C1, C2). Sense of responsibility is another peo-

ple and culture challenge, which highlights that developers 

were not found to show accountability for the deployment of 

the software or a product which makes further harder to adopt 

DevOps. 

Security challenge draws our attention to the key question (sub-

ject to further research): how to ensure the security of the auto-

mated software and hardware DevOps pipeline? Misunder-

standing is another important challenge. This highlights that the 

biggest mistake IT organisations commit, while adopting 

DevOps, is to try to solve the problem with a prescriptive meth-

odology or a big expensive all-in-one DevOps technology. Fi-

nally, process and technology challenge highlights another area 

of research: how to re-engineer the schism that exists between 
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development and operations processes. This clearly indicates 

that DevOps is not a just technology or service that can be 

downloaded (from an open source or vendor) and can be used 

to fasten the software development life cycle process. There is a 

need to clearly understand and address the DevOps as a whole 

for its effective and less risky adoption.  

 

SN Challenge 

Category 

Challenge Papers 

 

Count 

C1 People and 

Culture 

Resistance to 

change  

A4, A5, A11, 

A12, A16, N3, 

N6, N8 

8 

C2 People and 

Culture 

Siloed lines of 

business 

A3, A4, A5, 

A11, A12, A13, 

N1, N3, N6, N8 

10 

C3 People and 

Culture 

Sense of respon-

sibility. 

A4, A7, A11, 

A12, A13, N5, 

N6, N8 

8 

C4 Security Automated 

DevOps pipe-

line security 

A2, A11, N2, 

N4 

 

4 

C5 Misunder-

standing 

All in one tool A10, N3, N6, 

N8   

4 

C6 Misunder-

standing 

Moving faster 

means compro-

mising the 

quality 

A4, A10, A11, 

N5, N6, N8  

6 

C7 Process 

and Tech-

nology 

Re-engineer the 

schism between 

Development 

and Operations 

A7, A10, N6, 

N8 

4 

 

Table 11: DevOps Challenges 

4.3 Solutions  

RQ3: What are the possible solutions to the challenges in 

adopting DevOps? 

 
This study identified a set of possible solutions (6 solution cate-

gories) to address the identified DevOps adoption challenges, 

which are mapped in Table 12.  The subset of literature that was 

analyzed in our study suggests that the adoption of DevOps 

should be planned and executed as a transformational change to 

effectively developing a collaborative environment and adop-

tion roadmap to deal with the inherent challenges such as re-

sistance to change and siloed lines of business (see C1-C3, C7). 

Determining a gap between current and required collaborative 

culture state could help building a roadmap and implementation 

plan for smoother and gradual cultural change for the integra-

tion of siloed Dev and Ops (e.g. A7, A10). Ongoing awareness, 

training and coaching (along with the effective recruitment 

practices) could smoother the overall DevOps adoption (e.g. 

A8, A9). The integrated governance could help in addressing 

the challenge of DevOps pipeline security monitoring and si-

loed business units by having clear integrated roles, co-

ownership, responsibility and accountability (e.g. A13). Har-

vesting cross-functional processes and using appropriate tech-

nology could result in an overall collaborative automated 

DevOps environment (e.g. A7, A10). 

 

Challenges Solution  Papers Count 

C1, C2, C7 Recognizing DevOps as 

a transformative change  

A7, A10, 

N7, N9, 

N10 

5 

C2, C3 Developing collaborative 

environment and adop-

tion roadmap  

A7, A10, 

N5, N10 

4 

C1-C7 Introducing better train-

ing and coaching  

A7, A8, 

A10, N9, 

N10 

5 

C1-C7 Enabling continuous 

improvement  

A7, A10, 

N5, N7, 

N9 

5 

C3, C4 Establishing 

effective DevOps gov-

ernance  

A7, A10, 

A13, N7, 

N9, N10 

6 

C7 Harvesting technology-

enabled cross-functional 

collaborative environ-

ment 

A7, A8, 

A10, N7, 

N9, N10  

6 

Table 12: DevOps Challenges and Potential Solutions 

5 DISCUSSION 

This paper attempted to provide a state-of-the-art and 

knowledge-base covering key DevOps capability roles, pro-

cesses, technologies, artefacts, challenges and solutions by us-

ing a well-known SRL method. This review reported a number 

of roles, in particular the emerging role of the DevOps engineer 

(Table 7), in the overall context of people and organization. 

DevOps engineer role is like a glue between Dev and Ops. It 

provides necessary technical support to DevOps teams. DevOps 

teams should focus on delivery working software rather juggl-

ing with technology hardware issues (e.g. A7). Thus, it is im-

portant to note here that development teams take ownership to 

the larger extent to develop and deploy software increments by 

themselves in production. The review results also draw our 

attention to the need of fostering the culture of collaboration 

and communication for bridging the gap between the develop-

ment and technology operations teams (Gottesheim 2015). This 

research identified two key aspects of DevOps process. These 

aspects focus on continuous delivery pipeline and continuous 

improvement (see Table 8). It is not all about quickly pushing 

solutions through the delivery pipeline, rather there is a sense of 

quality through the use of feedback loops and DevOps analyt-

ics.  In short, it has been identified that the continuous delivery 

pipeline and continuous improvement are the most important 

aspects (see Section 4) of the overall integrated DevOps lifecy-
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cle. Organizations should pay close attention to these process 

aspects when considering the adoption of DevOps processes 

within the overall context of DevOps capability. 

 

Traditional documentation driven development and operations 

could be slow and problematic. DevOps processes (Table 8) 

focuses on continuous and frequent development, testing and 

deployment of working software in production. The automation 

of DevOps processes will ensure that the important steps are not 

overlooked due to human error, and teams have the ability to 

orchestrate and track the DevOps delivery pipeline. The use of 

technology does not only enable (Virmani 2015) the rapid con-

tinuous delivery but it also provides an opportunity to channel 

continuous feedback from end-users to developers for continu-

ous improvement. Such fast user feedback cycles enable pro-

ducing quality products.  The use of monitoring tools enables 

capturing and inspecting issues, and resolves any poor software 

quality related user concerns as soon as possible (Waller et al. 

2015).  

 

The use of technology also allows to quickly develop proof of 

concepts for complex systems and test new ideas to help busi-

ness in making more informed decisions based on actual end-

user feedback and behaviour. Thus, use of technology and fre-

quent feedback cycles precisely enhance user engagement and 

inform about the actual needs of the users (Leppänen, Kilamo, 

& Mikkonen 2015).  Although, agile approaches value people 

over processes and tools, however, based on the review results, 

it can be suggested that technology is not a support element or 

low value element (Tables 7-9), rather it is core to the contem-

porary people-centric DevOps. Deliverables or artefacts (Table 

10) are important to determine the productivity of a DevOps 

pipeline. However, surprisingly, the identified studies do not 

discuss it in much detail. This indicates the need of more re-

search in this area.  

 

The bulk of this review is focused on the core DevOps capabil-

ity elements, which provide a knowledge-base to guide the in-

formed adoption of DevOps for IS. DevOps is not all about 

technology and this is evident from the identified challenges 

(Table 11). Highly discussed challenges are around People, 

culture and lack of understanding of DevOps (see Section 4). 

This suggests that DevOps adoption approach should be people-

centric as opposed to merely a new technology adoption initia-

tive. It has been observed that most of the suggested solutions 

advise assembling cross-functional teams with different func-

tional expertise including defining clear roles and providing 

appropriate training (Table 12). The key highlight is that adopt-

ing DevOps is not an ad-hoc or routine operational change, it is 

transformative in nature and requires fundamental shift in the 

traditional ways of working (e.g. C1, C3, C7, and A7). It re-

quires developing the supporting culture and have the right 

people appropriate to organizational context (Farroha & Farro-

ha 2014). It is not one-off adoption or big bang change, rather, 

the focus should be on designing, implementing and continually 

improving the DevOps roadmap (e.g. C3, A10). 

 

In a nutshell, this SLR confirms the importance of studying 

DevOps, especially its practical adoption. Academia and indus-

try may use these study findings as a foundation for developing 

theoretical and practical situation-specific DevOps frameworks 

for desgining the IS delivery pipeline.  For instance, researchers 

may be interested to empirically study the impact of DevOps on 

IS project performance, which is deemed as a theoretical gap. 

The identified challenges and solutions can be used by com-

mercial organizations to develop a less risky and informed ap-

proaches for DevOps. Technology vendors may be interested to 

further understand the integrated elements of DevOps capability 

(e.g. people, process, tools and artefacts) and develop appropri-

ate end-to-end technology platforms for the holistic adoption. 

Security professionals and researchers may be interested in 

developing new techniques for DevOps security. Further, ad-

vanced analytics professionals and researchers may be interest-

ed to develop new algorithms and solutions for integrated 

DevOps analytics for enabling continuous adaptation. 

 
This research clearly has implications for both research and 

practice. However, like many other studies, it has its boundary 

and limitations. Given the scope and time constraints of the 

research project, we only used selected well-known databases 

both from academia and industry. However, we made sure that 

the selected databases provide us sufficient recent quality litera-

ture to address the research topic in hand. To make sure that the 

selection process remains unbiased, we identified keywords and 

search terms directly from the research questions. Furthermore 

we have utilized the multistage process to document the reasons 

for inclusion and exclusion at each stage. Apparently, like any 

other SLR study, it is impossible to claim that the selected key-

words and search strings have not caused any omission of rele-

vant studies. Every attempt was made to ensure the coverage of 

the literature, therefor, in addition to academic databases, we 

also used two well-known industry databases. This provided us 

a good mix of academic and industry articles, which are explici-

ty highlighted in the analsyis. The analysis and projection of 

concepts and categories are subject to human errors, which may 

lead to inconsistencies. In order to deal with the researcher bias 

and any human error reduction, regular meetings and internal 

peer review feedback among the researchers were conducted. 

This was done to ensure the quality of the research process and 

findings.   

6 CONCLUSION 

 
DevOps is an emerging topic of greater interest among IS 

community. Interest is there, however, the challenge is how to 

effectively establish an integrated DevOps capability for effec-

tively delivering IS including software and hardware that sup-

port data-intensive applications. This requires the clear under-

standing of underlying elements and challenges (including po-

tential solutions) of DevOps capability. To to do so, this paper 

presented a systematic review of DevOps literature published in 

selected academic (22 papers) and industry (10 papers) data-

bases using a SLR approach. We found 11 major roles, 6 pro-

cesses, 23 technolgies, 5 artefacts, and 7 challenges (including 6 

corresponding solutions). DevOps engineer is being the newly 

identified role. Continuous delivery pipeline and continuous 

improvement are most highlighted major DevOps processes. 

Build system technology is being the key focus of the DevOps. 

Finally, major challenges are around people and culture, and the 

misunderstanding of the DevOps. Some potential research gaps 

such as minimal literature on DevOps artifacts, DevOps analyt-

ics and DevOps tool-chain integration, which could be future 

study areas. The review results will serve as a knowledge-base, 

which can be cast into developing theoretical and practical 

frameworks for DevOps adoption for a particular context.  
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