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CAPA addresses the protection of private data. It will provide technology building blocks for the creation of “an invisibility cloak” (or “una
CAPA invisible”). This involves

(1) an architecture for a trusted storage platform suitable for embedded systemsheld on a personal devices, based on an underlying secure
operating system, secure file system and secure database system. The goal of this architecture is to limit the risk that private data be
accidentally or maliciously disclosed. This risk is growing exponentially with the number of stakeholders in charge of collecting and
operating data.

(2) an architecture for privacy of actors, which combines the building blocksalgorithms that ensuring ensure protection of stored data with
existing identity management building blocks. This architecture involves the use of a personal device (or set of devices) that is based on
the trusted storage platform, has/have communication capabilities, a secure encrypting file systems, a database system and the ability to
generate identifiers. The goal of this architecture is to show that intrusion of privacy can be avoided,
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(3) addressing research challenges related to privacy, relating to

- data linkage attacks, through means such as low-traffic analysis, surveillance, collusion etc…
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