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Abstract Interpretation

» Abstract interpretation is a theory formalizing the
abstraction of discrete systems properties (such as the
semantics of programming languages)



Abstract Interpretation

» Abstract interpretation has been used to

» formalize the hierarchy of program semantics (e.g.
operational, denotational, axiomatic, ...)

» formalize program refinement techniques
» design sound program analysis methods (including model-
checking, runtime and static analysis, typing, ...)

» We show that it can also be used to design program logics



Program logics

» Program logics formally define what must be proved to
ensure that the semantics of programs of a language has a
specified property

e.g. Hoare logic {P} C {Q}

» Program logics must be sound (and complete)

» So program logics define the soundness of static analyzes



Content

 Part |: logics to prove properties of any execution (e.qg.
safety, termination)

» Part II: logics to prove properties of any set of executions
(e.g. security, privacy)



Part |:

Calculational Design of [In]Correctness
Program Logics by Abstract Interpretation

Patrick Cousot:
Calculational Design of [In]Correctness Transformational Program Logics by Abstract Interpretation.
Proc. ACM Program. Lang. 8(POPL): 175-208 (2024)
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Objective

Method to design program transformational logics

Transformational logic = Hoare style logics {P} S {Q}

v



Method to design a program transformational logics

|. Define the natural relational semantics [S] | of the programming language (in

structural fixpoint form)
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Method to design a program transformational logics

|. Define the natural relational semantics [S] | of the programming language (in

structural fixpoint form)

2. Define the theory of the logics as an abstraction a({[S] | }) of the collecting

semantics {[S] | } (strongest (hyper) property)

3. Calculate the theory a({[S] | }) in structural fixpoint form by fixpoint abstraction

4. Calculate the proof system by fixpoint induction and Aczel correspondence
between fixpoints and deductive systems

Theory of a logic = the subset of all true formulas
8



Two simple examples™
() Hoare (HL)

(2) incorrectness logic (IL. aka
reverse Hoare logic)

*in " On the Design of Program Logics” to appear in Proc. Festschrift Podelski 65th
Birthday. Springer (2024).

Google, 2025/09/1 7 9 © P. Cousot



https://cs.nyu.edu/~pmc309/COUSOTpapers/Podelski24.shtml

General Idea

HL = strongest postcondition abstraction of the collecting semantics } "
eory
+ over approximating consequence abstraction

+ over approximating fixpoint induction

} proof system
+ Aczel correspondence fixpoint « proof system
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General Idea

HL = strongest postcondition abstraction of the collecting semantics
+ over approximating consequence abstraction
+ over approximating fixpoint induction

+ Aczel correspondence fixpoint « proof system

IL = strongest postcondition abstraction of the collecting semantics
+ under approximating consequence abstraction
+ under approximating fixpoint induction

+ Aczel correspondence fixpoint # proof system

10



|. Angelic relational semantics [S]e

® Syntax™:
SeSu=x = Alskip|S;S|if (B) S else S|while (B) S|x = [a,b] |break

o
o States: ! ends

/
EINENEN

® Angelic relational semantics:

* plus unbounded nondeterminism, breaks, and nontermination L in the POPL24 paper.

Google, 2025/09/17 11 © P. Cousot



|. Angelic relational semantics [S] (in deductive form)

e Notations using judgements:

o #! 5" # for 7 H&L 1 8

|
e #1 YIKNG $ #5 for o leads to ¢’ after 0 or more iterations
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|. Angelic relational semantics [S] (in deductive form)

e Notations using judgements:

e #! 5" # for 7 H&I g

|
e #1 YIKNG $ #5 for o leads to ¢’ after 0 or more iterations

® Semantics of the conditional iteration* 9 YJKNG :

Bl g# #1 57 #  #1 g #

B #1 9" # C ..
g1 g !

Vo

#1 9" #  BIAgH

B i
#1 9" #

“ plus breaks, and co-induction for nontermination L in the paper.
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|. Angelic relational semantics [S] (in fixpoint form)

® Semantics of the conditional iteration* 9 YJKNG :

(') $ JEB(S$#!IB # ), 1" #1)
I YIJKNG "$ $ M@&EFA$ OP CSFBI

® Derived using Aczel correspondence between deductive systems and set-
theoretic fixpoints

Google, 2025/09/17 14 © P. Cousot



Aczel correspondence between deductive systems and fixpoints

| . . . .
o Rules: — ( Uuniverse,! ! Q) premiss," ! Uconclusion, 1 axiom)
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Aczel correspondence between deductive systems and fixpoints

| . . . .
o Rules: — ( Uuniverse,! ! Q) premiss," ! Uconclusion, 1 axiom)

o Deductive system: # = L "$' l# #11(! g0Q) " U)

15



Aczel correspondence between deductive systems and fixpoints

| . . . .
o Rules: — ( Uuniverse,! ! Q) premiss," ! Uconclusion, 1 axiom)

o Deductive system: # = I—I' SLIE H#ITT(N g6W) " U)

e Subset of the universe Udefined by .

proof theoretic "

fro LUL(*, .. e ! U &1L, ] .(§!( SRR ) % =%

%
MC&S) I model theoretic (gfp for coinduction)
& () $ '"Ud(='(.$"") | consequence operator

%
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Aczel correspondence between deductive systems and fixpoints

| . . . .
o Rules: — ( Uuniverse,! ! Q) premiss," ! Uconclusion, 1 axiom)

o Deductive system: # = I—I' SLIE H#ITT(N g6W) " U)

e Subset of the universe Udefined by .

proof theoretic "

fro LUL(*, .. e ! U &1L, ] .(§!( SRR ) % =%

%
MC&S) I model theoretic (gfp for coinduction)
& () $ '"Ud(='(.$"") | consequence operator

%

® Deductive system defining ME@&: (( $ ° %O($ "Uo%d &($))
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2. Abstraction (much simplified)

® The composition of these abstractions is

QARTY)

. OPTU | )PBSF QBSL

| ' | DPSSFDUO
DPMMF D US BW BUJ@I@'BLWDPOE%@Z& QP(TU)
TEFNBOUJDOFNBOUUBSBOTGP ARy g
{15} 3 OBIST |

| SFWFSTF)F

JODPSSFDL

® This is an oversimplification of Fig. | of the POPL24 paper, forgetting
about nontermination including total correctness and relational
predicates
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2. Abstraction (much simplified)

® Hyper properties to properties abstraction:

COCHEDNIEL L COETDT) %) #L
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2. Abstraction (much simplified)

® Hyper properties to properties abstraction:

CCCE) A

® Post-image isomorphism:

()R L)),

QPT

),

")

18
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2. Abstraction (much simplified)

® Hyper properties to properties abstraction:

CCCE) A

® Post-image isomorphism:

()R L)),

),

")

%()#! |

QREHU!! {, %35 11 &(,,H1 s

® Graph isomorphism (a function is isomorphic to its graph, which is a

function relation):.../...

)LD e # (), D) ) ()

18

%) ={C,.()$ (M)}



2. Abstraction (much simplified)

® Strongest postcondition logic theory (common to HL and IL with no
consequence rule):

T(9 # %% QPPYR!S)H
= {(!, QPBYS$ !'! (")}

19



2. Abstraction (much simplified)

® Strongest postcondition logic theory (common to HL and IL with no
consequence rule):

T(9 # % % QP! 5]
= {1, QPBYS ! (")

e Notation: { $} 5{" } " I$," "#T(3

® The next step is to express this theory in fixpoint form

20



2. Abstraction

® The abstraction of a fixpoint is a fixpoint (POPL 79)

S5nkux ks * ‘'o~vuotz ghyBxg'igeut,% JT B (BMPJT DPOO]|

DPNOMFUIE MI'BESQE BAT) #* 1° * BO@#+ 1" + BSF JODSFBTJOH F
UIBU 3T =)¥4! UIFQUWOR= MG XIJMF TFNJ DP NN \wa)d:W JPNDQ N

(M@ %M GAQ
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2. Abstraction

® The abstraction of a fixpoint is a fixpoint (POPL 79)

S5nkux ks * ‘'o~vuotz ghyBxg'igeut,% JT B (BMPJT DPOO]|

DPNOMFUIE MI'BESQE BAT) #* 1° * BO@#+ 1" + BSF JODSFBTJOH F
UIBU 3T =)¥4! UIFQUWOR= MG XIJMF TFNJ DP NN \wa)d:W JPNDQ N

(M@ %M GAQ

® We get a fixpoint definition of the theory of strongest postconditions
logics

® For the iteration 9= YJKNG

T(9 # {(!, QPAYMGR ! ( QRATIHIZ)) )N)$ 1 (")}

22



1301&35%&4 0' 4530/(&451045%0/%*5%0/4 {h#QRABU L Y QPA®: I MK
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1xuulul-ks " UBILR'$ QPAS MG # 11 (1)} XIFER#)" | " QRTEMHE)#
QRTU) ittty =11 QPRBUL"Y #E FG 1xuul ul $ux
L# {$ 11$1 4., $#1M) "EF QP (g o, QRBUIS Y #HEFG $ T(9
L# {$ SI#IS .S, $#1 " "%, $ #l ") "EFli (ot o, QPRBU, N ) #E F#$ $(! QRTY #-FN $
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{"#, Q PSBAK 11! %! )} "EFG# ! (JE(QHTESE') " $))! #E F5$
-kssg 4zxutmkyz vuyziutjozoutu|lkx gvvxu~osgzout JE)S(QRATEME') " $)(!) #HQPJIJOUXSITBHOEHGVODUJIPO'®I
Ty.(9 " QREH!T(H = {"#&H#'QPBHS$&} = QREH!T(H 1 $ QAT B )($(1)) #EFG JEFBOEUZVODUJIP®
1xuul ul -ks #($(1)) HEF#($) $! $ QRATEPLB)H$S !
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{"#,&#11# . "#, QPSBAK "#, & #H# # .3} "EF& Q P(TWGHQWHA $) #EFG P!G JO BCTFDD®&C
{"#, & # 1 #."#, QFPSBARLS"#, & # "EF@ QPAY" QTGO #DPNQPTJUJRC
{"#", &..#”#'#..## " QP$'BP,#J$&"} " E FHEbH QPAY QTGO 4T J ONDGO= M'GH J O $
U, &M # $#" QPSBASE ) "EFRS Q PAS M'GH) #DPNNVUBUJPBQOENNVYQPJOU BCT$S
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3. Approximation

® [he component wise approximation:

L,,-"8%, - " LS, (- %
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3. Approximation

® [he component wise approximation:
-8, - S, (- %
® The over approximation abstraction for HL:
QRTE) = I# {(1,-)$#(1>-H1#.1 " 1% %)
Ty-(9 # QR&Y %T (9
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3. Approximation

® [he component wise approximation:
!11-"$1%!1"1-"" y ] $1"(-O/O-"
® The over approximation abstraction for HL:
QRT.® = 1# {(,-)$#(%-H1#.1 "1%% % -}
T).(9 # QREY %T(3
® The (order dual) under approximation abstraction for IL:
QREY = 1# {(,-)$#(5-H1#.1% 1% "-9
T. (9 # QAT %T(9

® Shows what it shared by HL and IL: all but the consequence rule (?)

24



4. Fixpoint induction

® Deriving the proof system at this stage by Aczel correspondence would
be great!

® A common part and different consequence rules for HL and IL
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4. Fixpoint induction

® Deriving the proof system at this stage by Aczel correspondence would
be great!

® A common part and different consequence rules for HL and IL
e But then the HL proof system for iteration would be

|. Prove strongest postconditions

2. Approximate with a consequence rule to get partial correctness

® [his is sound and complete
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4. Fixpoint induction

® Deriving the proof system at this stage by Aczel correspondence would
be great!

® A common part and different consequence rules for HL and IL
e But then the HL proof system for iteration would be

|. Prove strongest postconditions

2. Approximate with a consequence rule to get partial correctness
® [his is sound and complete

® But too demanding = not so great!

® What we miss is fixpoint induction

25



4. Fixpoint induction

5nkuxks ® 1gxglo~vuotzu|lkx gvvxu~osgzout
-Fy, " #$" CF B DPNQMF'U!F!'TABGEDSF%’I“JOIHF
MGOD$ IJG BOE PO MZ (DG #&H! $
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4. Fixpoint induction

5nkux ks * 'o~vuotz 6tjkx "vvxu~osgzout he 5xgtyl

-FU" "’ ) * CFBO JODSFBTJOH GVIOD HYWIPIOMPE®B Ga
POMZJG UIFSFFYJTUT BO JODISEBTJOHDGEB (BIU(
+0 =1

+ 11 ((+) GPS TVDDFTTPS PSEJOBMT
.+ FYJTUT GPS MINUNDIRMIBUQBM BOE
%II/.II!+’
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5. Calculational design of HL

® Theory of HL (for iteration):

H(9 ' QRTH!'T(Y
= {11, H D #H EBL S, # $$).(9 " (##£AB! $) #°
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5. Calculational design of HL

® Theory of HL (for iteration):

(9 | QP(T#J'T(S)

= {I,U A ## HHBLS # $8) (9" (##AB!S) #

® HL proof system:

5nkuxks )Jugxk x{rky lux iutjozoutg
e {1 B gY 5}, (" ABI ) ! #

{1V YIKNG &5
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{1, g B HE ## " QPAYN)#" ) #1BSLWYQPJOU JO BV
{1, " "#u B QPARYH #" )
## ##" INQMUFFAE(H) # QPAL(") TIOQ@FAY JT JODSFBTIIGI |
QPASAH#" CZUSBOTIUIWIUZ
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{I,""##.1$ QRIS ) (B ##" QPAYH #" ) #SFOBNJA$
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JPBSF MPHJD SVMFT

5nkuxks Jugxk x{rky lux iutjozoutgrozkxgzout
L "I B} 5"}, (" ABI$) ! #
{1} YIKNG &#)5

Ixuulul 5n 8F XSJYB{#} " 11, #"#T).(9

#Z TUSVDUVSBI FOBMBUILPII D U YIKNG P © ESDR P\EVFSGE P BB W
BMSFBEZ CFFO EFWOFE

#Z"D[FMNFUIPE UIF DPNG® BOU EW WEH EA%
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Surprised to find a variant of HL proof system

WVe also have (pOsStis increasing):
H(93 = QRFY!'T(I

yields the sound and complete proof system:
C comes from ——" %/, {/) B! $} 5/} ("1 5{&}, & W&

e {"} YIKNG § ) 2AB! ¢} {"} 5&}

Google, 2025/09/17 30 © P. Cousot



Surprised to find a variant of HL proof system

We also have (pOstis increasing):

yields the sound and complete proof system:

C comes from —
Th.1l.3.1

no (strict) need for Hoare left consequence rule (but for iteration):

il

»

If FP{OIE anc )t H
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5. Calculational design of Incorrectness Logic IL
® Theory of IL (for iteration):

T-(9 ! QRTH!T(Y
= {I,""HI#,$$ . =1 " 1F #BIS, #TSTH(9" " " (1 #)#BIAS)
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5. Calculational design of IL
® Theory of IL (for iteration):

T-(9 ! QRTH!T(Y
= {I,""HI#,$$ . =1 " 1F #BIS, #TSTH(9" " " (1 #)#BIAS)

® |L proof system:
5nkuxks *-x{rkyluxiutjozoutgrozkxgzout

9= 111 Brg1 g, #(1 ')1 BIAS

("] YIKNG W]S

(similar to O’Hearn backward variant since the consequence rule can also be separated)
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Calculational design of IL
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$BMDVMBUJPOBM %FTJHO PG 3FWFSTF )PBSFBLB *ODP
5nkuxks 5nkuxe ul *-

T-(9 ! QRTH'T(9
= {1, $S . R = 1 #BILg #T ST (9 " (1 #) #BIAS)
1xuulul 5n o
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QRT®H ' T(9 #HEFG$
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Much more in the POPL24 paper
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Much more in the POPL24 paper

* Bi-inductive relational semantics with break and non termination (L),
for termination and nontermination proofs
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Much more in the POPL24 paper

* Bi-inductive relational semantics with break and non termination (L),
for termination and nontermination proofs

* Many more abstractions and combinations # hundreds of
transformational logics theories (including property negations, proofs by

contradictions, backward logics, ete:l



Much more in the POPL24 paper

* Bi-inductive relational semantics with break and non termination (L),
for termination and nontermination proofs

* Many more abstractions and combinations # hundreds of
transformational logics theories (including property negations, proofs by
contradictions, backward logics, etc.)

* Taxonomies based on theory abstractions (not proof systems)

Ulk IJI‘bUbUIJUbIVI UIE5YI"U

PSNBUQ](E’\@\‘BQM MFWHJD QIE’“%E L,]I-

JFE UIFSF /

PPPPPPPPPPPPPPPPPPP

YJ T U T E\QWMF BT u ]\‘1

BREALTES <oty
O BT B @J E T....B..O.E... QJ .................... ory
UP JQJ JBM TUBW , \gTF‘
/R NI I ol /

- N Bz

BM—lT P G B YR rNng PlcEB ¢

34



O B IJI_DDDLJIJLJDIVI UDYI"U

5P SNBUJRY BQM MAHID NG G
JFEUIFSF /I

<PSSJT +S BOE 8F>h(§‘5§|\—*I|FtJUBOE$PVJTW

v | $PVTPUBOE $PYTP O

<TDBSJFUBMN > - i
| JOPUNBM P S WO E .
Q 8F K K QPBU
YITUT BYU*M-FBTU
<SIMCFSTUFJOIFU BM :

J ] .
ERE QLTSS fF?SJF:osefB;sth,.w
SOWMYBRFT BOE, |y orww
! ST QRRY) #' WS oH,"

UP JQJ JBM TLU<BLLEIOE1-EPM 4» TF
/RN G BOE A

QRT) ! ! 'l QRTw) 1

. NBZ:€5-OPO ) -*PB'EJ |

___________ QRFY) ! !

PFT OPLU 1%\§QNFIJ\§)I%¥5§) £, QR TTICM
BITP GEFOPRGIREF Y B U FefonXebFD [ J T FNQ I B

--------------- (&NPJTDPOOFDUMNDEﬂVFSFOUMPHJE

U BMM FY



Much more in the POPL24 paper

* Many more fixpoint induction principles (including P C IfpE F, [fpE F C P,

PCQIpEF, gfps FCE P, fpEFM P+ @, gfpE F P # @&, etc)
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Much more in the POPL24 paper

e Example I: calculational design of a logic for partial correctness + total
correctness + non termination

{+=1+$#=1}
YIJKNG P ] H H P P
{(+" 03#=14) &(+<03+=#=")}
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Much more in the POPL24 paper

e Example ll: calculational design of an incorrectness logic including non
termination
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Much more in the POPL24 paper

e Example ll: calculational design of an incorrectness logic including non
termination

A specification for factorial:
UHALIC (1S ##[1]] )
YJKNG P | H H P P

 ##[LC )

e False alarm ##['( .0 with a (totally imprecise) interval analysis
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Much more in the paper

e Example ll: calculational design of an incorrectness logic including non
termination

A specification for factorial:
UHALIC (1S ##[1]] )
YJKNG P | H H P P

 ##[LC )

e False alarm ##['( .0 with a (totally imprecise) interval analysis

* The alarm is false by nontermination, not provable with IL
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About incorrectness

® |L is not Hoare incorrectness logic (sufficient, not necessary)

AGSY 3*) " [$]9A ]
#(+7) (1) [8] 54!+ A %8
H

R ] B L 1 I
® The logic TT(S) | QP(T,#!)!!A!T)_(S) = !A!T)-(S) can be

calculated by the desigh method (and does not need a consequence
rule)
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Calculational design of Hoare incorrectness logic HL
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Conclusion of part |

A transformational logic is
an abstract interpretation of
a natural relational semantics
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Part ll:

Calculational Design of Hyperlogics by
Abstract Interpretation

Patrick Cousot, Jeffery Wang:
Calculational Design of Hyperlogics by Abstract Interpretation. Proc. ACM Program. Lang. 9(POPL):
446-478 (2025)
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https://dblp.org/pid/c/PCousot.html
https://dblp.org/db/journals/pacmpl/pacmpl9.html#CousotW25

Objective

Conceive a method to design program
transformational hyperlogics

Transformational logic = Hoare style logics {P} S {Q}

43



Understanding a program logic in Part |

* What is the program semantics? S[F]

* \What is the strongest program semantic property (collecting
semantics)? {S[P]}

 What is the strongest program property of interest? os{S[P]}

* The properties of interest derive by implication (consequence
rule) ocoas{S[P]} (theory of the logic)

e \What are the proof rules??
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Reminder (of Part |, POPL 2024)

Relational semantics S[P] <-------- Structural fixpoint definition
l 2S.{S} “"ECNEWNWU

Collecting sem. {S[P]}<---Structural fixp.).c;int characterization
lOCZOCcoOCs {:.'ECNEWNWU

"A
Theory of the logic a{S[P]}+-Structural fixpoint characterization

l Aczel+Park & ... ECNEWNWU

‘e

Proof rules of the logiC «--------------------- Deductive system



Methodology

Can we calculate hyperlogics proof systems by
structural abstractions of the program semantics?
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We will conclude that Yes”, but

* For hyperlogics, the strongest program property of interest
IS the collecting semantics itself {S[P]}

* There is no abstraction «s (ingeneral)

* Any proof of a general hyperproperty must characterize the
program semantics exactly!

 Unmanageable In practice!

* The only workaround is to consider only abstract
hyperproperties!
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Which semantics?




Which semantics?

* Hoare logic soundness/completeness for invariants
IS with respect to a relational semantics

* The logic would be essentially the same with
execution traces (but for primitives)

* |Is there a semantics covering both cases (and even
many others)?

49



Algebraic semantics:
a structural Pxpoint de Pnition



Algebraic semantics

 Parameterized by an abstract semantic domain
providing the model of executions and effect of
primitives
S 8" Hn &'y, JOIRITTIESD
SBTTIH® UFT® CSFBILLJ ¥

S Sty (y, s, #
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Algebraic semantics (contd)

o Structural fixpoint definition of the effect of
commands

* E£.g. assignment

* £.9. break
"Z # # # BTTIH® "DTGICM # #
"Z K #H HH "DTGICM # CSF
L L By H £ DT C#@ M # #
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Algebraic semantics (contd)
e £.9. Iteration while (B) S
Lo L Joguts £1')
A A I - A
"YIJKNG # "5(MGH)!" ("A# ${"$ 4)
"YIKNG # "I
"YIKNG #,"5(MGH)!I'"s 8,
"YIKNG #4 5HGQ}
"YIJKNG # "5"YIKNG #:$5"YIKNG %%,

(2



Algebraic semantics (cont’d)

* [he classic postulated presentation by equational
axioms "’ can be calculated by

e structural induction

* Aczel correspondence between fixpoints and
deductive systems (see Part | on POPL 2024)

(") % " 3 )PBSF *BO + )BZFT +JGFOH)F $BSSPMM .PSHBO " 8 3PTDPF
4QJWFZ BOE #FSOBSE 4VGSJO $PBNVOG'$SPHSBNNIOHJUQT EP
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HOow 10 express
program properties?



“Programs are predicates’ °

* \We are only interested in properties of programs (not
in arbitrary properties)

e A program encodes a program execution property
defined by its semantics

* So defining properties as programs, we don’t need a
language for programs + another language for
predicates!

() SJD $ 3 )FIOFS "1SBDUJDBM _#P5 ZPGEQS8BPHSBMNHT BN x [UU

EPJ PSH
55



Property transformer



Algebraic property transformer

* Forward property transformer:

- QU BWE G,PHB N
QPIAR ! &#%



A structural Pxpoint
characterization of the property
transformer

58 © P. Cousot



A calculus of algebraic execution properties

e (Galois connection

7, (CL,!," 4is a poset)

* Using the abstraction .methodology of POPL 2024, we
generalize POPL 2024 to

e a structural fixpoint algebraic calculus of execution
properties

* (and the lattice of algebraic transformational logics)
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Hyperproperties



Algebraic hyperproperties

e | is the semantic domain (e.g. set of finite and
infinite traces, input-output relation)

e ©(L) is the set of hyperproperties (defined in
extension)

e C Is logical implication

o1



Hyperproperty transformer



Algebraic hyperproperty transformer

e Transformer
1PTU J#1(H$ 1(,)
1PTUOP " {QPTW!#! P}

e (Galois connection

i ( ’!), "". ,
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Structural Pxpoint characterization
of the hyperproperty transformer



Incomplete structural characterization of Post#(S

* Counter-example
1IPTKH $1 SNUSGFS
{QPMTB'# & QPMAS 5'#!#! P)
#{QPMTWE'# & QPMAS 5'#!# ! P' # ! P}
(&1 & &5 1&1! 1P TH B'P' & 1P TAS 5'P)
* This structural collecting semantics () is incomplete

() >JCBVMU %BSEJOJFSBOE 1FUFS .“4MMFS )ZQFS )PBSF -PHSIP D PR
PG UIF "$. PO 1SPHSBNNJOH -BOHVBWHFT-%*$"B-UJDMF /P +VABU:«

EPJ PSH -



Complete structural characterization of Post#(S

{QPI} = 1PTY#
* Example:
I1PTKH $1 BSNULSPS
{QPMTUB'# & QPMAS 5'#!#! P)
(&1 & &> 1& ' {QPMTWE'#}' & ! { QPMAS 5"'#}' #! P}
(&1 & &51&! 1PTY® BY#}' & ! 1PTAB 5'{#}' #! P)

* We get a complete elementwise characterization of Post#(S)
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Calculational design of the
algebraic hyperlogic rules



Upper and lower algebraic hyperlogics

e Definition
{IP} 5IQ} = 1PTEP#Q
{{P} HIQ} = Q# 1PTYP

* The proof system is derived by calculational design
(as in POPL 2024)
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Upper algebraic hyperlogic for iteration

§u= MR & 1"} PASHEN F& (A"} ¥ 3 B} FE&
M ¥ H&so} ¥& &5 = HGQgp & ""! P&
B 1&y B &, " ! &go B &g, #B!" 1 "1 Q&

H¥YIKNG 80B

* Requires an EXACT characterization of the program
semantics

 Unmanageable in practice
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Abstractions



Abstractions

* Since proofs of general hyperproperties are
unmanageable, we consider abstractions of

-+ the algebraic semantics

0..
~
-
by

*e program properties

.
o**
.
R
.
N

0..
~
-
by

A )
Y 2
.
.
.
o*
'S
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Algebraic semantics abstraction

* An abstraction of the algebraic semantics is another
iInstance of the algebraic semantics

* e.g. trace semantics # relational semantics
* This extends to logics and hyperlogics

* But still proofs require exact characterizations of the
(abstract) semantics
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Hyperproperty abstraction



Hyperproperty abstraction

A dozen abstractions are considered In the paper
* This leads to a lattice of hyperlogics
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Hierarchy of hyperlogics

subset closed

[67] .
F sub‘set closed <---#;-veeeinnens 5
[64, Th. 1] . .
T e e 57,65] *
e e e a e \v/*El* ................................................. D> \v/ (k_safety) ............... > V(HL)



Chain limit order 1deal
abstraction



Chain limit order ideal abstraction (cont'd)

* The chain limit order ideal abstraction of algebraic
hyperproperties is an algebraic generalization of the
abstraction to v*3" hyperproperties

e v*3* hyperproperties (for traces in 11)  AEH !

(SR (DRI CP RIS IPSENER AP  SIGETORED)
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Chain limit order ideal abstraction

!T(P) e Sty #" J#"P Janib EFDSFBTJOH DI lubC

Y(P) 1 (&% 148" P .&5$ &)

| 1 #] (extensive, increasing, not idempotent)

- "(P) I MG® P! "($) (upper closure operator hence G.C.)

* In particular for traces:

AEH # | (#(#(1)))
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Conclusion of Part Il



Conclusion of Part Il

* \We have introduced a new algebraic semantics (instantiable
to any classic semantics)

* \We have considered programs (i.e. their semantics) as
properties

* We have designed by calculus a general algebraic logic
(sound & complete and generalizing POPL 2024)

* We have designed by calculus a general algebraic hyperlogic
(sound & complete but unmanageable in practice)

* All this for terminating and nonterminating executions
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Conclusion of Part |l (cont'd)

* \We have considered abstractions of algebraic
nyperproperties :

* [ess expressive than general hyperproperties

* pbut with sound and complete hyperlogics using only
approximations of the program semantics

e This was illustrated by an algebraic generalization of v*3*
hyperproperties
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More in the POPL25 paper

 Various instanciations of the algebraic semantics

* Abstractions of the algebraic semantics leading to complete
hyperlogics

* A dozen of other abstractions of hyperproperties

* Including algebraic generalizations of 3"v* as well as v*v*
hyperproperties

» Correction of errors and generalizations of results in the literature
* etC
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Conclusion of the conclusion

A transformational [hyper]logic

IS

an abstract interpretation
of

an [hyper|transformer
of
an Instantiation

of

an algebraic semantics.
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(Conclusion of the conclusion)-!

A [hyperllogic is
another (complicated) way
of defining
an abstract interpretation
of

an Instantiation
of
an algebraic semantics.
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The End, Thank You



