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They analyze the analysis!
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A generic abstract interpreter
and

Its semantics
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Generic abstract interpreter (classical)

For a given program P and initial iterate X" € D

A[P](X7) =

where, at iteration k€ N

D
CcC € Db —

X :=X: kx :=0:
while (—C (X))

{ X :=F (X); k :

b

F c D — D

P. Cousot, R. Giacobazzi, F. Ranzato

k + 1; }

abstract domain

convergence

transformer

A
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Generic abstract interpreter (generalized)

For a given program P and initial iterate X" € D"

AP](XY) & X := X°; k := 0;
while (—~CY(X))
{ X := FI'Y(X); k :=k + 1; }

where, at iteration k€ NU {w},

Dk abstract domain at iteration k
cCC e D'— B convergence at iteration k
Ftl e pf— pktl transformer at iteration k

2 e (DX, ke N) — D” limit transformer
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Examples of abstract interpreters

e [ he generic interpreter can be instantiated to define the semantics of programs

e Example: denotational semantics

e DXisadcpo (D, C, 1, LI)

o XV =1

e F*t1 s a Scott continuous transformer F

° Ck(X) 2 f

o XS KEN) 2 [fyeu X< = Ifp~F

e The generic interpreter can be instantiated to define dynamic/static analyzes of
programs

e Example: widening abstract interpreter
o FFHL(X) £ XV*F(X)

e the widening VA may change during iteration (e.g. delayed widening, moving
thresholds, etc.)
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Trace semantics of the generic abstract interpreter

-C?(X") X0
-CYUXYAN=CHXY) X0 XT

2

/\ﬁcfi(xi) X0 X1 X2

i=0

T

/\ ~CH( X X0 X1 X2

i=0

X0 X1 X2
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C*(x*)

!

Xk

Xk XK

Xk—l-l A Fk—l—l(Xk) - Dk—l—l

XY & (X<, ke N)) e D¥

XKk It stable
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Trace semantics of the generic abstract interpreter

-C?(X") X0
-CUXYAN=CHXY) X0 XT

2

/\ﬂc@'(xi) X0 X1 X2

Z:O .........

k—1 | |

N\ —C (X" X0 X1 X2

1=0

/\ ﬁci(Xi) X0 X1 X2

r<<w
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Xk—l-l A Fk—l—l(Xk) - Dk—l—l

XY & (XX, ke N)) e D¥

It unstable
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Hierarchy of abstract interpreters

e [he semantics of the generic abstract interpreter is an instance of the generic
abstract interpreter

e [he collecting semantics of the generic abstract interpreter is an instance of the
generic abstract interpreter

e A sound abstraction of an instance of the generic interpreter is an instance of the
generic abstract interpreter

— the generic interpreter can be used to analyze an instance of the generic interpreter
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AZl: Abstract® Interpretation
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How it works with a simple example: Analysis

Program:

Interval equations: {

Jacobi iterates (no widening):
10,0]

P. Cousot, R. Giacobazzi, F. Ranzato

L

0, 0]

! _:27 2- !

X

X1
Xo

[0,2]

_:27 2:_ R

while ©1 (true) { X=xX+2; 2 }

Fi(X1, X2)
Fo( X1, X2)

—~ 10 -

= [Oa O] L X2
= - 2, 2]
0, 2n] 0,2(n+1)] 0, 0o
2,2(n+1)] 2,2(n+1)||’ 2, 00|
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How it works with a simple example: Meta-collecting semantics

Equations of the collecting semantics:

{

Jacobi iterates of the collecting semantics:

B R

‘0,01 |

1 *00,0] * [0,0] *

L2t 2,20 (2,4 |7
1 [0,0] *[0,0] *[0,2]* """ *[0,2n] * [0,2(n+ 1)]
L2210 2,21 0 2,2(n+1)] * [2,2(n+1)]]

Zﬁ = E(ZQ,Z(Q) = )_<1 ) ([0,0]_I_I last(X2))
Xy = FQ(Xl,XQ) £ Xo * (last(Xl) &, [2,2])
*[0,0 * [0,0]] |L*1[0,0] *[0,0] * [0,2]
L L2l || Lt L2200 2,2
0,21 *[0,2]]  |L*10,0]*[0,0] *[0,2]* " *[0,2n]
Lt Lt 2,2] 2,210 0t t[2,2(n 4 1))

Limit of the collecting iterates:
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__.[07
*

0]
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How it works with a simple example: Meta-analysis

Abstraction domain for the iterates:

Abstraction:

oL

" 41,

a?((X1, Xa)) = (a(X1),

e ol = (e 0w

Equations of the meta analysis:

(h, h1) = Fi(Ch,y 1), (ky h2))
(B, h2) = Fy({h, h1), (ky h2))

{

lterates of the meta analysis:
(0, 0)

n

— )

X

)

)
)|

(L
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)|

10, 0y
(2, 2)]

"1€n, hn))

(T, T)

(=1, T) (0, T) - - (T, 1) (T,0)
\ \( -
<11 OO>
N/

(L, L)

(X))

(hi 1O U min(0, k), by U 0L max(0, hy))
</2 (/1 ON 2), ho L (hl ON 2)>

o
4

The meta-analysis provides
a widening for the analysis
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Calculational design of the abstract meta-interpreter

A.1 Calculational design of the meta abstract interpreter of Section 4 ( pairwise def. |_|f in (CDC)2S
o [p1 117 o [p2 1,27 @ o« [pn N c ~ ~ c -
Proor. The Jacobi iterates of (2) belong to I = ”J' . [f%’ h%] . [fé’ h%] T [f}n’ hlnl ] n,m > = Fi(ac(X2), ac(X2)) (def. Fj in (3)§
Lo (b5, hs) (€5, k5] c ... [€F, hTY
s + _ | |¢0, h) : Let us calculate the second term.
0¢. The Jacobi iterates of (3) belong to X' = (o h1) {1, hy, €2, hy € D ;. We have the Galois
2, M1 _ — — —
N (LY (X2 (x@[2,2]) [ X1 =X *x))
connection (X', <) (_;—C;>— (L, Bc7). = (Lo, Loy L2 ac((X2* (x®[2,2]) | X1 =X * x)) { a. preserves existing joins§
For the semi-commutation condition, let X € X be an iterate of iterates of (2). = a((X2* (x®[22]) | X1 =X * x)) (def. infimum §
a2 (F(X)) = a((n=07%Xz* LsXy* ([(],h]] ®[2,2])])
_ e (LY ([)El * ([0,0] U x) | )KQ = )z " x)) Jdef. a2 (by def. of the set X of iterates, X1 has the form L * [¢1, hi] * [¢€2, h?] Tt €7, hil]ivhen
(LY (Xo* (x@[2.2)) [ X1 =X * x]) e n>0andX = L [f],h]]* [(3,h5] ... [67 ki orn=0s0X; = LwithX =5
__ is the empty sequence and L & [2,2] = 1} B
Let us calculate the first term. = a (X2 (n=0% Ls ([ +2,h +2]))) (factoring Xo and def. & for intervals
ae (LY (X1 * ([0,0]ux) | Xz =X * x)) = a.(Xa) W2 (n=07% (L, Lo)s ([(] + 2,7 +2)))) (def. a. and &, on D §
= (Lo Loy L2 ([ X1 * ([0,0]ux) [ Xo =X * x)) = (ac(X2) LE (61 @ 2, h1 @ 2) | (61, ) = ac(X1)))
lin a Galois connection, . preserves existing joins$§ (since if n = 0 then X is L hence a(X1) = (L, L) so(l, h1) = (L, L) and therefore
— — — {1 @2, h1 & 2) = (LD 2, L. B 2){L¢, L) si 1. is absorbent f c
= (%1 ([0,0]ux) [ Ko = X * x)) Jdef. infimum (61 @ 10:2) =(L:® D 2)( ) since L. is absorbent for &, §

= ([(52, h2> I_Ig <51 B 2, h1 &, 2) H (51, h1> = ac()_(l), <52, h2> - Otc()_{g) D)
( def. let construct§
((l2 Uc (I @°2), hy U (hy €€ 2)) | (L1, h1) = ae(X1), (€2, h2) = ac(X2))

= ac([X1* ([0.0]u(m=07% L[5, h3])])
(by def. of the set X of iterates, X5 has the form L * [}, hl] * [¢2,h2] = ... [€7 AT
where m > Oand X = L * [€1, 3] * [€2,h2] * ... [(7 L, A1) or Xy = L with X =

]

is the empty sequence whenever m = 0§ (pairwise def. i in (Dc)*§
= a.(X1) W2 (m=07% a([0,0] U L) s a([0,0] U[£Z, hT]))) (def. a. and conditional § = F5(a(X1), ac(X2)) (def. FS in (3)§
= (m=07%a/(X1)UZ a([0,0]) s a(X1) U? a([min(0, £5*), max(0, h5")])) )
(def. infimum L, join U in intervals, and def. conditional§ Grouping the two terms, we have p2roved the semi-commutation o2 (F(X)) £ F(a?(X)). By
C2(m =07 ac(X1) U2 ac([0,0]) & e (X1) L2 e ([0, 0] U [min(0, £), max(0, h7)])) ] Theorem 3.4, we conclude that Ifp ", F <, a2(fp(l o) e e FY): B
(since [0, 0] C [min(0, £2*), max(0, hJ*)] and a. is increasing§
= (m=07%a/(X1)UZ{0, 0) s a(X1) U? {0, 0) UZ ac([min(0, £5"), max(0, h3")])) )
{ o preserves existing joins and def. o so that ([0, 0]) = (0, 0)§
= o (X1) L2 {0, 0y LZ [m =02 (L, L¢) 3 ac([min(0,£5"), max(0, h7)])) )
(factorizing a. ()_( 1) U? (0, 0) in the conditional and (L., L) is the infimum for the lub
g
= a.(X1) U? {0, 0) UZ ((min(0, £2), max(0, ko)) | ac(X2) = (l2, h2))
(since if m = 0 then X5 is L hence a. ()_(2) = (L¢, L¢) so (lp, hy) = (L., L.) and
therefore (min(0, £3), max(0, hs)) = (L., L) by our convention that L. is absorbent
for both min and max §
= ({1, h1) I_I? (0, 0) uf (min(0, £3), max(0, h2)) | ac()_(l) = {1, h1), ac()_(g) = (I3, ho))
( def. let construct}
= ((ly Uc 0 U min(0, Ip), hy U, 0 U max(0, ko)) | o (X1) = (l, h1), ac(X2) = (la, h2))
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Meta abstract interpretation

Offline
e before starting the analysis/static/beforehand

Online

e during the analysis/dynamic/on the fly

2
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Offline Meta Abstract Interpretation
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Examples of offline meta abstract interpretation
e Widening in interval analysis

A beforehand constant propagation meta analysis determines which unstable
interval bounds should be widened

e Packing in Astrée

A beforehand meta analysis determines at each program points which packs of
variables should be related by octagonal invariants

Variables in different packs will definitely be not related

2
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Online Meta Abstract Interpretation
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Online abstract interpreter

AZ[P)(X?, ) =
X := X; k := 0;
while (—~CX(X)) {
X = FFIY(X); k := k + 1;
s

e an instance of the generic abstract interpreter

2
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Online abstract interpreter

AZ [P] (X(), (pay “Vpa ) =

<
|l
X
.
|l
2
X
I
2
%

e an instance of the generic abstract interpreter

e keeping an abstraction X of its iterations

2
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Online meta abstract interpreter

A2|[P]](XO apa,vpa,DO DL FL, ) =
= X; k :=0; X := ozpa(XO);
while (ﬂCk( X)) o
X = Feri( X); k 1=k + 1;
X 1= pa(YpalX) ° X) B
(DL PR CF) i= MATP](X, vpa, DX, F, 1)
s

e an instance of the generic abstract interpreter

e keeping an abstraction X of its iterations

e passed to the meta interpreter to compute the next abstract domain, transformer,
and convergence criterion
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Online meta abstract interpreter

A2[P](X°, apa, Ypa, D°, D', F, C0) 2
X =X k :=0; X := apa(X);
while (—=C*(X)) {

X := Fk+1(X);_k :

X = Oépa(ﬁYPa(X) ) X)’

while (=Ck_ (X)) {
Y .= frﬁﬂgl()(); k := k+1;
+
let (D, F, C, X) = in return (D, £, O);

e an instance of the generic abstract interpreter

e computing the next abstract domain D, transformer F, and convergence criterion C
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An application
of online meta abstract interpretation
to

the design of a widening
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lterates of the interval abstract interpreter

2
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Meta-abstraction of the iterates of the interval abstract interpreter

e Abstract the iterates by slopes

XV = | X! X? X3 X2

e Abstract sequences of slopes by there maximum

T

/I\

R URES T —1 1 2

\\ | / T

| =
J_ g

e Enforce convergence of the meta-abstract interpreter by a widening

e An iteration dependent widening is designed using a meta-widening
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An application
of online meta abstract interpretation
to

relational domains
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Online meta abstract interpreter

e Numerical relational analyzes

e Can be costly (polynomial (octagons) / exponential (polyhedra) in the number of
variables)

e (Cost can be reduced by decomposition into a conjunction of relations on packs of
variables such that variables in different packs are unrelated

e Packs determined offline for Miné's octagons in Astrée, with loss of information

e Packs determined online for Halbwachs et al's polyhedra, without any loss of
information

e Generalized to octagons and then arbitrary relational numerical domains by Singh,
Puschel, and Vechev

2
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Online meta abstract interpreter

e Relational analyzes
o Generalized to arbitrary relational domains in this paper

e Example of decomposition:

2
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Online meta abstract interpreter

e Relational analyzes
o Generalized to arbitrary relational domains in this paper

e Example of decomposition:

(X1,X2) — {Xl,XQ,Xg}
/\fz(X2,X3)
A r3(x3, x1)
A ra(Xq) {4}
A r5(Xs, Xe) X5, X6 }
/\I’6(X )
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Online meta abstract interpreter

e Relational analyzes

o Generalized to arbitrary relational domains in this paper

e Example of decomposition:

rn(xi,xe) — {x1,x2, X3 =
/\fz(Xzan)
A r3(x3, x1)
A ry(Xq) {xa}
A r5(Xs, Xe) X5, X6 }
/\I’G(X )

P. Cousot, R. Giacobazzi, F. Ranzato

— 25 —
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Online meta abstract interpreter

e Relational analyzes
o Generalized to arbitrary relational domains in this paper

e Example of decomposition:

r(xi,xe) — {x1,x,x3} =  r(x,x) r(%ﬂ {x1, X0, X3, Xy }
N\ f2(X2,X3) A ra(x2, Xx3)
A r3(x3, x1) A r3(x3, X1)
/N\ I’4(X4) {X4} — X I’4(X4)
A r5(Xs, Xe) X5, X6 } X I5(X5, Xc) X5, X6 }
/\ I’6(X ) = N I’6(X6)
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Online meta abstract interpreter

e Relational analyzes
o Generalized to arbitrary relational domains in this paper

e Example of decomposition:

o) r( X2, X4)
I’1(X1,X2) — {Xl,XQ,Xg} — I’1(X1,X2) — {Xl,XQ,Xg,X4} = /A Ijl(Xl,XQ)
A ra(Xo, X3) A ra(Xa, X3) A 1y (X, X3)
/\fg(Xg,Xl) /\I’3(X3,X1) /\I’g(Xg,Xl)
/N\ I’4(X4) {X4} — X I’4(X4) /\ I/4(X4)
A r5(Xs, Xe) X5, X6 } X I5(X5, Xc) X5, X6 } = X I5(X5, X6)
/\ I’6(X6) = N I’6(X6) /\ I’6(X6)

e A beautiful example of online meta abstract interpretation: the decomposition hence
the abstract domain and the blockwise transformer change at each iteration
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More in the paper
(semantics, abstractions, algorithms, etc)
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Conclusion

2
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Abstract interpretation

e Dynamic program analysis
e Static program analysis

e deductive analysis (e.g. Hoare logic)
data flow analysis
model checking

types
symbolic execution

2
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Abstract interpretation

e Dynamic program analysis
e Static program analysis

e deductive analysis (e.g. Hoare logic)
data flow analysis
model checking

types
symbolic execution

e Introspection: AZl

2
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The end, distinguished thanks
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