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#H25& H : Abstract Interpretation

# N Patrick Cousot (%K)

wE NS

Patrick Cousot is Silver Professor of Computer Science at the Courant Institute of
Mathematical Sciences, New York University, USA. Patrick Cousot is the inventor,
with Radhia Cousot, of Abstract Interpretation. Patrick Cousot was awarded the Silver
Medal of the CNRS (1999), a honorary doctorate from the Fakultdit Mathematik und
Informatik of the Universitdt des Saarlandes (2001), the Grand Prix of Computer
Science and its Applications of the Fondation Airbus Group attributed by the French
Academy of Sciences (2006), a Humboldt Research Award (2008), and, with Radhia
Cousot, the ACM-SIPLAN Programming Languages Achievement Award (2013) and
the IEEE Harlan D. Mills Joint Award (2014). He is Member of the Academia
Europae, Informatics section (since 2006).
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#H25& H : Impact-Driven Research on Software Testing Tools:
Getting Real
W& AN: W% (University of Illinois at Urbana-Champaign)

WEME:

Producing industry impact has been an important, yet challenging task for the research
community. This talk presents our recent experiences on impact-driven research on
software testing tools, in collaboration with the industry to transfer software testing
tools to practice. For example, we have collaborated with Microsoft Research on Pex
(http://research.microsoft.com/projects/pex), which has been shipped as part of Visual
Studio 2015 Enterprise Edition. More recently, we have collaborated with
Salesforce.com (http://taoxie.cs.illinois.edu/publications/fse16industry-learning.pdf)
on a test prioritization tool, which is currently in pilot use at Salesforce. We have
collaborated with Tencent, Inc. (http://taoxie.cs.illinois.edu/publications/fsel6industry
-wechat.pdf) on applying and improving Google's Monkey testing tool on WeChat, a
popular messenger app with over 800 million monthly active users.

wE NS

Tao Xie is an Associate Professor and Willett Faculty Scholar in the Department of
Computer Science at the University of Illinois at Urbana-Champaign, USA. He
worked as a visiting researcher at Microsoft Research. His research interests are in
software engineering, focusing on software testing, program analysis, software
analytics, software security, and educational software engineering. He received a 2016
Microsoft Research Outstanding Collaborators Award, a 2014 Google Faculty
Research Award, 2008, 2009, and 2010 IBM Faculty Awards. He is an ACM
Distinguished Speaker and an IEEE Computer Society Distinguished Visitor. He is an
ACM Distinguished Scientist. His homepage is at http://taoxie.cs.illinois.edu.
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Various classifiers based on the machine learning techniques have been widely used in
security applications. Meanwhile, they also became an attack target of adversaries.
However, the security of the classifiers deployed in the client environment has not got
the attention it deserves. Besides, the security of widely-used commercial classifiers
still remains unclear. We use the Google's phishing pages filter (GPPF), a classifier
deployed in the Chrome browser and with over one billion users, as a case to
investigate the security challenges for the client-side classifiers. A new attack
methodology targeted to client-side classifiers, called classifiers cracking, is presented.
According to the methodology, we successfully crack the classification model of
GPPF and extract sufficient knowledge from it for performing effective evasion
attacks, including the classification algorithm, scoring rules and features, etc. Based
on the cracked information, we perform two kinds of evasion attacks to GPPF, using
100 real phishing pages as the target of evaluation. The experiments show that all the
phishing pages (100%) can be easily manipulated to bypass the detection of GPPF.
Our study demonstrates that the existing client-side classifiers are very vulnerable to
classifiers cracking attacks.

Besides, deep neural networks (DNNs) play a key role in many applications, which
have exhibited state-of-the-art performance. Meanwhile, their robustness has also
raised concerns. Current studies focus on crafting adversarial samples against
DNN-based image classifiers by introducing some imperceptible perturbations to the
input. However, DNNs for natural language processing have not got the attention they
deserve. We present a simple but effective method to attack DNN-based text
classifiers. Three perturbation strategies, namely insertion, modification, and removal,
are designed to generate an adversarial sample for a given text. By computing the cost
gradients, what should be inserted, modified or removed, where to insert and how to
modify are determined effectively. The experimental results show that the adversarial
samples generated by our method can successfully fool a state-of-the-art model to
misclassify them as any desirable classes without compromising their utilities. At the
same time, the introduced perturbations are difficult to be perceived. Our study also
demonstrates that DNN-based text classifiers are also prone to the adversarial sample
attack.
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[1] Bin Liang, Pan Bian, Yan Zhang, Wenchang Shi, Wei You, Yan Cai. AntMiner:
Mining More Bugs by Reducing Noise Interference. In Proceedings of the 38th
International Conference on Software Engineering (ICSE 2016), May 2016.

[2] Wei You, Bin Liang*, Wenchang Shi, Shuyang Zhu, Peng Wang, Sikefu Xie,
Xiangyu Zhang. Reference Hijacking: Patching, Protecting and Analyzing on
Unmodified and Non-Rooted Android Devices. In Proceedings of the 38th
International Conference on Software Engineering (ICSE 2016), May 2016.

[3] Bin Liang, Miaoqgiang Su, Wei You, Wenchang Shi, Gang Yang. Cracking
Classifiers for Evasion: A Case Study on the Google’s Phishing Pages Filter. In
Proceedings of the 25th International World Wide Web Conference (WWW 2016),
April 2016.

[4] Jianjun Huang, Xiangyu Zhang*, Lin Tan, Peng Wang, and Bin Liang*. AsDroid:
Detecting stealthy behaviors in Android applications by user interface and program
behavior contradiction. In Proceedings of the 36th International Conference on
Software Engineering (ICSE 2014), May-June, 2014.

[5] Bin Liang, Wei You, Liangkun Liu, Wenchang Shi, Mario Heiderich. Scriptless
Timing Attacks on Web Browser Privacy. In Proceedings of the 44th International
Conference on Dependable Systems and Networks (DSN 2014), June 2014.
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1. Zhao-Peng Li, Yu Zhang, and Yi-Yun Chen. A shape graph logic and a shape
system. Journal of Computer Science & Technology, Vol. 28, No. 6, pp. 1063-1084,
Nov. 2013.

2. KB BRE s RN, TR K E BIE, THENLAAR, Vol. 39, No. 12,
Dec. 2016.
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#H%5@ H : A Practical Verification Framework for Preemptive
OS Kernels

wEN: A CPEREERAR KRS

WEME:

We propose a practical verification framework for preemptive OS kernels. The
framework models the correctness of API implementations in OS kernels as
contextual refinement of their abstract specifications. It provides a specification
language for defining the high-level abstract model of OS kernels, a program logic for
refinement verification of concurrent kernel code with multi-level hardware interrupts,
and automated tactics for developing mechanized proofs. The whole framework is
developed for a practical subset of the C language. We have successfully applied it to
verify key modules of a commercial preemptive OS uC/OS-II, including the scheduler,
interrupt handlers, message queues, and mutexes, etc. We also verify the
priority-inversion-freedom (PIF) in uC/OS-II. All the proofs are mechanized in Coq.
To our knowledge, our work is the first to verify the functional correctness of a
practical preemptive OS kernel with machine-checkable proofs.

wE NS

O, 5, 1982 R4, Bk, ReERIBETC . 20T 2004 AT 2010 4R35k
Bl AR K L 4224, 2009 4E 11 H % 2010 4E 10 H Uy ) 38 [F HLE K2
THEPLAR. 2010 4 11 A E 2016 F 7 AL ERERAR R ARG LG
WHFti. 2016 5 8 JERAEH EBHARAR K AT ML BERHARRIBT T 57

A T TR -

A Practical Verification Framework for Preemptive OS Kernels.

Fengwei Xu, Ming Fu*, Xinyu Feng, Xiaoran Zhang, Hui Zhang and Zhaohui Li.
Proc. 28th International Conference on Computer Aided Verification (CAV'16),
Toronto, Ontario, Canada, Part II, pages 59-79 July, 2016.

Jingyuan Cao, Ming Fu* and Xinyu Feng. Practical Tactics for Verifying C Programs
in Coq. Proc. 4th ACM-SIGPLAN Conference on Certified Programs and Proofs
(CPP'15), Mumbeai,India, pages 97-108, January, 2015.



45 @ H : Parametric Runtime Verification of C Programs
WEN: BT (FEEEHIR KT
METE:

Many runtime verification tools are built based on Aspect-Oriented Programming
(AOP) tools, most often AspectJ, a mature implementation of AOP for Java. Although
already popular in the Java domain, there is few work on runtime verification of C
programs via AOP, due to the lack of a solid language and tool support. In this paper,
we propose a new general purpose and expressive language for defining monitors as
an extension to the C language, and present our tool implementation of the weaver,
the MOVEC compiler, which brings fully-fledged parametric runtime verification
support into the C domain. This paper has been published in TACAS 2016.

wE NS

1.

Zhe Chen, Zhemin Wang, Yunlong Zhu, etc. Parametric Runtime Verification of
C Programs. In Proceedings of the 22nd International Conference on Tools and
Algorithms for the Construction and Analysis of Systems (TACAS 2016), Lecture
Notes in Computer Science, vol. 9636, pp. 299-315. Springer, 2016.

Zhe Chen, Ou Wei, Zhiqiu Huang, etc. Formal Semantics of Runtime Monitoring,
Verification, Enforcement and Control. In TASE 2015, pp. 63-70. IEEE Computer
Society, 2015.

Zhe Chen, Yi Gu, Zhiqiu Huang, etc. Model Checking Aircraft Controller
Software: A Case Study. Software-Practice & Experience, vol. 45(7), pp.
989-1017. Wiley, 2015.

Zhe Chen. Control Systems on Automata and Grammars. The Computer Journal,
vol. 58(1), pp. 75-94. Oxford University Press, 2015.

Zhe Chen, Daqgiang Zhang and Yinxue Ma. Modeling and Analyzing the
Convergence Property of the BGP Routing Protocol in SPIN. Telecommunication
Systems, vol. 58(3), pp. 205-217. Springer, 2015.
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1.Ming Chai and Bernd-Holger Schlingloff. System Monitoring with a Five-valued
LTL [J], Journal of Multiple-Valued Logic and Soft Computing, Vol. 26, pp. 33-54,
2016.

2.Ming Chai and Bernd-Holger Schlingloff. Monitoring Systems with Extended Live
Sequence Charts [C], In: 14th International Conference on Runtime Verification (rv’
14), 2014.

3.Ming Chai and Bernd-Holger Schlingloff. Online Monitoring of Distribute Systems
with a Five-valued LTL [C], In: 44th IEEE International Symposium on
Multiple-Valued Logic (ISMVL 2014).
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1. Wenhui Zhang. QBF Encoding of Temporal Properties and QBF-Based Verification.
IJCAR 2014:224-239.
2. Wenhui Zhang. Bounded Semantics. Theor. Comput. Sci. 564:1-29. 2015



W2 H: A Complete Decision Procedure for Linearly
Compositional Separation Logic with Data Constraints
AN REM (P EB B AT AT

WERHE:

Separation logic is a widely adopted formalism to verify programs manipulating
dynamic data structures. Entailment checking of separation logic constitutes a crucial
step for the verification of such programs. In general this problem is undecidable,
hence only incomplete decision procedures are provided in most state-of-the-art tools.
In this paper, we define a linearly compositional fragment of separation logic with
inductive definitions, where traditional shape properties for linear data structures, as
well as data constraints, e.g., the sortedness property and size constraints, can be
specified in a unified framework. We provide complete decision procedures for both
the satisfiability and the entailment problem, which are in NP and Pi* P 3
respectively.

This is a joint work with Xincai Gu, Taolue Chen
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W58 H : Analyzing divergence in bisimulation semantics
WwEN: TiEeE P ERE BT

WEME:
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PLERATTIE I X ¥ #2 ( t -transition) [ 1] B O00 82 48 HY — AN Z1) ] R 45 &k B rE

(divergence preserving) B FAEALEEN X REIH /7% XA TTIEAT LIS 155 .
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B ) BS54 ¢ REGIE T HSY-collision stack Y IEAfAE .

- S PNV
PR R BB TURT 2016 -

X. Liu, T. Yu, W. Zhang: Analyzing Divergence in Bisimulation Semantics.
POPL2017.
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W58 H : Securing a Compiler Transformation
WE AN XEnm (4405
WERHE:

A compiler can be correct and yet be insecure. That is, a compiled program may have
the same input-output behavior as the original, and yet leak more information. An
example is the commonly applied optimization which removes dead (i.e., useless)
stores. It is shown that deciding a posteriori whether a new leak has been introduced
as a result of eliminating dead stores is difficult: it is PSPACE-hard for finite-state
programs and undecidable in general. In contrast, deciding the correct- ness of dead
store removal is in polynomial time. In response to the hardness result, a sound but
approximate polynomial-time algorithm for secure dead store elimination is presented
and proved correct. Furthermore, it is shown that for several other compiler
transformations, security follows from correctness.

wE NS
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25 &8 H : Pareto Optimal Scheduling for Synchronous Data

Flow Graphs on Heterogeneous Multiprocessor
WwEN REHE (P ERE BT

WEME:
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%8 H : Darboux-type Barrier Certificates for Safety

Verification of Nonlinear Hybrid Systems
WEN: M (P EREREEC S RGRE R
WETWHE:

Benefit from less computational difficulty, barrier certificate based method has
attracted much attention in safety verification of hybrid systems. Barrier certificates
are inherent existences of a hybrid system and may have different types. A set of
well-defined verification conditions is a prerequisite for successfully identifying
barrier certificates of a specific type. Therefore, how to define verification conditions
that can identify barrier certificates invisible to existing conditions becomes an
essential problem in barrier certificate based verification. This paper proposes a set of
verification conditions that helps to construct a new type of barrier certificate, namely,
the Darboux-type barrier certificate made of Darboux polynomial. The proposed
verification conditions provide powerful aids in non-linear hybrid system verification
as the Darboux-type barrier certificates can verify systems that may not be settled by
existing verification conditions.

Furthermore, we give a novel computational approach, combining the sampling-based
relaxation method with least-squares and quadratic programming (LS-QP) alternating
projection, to find Darboux-type barrier certificates. We demonstrate on the
benchmark examples from the literature that our verification conditions can enhance
the capability of barrier certificate based approaches through successfully verifying
those systems that are difficult to be handled by existing verification conditions, and
our algorithm is efficient.
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WEBH: BRE 25 HEX Java BBIRUHL ISR 2 73] 00
(Coverage-Directed Differential Testing of JVM

Implementations )
WEN: BRWNE (RSB
WETWHE:

Java virtual machine (JVM) is a core technology, whose reliability is critical. Testing
JVM implementations requires painstaking effort in designing test classfiles (*.class)
along with their test oracles. We tackle this challenge by introducing classfuzz, a
coverage-directed fuzzing approach that focuses on representative classfiles for
differential testing of JVMSs’ startup processes. Our core insight is to (1) mutate
seeding classfiles using a set of predefined mutation operators (mutators) and employ
Markov Chain Monte Carlo (MCMC) sampling to guide mutator selection, and (2)
execute the mutants on a reference JVM implementation and use coverage uniqueness
as a discipline for accepting representative ones. The accepted classfiles are used as
inputs to differentially test different JVM implementations and find defects.

We have implemented classfuzz and conducted an extensive evaluation of it against
existing fuzz testing algorithms. Our evaluation results show that classfuzz can
enhance the ratio of discrepancy-triggering classfiles from 1.7% to 11.9%. We have
also reported 62 JVM discrepancies, along with the test classfiles, to JVM developers.
Many of our reported issues have already been confirmed as JVM defects. This work
was presented at PLDI 2016 and some future work on JVM testing is ongoing.
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%5 H : LockPeeker: —FhAxll Java API H KIS B
7% (LockPeeker: Detecting Latent Locks in Java APIs)
WEN: M7 (R )

WEME:

Detecting lock-related defects has long been a hot research topic in software
engineering. Many efforts have been spent on detecting such deadlocks in concurrent
software systems. However, latent locks may be hidden in application programming
interface (API) methods whose source code may not be accessible to developers.
Many APIs have latent locks. For example, our study has shown that J2SE alone can
have 2,000+ latent locks. As latent locks are less known by developers, they can cause
deadlocks that are hard to perceive or diagnose. Meanwhile, the state-of-the-art tools
mostly handle API methods as black boxes, and cannot detect deadlocks that involve
such latent locks.

In this research, we propose a novel black-box testing approach, called LockPeeker,
that reveals latent locks in Java APIs. The essential idea of LockPeeker is that latent
locks of a given API method can be revealed by testing the method and summarizing
the locking effects during testing execution.

We have evaluated LockPeeker on ten real-world Java projects. Our evaluation results
show that (1) LockPeeker detects 74.9% of latent locks in API methods, and (2) it
enables state-of-the-art tools to detect deadlocks that otherwise cannot be detected.
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#H % H : Towards Certified Compositional Compilation for

Concurrent Programs
AN Rarg (PEREERRRE)
WERE:

Certified compositional compilation is important for establishing end-to-end
guarantees for certified systems consisting of separately compiled modules. In this
talk, we propose a framework consisting of the key semantics components and
verification steps that bridge the gap between the compilers for sequential programs
and for (race-free) concurrent ones, so that the existing efforts on certified sequential
compilation can be reused for concurrent programs. Contributions of the framework
include an abstract formulation of race-freedom in an interaction semantics, and a
footprint-preserving compositional simulation as the compilation correctness
criterion.
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