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The algebraic/model theoretic design of static analyzers uses abstract domains based on represen-
tations of properties and pre-calculated property transformers. It is very efficient. The logical/proof
theoretic approach uses SMT solvers/theorem provers and computation of property transformers
on-the-fly. It is very expressive. We propose to unify both approaches, so that they can be com-
bined to reach the sweet spot best adapted to a specific application domain in the precision/cost
spectrum. We first give a new formalization of the proof theoretic approach in the abstract inter-
pretation framework, introducing a semantics based on multiple interpretations to deal with the
soundness of such approaches. Then we describe how to combine them with any other abstract
interpretation-based analysis using an iterated reduction to combine abstractions. The key obser-
vation is that the Nelson-Oppen procedure, which decides satisfiability in a combination of logical
theories by exchanging equalities and disequalities, computes a reduced product (after the state is
enhanced with some new “observations” corresponding to alien terms). By abandoning restrictions
ensuring completeness (such as disjointness, convexity, stably-infiniteness, or shininess, etc) we can
even broaden the application scope of logical abstractions for static analysis (which is incomplete
anyway).

Categories and Subject Descriptors: D.2.4 [Software Engineering]: Program Verification—Formal methods, validation, as-
sertion checkers; D.3.1 [Programming Languages]: Formal Definitions and Theory—Semantics; F.3.1 [Logics and Mean-
ings of Programs]: Specifying and Verifying and Reasoning about Programs—Mechanical verification, assertions, invari-
ants; F.3.2 [Logics and Meaning of Programs]: Semantics of Programming Languages—Program analysis

General Terms: Languages, Performance, Reliability, Theory, Verification

Additional Key Words and Phrases: Abstract Interpretation, Decision Procedures, Program Logics, Program Verification,
SAT Modulo Theory, SMT solver, Semantics, Static Analysis, Theorem Proving

1. INTRODUCTION

Program verification, where the inductive argument necessary for the proof is either provided by
the end-user or by refinement of the specification, typically use SMT solvers or theorem provers
[Bradley and Manna 2007]. Recent progress in such techniques allowed their exploitation for static
analysis by abstract interpretation [Cousot and Cousot 1977; Cousot and Cousot 1979¢], (where the
inductive argument necessary for the proof is computed directly (e.g. by elimination) or iteratively
with convergence acceleration by widening/narrowing, using logical abstract domains [Tiwari and
Gulwani 2007; Gulwani et al. 2008]. But, because of efficiency restrictions of SMT solvers and
theorem provers, these analyzers hardly scale up beyond small programs. Moreover, because of ef-
fectiveness restrictions of SMT solvers and theorem provers, their soundness proofs rest on a math-
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ematical semantics that significantly differs from the implementation semantics of the programming
language. For example, the theory of integer arithmetic is considered instead of modular arithmetic
on 32 or 64 bits, or the theories of reals or rationals are considered instead of floats. It follows that
the static analysis is unsound for the machine semantics. Of course, modular arithmetic could be en-
coded with integer arithmetic and floats with rationals or bitwise, but then the performance of SMT
solvers and theorem provers would be significatively degraded. On the other end, static analyzers
such as AsTreE [Bertrane et al. 2010; Cousot et al. 2005] that are based on algebraic abstractions
of the machine semantics do not have such scalability, efficiency and soundness limitations. How-
ever, their expressiveness is limited by that of their abstract domains. It is therefore interesting not
only to use SMT solvers and theorem provers in logical abstract domains but to combine algebraic
and logical abstract interpretations to get the best of both worlds i.e. scalability, expressiveness,
natural interface with the end-user using logical formul®, and soundness with respect to the ma-
chine semantics. The proposed combination is based on the iterated reduced product [Cousot and
Cousot 1979c¢], which is commonly used in algebraic abstract interpreters (e.g. in ASTREE [Cousot
et al. 2008]) while logical abstract interpreters use the Nelson-Oppen procedure [Nelson and Op-
pen 1979] to combine (disjoint, convex, stably-infinite) theories. The key new idea is to show that
the Nelson-Oppen procedure computes a reduced product in an observational semantics, so that
algebraic and logical abstract interpretations can naturally be combined in a classical way using a
reduced product on this observational semantics. The main practical benefit is that reductions can
be performed within logical abstract domains, within algebraic abstract domains, and also between
the logical and the algebraic abstract domains, including the case of abstractions evolving during
the analysis.

We recall in section 2 the syntax, interpretation, satisfiability, validity, decidability, and com-
parison of first-order logical theories. In section 3, we define the the mono-interpreted and multi-
interpreted concrete semantics of programs [Cousot et al. 2010]. Section 4 introduces the basic
notions of abstract interpretation. Section 5 suggests possible abstractions of the multi-interpreted
semantics of programs. Section 6 defines the multi-interpreted semantics of first-order formule
and the axiomatic semantics of programs modulo a multi-interpretation, a necessary concept to de-
scribe the soundness and relative precision of the logical abstract domains defined in section 7.
Next section 8 introduces observational semantics, which is a new construction generalizing static
analysis practices and is necessary to describe the first step of the Nelson-Oppen procedure in the
abstract interpretation framework. Section 9 recalls the notions of Cartesian and reduced product.
Section 10 introduces iterated reduction, which can be used to implement the reduced product by
reduction of the Cartesian product. In particular section 10.3 contains new incompleteness results
on pairwise reductions and sufficient conditions for completeness. Then section 11 is focused on the
Nelson-Oppen procedure and the links with the abstract interpretation. Finally, section 12 develops
new methods to combine classical abstract interpretation and theorem provers. A comparison with
related work is provided in section 13, and the conclusion in section 14 proposes future work.

2. TERMINOLOGY FOR FIRST-ORDER LOGIC, THEORIES, INTERPRETATIONS AND MODELS
We use classical set-theoretical and predicate calculus notations [Monk 1969], see also [Chang and
Keisler 1990; Mendelson 1997; Poizat 2000].

2.1. First-Order Logic

The set [F(x, f, p) of first-order formule on variables x and a signature (f, p) (where f are the
function symbols, and p the predicate symbols such that f N p = 0), is defined as:

X,V,Z,... € X variables
a,b,c,... € 0 constants
f,g,h,... e ", = U f" function symbols of arity n > 1

n=0
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t € T(x, 1) to=x|c|f(t,...,t,) terms
p.q.1,... € p", p’&{ff, ), p= Upso D" predicate symbols of arity n > 0,
a € A(x,f,p) a == ff|plt,....t,) | -a atomic formulea
¢ € Cx,f,p) g n=aleAgp clauses in simple conjunctive nor-
mal form
e € Ex,f,p) £ T(x,HuC,f,p) program expressions
¥ e F(x,f,p) Yi=a|-YIYAY|Ix:¥ quantified first-order formule

In first-order logics with equality, there is a distinguished predicate = (#;, #;) which we write #; = ;.

2.2. Theories

The set Xy of free variables of a formula W is defined inductively as the set of variables in the
formula that are not in the scope of an existential quantifier. A sentence of IF(x, f, p) is a formula
with no free variable. A theory is a set of sentences [Chang and Keisler 1990] (called the theorems
of the theory) and a signature, which must contain at least all the predicates and function symbols
that appear in the theorems. The language of a theory is the set of quantified first-order formulae
that contain no predicate or function symbol outside of the signature of the theory.

The idea of theories is to restrict the possible meanings of functions and predicates in order to
reason under these hypotheses. The allowed meanings are those that make all sentences of the theory
true.

2.3. Interpretations
This is better explained with the notion of interpretation of formul®: An interpretation I for a
signature (f, p) is the pair (I, I,) such that

— Iy is a non-empty set of values,

— VYcef?: L(c)€ly and Yn > 1:VE e " : I ,(f) € I, > Iy interpret functions, and

— Vn>0:Vpep": I (p) €I, — B interprets predicates,

where B = {false, true} are the Booleans. Let I be the class of all such interpretations /. In a given
interpretation / € 3, an environment ! is a function from variables to values

neR; £ x— Iy environments

We note n[x « v] for the assignment of v to x in  such that n[x « v](x) = v and n[x <« v](y) =
n(y) when x # y.

An interpretation / and an environment 7 satisfy a formula ¥, written I |, ¥, in the following
way:

I'Eya
I, Y

> 1>

[a],n TE, YAV 2 (I, VATE, V)
STy W) T, 3x: Y 2 Avely: [Eygey ¥

where the valuefevaluation [a],n € B of an atomic formula a € A(x, f, p) in environment n € R,
is

[£6]7 & false
[pCtr,....t0)]m = L)[tln,....[nlm. where IL(p) €l —8
[-al,m = =[a],n, where —true = false, —false = true

and the value/evaluation [t],n € Iy of the term ¢ € T(x, f) in environment n € R; is

! Environments are also called variable assignments, valuations, etc. For programming languages, environments may also
contain the program counter, stack, efc.
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n(x)
L,(0), where I,(c) € Iy
LE(nlm, ... [t],m, where L(f)ely"—>Iy, n>1

[x],m
[cl,m
[£(t1,....t)],m

In addition, in a first-order logic with equality the satisfaction of equality is always
I, =0 = [u]n=rlt]n

where the equality relation =; is the unique reflexive, symmetric, antisymmetric, and transitive
relation on I,.

> 1> 1

2.4. Models

An interpretation / € J is said to be a model of ¥ when dnp : I |, ¥ (i.e. I makes ¥ true). An
interpretation is a model of a theory iff it is a model of all the theorems of the theory (i.e. makes true
all theorems of the theory). The class of all models of a theory 7 is

MT) = {{eI|V¥eT :dn: 1k, ¥}
([eJ|V¥eT :Vn: 1k, ¥}

1>

since if ¥ is a sentence and if there is a [ and a 7 such that I |5, ¥, then for all ', I |5, .

Quite often, the set of sentences of a theory is not defined extensively, but using a (generally
finite) set of axioms that generates the set of theorems of the theory by implication. A theory is said
to be deductive iff it is closed by deduction Y¥ € 7 : V¥’ € F(x,f,p), ¥ = ¥ implies ¥’ € T,
that is all theorems that are true in all models of the theory are in the theory.

Let us recall that, by Godel’s compactness theorem, a first-order theory has a model if and only if
every finite subset of it has a model and, by the Léwenheim-Skolem-Tarski theorem, no countable
first-order theory with an infinite model can have exactly one model up to isomorphism [Poizat
2000].

The theory ¥(I) of an interpretation I is the set (1) = {¥ | In : I |5, 'V} of sentences ¥ such that
I is a model of ¥. Such a theory is trivially deductive and satisfiable (i.e. has at least one model).

2.5. Satisfiability and Validity (Modulo Interpretations and Theory)

A formula ¥ is satisfiable (with respect to the class J of interpretations defined in section 2.3)
if and only if there exists an interpretation / and an environment 7 that make the formula true
(satisfiable() = 37 € I : Iy : I |, ¥). A formula is valid if all such interpretations make the
formula true (valid(‘¥) £ VI € 3 : Vi : I |5, V). The negations of the concepts are unsatisfiability
(—satisfiable(W) = VI € 3 : Vi : I |5, =) and invalidity (-valid(¥) =37 € 3 : Ip: I |5, ='F). So
Y is satisfiable iff =¥ is invalid and ¥ is valid iff =V is unsatisfiable.

These notions can be put in perspective in satisfiability and validity modulo interpretations I €
9(3), where we only consider interpretations I € 7. So satisfiable;(¥) 37 € 7 : dp: I |5, ¥ and
validr(¥) 2Vl e I : Vi : I, ¥ (also denoted I E V).

The case 7 = M(7") corresponds to satisfiability and validity modulo a theory 7, where we only
consider interpretations I € MM(7") that are models of the theory (i.e. make true all theorems of the
theory). So satisfiabler-(\¥) £ satisfiableaq(¥) = 37 € M(7) : I : I |, ¥ and valid-(¥) =
validgp(¥) = VI € M(T) : ¥V : I |5, ¥ (also denoted 7~ ¥).

The four concepts can be extended to theories: a theory is satisfiable > (valid) if one (all) of the
interpretations is a (are) model(s) of the theory i.e. W(7) # O (resp. M(7) = J), and a theory is
unsatisfiable (invalid) if all (one) of the interpretations make(s) one of the theorems of the theory
false.

2 Model theorists often use “consistent” as a synonym for “satisfiable”.
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2.6. Decidable Theories

A theory 7 is decidable iff there is an algorithm decide s~ € F(x, f, p) — B that can decide in finite
time if a given formula is in the theory or not, V¥ € F(x, f, p) : decide (V) = (¥ € 7).

Decidable theories provide approximations for the satisfiability problem: a formula ¥ is satisfi-
able iff there is an interpretation / and an environment 7 such that I |=,, ¥ is true (satisfiable(¥) =
A1 €3 :3n: 1k, ¥). Soaformula ¥ with free variables Xy is satisfiable iff the sentence 3%y : ¥
obtained from the formula by existentially quantifying the free variables is satisfiable. So if we
know that this sentence is in a satisfiable theory, then the original formula is also satisfiable and, in
addition, we know that it is satisfiable for all models of that theory.

decide-(A%y : ¥) = satisfiable - (¥) (when 7 is satisfiable) (1)

Proor oF (1).

decide 3%y : P)

& A%y :PeT {def. decision procedure§
= VYIeWT):In:1E, Iy : ¥ (def. M) 2 {{ eI VY €T : Ay : 1, V')
© YIeWT):In:1E, ¥ (def. I |5, 3x : ¥ in section 2.3§
= AeMT):In: 1k, ¥ (T is satisfiable so M(T") # 0§
& satisfiables(‘P) (def. satisfiables(¥) £ 3T e M(T) : In: I, ¥§ O

So the problem of satisfiability modulo a theory 7~ can be approximated by decidability in 7~ in the
sense that if the decision is true then the formula is satisfiable, otherwise we don’t know in general.
The same result holds for validity:

decide s (YRy : ¥) = valids(¥) )
Proor oF (2).
decide s+ (VXy : P)

o (VZy:P)eT {def. decision procedure§
= VIE%(T):EIn:IIZ,]V}?\y:‘I‘ (def. M) 2 [ eI VY €T : Ay 1 1, V')

e YIeWMT):Vn: 1k, Y&y : ¥
{since Y&y : ¥ has no free variable, / |=, YXy : ¥ does not depend on 7§
e YIeWT):Vn: 1k, ¥ (def. I |5, Vx : ¥ in section 2.3§
o validr(P) (validq(W) = VI e M(T) :Vn: I, ¥§ O

It is possible to obtain implications in the other direction so that we solve exactly the validity or
satisfiability problem, when the theory is deductive.

valid-(¥) & decides(VXy : P) (when 7 is decidable and deductive) (3)

Proor oF (3). 7 is deductive, hence all valid sentences are theorems of the theory, so if valid (V)
then VXy : ¥ is a valid sentence of 7 and soitisin 7. O

From that, we can obtain satisfiability of any formula:
satisfiable-(¥) & - (decides(VXy : =¥))  (when 7 is decidable and deductive)  (4)

Proor oF (4).

satisfiable +- (V)
&~ (validy(=P)) { def. satisfiable s~ and valid+ in section 2.5§
& - (decides(VRy : =) {since T is decidable and deductive§ 0O
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But in many tools, the decision of formula with universal quantifiers is problematic. If we want
an exact resolution of satisfiability using just existential quantifiers, we need stronger hypotheses.
One sufficient condition is that the theory is complete. In the context of classical first-order logic, a
theory can be defined to be complete if, for all sentences W in the language of the theory, either ¥
is in the theory or = is in the theory.

satisfiable -(¥) & (decides(IXy : P)) (when 7 is decidable and complete)  (5)

PrOOF OF (5). Assume 7~ is complete. Then, either 3%y : ¥ € 77, in which case decide +(IXy :
¥) returns true and we conclude satisfiables(¥). Or ~(3%y : ¥) € 7 so decide(—=(IZy : ¥))
returns true. But if a sentence is in the theory, that means that for all models of that theory, the
sentence is true, so:

—decide +(3A%y : P)

& decides(—-(ARy : P)) (T complete§
o -@%y:Y)eT {def. decision procedure §
= VIeMT):dy: Ik, ~(xy : P) ldef. MT) 2 (I 3| VW €T : Ay : T, P'}§
= VYIeWT):Vn: Ik, ~(3Ry : ¥) {—~(3Xy : P) has no free variable §
e VYIeWT):~@n: 1k, IRy :'¥) {def. =§
e VYIeWMT):~(An:1kE,P) (def. I |5, 3x : ¥ in section 2.3§
o -AIeWMT):3n:1E, V) {def. =§
& -satisfiables () (def. satisfiabler(¥) £ 3T e M(T) : In: I, ¥§ O

It might be the case that we only need the decision procedure to be equivalent to satisfiability for
a subset of the language of the theory. Then the same proof can be applied. Partial completeness
can be defined in the following way: a theory is partially complete for a set A of formule iff for all
Y € A, either W is in the theory or =¥ is in the theory.

Decision procedures will be most useful to provide approximations of implication. In general,
however, one needs to know if an implication is valid, and most decision procedures can only decide
existential sentences. Here is the way to use decision procedures to approximate the validity of
implication:

deCideT(El)_()ky/\ﬂkyr WA —|\P’) = —|validq—(VZ\y U i\p/ Y= \P/)
(& when 7 is complete for ARpp_y 1 P A =) (6)
PRrROOF OF (6).

ValidT(V)?\y U i\]l/ Y= \P,)

2 VIeMT):Vn:IE, VR UXy : ¥ =¥ {def. validity modulo 7§
© —-QAIeMT):In: 1, Ky UXy : ¥ AT {def. negation §
o —(satisfiable (¥ A =¥")) {def. satisfiability modulo 7§
= -decides(TRpr_y : P A )

{when 7 is decidable and satisfiable. Equivalence < holds when 7~ is complete for
3)?\{1/\_\\11/ YA —|lIﬂS O

2.7. Comparison of Theories

Except for decision procedures, theories are equivalent when they have the same models. A theory
71 is more general than a theory 7, when all models of 7, are models of 77 i.e. M(T7) C W(T).
A sufficient condition for 77 to be more general than 7, is 77 € 7, (since 77 € 7, implies
W (7>) € M(771)). The converse holds for deductive theories. The most general theory for a given
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signature is the theory {tt} (or equivalently its deductive closure), also called the theory of logical
validities. If a theory 77 is more general than 7>, then we have, for all formule V:

satisfiables, (V) = satisfiables (¥), and valids, (V) = valids, (V)

A consequence is that a decision procedure for a theory can be used to approximate satisfiability
in a more general theory. Another consequence is that the implication is less often true with a more
general theory.

The combination of two theories 77 and 75 is 77 U 75. In other words, the combination of two
theories is the theory that satisfy the theorems of both theories. Thus, the models of the combina-
tion of two theories are models for each of them. The combination of two satisfiable theories is not
always satisfiable: it is possible that no model of the first theory satisfies all theorems of the second
one. In [Tinelli and Harandi 1996, Cor. 3.3], a sufficient condition for the combination of two sat-
isfiable theories to be satisfiable is described: if the two theories have disjoint signatures * and they
both have an infinite model, then their combination is satisfiable.

3. CONCRETE SEMANTICS

Abstractions in abstract interpretation [Cousot and Cousot 1977; Cousot and Cousot 1979c¢], are
relative to a concrete semantics specifying the possible executions of programs of a programming
language. The concrete semantics of a language can be defined with respect to a single interpretation
of symbols (e.g. the mathematical semantics of a specification language with integers and reals) or
with respect to several possible interpretations of symbols (e.g. the float semantics of a programming
language with different memory word sizes and rounding modes). Although the classical mono-
interpreted semantics is a particular case of multi-interpreted semantics, both cases are considered
in sections 3.2 and 3.3.

3.1. Programs
We let P(x, f, p) be the set of programs P over a signature (x, f, p).

Example 3.1 (Imperative programs). In our examples, we consider an imperative programming
language on a given signature (x, f, p). Programs are built out of basic expressions e € E(x, f, p)
and imperative commands including assignments x := e and tests/guards ¢ appear in conditionals
and loops whose syntax, as well as that of programs, is irrelevant.

P,... € P(x,f,p) Piu=x:=¢l¢p]... programs n

Programs are usually intended to be mono-interpreted (section 3.2), that is to have a unique inter-
pretation (defining e.g. their possible executions on an abstract machine). However, programs are
often multi-interpreted (section 3.3), since their executions may vary on different machines or may
differ from their mathematical semantics.

3.2. Mono-Interpreted Concrete Semantics

A mono-interpreted concrete semantics Cg [P] of programs P as defined by a program interpretation
J € 3. Most often (e.g. when looking for safety properties), we can define that concrete semantics
as a set of post-fixpoints in a complete lattice/cpo of concrete properties (Py, C) and a concrete

transformer F[P]. We define postfp= f = {x | f(x) < x}.

Ry concrete observables®
Py = p(Rg) concrete properties 3
Fy4[P] € P3g—Ps concrete transformer of program P

(S
Cy[P] £ postfp= Fy[P] € p(Py) concrete semantics of program P.
3 F(x, 1, p1) and F(x, f, p2) such that (f; Up;)N(f,Up,) = {=} and all equalities in common have the same interpretation.
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Example 3.2. In the context of [Floyd 1967]’s method to prove invariance properties for imper-
ative languages with program interpretation 3 € 3, we can take a concrete state to be a function
from variables ® to elements in the set J., so that properties, that is global invariants, are sets of
such functions.

Ry
Py

x—Jq, concrete environments
P(Ry) concrete invariance properties

> 1>

The concrete transformer F[[P] of program P defines the (set-theoretic version of the) verification
condition Fy [P](S) € S for S € Ry to be a program inductive invariant (assigning possible values to
program variables at each program point). This concrete transformer F . [P] is defined by structural
induction on the program P in terms of the complete lattice operations (¢(Ry), C, 0, Ry, U, N) and
the following local invariance transformers

fylx := e] P
pslelP

Note that if the concrete transformer admits a least fixpoint, then it is enough to consider only that
least fixpoint and we do not need to compute the entire set of post-fixpoints (see also section 4.3).

{nlx < [e],nl | n € P)} Floyd’s assignment post-condition
{neP|¢lsn=true}  test/guards [

1> 1>

Example 3.3 (Least fixpoint concrete semantics). (Pg, S, 0, Ry, U, N) is a complete lat-
tice so if the transformer Fy[P] is increasing then, by [Tarski 1955], we have Hp= F[P] =

N postfp= F4[P] € postfp= F4[P] which is the strongest post-fixpoint. Notice that all {P € Py |
Ifp= F[P] C P} are all valid program properties but only the elements of postfp~ F[P] are induc-

tive properties as needed for proofs. This is the case in example 3.2, where Ifp< F 3 [P] defines the
strongest invariant for the Floyd program proof method [Floyd 1967]. ]

Example 3.4. The program P £ x=1; while true {x=incr(x)} with the arithmetic interpre-
tation J on integers J = 7Z has loop invariant Ifp< F s[P] where Fg[P[(X) = {n € Ry | n(x) =
1} U {nlx < n(x) + 1] | n € X}. The increasing chain of iterates Fy[P]" = {n € Ry | 0 < n(x) < n}
has the limit ifp= F [P] = U,50 F4[P]" = {n € Ry | 0 < n(x)}. L]
If the concrete transformer of a program has no least fixpoint, the entire set of post-fixpoints is

defined by the concrete semantics although only one of them is needed for a given proof (because
the concrete semantics defines all the possible ways to make proofs).

3.3. Multi-Interpreted Concrete Semantics
A multi-interpreted concrete semantics, provides a semantics for programs P in the context of a set
of interpretations 7 € ¢(3J). Then a program property in Py provides, for each interpretation in 7, a
set of program observables satisfying that property in that interpretation.

Ry program observables under the interpretation I € 7

Pr 2 1elbpR) interpreted properties under the set of interpretations 7

oI, M T1eIAneR)’

The multi-interpreted semantics of a program P in the context of 7 is

1>

1R

4 Examples of observables are set of states, set of partial or complete execution traces, infinite/transfinite execution trees, efc.
3 A property is understood as the set of elements satisfying this property.

% maybe including the program counter efc.

TA partial function f € A - B with domain dom(f) € ¢(A) is understood as the relation {(x, f(x)) € A X B | x € dom(f)}
and maps x € Ato f(x) € B, written x € A > f(x) e Borxe€ Av» By whenVxe A: f(x) € By C B.
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F/[P] € Pr—%Pr multi-interpreted concrete transformer of program P
£ AP ePre Al € I« F[P](P))

C/[P] € o(®r) multi-interpreted concrete semantics
2 postfpS F,[P]

where C is the pointwise subset ordering.

Example 3.5. In the context of invariance properties for imperative languages with multiple
program interpretations 7 € p(3J), example 3.2 can be generalized by taking

R, = x— 1y concrete interpreted environments for interpretation / € 1.
The multi-interpreted concrete semantic transformer F,[P] € P; + ¥ for the invariance semantics

is defined by structural induction on the program P in terms of the complete lattice operations (P,
G, 0, Tr, U, Nywhere Ty = {(I,n) | I € T An € Ry} and the following local invariance transformers

fr[x:=e]P £ {{I, nlx « [e],n]) | I € T A1, )y € P)} assignment post-condition
brlx:=e]P £ (I, n) |1 € I A, n[x « [e],n]) € P} assignment pre-condition @)
prle]P = (I, ny e P 1€ A[yg],n=true) test.

In particular for 7 = {J}, we get the transformers of example 3.2, up to the isomorphism ¢g(P) =
{3, n) | n € P} with inverse Lgl(Q) £ {n1(J, n) € Q}. Observe that the transformers are complete
morphisms for union and intersection and so are increasing for the subset ordering. In general, it
follows that the transformer F,[P] for the invariance semantics has the same properties. |

The natural ordering to express abstraction (or precision) on multi-interpreted semantics is the
subset ordering, which gives a lattice structure to the set of multi-interpreted properties: a property
P, is more abstract than P, when P; C P,, meaning that P, allows more behaviors for some in-
terpretations, and maybe that it allows new interpretations. Following that ordering, we can express
systematic abstractions of the multi-interpreted semantics in section 5. But first we will recall the
foundations of static analysis of program properties by abstract interpretation in section 4.

4. BACKGROUND ON ABSTRACT INTERPRETATION
4.1. Abstract Domains

In static analysis by abstract interpretation [Cousot and Cousot 1977; Cousot and Cousot 1979c],
abstract domains are used to encapsulate abstract program properties and abstract operations (in-
cluding the logical lattice structure, elementary transformers, convergence acceleration operators,
etc.).

Example 4.1. Typically, an abstract domain for an imperative language would be a tuple

<A’ E» J—; T’ |—|» |_|7 v7 A’i 6» E’ .. '>

where
ﬁ, @ ... €A abstract properties
CecAxA—-B abstract partial order 3
1, TeA infimum, supremum (Vﬁ €A:1CPC T)

urnv,A e AXA—A abstract join, meet, widening, narrowing
fe (xxE(xf,p)—>A—A abstract forward assignment transformer
b € (xxE(x,f,p))>A—A abstract backward assignment transformer
p € Cx,f,p)oA—>A abstract condition transformer.
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A procedural language would include projection (to handle procedure calls) and the analysis of
a higher-order functional language would require the domain to provide an operation to abstract
partial application of a function to a subset of its arguments. ]

4.2. Abstract Semantics

The abstract semantics E[[P]] € p(A) of a program P is assumed to be given as a set of post-
fixpoints C[P] 2 (P | F[P](P) T P} or in least fixpoint form C[P] 2 {lfp= F[P]} (or, by the
singleton isomorphism, the more frequent lfp;f[[P]]) when such a least fixpoint does exist (e.g.

[Tarski 1955]) where _fJIP]] € A — A is the abstract transformer of program P built out of the primi-
tives L, T,U,M, V,A,f,b,p,... 9. As was the case for the concrete semantics, we preferably use least
fixpoints where possible.

4.3. Soundness of Abstract Domains
Soundness relates abstract properties to concrete properties using a function y such that

y € ALPg  concretization '

The soundness of abstract domains, is defined as, for all P, @ €A,
(I_) C a) = (y(ﬁ) - y(@)) order y(L)=0 infimum
y(PUQ)2 (y(P)Uy(Q)) join y(T) =Ty supremum '

Observe that defining an abstraction consists in choosing the domain A of abstract properties and the
concretization y. So, this essentially consists in choosing a set of concrete properties y[A] (where
v[X] £ {y(x) | x € X}) that can be exactly represented in the abstract while the other concrete

properties P € Pg \ y[A] cannot and so must be over-approximated by some P € A such that
P C y(P). By assuming the existence of an element T of A with concretization Ty, there always
exists such a P. For precision, the minimum one, or else the minimal ones, if any, are preferred.

4.4. Soundness of Abstract Semantics

DEeFINITION 4.2 (SOUNDNESS AND COMPLETENESS OF ABSTRACT SEMANTICS). The abstract semantics
C[P] € 9(A) for an abstract domain (A, C) of a program P is sound with respect to a concrete
semantics C[P] € p(C) for a concrete domain (C, <) and an increasing concretizationy € A — C
whenever

VPeA:(ACeC[P]: CCP)= (ACeC[P]: C<y(P)) (8)
(so that any proof in the abstract can be done in the concrete). It is complete whenever
VPeA:(ACeC[P]: C<y(P) = @3ACeC[P]: CCP)

(so that any proof in the concrete of an abstract property can also be done directly in the abstract).
n

THEOREM 4.3 (COMPOSITIONALITY OF ABSTRACTIONS). The composition of sound (resp. complete)
abstractions is sound (resp. complete). 0

A

8 If C is a pre-order then A is assumed to be quotiented by the equivalence relation= £ Cnc~!.

9 In general, this is more complex, with formulz involving many fixpoints, but this simple setting already exhibits all diffi-
culties.

10 Given posets (L, C) and (P, <), we let L 2 P to be the set of increasing (isotone, monotone, ...) maps f of L into P i.e.
Vx,y € L: x Eyimplies f(x) < f(y).

1 For example, Ty £ Ry in the context of invariance properties for imperative languages in example 3.2.
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Proor. Assume (8) respectively for A, Ty, C,[P] and Az, Ty, C, with 5, € A, 5 Ay and G, [P]
and Az, T3, C,[P] with y3; € A3 25 A,. For all P € A5, we have

(AC; € C4[P] : C3 23 P)
= (ACy € G,[P] : Ca 5y y32(P)) {by (8) for A,, C,, C,[P] and As, T3, C4[P] with y3,§
= dC, € Cl [[Pﬂ :Ci gy Y21 ° ’)/32(P)) Zby (8) for Ay, Cy, Cl [[P]] and A,, C,, CZ[[PH with ’yZ]S

proving (8) for Ay, Ty, C,[P] and Az, T3, C,[P] with y3; © y3. The proof for completeness is
similar. O

It follows from theorem 4.3 that the soundness (resp. completeness) of an abstract semantics with
respect to the concrete semantics of section 3 can be proved directly or using the composition of
intermediate abstractions.

When the concrete and abstract semantics are defined in post-fixpoint form, the soundness of the
abstract semantics follows from the soundness of the abstraction in section 4.3 and the soundness
of the abstract transformer [Cousot and Cousot 1977; Cousot and Cousot 1979c¢]

VPeA: F[P] - y(P) <y o F[P|(P) ©)

THEOREM 4.4 (SOUNDNESS OF AN ABSTRACT POST-FIXPOINT SEMANTICS). If C[P] 2 postfp= F[P],
C[P] £ postfp" F[P] andy : A— C is increasing, then (9) implies (8). o

Proor. For all P € A, we have

dCeC[p]: CCP

= AC:F[PJ(C)tCACLCP {def. C[P] = postfp~ F[[P] = {P | F[P](P)C P}§
= 13C: y(F[[P]](f)) <Y(C) Ay(C) < y(P) {y increasing §
= 3C: F[P]((C)) < ¥(C) A ¥(C) < y(P) {by hypothesis (9), def. o, and transitivity §
= 3AC: F[PJ(C) < CAC<yP) { choosing C = y(C)§
= 3dACecC[P]: C<y(P) {def. C[[P] £ postfp< F[[P] £ {C | F[P](C) < C}§ O

Example 4.5. Continuing example 3.2 in the context of invariance properties for imperative lan-
guages, the soundness of the abstract transformer generally follows from the following local sound-
ness conditions on abstract transformers, for all P € A,

y([x := ¢]P) 2 fg[x :=e]y(P) assignment post-condition
y(®[x := €]P) 2 bg[x :=e]y(P) assignment pre-condition
Y®le]P) 2 pslely(P) test/guard =

Observe that soundness is preserved by composition of increasing concretizations.

4.5. lterates with Widening

When the abstract domain does not satisfy the ascending chain condition, a widening is needed both
to cope with the absence of infinite disjunctions and to enforce the convergence of iterations to a
post-fixpoint. Let us recall the following definitions and results [Cousot and Cousot 1976; Cousot
and Cousot 1977; Cousot 1978].

DEerINITION 4.6 (WIDENING). Let (A, C) be a poset. Then an over-approximating widening V €
A XA v Ais such that

12 The composition of functions is defined such that f o g(x) = f(g(x)) where x € dom(g) and g(x) € dom(f).
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(a) Vx,y€e A: xCxVyAy<xVys.
A terminating widening V € A X A +— A is such that

(b) Given any sequence (x", n > 0), the sequence y° = x°, ..., y"*! = y" V &,
...converges, i.e. A € N : Vn > £ : y' = y' in which case Y’ is called the limit
of the widened sequence (¥, n > 0).

Traditionally a widening is considered to be both over-approximating and terminating. ]

DeriniTION 4.7 (ITERATES WITH WIDENING).  The iterates of a transformer f[[P]] € A - A from the

infimum L € A with widening V € A X A +— A in the poset (A, C) are defined by recurrence as
—n+l

—0 — — — — — — — —
F =1, F" =F when F[PJF")C F" and F""' = F" VF[P|(F") otherwise. .
THEOREM 4.8 (LIMIT OF THE ITERATES WITH WIDENING). The iterates in a poset (A, E, L) of a trans-

former 17[[Pﬂ from the infimum L with widening V converge and their limit is a post-fixpoint of the
transformer. 0

. . . . —=n+l = . .
Proor. The assumption that the iterates diverge (thatis Vn € N : F "+ F n) contradicts condi-

tion (b) of definition 4.6. By reductio ad absurdum, the limit f[ does exist. By definition 4.7, either

F[P] (F[) c Florelse F =F " =F' V F[P] (fg) 2 F[P] (Ff), by condition (a) of definition 4.6.

In both cases, F' € postfp= F[P]. O

4.6. Best Abstraction
Let us recall from [Cousot and Cousot 1979c¢] that if any concrete property P € Pg has a best
abstraction in the abstract domain (A, C), we have a Galois connection (Ps, C) % (A, C) such

that, by definition, VP € Py : VPeA:aP)C P o PCyP). This implies that @(P) is a sound
abstraction of P since P C y(a(P)). Moreover a(P) is the best sound abstraction of P since if P is
another sound abstraction of P then P C y(P) which implies a(P) C P and so a(P) is more precise
than P in the abstract (and so also in the concrete since vy is increasing). Moreover the abstraction
a preserves existing least upper bounds and so is increasing, i.e. preserves the concrete implication
C and, by duality, y preserves existing greatest lower bounds and so is increasing, i.e. preserves the
abstract implication C. We write (P, C) _% (A, C) when a is onto (or equivalently v is injective
or equivalently a - y = 1, is the identity).

In case of existence of a best abstraction, y o « is an upper closure operator (increasing, extensive
and idempotent) characterizing the abstraction (up to isomorphic representations A of the abstract
domainy o a(Py)). If (Pg, C) is a complete lattice then so is its image (y o a(Pg), C) by the an upper
closure operator y o @ [Ward 1942, Th. 4.1], [Monteiro and Ribeiro 1942, Th. 8.2]. Moreover, all
possible best abstractions are, up to concretization, given by the complete lattice of upper closure
operators ordered pointwise on the complete lattice (Py, C) [Ward 1942, Th. 4.2], [Cousot and
Cousot 1979a, Th. 4.3] (a result extended to CPOs by [Ranzato 1999]).

Given a concrete transformer F/[P] € $r — P the best abstract transformer is Fr[P] 2 a o

AF ¢ yoFoq
F,[P] o y which yields (Pg L Py, &) % (A5 A, C). In practice, the best transformer
* @oFoy
may be difficult to compute algorithmically, so that a strict over-approximation, such as F;[P] =
@ © F,[P] oy, has to be used instead.

13Note that in theorem 4.8, only condition ¥y € A : y A y < x V y is needed.
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5. ABSTRACTION OF MULTI-INTERPRETED CONCRETE SEMANTICS

The interpreted concrete semantics of section 3.2 is relative to one interpretation 3 of the program-
ming language data, functions, and predicates. But the theories used in theorem provers or SMT
solvers can have many different models, corresponding to possible interpretations. In fact, the same
holds for programs: they can be executed on different platforms, and it can be useful to collect all
the possible behaviors, e.g. to provide a more general proof of correctness (e.g. valid for all imple-
mentations according to the considered interpretations). In this case, the multi-interpreted concrete
semantics of section 3.3 is useful.

5.1. Abstractions Between Multi-Interpretations

If we can only compute properties under one interpretation J, as in the case of section 3.2, then we
can approximate a multi-interpreted program saying that we know the possible behaviors when the
interpretation is 3 and we know nothing (so all properties are possible) for the other interpretations
of the program. On the other hand, if we analyze a program that can only have one possible inter-
pretation with a multi-interpreted property, then we are abstracting in the sense that we add more
behaviors and forget the actual property that should be associated with the program. So, in general,
we have two sets of interpretations, one 1 is the context of interpretations for the program and the
other 7* is the set of interpretations used in the analysis. The relation between the two is a Galois
connection.

Yrior
Lemma 5.1. (P, ©) &—= (P, ) is a Galois connection where
@7

ar,pn(P) = PNPp

IS

Y7, 7(Q) {(1,n>’16IAneR,A(IeI”=><I,n)eQ)} o
Proor. Suppose P € Pr and Q € P:. Then

arn(P) S Q

& PNPrcO {def. a7, 7§
& YL,mePnNPrn: (I mneQ {def. C§
& WLmeP:(L,mePr=UmeQ {def. N§
o Y, pePlelaneR AL n)ePr={, neQ)

(PePr=p{I ny|I€lAneR)S

Pc{I,mlIeIAneR AL, n)ePr = n Q) {def. C§
o Pg{a,n)'IeIAneR,A(leJ”:u,n)eQ)} (Prs = oL my | I € T* Ay RS
® PCyn,(Q) (def.yp 7§ O

Note that if the intersection of ¥ and 7 is empty then the abstraction is trivially @ for all proper-
ties, and if 7 C I* then the abstraction is identity.

Example 5.2. Considering the soundness of transformers defined in section 4.4 for the forward
assignment of section 3.3, we get, for all Pt e P,

f][[x = e]] o ’y]p_,I(Pﬁ)
= {1 ntx < [ednd | <1 md € yrar (P |
{def. 7[x := e] P = {<I, nix « [e],nD) | <L, my € P)|§
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=1, nlx « [e],n) ’ ITeITnneR A(Iel* =1 e Pﬂ)} (def. ypi;$

=1, nlx [[e]},n]>’1eIAneR,A(1eﬂ=>(1eﬂ/\<1, n>eP”))} {def. =5

{
{

< {(L )
{

=34, q>‘1e1/\ne7e,/\(1eﬂ = (I, n) € fnlx :=e]](P”))}
{by defining f:[x := e] € P+ 5P such that

IeIAn’eR,/\(Ieﬂ:u, w) e {nix [l | 1€ T Ane Ry adl, n)epﬁ})}

{def. C§

frlx:= eﬂPli 2 {(I, nlx « [[eﬂ,n])|]e]ﬂ/\r]€7€,/\(l, n) ePﬂ}

5

Cyproreofp[x:= eﬂ(Pn) (def. vy 7§

Observe that f7[x := ¢] and f7[x := e] have exactly the same definition. However, the correspond-
ing post-fixpoint semantics do differ when 7# # I since (P, C) # (P7, C). By changing the order
on the lattice of properties one changes the least fixpoint/post-fixpoint abstract semantics. |

5.2. Homogeneous Abstraction of Interpretations

In some cases, we describe the properties of the program without distinguishing the interpretations
in the context of the program. This is the case when expressing properties that should hold for all
interpretations that are possible for the program. This abstraction simply forgets the interpretations
and just keeps the union of all the possible behaviors.

Example 5.3. That is what the AsTREE analyzer [Cousot et al. 2005] does when taking all possi-
ble rounding error modes for floating points computations. ]

The abstraction is described by (P, ) y‘:I (UrerR;, €) where
ar
ar(P) £ {n|31el: L pyeP} and yr(E) = (I n)|IeTAneE}. (10)

Proor. We have a Galois connection since for all P € Py and E € U;cr R,

ar(P)CE
® {n|31er: U meP|cE {def. a7 (P)§
o Vn:@Iel:{U,neP)=>nekE {def. C§
o Vn:Vlel:{I,n)eP=>nekE {def. =§
o YU, nyeP:1eITAneE {since Pe Pr~p({I,n)| 1€ AneR}S
o Pc{d.p|lelrnecE) {def. §
© PCyr(E) (def. y7(E)§ O

5.3. Abstraction by a Theory

In some cases it can be difficult to represent exactly an infinite set 7 of interpretations as proposed in
section 5.1. A solution is to use theories (preferably deductive with a recursively enumerable number
of axioms) to represent the set 7 = Mi(7") of interpretations that are models of these theories. The
relationship between theories and multi-interpreted semantics is expressed by the concretization
function:
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y(T) £ {(L ny| 1€ M7} (1)

Notice, though, that because the lattice of theories is not complete, there is, in general, no best
abstraction of a set of interpretations by a theory.

Example 5.4. If J interprets programs over the natural numbers IN, then by Godel’s first incom-
pleteness theorem there is no enumerable first-order theory characterizing this interpretation, so the
poset has no best abstraction of {J}. [

Once an (arbitrary) theory 7~ has been chosen to abstract a set I of interpretations there is a best

abstraction @7,y (P) = P N ym(7") of interpreted properties in P € P by abstract properties

. Yya(—1(P) )

in Py . By lemma 5.1, (Pr, C) ————— —= (P> C), so the best abstract transformer is
AT—y(T)

Fzm(T) [P] 2 @ryme) © F7[P] © @yy)—1. However, there might be no finite formula to encode
these best abstraction and best abstract transformer.

5.4. Algebraic Abstraction of Interpretations

Another direction for abstraction is to keep the context of interpretations and forget variable proper-
ties. This is simply a projection on the first component of the pairs of interpretation and environment.
Given a set J of interpretations and, for each interpretation / € 7, an algebraic abstraction {p(R;),

Yi .
<) _,T (A, Cy), we have an abstraction

?r, 9 =5 O A D) (12)
ler

of Pr = (I, 1y | 1 € I Ay € Ry)) by defining

a(P) = > ailin | I, n) € P,
Iel
¥(P) £ (I py | T€I Aney (P,

and PEQ 2 VIel:P 0.

Proor of (12). We have a Galois connection since for all P € P7 and P € X s A},

&(P)C P
& >< an| U, e PHEP {def. §
Iel
o VYiel:a(n|d, n)eP)CP {pointwise def. of C§
o YIleIl:{n|, n)eP)Cy(P) { Galois connection {¢(R;), C) % (A1, E1)S
& VIieIl:Vp: U, nyeP=ney(P) {def. C§
o VYU, pyeP:1eIAney(P) {since PePr~p({{I, )| I € T = neR)
& Pc{lLmlIelnney(P)) {def. C§
& PCyP) {def. 7§ O

Of course if 7 is infinite, one may have to group interpretations in a finite partition, each block being
abstracted uniformly e.g. as proposed in section 5.2.

5.5. Comparative Abstraction of Interpretations

Another example of abstraction of multi-interpreted semantics consists in comparing interpretations
such as the difference between a mathematical interpretation of programs on reals and an interpre-
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tation on floats, to study the propagation of rounding errors in floating-point computations as in
Fructuar [Goubault et al. 2002].

We can also change the interpretation of expressions in section 2.3, so as to keep track of all
possible evaluations when applying mathematical identities such as commutativity, associativity,
distributivity, etc. which hold for reals but not for floats. Again the abstraction keeps track for
each order of evaluation of the difference when evaluating with reals and floats so as to determine
the most precise evaluation order minimizing the rounding errors in arithmetic expressions [Martel
2009].

6. FIRST ORDER LOGICAL SEMANTICS

For theorem-prover based program verification, the multi-interpreted semantics of section 3.3 must
be expressed using first-order logical formule. This involves an abstraction since, on one hand, not
all concrete program properties and property transformers can be exactly expressed with logical
formula and, on the other hand, not all concrete set-theoretic inclusions can be proved by logical
implication.

6.1. Multi-Interpretation of First-Order Logic Formulse

A logical formula ¥ € [F(x, f, p) describes a property y7(*¥) for multi-interpretations I € 9(3) as
follows

v} € F(x.f,p)5Pr
Yi®) =KLl IelAlE,Y) (13)

By definition of I |5, ¥, y“‘r is increasing in that for all ¥, ¥ € F(x,f,p), ¥ = ¥ implies that
YiC¥) € YW,

Example 6.1 (Universal interpretation). The universal interpretation consists in describing the
properties encoded by a formula on all possible interpretations. Thus, the concretization of a formula
will be given by y%(‘l’) ={I,m|IIeINI]E, ¥} [

Example 6.2 (Strict approximation). The use of first-order logic instead of set theory may en-
force strict approximations in program verification [Cook 1978]. For example, in the context of
Presburger arithmetic with interpretation IN on the natural numbers, a program may compute a mul-
tiplication by successive additions, in which case the concrete set-theoretic property involving a
multiplication (such as P = {{IN, n) | n(x) = n(y) X n(z)}) may not be expressible by a finite first-
order logical formula involving only addition. ]

6.2. Axiomatic Semantics Modulo a Multi-Interpretation

Once concrete program properties have been abstracted by first-order logic formula, the concrete
program semantics of section 3 must be abstracted in terms of first-order logic. Because this sound
abstraction step will not lead to an effectively computable analysis, we aim for the most precise
semantics at this point, and, in fact, we can usually be as precise as the concrete semantics.

As shown in [Cousot 2002] for safety properties, an axiomatic semantics C,[P] of a program P
specifies program properties encoded by formule in F(x, f, p) pre-ordered by implication = . The
axiomatic semantics C,[P] € p(IF(x, I, p)) is specified as a set of post-fixpoints:

C.[P] = {¥| F,[Pl¥) = ¥}

where F [P] € F(x, f, p) L TF(x, f, p) is the predicate transformer defining the axiomatic semantics
of program P where the verification condition for I € F(x, f, p) to be an inductive invariant of
program P is F,[P](]) = I.

Observe that (¥ = V') £ valid(¥ = V) is a pre-order so that [F(x, f, p) is considered to be
quotiented by (¥ &= V') £ valid(¥ & ¥’) meaning that logical formulae are understood up to
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equivalence. The resulting quotient poset'* is a lattice (IF(x, f, p), &, £f, tt, V, A) although not a
complete lattice (since infinite disjunctions or conjunctions are missing in first-order logic).

Again the program transformer F, can be defined in terms of primitive operations
ff, tt, V, A, V, A, T, Da, Pgs - - - Whose local soundness conditions imply the soundness of the pro-
gram transformer and the verification condition.

Example 6.3. Continuing example 3.2 in the context of invariance properties for imperative
languages, the primitive operations will be false, true, V for control flow joins, and the following
primitives for assignments and tests:

fo € (xxXT(x,f)->F(x,f,p)>F(x,f,p) axiomatic forward assignment trans-
fo[x:=f]¥ £ I : V[x « X]Ax =t[x « ¥ former
b, € (xxT(x,f)->F(x,f,p)—-F(x,f,p) axiomatic backward assignment trans-
bofx :=f]¥ £ Y[x « 1] former
p. € Cx,f,p)-F(x,f,p)-F(x,f,p) axiomatic transformer for program test
PJe]¥ £ ¥ A of condition ¢. -

6.3. Soundness of the Axiomatic Semantics Modulo a Multi-Interpretation
In general, the soundness of transformers

YW e F(x, £, p) « Fr[P] o v7(¥) € v7 ° F,[P](P), (14)

follows from similar local soundness conditions on the operations of the abstract domain'® (see e.g.
example 4.5). This implies that the axiomatic semantics modulo a multi-interpretation is sound.

THeOREM 6.4. The axiomatic semantics C,[P] of a program P is sound according to (8) with
respect to a multi-interpreted semantics C; [P] of section 3.3 and the increasing concretization Y7
defined in (13). u|

Proor. By theorem 4.4 using the instance (14) of (9). O

Example 6.5. Note that in the case of the axiomatic invariance semantics for imperative lan-
guages of example 6.3, the interpretation of the axiomatic semantics is exactly the multi-interpreted
concrete semantics. For example, for assignment,

Yi(fa[x = 1]¥)

Vi Wix « XA x = 1lx < ¥ {def. f,[x = ]¥
= KL ITeI ATk, Ox : ¥ix « xX1Ax=ix —x]) {def. (13) of 3§
= (L yxe [ DI IeIAlE, )

{since I |, (A" : P[x—x1Ax =tx—x]Difandonlyif Iy : [ k, Yand p =
7'[x « [¢],77] as defined in section 2.3§

1>

= {Lnixe<[ndlIeInd, pyeld, pllE, ¥} {renaming 1’ to iy and def. €§
= (L nlx < [ [ 1 €I A, )€y (D)} {def. (13 ) of y5§
= frx=1] o yH(P) {def. (7) of f7[x :={]P§ m

Example 6.6 (Uninterpreted axiomatic semantics). The uninterpreted axiomatic semantics cor-
responds to the universal interpretation of example 6.7, thatis 7 = 3. ]

14 Following the tradition, we write (IF'(x, f, p), /) instead of the more rigorous quotient notation (IF(x, f, p)/ =, =)-

I5W[x « ] is the substitution of term ¢ for variable x in formula P, assuming renaming whenever ¢ has variables bound in
¥

161 general, we do not have equality since there may be no logical formula that exactly encodes Fr[P] o 7}(‘}’).
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Example 6.7 (Axiomatic semantics modulo theory). An axiomatic semantics modulo a theory
7 corresponds to the choice 7 = (7)) so that the difference with the uninterpreted axiomatic
semantics of example 6.6 is uniquely in the way implication can be proved with or without using a
theorem of the theory 7. ]

7. LOGICAL ABSTRACT DOMAINS
As a generalization of section 6, we define logical abstract domains to perform program verification

in the first-order logic setting. Computing the predicate transformer F,[P] is quite immediate. The
two hard points are

(1) the computation of the least fixpoint (or a post-fixpoint approximation of it since, in general, the
logical lattice is not complete), and
(2) proving that the final formula implies the desired property.

To solve the first problem, the usual approach consists of asking the end-user to provide a solution or
in restricting the set of formule used to represent program properties such that the ascending chain
condition (ACC) is enforced. Using an infinite abstract domain not satisfying the ACC together with
a widening can be much more precise [Cousot and Cousot 1992b].

Solving the second problem requires the proof of an implication for which a decidable theory can
be used.

7.1. Definition of Logical Abstract Domains
We define logical abstract domains in the following general setting (without the ACC restriction):

DeriniTion 7.1. A logical abstract domain is (A, C, £f, tt, V, A, V, A, f,, by, Py - - -y defined by a
pair (A, T) of a set A € p(F(x,f,p)) of logical formule and of a theory T of F(x, f, p). The
abstract properties ¥ € A define the concrete properties y(‘¥) = {(1, n) ‘ TeMTHINIE, ‘P}
relative to the models W(T") of theory T . The abstract pre-order T on the abstract domain (A, C)

is defined as P CP) 2 (VX UZXy : ¥ = YY) €T) (and can be quotiented to a partial order by
P=P)2(VHUXZp P P)eT)). [

This definition of logical abstract domains is close to the logical abstract interpretation frame-
work developed by Gulwani and Tiwari [Gulwani and Tiwari 2006; Gulwani et al. 2008]. The main
difference in our approach is that we consider a concrete semantics corresponding to the actual be-
havior of the program, whereas in the work of Gulwani and Tiwari, the behavior of the program is
assumed to be described by formule in the same theory as the theory of the logical abstract domain,
which may yield unsoundness. Our approach allows the description of the abstraction mechanism,
the comparison of logical abstract domains, and the formal, rigorous proof of soundness.

7.2. Abstraction to Logical Abstract Domains

Because A € p(F(x, f, p)), we need to approximate formule in p(IF(x, f, p)) \ A by a formula in
A. The alternatives [Cousot and Cousot 1992a] are either to choose a context-dependent abstraction
(a different abstraction is chosen in different circumstances, which can be understood as a widening
extrapolation [Cousot 1978, Ch. 4.1]) or to define an abstraction function to use a uniform context-
independent approximation whenever needed. The abstraction

a'f; € F(x,f,p)—A abstraction (function/algorithm)

abstracts a concrete first-order logic formula appearing in the axiomatic semantics into a formula in
the logical abstract domain A. To be sound, the following must hold

VY e F(x,f,p),VIel: IEM¥=> aﬁ(‘l’)) soundness (15)
The abstraction afﬁ can be chosen to be computable in which case we speak of an abstraction

algorithm, which can be directly used in the implementation of the abstract domain and semantics.
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When the abstraction a£ is not computable, we speak of an abstraction specification, which has to

be eliminated from the definition of the abstract domain and semantics (e.g. by automatic or manual
design of an over-approximation of the abstract operations).

Example 7.2 (Literal elimination). Assume that the axiomatic semantics is defined on
F(x, f,p) and that the logical abstract domain is A = F(x, f4,ps) where f4 C f and ps C p.
The abstraction cz/{ (P) of ¥ € F(x, f, p) can be defined by repeating the following approximations
until stabilization.

— If the formula ¥ contains one or several occurrences of a term ¢ € f \ 4 (so is of the form
Y[t,...,t]), they can all be approximated by Jx : ¥[x, ..., x] where x is a fresh variable;

— If the formula W contains one or several occurrences of an atomic formula a € p \ p4 (so has
the form Y[a, . .., a]), this atomic formula can be replaced by true in the positive positions and
by false in the negative positions.

In both cases, this implies soundness (15) and the abstraction algorithm terminates since ¥ is finite.
(]

Example 7.3 (Quantifier elimination). If the abstract domain A C C(x, f4, pa) is quantifier-
free then the quantifiers must be eliminated, which is possible without loss of precision in some
theories such as Presburger arithmetic (but with a potential blow-up of the formula size see e.g.
[Cooper 1972; Ferrante and Rackoff 1975; Ferrante and Geiser 1977]). Otherwise, besides trivial
simplifications of formul® (e.g. replacing dx : x = t A P[x] by W[¢]), a very coarse abstraction to
A C C(x,f,p) would eliminate quantifiers bottom up, putting the formula in disjunctive normal
form and eliminating the literals containing existentially quantified variables (or dually [McMillan
2002]), again with a potential blow-up. Other proposals of abstraction functions (often not identified
as such) include the quantifier elimination heuristics defined in Simplify [Detlefs et al. 2005, Sect.
5], [de Moura et al. 2003, Sect. 6], or the (doubly-exponential) methods of [Ge et al. 2007; Ge
and de Moura 2009] (which might even be made more efficient when exploiting the fact that an
implication rather than an equivalence is required). |

Example 7.4 (Interval abstraction). Let us consider the minimal abstraction «,,, whose reduced
product with the maximal abstraction «,,, yields the interval abstraction [Cousot and Cousot 1976;
Cousot and Cousot 1977].

1>

,,(P) /\{c < x| c€cAmin(c,x,V)}

Vx: (AR \ (x}:P) = (c<X)A
Ym: (Vx: (@ \ {x}: ) > m<x) =>m<cC

11>

min(c, x, V)

Replacing the unknown constant c by a variable ¢ in min(c, x, '), a solver might be able to determine
a suitable value for c. Otherwise the maximality requirement of ¢ might be dropped to get a coarser
abstraction and true returned in case of the complete failure of the solver. |

7.3. Abstract Logical Transformers

For soundness with respect to a set of interpretations 7, the abstract transformers must be chosen
such that [Cousot and Cousot 1977; Cousot and Cousot 1979c¢] for each program P

F,[P] € A—A abstract transformer
V¥ eANVIeI: IEF,[P]¥ = Ik F,[P]¥ abstract transformer soundness (16)

Again, the abstract program transformer F, [P] can be defined in terms of primitive operations (e.g.
fa, bq, and p, of example 4.7) satisfying local soundness conditions, which imply the soundness
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of the program transformer. In many static analyzers, the abstract transfer functions are usually
designed, proved correct and implemented by hand.

Example 7.5. Continuing example 6.3, the abstract logical transformers should be designed so
as to satisfy the following local soundness conditions

f, € (xx T(x,f)) >A— A abstract forward assignment trans-

former
VP eANVIeTl :IEfx:=1¥ = ffx:=]¥ abstract postcondition soundness
Ba € (xxT(x,f)) >A—A abstract backward assignment
transformer
V¥ eAVI eI :1Eb[x:={]¥ = b,[x:=]¥ abstract precondition soundness
P € LoASA condition abstract transformer
YPeANVIel: p[l]l¥ = pJ¥ abstract test soundness

It follows from the definition of the uninterpreted axiomatic semantics in example 6.6 that we can
define the abstract transformer to be the axiomatic transformer. This requires a closure hypothesis
on A to ensure that they map a formula in A to a formula in A. Otherwise, an overapproximation may
be necessary. For example, A may just contain formula without disjunction V so that disjunction
must be overapproximated. This is one of the uses of widening [Cousot 1978] (the other being to
enforce convergence of iterates as in section 4.5).

VY, Y, eAVIeTl: TEM VY, =V, V, ) widening soundness "

This design and implementation should be totally automatized, resorting to a manual solution only
when automation is too inefficient or imprecise. For example, when an abstraction algorithm afﬁ is
available (section 7.2), a simple sound implementation of the abstract transformers would be

F[P]¥ 2 ay(F,[P]¥).

Example 7.6. Continuing example 6.3 for an abstraction ai of section 7.2, the abstract logical
transformers would be

fu[x := (J¥ £ al(f,[x := (]¥) abstract forward assignment transformer
bo[x ;= f]¥ 2 ad(b,[x := 7]¥) abstract backward assignment transformer
Pule]¥ = o (p,[e]¥) abstract transformer for program test of condition ¢
Y, V., aﬁ(‘I’l v ¥,) abstract lub widening. [

These abstract transformers (or some over-approximations satisfying local soundness conditions as
in example 7.5) might be automatically computable using solvers (see e.g. [Reps et al. 2004] when
A satisfies the ACC).

Example 7.7. With the interval abstraction of example 7.4, where the abstract domain is A =
{Axex Cx < X | VX € x 1 ¢4 € 19} and ai = «a,,, an SMT solver (e.g. with linear arithmetic or
even simple inequalities [Pratt 1977]) might be usable when restricting ¥ in e, (‘¥') to the formulz
obtained by the transformation of formule of A by the abstract transformers of example 7.6. ]

Finally the logical abstract transformer can be defined using a specific local abstraction.

Example 7.8 (Abstract assignment). The non-invertible assignment transformer returns a quan-
tified formula
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flx :=¢]¥ £ Ix" : Y[x/x'] A x =#[x/x'] non-invertible assignment

which may have to be abstracted to A can be realized using the abstraction « of section 7.2 or the
widening of section 4.5 or on the fly, using program specificities. For example, in straight line code
outside of iteration or recursion, the existential quantifier can be eliminated

— using logical equivalence, by Skolemization where Vx; : ...Vx, : dy : p(xq, ..., X,,¥) is
replaced by the equi-satisfiable formula ¥Yxy : ...Vx, : p(x1, ..., X4, fy(x1, ..., X,)) Where f, is
a fresh symbol function;

— using a program transformation, since x” denotes the value of the variable x before the assign-
ment we can use a program equivalence introducing new fresh program variable x’ to store this
value since “x := ¢’ is equivalent to “x’ := x; x := f[x « x’]” 7. We get

f, [x:=1]¥ £ Y[x « x']Ax=1[x « x'] abstract non-invertible assignment
which may be a formula in A. This ensures soundness by program equivalence.

These local solutions cannot be used with iteration or recursion (but with a k-limiting abstraction as
in bounded model checking) since a fresh auxiliary function/variable is needed for each iteration/re-
cursive call, whose number may be unbounded. ]

7.4. Soundness of the Abstract Logical Semantics

The abstract logical semantics C,[P] € ¢(A) of a program P in a logical abstract domain (A, C)
defined by (A, 7°) is specified in post-fixpoint form (since, in general, least fixpoints do not exist).

C[p] = {‘I‘ cA ‘ E[P]¥) = ‘I’}

THEOREM 7.9 (SOUNDNESS OF THE ABSTRACT LOGICAL SEMANTICS). Under the abstract transformer
soundness hypotheses (14) with I = W(T7") and (16), the abstract logical semantics E“[[P]] of a
program P is sound according to (8) with respect to a multi-interpreted semantics Cﬁﬁ(’i') [P] of sec-
tion 3.3 and the increasing concretization yq = Yy where (13) is relative to the models W(T") of
theory T . |

Prook. By (13), y3-(®) 2 ¥ (®) = (<. ) ' IeMT) AT, ¥ ). First, we know that - is

increasing for the implication in 7. Then it is also increasing for C, as (¥ T ¥’) = (V Xy U Xy :
Y = ¥') € 7), and this implies that 7 F ¥ = ¥’. Then we prove (9), that is for all ¥ € A,

Yy o F,[P](¥)

= {(1, m ‘ IeMT)ATE, fa[[P]](‘I’)} Usince y3-(¥) = {1, n) | TeMT)ATE, VS
2 {(I, ) | TeMTHANTE, F“[[P]](‘{’)}Zdef. Cand (16) so that I | F,[P]¥ implies I  F,[P]¥S§
= Y8 o F,[P](¥) Lsince y5-(¥) = {(1. 1) | TeMT)ATE, WS
= 7!?]?(’]’) o F [P](P) (def. y§
2 Fy[P] o Y (P) {hypothesis (14) with 7 = M(7)§
= Py [Pl o 77 (¥) (def. y7-(¥)§

Theorem 7.9 then immediately follows from theorem 4.4. O
17 This is similar to but different from Skolemization since we use auxiliary program variables instead of auxiliary functions.
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7.5. Approximations of the Abstract Ordering

When implementing a logical abstract domain, in addition to the transfer functions, we need to
implement the abstract order C by providing an effective decision procedure for formula of the
form ¥ Xy U Xy : ¥ = ¥’. For efliciency reasons, or because the theory is undecidable, one may
approximate this decision procedure. Then the approximation must be correct with respect to the
positive answer to the decision problem: if the approximate algorithm answers that the formula is
in the theory, then that must hold.

In the particular case of decision procedures based on SMT solvers, we can only decide satisfia-
bility results. So we will rephrase our formule into 3%y U Xy : ¥ A =¥, In this case, the answer
of an SMT solver must be correct on the negative answer: if the solver says that the formula is
unsatisfiable, then it must be the case to be unsatisfiable in the theory. So, for our applications, the
refutation completeness of SMT solvers is not compulsory to insure soundness.

Notice that in section 7.4, the soundness of the abstract logical semantics, in particular theo-
rem 7.9, is with respect to the abstract order C and theory 7 of definition 7.1, with respect to the
concrete order =. It follows that if the approximation of the abstract order C changes (e.g. due to
a modification in or change of the theorem prover or SMT solver), then the soundness proof of the
static analysis remains valid. The limit of the iterates with widening in theorem 4.8 also remains
sound with respect to the concrete semantics for sound modifications of the approximation of the
abstract order. A change in the approximation of the abstract ordering may change the cost and pre-
cision of the analysis (since provable facts may no longer be provable or vice-versa) but its result,
although possibly different, always remains sound.

This would not be necessarily the case if the order C of definition 7.1 had been chosen to refer to
the approximation algorithm, hence to a specific version of a theorem prover or SMT solver, since
a change in the definition of the abstract order would have required to redo all soundness proofs.

7.6. Logical Widening and Narrowing

Designing a universal widening for logical abstract domains is difficult since powerful widenings
prevent infinite evolution in the semantic computation, evolution that does not always manifest itself
as a syntactic evolution in logical abstract domains. Nevertheless, we can propose several possible
widenings.

(1) Widen to a finite sub-domain W of A organized in a partial order choosing X VY tobe ¥ € W
such that Y = ¥ and starting from the smallest elements of W (or use a further abstraction into
W as in section 7.2);

(2) Limit the size of formule to k > 0, eliminating new literals in the simple conjunctive normal
form appearing beyond the fixed maximal size (e.g. depth) k (the above widenings are always
sound and terminating but not very satisfactory, see [Cousot and Cousot 1992b]);

(3) Follow the syntactic evolution of successive formule and reduce the evolving parts as proposed
by [Mauborgne 1998] for Typed Decision Graphs.

(4) Make generalizations (e.g. /(1) V I(2) V ... implies dk > O : (k) and abstract the existential
quantifier, see example 7.3) or use saturation '® [Ganzinger 1996].

(5) Use a bounded widening V(u) when an upper bound u is known (e.g. from specifications to be
checked) so that x V(u) y where x C y satisfies either x T y E x V(u) y E u when y E u or
else x V(1) y = T (since specification u cannot be proved to be satisfied anyway). Notice that
the widening may not use at all its first argument x, in which case a dual narrowing satisfying
y C yAu C u whenever y C u can also be used (provided convergence is enforced by widening to
the upper bound u after a number of non-convergent steps and beyond to T if necessary). Craig
interpolation [Craig 1957] is an example for logical abstract domains [McMillan 2003].

18 Saturation means to compute the closure of a given set of formulas under a given set of inference rules.
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7.7. Enforcing Soundness of Unsound Abstractions

As noted in section 6, the axiomatic semantics modulo theory 7 (and thus the logical abstract
domains with that semantics) are sound when all the interpretations we wish to consider for the
program are models of 7. But what we see in practice is that the actual interpretations corresponding
to the machine execution of programs are not models of the theories used in the program proofs.
Typical examples include proofs on mathematical integers, whereas the size of machine integers is
bounded, or reasoning on floating point arithmetic as if floats behaved as reals. Indeed, it already
happened that the ASTREE analyzer found a buffer overrun in programs formally “proven” correct,
but with respect to a theory of infinite arrays that was an unsound approximation of the program
semantics where arrays are finite.

Still, such reasoning can give some informations about the program provided the invariant they
find is precise enough. One way for them to be correct for an interpretation J is to have one model
of the theory to agree with J on the formule that appear during the computation. Formally, two

theories 77 and 7> agreeon‘{’when{n‘ I, |=,]‘P}={r]|12 |=,7\I’}

This can be achieved by monitoring the formule during the computation, for example insuring
that the formula implies that numbers are always smaller than the largest machine integer. It is
enough to perform this monitoring during the invariant checking phase (F,[P](¥) =+ ¥), so we
can just check for ¥ and F,[P](¥), but, in some cases, it can be worthwhile to detect early that the
analysis cannot be correct because of an initial difference between one of the concrete interpretations
and the models of the theory used to reason about the program.

In section 12.2, after studying the reduced product between logical abstract domains and algebraic
abstract domains, we will show how this early detection can be extended so that even when such
unsound cases occur, the analysis can proceed.

8. OBSERVATIONAL SEMANTICS

Program static analysis involves the of the possible data manipulated by programs such as values
of variables, the control stack or the heap. It may also be interesting to observe other quantities
such as functions of program control and data. An example is the inclusion of auxiliary variables in
the Owicki and Gries proof method of parallel programs to observe the control of other processes
(since assertions cannot directly refer to program counters as in Lamport’s method) [Cousot 1990].
Another example is the queue of threads associated with wait conditions in monitors [Hoare 1974],
which cannot be directly manipulated by programs but to which correctness proofs must refer. Sim-
ilarly for programming languages for which Hoare logic is incomplete [Cousot 1990], the assertions
might have to refer to the local variables of procedures passed as parameters whose values may have
to be tracked in the control stack although they may not be directly visible at some program point.
The idea of observing the norm of quaternions in the analysis of space programs [Bertrane et al.
2010] is similar. Finally, some data may have to be decomposed into pieces observed separately so
that the data are a function of these pieces. This is the case in [Chen et al. 2011] where a vector
x = (x;)%, is observed as x* = (max(x;,0))"_, and x~ = (max(-x;,0))", so that x = x* — x~ and
x| = x" +x".

It is possible to cope with all these cases in a uniform way by explicitly defining the observables
of the program semantics

8.1. Observable Properties of Multi-interpreted Programs
We name observables by identifiers in xp (which, in particular, can be variable identifiers in xp).

Y =(x, f, p, # signature

p = (xp, I, p, #H) C X program signature (xp C X)
X € Xp program variables

Yo = ({xo, I, p, # X observable signature (xp C x)
X € Xo observable identifiers
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Program properties are sets of environments relative to interpretations I € J(Z).

v € Ly values (for interpretation I € J(X))
n e RE £ xp—oly rogram variable environments
1 prog
I € p(3(2)) multiple interpretations
‘.R? 2 {(l , ) ‘ IelAnne Ri‘" } multi-interpreted program environment

SB? 2 XO(ER?’) multi-interpreted program properties

Observables are functions from values of program variables to values that are named by observable
identifiers.
wy € Ofp z Rf" — Iy observables (for I € 1)

Q; € xp— Of}’ observable naming.

The same way that the semantics keeps tracks of values of variables in program variable environ-
ments, the semantics keeps tracks of values of observables in program observable environments.

{ € 7{;20 2 xp—ly program observable environments

‘Rf." 2 { {, &) ' IeT A€ Rf‘) } multi-interpreted environments
‘Bf_o = 50(‘)??" ) multi-interpreted observable properties

Whereas a concrete program semantics is relative to ‘B?", the observational semantics is relative
to ‘B? and both can be specified in fixpoint or in post-fixpoint form. The difference is that the value
n(x) of a program variable x € xp in a variable environment 7 € Rf" is modified when this variable
x is modified whereas the value £(x) of an observable variable x € xp in an observable environment
l e Ri‘" is modified whenever the value Q;(x)n of the function ;(x) observed under the observable

name x is modified due to the modification of the variable environment n € RIZ" following the
modification of the value of some program variable(s).

Example 8.1 (Variable multiple observations). We may want to observe variable values at dif-
ferent time instants, as abstracted to program points; this leads to SSA [Cytron et al. 1991] renaming
variables such that the property of static single assignment holds. |

Example 8.2 (Term observation). We may want to observe values of a term ¢ of the program for
a particular interpretation 7 stored in an auxiliary variable x € xp \ xp so that Q;(x) = [¢],. For
example, quaternions are analyzed in [Bertrane et al. 2010] by observing the value of their norm
t=Va2+b2+c?+d? (wherea,b,c,d e xp Uxo are variables) for several rounding semantics of
floats. ]

Example 8.3 (Combining symbolic and numerical analyzes). One can observe the length of a
list, the height of a stack, efc. and reuse classical numerical abstractions on that observation e.g.
[Deutsch 1990]. n

Example 8.4 (Memory model). In the memory model of [Miné 2006a], a 32 bits unsigned/pos-
itive integer variable x can be encoded by its constituent bytes (x3, x», x1, Xp) so that, for little
endianness, 7(x) = Q;(x3)17 X 2% + Q;(x2)1 X 210 + Q;(x1)n X 28 + Q;(xo)n. (]

Given a program property P € ‘B?’, the corresponding observable property is

af(P) = {<1,Ax-9,(x)n>em§0

(I, n)EP} .
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The value of the observable named x is therefore Q,;(x)r7 where the values of program variables are

given by 5. Conversely, given an observable property O € ‘B?’, the corresponding program property
is

y2Q) = {<1, e R | (I, Ax-szz(x)meQ}.

Example 8.5 (Variable observation). If we limit our observations to values of program variables
then xp = xp and Vx € xp : Vnp € Rf" 1 Q(x)n = n(x) so that Ax.Q,(x)n = n pointwise hence
Ax e Qu(x), af} and y? are the identity. If we do not want to analyze the values of all program
variables then xp C xp. [

The observation of the value of functions of the variables is less precise that the direct observation
of these variables so we have a Galois connection between the program and observable properties.

5 7 5
TheorREM 8.6. (BF, ) % (P72, ). 5|
ProoFE.
a}(P)C QO
s {(I, AxeQ(x)n) € ‘R?O I, )€ P} cQ {def. (t?g
& YU, meP: U, AxQx)n) € Q {def. C and Q € P20 = p(R>0)§
o PC {(1, ) e R | (I, Ax+ Q) € Q} {def. C and P € R§
PCy3Q) ldef. 9.5 O

Nevertheless, there is no loss of precision whenever the observables include all program variables.
In this case, there is also no gain of precision in the concrete. However the gain of precision may be
quite significative in the abstract whenever the abstraction is tailored to the observation functions.

8.2. Soundness of the Abstraction of Observable Properties

The observational abstraction is an abstraction of observable properties in ‘B?O so with concretiza-
tion 75." € Af_" - ‘B_Z," where A§0 is the abstract domain. The classical direct abstraction of program
properties in ‘B? is the case where xp = xp and Ax*Q(x) is identity. The program properties
corresponding to observable Q; are given by y?'P € A?O - ‘B? such that

P2 ey = AP (L eu

(I, Ax- Q) € ¥ (P) |

Under the observational semantics, soundness conditions remain unchanged, but they must be
proved with respect to y?‘P, not y_zr". So the soundness conditions on transformers become slightly
different.

Example 8.7. The soundness condition of the assignment abstract postcondition f[x := ¢] be-
comes:

Lemma 8.8. y?’P(f [x:=e]P) 2 fr[x:= e}](y?’P(ﬁ)) and similarly for the other transformers.

Proor.

7?’1’(?[[}( = e]P) 2 fr[x:= e]](y?’P(ﬁ))
o {(1, m) € R | (I, Ax= Q) € ¥ ([x = e]]l_”)} 2

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.



A:26 Patrick Cousot et al.

{(1, n[x « [e], 7D ' (I )y € R AL AxQ(x)) € 7’?0(1_3)}
{def. y?’P, fr[x :=¢], and 'y?’PS
o WLy e RZ V(L Ax+Qu(x)m) € YO (P) :

I, Ax*Q;(x)(n[x < [e],n)) € y?" (f[[x = eﬂﬁ) {def. C§
o VP (fx:=efP) 2 {1 Ax-Qu@lx — [e] ) | Lm)y € R AL Axe Q) €
v (P ldef.c§5 O m

8.3. Observational Extension

It can sometimes be useful to extend an abstract property P for observables Q with a new observ-
able w named x. For example, this was useful for intervals in [Elder et al. 2010]. We will write

extend ) (I_’) for the extension of P with the observable w for the observable identifier x.

Example 8.9. Let Ay, be the abstract domain mapping observable identifiers x € x¢ to an inter-
val of values [Cousot and Cousot 1977]. Assume that intervals of program variables are observable,
that is xp C xg, and let x € xp be a program variables for which we want to observe the square
x? 50 wy = [x?],. Let x2 ¢ x0 be a fresh name for this observable. This extension of observable
properties with a new observable extend , [x2], € Ax, = Ax,uix2) can be defined as

extend, 1x2) € Axo = Axouixz)

extend ., x|, (TJ) L AxexoU{x2}e(x#x2?Px): P(x2)® P(x2))
(where ® is the product of intervals). (]

The semantics of this extension operation must satisfy the following soundness condition
Al Ayey=x?w; : Q;(y),P = P (5
yy Y 1 80) (extend.w) (P)) 2 777 (P) -

The introduction of auxiliary variables to name alien terms in logical abstract domains is an obser-
vational extension of the domains.

Lemma 8.10.  For the logical abstract domain A =2 F(X) with yf." w =
{(I,n)‘IeI/\I}:,,‘P},

extend(, o) (P[x < e]) = x:(x=eAY) issound. ]

Proor.

Al* Ay y=x?[e], : Q)P

7 (extend(x,[[e]]) W[x « e]))
Al Ayey=x?[e], :Q().P

= 77 Ax:(x=en¥) (def extend ] (P[x e 2 Tx: (x=eAP)S
= [ ey | Ax « Ayey=x?[e], : QO €yyP Ax:(x=eAP)| (def. y7"S
= [ eRF | Ax « (¢ =x?[e],() : QM) ¥ Ax: (x=eAP))

{def. application §
= {(1, n) € 9{? | lel Al 'ZM’-(x’:x‘?[[e]],(n):Q,(x')n) dx:(x=en ‘I’)}

(el v () = (<1, | e T AT, W))S

= ,ne ‘R? | Te I ANTE v gy Plx « e]} {def. substitution §
= (L eRT [ (L AX QX)) € VP (¥lx « e])) {def. 7§
= ¥ (Plx — e]) ldef. y97§ O
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This extension operation can also be used for vectors of fresh variables and vectors of observables
in the natural way.

DEeriNiTION 8.11 (EXTENSION OF OBSERVABLE PROPERTIES WITH NEW OBSERVABLES). LetA?O be an ab-
stract domain with partial ordering T abstracting multi-interpreted properties in ‘B?’ for signature
Yo with observable identifiers xo C X, the set of interpretations I, and observables named by Q
such thatNI € I : Q; € xo—>0§".

Consider the new observables Q' such that Y1 € 1 : Q) € (xo \ x0) — O?" where xo are
the new observable names such that xpo C xo. The abstraction now uses the abstract domain
A?a' with partial ordering T’ abstracting multi-interpreted properties in %?‘) for signature o with
observable identifiers xopr C x . A sound extension extendq € A_E,O — A satisfies the soundness
condition

7}11- Ayey € xo \ x0?Q)(y) + Q(y),P (extendg' (ﬁ)) 277" (ﬁ) : "

Given A C A?O, we write extendg (A) = {eXtendQ/ (ﬁ) ‘ PecA }

9. REDUCED PRODUCT
9.1. Cartesian and Reduced Product
The Cartesian product can be used for the conjunction of static analyzes [Cousot and Cousot 1979c].

DEeriNiTION 9.1 (CARTESIAN PRODUCT). Let (A;, T;), i € A, A finite, be abstract domains with in-
creasing concretization y; € A; 5 ‘B?O. Their Cartesian product is (A_), C) where A= Kiea Ay
(P2 Q)2 Niea(P, 5 ) and 7 € A= B is Y(P) £ Niea vi(P). .
In particular the product (A; X A;, E;;) is such that (x, y) 5;; (X', ') £ (x 5; ') A(y C; ¥') and
¥ii((x, ¥)) £ 7;(x) N y;(3). Notice that instead of (P30, C, 0, R2°, U, N) where P2 £ p(R>0), the

. . 1> = R .
concrete domain could also be chosen as an arbitrary poset (L, <), meet semi-lattice (L, <, A), cpo

(L, <, 0, V), or complete lattice (L, <, 0, 1, V, A).

If abstract transformers are applied component-wise, then the Cartesian product of static analyzes
yields exactly the same result as running analyses with each abstract domain independently and
performing the conjunction of their respective results. To improve this result, the reduced product
was defined [Cousot and Cousot 1979c] so that each analysis benefits from the information brought
by the other analyses.

DeriniTioN 9.2 (ReEbpuUceD ProbUCT (1)). Let (A;, E;), i € A, A finite, be abstract domains with
increasing concretization y; € A; 5 ‘B?g where A 2 Xiea Ai is their Cartesian product. Their
reduced product is (A=, ©) where (P 2 Q) = ()7’(13) = V(Q)) and ¥ as well as € are naturally
extended to the equivalence classes [ﬁ] /2, PeA of 2 by 7([ﬁ] /2) = Y(ﬁ) and [ﬁ] /= C [Q] [2 =
AP e[P))=:30 €[0))=: P E .

The reduced product can yield much more precise results than the Cartesian product by computing
more precise abstract values for each abstract domain, while staying in the same class of the reduced
product. Computing such abstract values is naturally a reduction (see section 9.3) where information
from one abstract domain is transferred to other abstract domains to increase their precision.

Example 9.3. A classical example [Cousot and Cousot 1979c] is the product of a sign and a
parity analysis where the discovery that x = 0 by the sign analysis and that x mod 2 = 1 by the
parity analysis in a test/guard yields L (non-reachability) for both abstract domains, a fact that
neither abstraction could infer by itself thus missing unreachability of subsequent code (which may
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also be the case of their conjunction for this subsequent code). Sign and parity reduction [Cousot
and Cousot 1979¢] was generalized to intervals and simple congruences in [Granger 1989]. |

9.2. The Reduced Product is the Greatest Lower Bound in the Poset of Abstract Domains

We can compare the expressiveness of abstract domains by defining an abstract domain A; to be
more precise than A, whenever any property exactly expressible by A, is also expressible by A;.
Two abstract domains are equivalent when they are equally expressive.

DEerFINITION 9.4 (PRECISION OF ABSTRACTIONS). Let (A;, C;), i € {1,2}, be abstract domains with
concretization y; € A; — L into the concrete domain (L, <). We say that A, is less precise (also
expressive, refined, etc...) than A| (written A; << A,) whenever y,(Az) C y1(A1). They are equivalent
whenever y1(A1) = ¥2(Ay) (written A} <& Aj). [ ]

So (p(L), 2) is isomorphic to the complete lattice of all abstract domains quotiented by < and
ordered by precision <. Each abstract domain (A, C) is <T-equivalent to an element of this lattice
(L) of all abstract domains [Cousot and Cousot 1979c¢]. In case of abstractions A; = p;(L) and

Ay, £ pz(L) defined by upper closures p; and p; on (L, <), we have A} < Ay & po(L) € pi(L)

& p; € pp [Cousot and Cousot 1979c] In case of abstractions defined by Galms connections (L,
¥

<) % (A1, Cy) and (L, <) "‘TT (A3, Cy), we have A| < Ay © y; o (L) < 72 ° aa(L) [Cousot
[e3] @z

and Cousot 1979c].

DEFINITION 9.5 (CLOSURE BY INTERSECTION). An abstract domain (A, T) with concretization y €
AL L into a meet semi-lattice (resp. complete lattice) (L, <, A) is closed by finite (resp. infinite)
intersection if and only if VP,Q € A : AR € A : y(R) = y(P) A y(Q) (resp. VP € p(A) : AR € A :

Y(R) = \y(®P)). n

When considering only abstract domains that are closed by finite intersection, the reduced prod-
uct can equivalently be understood as the greatest lower bound in the complete lattice of abstract
domains, up to the equivalence <.

THEOREM 9.6 (EQUIVALENT DEFINITION OF THE REDUCED PRODUCT (II)). Let the meet semi-lattice (L,
<, 1, A) be a concrete domain, (A;, C;, T;), i € A, A finite, be abstract domains with increasing

concretization y; € A; 5 L and supremum T; such that y(T;) = 1. The reduced product (X /2, C,
[T1/2) is

— more precise than (A;, 5;), i € A,

— less precise than any other (L, T), which is closed by finite intersection and more precise than
(Ai, Gi), 1€ A

If (A;, i, Ti), i € A are closed by finite intersection then their reduced product (X/g, C, [T1/2) is
the unique such abstract domain (up to the equivalence <>). 0

Proor. — Foralli € A, P; € A;, we have §([T]/z[i « P;]) £ Njeaviy YilT DAYi(P) = N jeayy 1A
vi(P;) = 1 A vi(P;) = y:(P;) proving that y;(A;) C V(X/g) so that (X/g, C) is more precise than the
(A, Gi), I €A,

—1If (L, C) withy € L5 Lis more precise than the (A;, C;) then y,(A ) C y(L) Given P € A/: we
have 7,~(13i) € 7@) so there exists P € L such that 7(P) = Niea y,(Pl) = y(P) since (L, T) is closed
by finite intersection and A is finite. It follows that 37(14) /2) C¥(L).

— The property is characterlstlc since the (A;, &;, T;), i € A are closed by finite intersection so that

their reduced product (A /2, C, [T]/2) is also closed by intersection and therefore e any other abstract

domain (L ) with the same property would have both (A / ) C y(L) and y(L) C y(A/ ) hence
would, by antisymmetry, be an equivalent abstract domain. O
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9.3. Abstract Domain Reduction

Different abstract domains A; <& A, with the same expressive power may yield different abstract
properties which, after iteration, may yield sound but quite different results. In particular, this is
the case when the best transformer is difficult to compute algorithmically, so that a strict over-
approximation F7[P] 3 @ o F,[P] o y has to be used instead. In such a case, reduction may be
useful.

Example 9.7. Consider the abstraction of (¢(Z), C) by the complete lattice (A, E) where A
{L,0,+,+1,—,-1, T}, L cOCc+Cc+lcTandOC —C -1 C T with y(+) = y(+1) = {z
Z|z 2 0}and y(-) = y(-1) = {z € Z | z < 0}. The positive and negative properties have distinct
but equivalent encodings in the abstract. The two transformers f;(0) = fi(+) = +, fi(+1) = T and
£0) = +, o(+) = +1, fo(+1) = T are equivalent in the concrete in that YP € A : y(fi(P)) =

¥(f2(P)) but their composition is not since y(fi(fi(f1(0)))) = ¥(+) # ¥(T) = y((2(f2(0)))). m

Another example is the reduction of the Cartesian product of abstract domains into their reduced
product.

m Ik

Example 9.8. Consider the Cartesian product of sign and parity in example 9.3 with a reduction
of the abstract value of x from positive or zero and odd to strictly positive [Cousot and Cousot
1979c]. The transformer for 1/x now yields positive instead of T as required when x can be zero, a
strict improvement of precision. |

The reduction of an abstract domain consists in eliminating the redundant abstract properties by
putting them in normal form.

A

Example 9.9. Continuing example 9.7, let us define the reduction p,(a) =

|_|{a’ €A | v(a) < y(a’)} such that p,(+1) = +, p,(-1) = — and otherwise p,(a) = a. The
reduced abstract domain is p,(A) = {L,0, 4+, —, T} where the redundant abstract properties +1 and
—1 have been eliminated. [

y
TueoreMm 9.10 (RepuctioN OPERATOR). Let {C, <) %— (A, C) where (A, C, L, T, LU, M)isa
complete lattice. Define

p,(a) = I_l{a’ €A | y(a) < 7(a')}

then p, is a lower closure (reductive, increasing and idempotent) and

Y

(€. 9 == (p,4). D). o

Proor. — p, is reductive since a € {a’ € A | y(a) < y(a’)} by reflexivity and so p,(a) < a by
def. glb .

If a < b then y(a) < y(b) so y(b) < y(b') implies y(a) < y(b’) hence {b’ | y(b) < y(b')} C
{@" | y(@) < y(@)}sop,(a) =[a’ | y(a) < y(@)} <[ D" | y(b) < y(B')} = p,(b).

—— For idempotence, we have

p,(p,(a))
= [ i@ € Al y(p,(@) <¥(@)) Ldef. p, §
= [ Jta e A1y Jla” € Aly@ < y@)h) < y(@)) ldef. p,§

= |_|{a’ €A| /\{y(a”) €A |vy(a) <y(@)} <y(@)} {InaGalois connection, y preserves meets §

= |_|{a' € Al y(a) < y(@)} (since y(a) = Aly(a”) € A | y(a) < y(a”)} by reflexivity and def. glb§
= p,(a) (def. p,§
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—— We conclude that p, is a lower closure (reductive, increasing and idempotent) on A.

—— By the Galois connection, x < y(y) implies a(x) < y implies p, o a(x) < y since p, is a lower
closure hence reductive and y = p,(y) is closed.

—— Inversely, if x € C and y € p,(A) then

pyoa(x) <y

= |_|{a’ eA|vy(a(x) <vy@d)} <y {def. o and p,§
= y(l_l{a’ €A | y(a(x)) < y(@)}) <y©») {In a Galois connection, y increasing
= ( /\{y(a’) € A|y(a(x)) <y(@)}) <y@®) {Ina Galois connection, y preserves existing glbs§
= yoalx) <y®) {reflexivity for ' = a(x) and def. glb§
= x<yQ) {In a Galois connection, y ° « is extensive and transitivity§ O

The following theorem shows that the reduction does not change the meaning of reduced abstract
properties.

THEOREM 9.11. y =y o p, O

Proor. Forall x € C:

Yeop,ealx)
= ([ Jlal y(ax) < y@h Ldef. p, §
= /\{7(a) | y(a(x)) < y(@)}) {In a Galois connection, y preserves meets
= y(a(x)) {choosing a = a(x) and def. glbS§
and so

Y
= yoaoy { Galois connection §
= yop ooy {sinceyea =yeop, oaf
< vyop, {a@ oy is reductive and y and p, are increasing §

Moreover p, is a lower closure on (X;ca A;, <a) S0 p, is reductive (o, Ta 1) hence y ° p, T y since
v is increasing. By antisymmetry, ycp, =y. O

As shown by example 9.7, although abstract domains and transformers may have equivalent con-
cretizations, the equivalent but more precise abstract properties propagate through several trans-
formers and the resulting transformed properties and fixpoint computations may be ultimately more
precise in the concrete.

Notice also that an implementation of the reduction of an abstract domain A does not need consid-
erable modifications of the implementation of A. The reduction operator p, may simply be applied
before and after the operations of abstract domain A (although maybe not after a widening/narrow-
ing since the reduction might introduce divergences).

9.4. The Reduced Product is the Meaning-Preserving Reduction of the Cartesian Product

The reduced product of abstract domains A;, i € A can be encoded by a reduction of the Carte-
sian product X,cx A; using a meaning-preserving reduction operator g mapping any element of the
Cartesian product to the smallest representative of its equivalence class. This yields a more construc-
tive definition of reduction and later leads to algorithms to perform or approximate this reduction.
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DerNiTION 9.12 (MEANING-PRESERVING MAP/REDUCTION). Let (A, C) be a poset that is an abstract
domain with concretization y € A% C where (C, <) is the concrete domain. A meaning-preserving

map isp € A - A such that VP € A : y(o(P)) = y(P). The map is a reduction if and only if
VYPeA:p(P)C P. n

THEOREM 9.13 (EQUIVALENT DEFINITION OF THE REDUCED PRODUCT (II)).  Assume that (L, <) is a
poset and Ni € A, each {A;, G;, 0;, 1;, U;, M;) is a complete lattice such that (L, <) % (A;, G)).
Let (X, C) be the Cartesian product of the (A;, ﬂE,-), i € A with concretization ¥ as in definition 9.1.
Define @ = Ax* Xep @i(x) such that (L, <) # (A, B). Letg = AP /\{ﬁ’ | )7’(13) < )7(16’)} such

that (L, <) == (§(A), ©).

pod
Then g is meaning-preserving and (/3’(A_)), L) is the reduced product of the (A;, C,), i € A. u|
Proor. — (L, <) % (X, C)and (L, <) # (,5’(/?), C) follow directly from the hypoth-
a pod

esis Vi€ A: (L. <) == (An 5.

—— Let us show that g is meaning-preserving.

¥ A(P)
= 7(/\(P' | 9(P) < F(P) {def. 35
= /\{77(16/) | 7(P) < ¥(P')} UL, <) % (A, E) so 7 preserves existing glbS§
= y(P) ’ {choosing P’ = P and def. glbS§

—— It follows that @(X), C) is more precise that the (A;, C;) in that ¥ o §o @ < ¥; © a; as follows.

Yeopedx)

= yod(x) {0 is meaning-preserving §

= A X i) {def. 7 and &}
keA i€eA

= /\ Yr(ax(x)) {def. index selection §
keA

C ¥ ai(x) {for any i € A, by def. glb§

. v > . . . .
—— Let M be an abstraction (L, <) = (M, C) that is more precise than the (4;, C;), i € A in
7

that Vi € A: 7 0@ Cy;0a:. S07 0@ E Ajeayio i =7 o (B @) as just shown above, so (F(A), E)
is less precise than (M, ).

—— In conclusion, for all i € A, (ﬁ(/f), E) <(A;, Ty and if Vi € A : (M, C) < (A;, C;) then (M,
B) < (B(A), B) proving, by theorem 9.6, that (B(A), B) is the reduced product of (A;, C;),i € A. O

10. ITERATED REDUCED PRODUCT

The strong reduction operators p, and g of sections 9.3 and 9.4 may be difficult to compute algo-
rithmically. In that case one may use a weaker reduction, which makes a property more precise in
the abstract without changing its concrete meaning. The precision of such a weak reduction can be
improved in the abstract by iteration. This yields a weaker form of reduced product by iteration of
pairwise weak reductions.

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.



A:32 Patrick Cousot et al.

10.1. Iterated Weak Reduction

By iterating a weak reduction, one can improve even more the precision of a static analysis without
altering its soundness. A particular case of iterated reduction was proposed by [Granger 1992]
following [Cousot and Cousot 1979c].

DeriniTion 10.1 (ITERATED REDUCTION). Let (A, T) be a poset that is an abstract domain with
concretization y € A 5 C where (C, C) is the concrete domain and p € A — A be a meaning-
preserving reduction.

The iterates of the reduction are p° = AP+ P, p
[g<a £° for limit ordinals.

A1 = p(pt) for successor ordinals and p* =

The iterates are well-defined when the greatest lower bounds [] (glb) do exist in the poset (A,
o). n

THEOREM 10.2 (FINITE ITERATED REDUCTION). The finite iterates p", n € N of a meaning-
preserving reduction p on (A, C) are meaning-preserving and more precise in the abstract. 0

Proor. Let (p", n € N) be the iterates of a meaning-preserving reduction p. Observe, by recur-
rence, that the iterates form a descending chain since p is reductive so ¥n < m : p"(P) C p"(P) C P.
Meaning-preservation follows by recurrence. For the basis, y(0°(P)) = y(P) by def. of p°. For induc-
tion, y(p"*1(P)) £ y(o(0"(P))) = y(0"(P)) = y(P), since p is meaning-preserving and by induction
hypothesis. O

Notice, however, that the limit of the iterates of a meaning-preserving reduction may not be
meaning-preserving.

THEOREM 1 9.3 (LIMIT OF AN ITERATED REDUCTION). Letp be a meaning-preserving r_eduction _that
iterates from P are well-defined. Then their limit p*(P) exists. We have VB < A : p*(P) C p*(P) C
PP(P) C P, but the limit is in general not meaning-preserving. ]

Proor. Assuming the iterates of p from P € A are well-defined, we observe, by transfinite induc-
tion, that the iterates form a descending chain since p is reductive and by definition of the glb [ ]. By
the antisymmetry of C in the poset (A, E), a fixpoint must be reached at rank € of the iterates when
the ordinal € has a cardinality greater than that of A since, otherwise, the iterates all contained in A
would have a cardinality strictly greater than that of A. The iterates must be stationary beyond € so
that the limit p*(P) £ p¢(P) is well-defined. It follows that V8 < A : p*(P) C p*(P) C p*(P) C P
since the iterates are C-decreasing.

To prove that the limit is in general unsound, consider the following example.

The finite iterates of the reduction p from O form a decreasing chain whose elements are all meaning-
preserving since y(0"(0)) = y(0). These iterates have a well-defined limit p*(0) = [ ],.n 0" (0) = w
which is a reduction, but not meaning-preserving, since y(w) # y(0). 0O
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We now study sufficient conditions for the limit of a meaning-preserving reduction to itself be
meaning-preserving. To do so we study how to improve a meaning-preserving map or to combine
several sound meaning-preserving maps on the abstract domain into a more precise one, to get a
meaning-preserving lower closure operator.

Derinition 10.4. Let (L, C, L, T, U, M) be a complete lattice and f € L— L. Define
3 = Axe[ [{fo|xEy}. -

3(f) is the greatest increasing operator on L less than or equal to f (dual of [Cousot 1978, Th.
2.4.0.2]) and so 3 is a lower closure operator on L ~ L such that S(L +— L) = L5 L is the complete
lattice of increasing operators on L ordered pointwise. We observe that, if f is a meaning-preserving
map, then so is I(f). Because 3(f) C f, it is a more precise meaning-preserving map in the abstract.

LemMa 10.5. If y preserves existing greatest lower bounds'® and f is a meaning-preserving

map (i.e. y(f(x)) = y(x)) then 3(f) is a meaning-preserving map (i.e. y(3(f)(x)) = y(x)). O
Proor.
YR()(x))
= ([ |{ro|xcy) {def. 3§
= |_| { y(fO) | xC )’} {y preserves glbsS§
= |—| { Y | xC y} {f is a meaning-preserving map so y(f(x)) = y(x)§
= 7(|—| {y|xcyD {y preserves glbsS§
= vy {def. glb§ O

Derinition 10.6. Let (L, C, L, T, U, M) be a complete lattice and f € L— L. Define
R() £ Axexn f(x). [

By the dual of [Cousot 1978, Th. 4.2.3.0.3], R(f) is the greatest reductive operator on L less than
or equal to f and so R is a lower closure operator on L ~ L such that R(L — L) = L -5 L is the
complete lattice of reductive operators on L ordered pointwise. We observe that if f is a meaning-
preserving map then so is R(f). Because R(f) T f, it is a more precise meaning-preserving map in
the abstract.

Lemma 10.7. Ify preserves existing greatest lower bounds and f is a meaning-preserving map

(i.e. Y(f(x)) = y(x)) then R(f) is a meaning-preserving map (i.e. y(R(f)(x)) = y(x)). O
Proor.
YRG)(x)
= YR {def. %5
= yx) Ny(f(x) {y preserves greatest lower bounds §
= Yy Nykx) {f is a meaning-preserving map §
= vy {def. glb§ O

Given a meaning-preserving map f, it can be improved as I o R(f) = R o I(f). However to
get a normal form of abstract properties, we need a meaning-preserving map that is idempotent
(since the normal form of a normal form is itself). The normal form can be obtained by iterating the

19 Equivalently, y is the upper adjoint of a Galois connection.
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meaning-preserving map f or better I o R(f) = R o I(f). Because theorem 10.3 shows that the limit
may not be meaning-preserving, we study sufficient conditions for the limit of a meaning-preserving
increasing reduction to be meaning-preserving. We also consider in corollary 10.13 the more general
case of combining multiple meaning-preserving maps into a single meaning-preserving map.

Lemma 10.8. If(L, <, L, T, M, W) is a complete lattice® and f € L 5 L is increasing then
C(f) £ Ax € Logfps Ay+x N f(y) is the <-greatest lower closure on L less than or equal to f.

Proor. — f € L5 L is increasing and (L, <) is a complete lattice so €(f)x £ gfpS Aye+xn
FO =1y ly<xnfO)l=y1y < xAy< f(y)} is well-defined by Tarski fixpoint theorem
[Tarski 1955].

—— Let us first prove that €(f) is a lower closure on the complete lattice (L, <) that is reductive,
increasing and idempotent.

—  We have C€(f)x = x 11 f(€(f)x) < x proving €(f) to be reductive.

— Ifx < ythen Azex M f(z) < Az*y M f(z) so z < x M f(z) implies z < y M f(z) proving
C(f)x = gfps Az=xN f(2) = izl z<xn f@} <zl 2<yNf@) = gfpT Az+yN f(2) = €(f)y
so €(f) is increasing.

— To prove that €(f) is idempotent, we observe that €(f) is reductive and increasing so
C(NHEN(x) < C(f)(x). Since E(f) is reductive, €(f)x < x and C(f)x = x M F(E()x) < f(E(f)x)
so C(f)x € {y |y <xAy < f} proving €(N)x <[y |y < E(NH)x Ay < fO)} = C()(E(f)x) that
is €(A)(E(f)(x)) < E(F)(x) by antisymmetry.

— If f < gthen Aysx M f(3) < Adyexn 8(y) so Ci(f) £ AxeLegfps Aysxn f(y) <
Ax € Legfps Ay+xMg(y) = €(g) proving € to be <-increasing.

—— Let us prove that if p is a lower closure on (L, <) then €(p) = p. We have

Clp)x
= | Joly<xay<pm) {def. €(p) and [Tarski 1955]§
= |_|{y ly<xAy=pQy)} {p reductive and antisymmetry, reflexivity for the reciprocal §

o(x) {since p(x) € {y | y < x Ay = p(y)} since p is reductive and idempotent, y < x Ay = p(y)
implies y < p(x) since p is increasing, and def. lub | |§

—— Finally, if p is a lower closure on (L, <) such that p < f then p= €(p) < €(f) since € is the
identity for lower closures and is increasing proving that €(f) is the <-greatest lower closure on L
less than orequal to f. O

Here are two additional characterizations of the <-greatest lower closure €(f) on L less than or
equal to f when f € L-5Lis increasing and reductive. Given posets (L, E) and (P, <), we let L5P
be the set of increasing and reductive maps of L into P.

Lemma 10.9. If(L, <, 0, A) is a complete lattice*' and f € L= L is increasing and reductive
then C(f) = gfp? AgeLbLegog.

Proor. — Because (L, <, 1, V) is a complete lattice, (L L LK Axel, A)isa complete
lattice pointwise.
— gog e (L-5L) since the composition of increasing and reductive functions is increasing and
reductive.
— Letusprove that Aggog € (LSL)— (L—>L) is increasing Indeed if g; < g> then by def.
of a p01ntw1se ordermg g1°8 < g2°8 and 81°81 < 81°82 since g is increasing, so by transitivity
g1°81 < g og provingthat Agegoge (L-5L)5(LSL)

20 The theorem also holds in a dual cpo.
21 The theorem also holds in a dual cpo.
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— If f € L5 L is increasing and reductive then f o f < f so f is a post-fixpoint of Agego g
when considered as a function of (L5 L)% (L5 L)

— It follows that gfpf Ag € L5 L+ gogexists and is pointwise less than or equal to f by Tarski
fixpoint theorem on complete lattices [Tarski 1955].

— Because fe L5 L, AgelLbLegoge (LSS (L SL),and(L5L, <, Axe1, Ayisa
complete lattice, we have (gfpjf Age L5Legog) e L5 L, which is increasing and reductive.
——  Moreover, p = gfpjf Ag € L5 Lego g satisfies p = p o p by the fixpoint property proving
p= gfpjf Ag e L5 Legogtobe idempotent hence an lower closure.

—— If p’ is another lower closure on L less than of equal to f we have p’ < fand p’ = p’ o p’ so,
by [Tarski 1955] fixpoint theorem, gfpf< AgeLlbLegog=\{geLS5L|g<fAg=gogl>p
by def. lub \/. O

Lemma 10.10. If(L, <, 1, A) is a complete lattice > and f € L-5 L is increasing and reductive
then €(f) = Ax+gfps f.

Proor. — Define g = gfpf, Ag € L5 Leg og’. We just showed in lemma 10.9 that g = €(f)
is the <-least closure that is greater than or equal to f.

—— Given any x € L, x is a post-fixpoint of f € L - L by reductivity. Since (L, <, 1, A)is a
complete lattice and f is increasing, gfpS f exists, hence Ax « gfpS f is well-defined.

—— Define h(x) £ gfps f. Let us prove that & is a lower closure.

— We have h(x) = gfp$ f < x 50 h is reductive.

— If x < y then z < x implies z < y by transitivity so {z | z < x A f() =2} 2 {z | z2< y A f(2) = 2}
proving h(x) = gfpS f = iz |2 < x A f(2) =2} < V{z | 2 <y A f(2) = 2} = gfp; f = h(y) by the
Tarski fixpoint theorem [Tarski 1955] and the definition lub \/.

— h(h(x)) = gfpfl(x) f = h(x) since f(h(x)) = h(x) and h(x) < h(x) by reflexivity, proving h to be
idempotent.

— V¥x € L, we have i(x) = gfpS f < xs0 h(x) = f(h(x)) < f(x) since f is increasing and by

fixpoint property, so & < f. It follows that / is a lower closure on L that is less than or equal to f, so
h < g by lemma 10.9.

— Vx € L, we have g(x) < x since g is reductive. g = gfpf Ag eLbLeg og’ sog< g In

particular, g(x) = g(g(x)) < f(g(x)) by idempotence. It follows that g(x) < gfp$ f £ h(x) by def.
gfp . We conclude that g < A pointwise.

—— By antisymmetry, we have shown thath = g. DO

From lemmas 10.8, 10.9, and 10.10 we obtain a means for transforming a meaning-preserving map
into a stronger one, which is a meaning-preserving lower closure.

Tueorem 10.11. If(L, C, L, T, N, U) is a complete lattice, y preserves existing glbs, f € L— L
is meaning-preserving (i.e. vy o f = y) then the C-least lower closure € o R o I(f) on L greater than
or equal to f is also meaning-preserving i.e. (y o € e R o J(f) = y). u|

Proor. By lemmas 10.5 and 10.7, R o 3(f) is increasing and reductive and meaning preserving
v o R o3I(f) =y f. By lemma 10.10 applied to R o I(f) and [Cousot and Cousot 1979b], for
all x € L, € o R o I(f)x is the limit of the decreasing iterates X%, § € O of R o I(f) from x.
By definition of the iterates, we have y(XO) = v(x). For a successor ordinal, we have y(X°*!) =
YR o I(F)(X®)) = y(X°) = y(x) since R o I is meaning preserving and by the induction hypothesis.

22 The lemma also holds for a dual cpo.
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For a limit ordinal, ¥(X*) = y([52; X%) = [1sca¥(X°) = [N, 7(x) = y(x) given the fact that
v is glb-preserving, the induction hypothesis, and the definition of glb. By transfinite induction,
V6 € O : y(X%) = y(x). For the limit X¢, this implies € o R o I(f)(x) = gfpT R o I(f) = X€ proving
(@R e I(fHX) =y). O

10.2. Reduced Product of Abstractions Defined by Upper Closures

As another immediate consequence of lemmas 10.8, 10.9, and 10.10, we get the dual of [Ward 1942,
Th. 4.2], [Cousot and Cousot 1979a, Th. 4.3] as well as a characterization of the lub in this lattice,
extending [Cousot and Cousot 1979a, Th. 4.3].

CoroLLaRY 10.12. € is a lower closure on the complete lattice (L5 L, <) ordered pointwise so
that the set (§(L-5 L), <) of lower closures in L is a complete lattice.

Proor. By the dual of [Monteiro and Ribeiro 1942], if R is a subset of a poset (L, C) such that
for any x € L, the set { YER | yC x} contains a greatest element p(x), then p is a lower closure

operator and R = p(L). So, by lemma 10.8, the subset of lower closures of (L LI, < is (LS L).
Moreover by the dual of [Ward 1942, Th. 4.1], [Monteiro and Ribeiro 1942, Th. 8.2], it is a complete
lattice. O

Cororrary 10.13. Let (L, <, 0, 1, V, A) be a complete lattice. The glb of a set F of lower
closures in the complete lattice of lower closures on L is

SN\ F) = dxeLeghpf dyexv )\ FO) (@)
feF
:gfpiF AgeLbLegog (b)
= dxoghi \F © o

Proor. Let F be a set of lower closures on L. A F € L L is reductive and increasing (but may be
not idempotent) so, by lemma 10.8, @(/\ F)ZAxeL- gfpi Ay xl‘l(/\ F)(y) is the <-greatest lower
closure on L less than or equal to A F, hence to each f € F by def. of A. It follows that A F « €( A F)
is the greatest lower bound in the poset of lower closures ordered pointwise, which is therefore a
complete lattice [Ward 1942, Th. 4.2], [Cousot and Cousot 1979a, Th. 4.3]. By lemma 10.9, so is

gfpiF Ag e L5 Legogproving that €(A F) = gfpiF Ag € L L+ gog by unicity of the greatest
lower bound. By lemma 10.8, thisisequalto A x € L+ gfpl< Ay* xA A rer f(v) and, by lemma 10.10,
equal to Axegfp; AF. O

. n
In case F is finite in corollary 10.13, we can replace A\ F by O p where O f; = fy, o ... o fy, is the
peEF i=1
function composition for some arbitrary permutation 7 of [1, n].

CoroLLARY 10.14. Let (L, <, 0, 1, Vv, A) be a complete lattice and F be a finite set of lower
closures on L. Then €(\ F) = €(OF).

Proor. If p; and p, are lower closures on L then, by the dual of [Cousot 1978, proposition
4.2.4.0.1], €(o; A p2) = €(p; o p2) = €(oz ° p1). Indeed, by corollary 10.12, € is reductive so
Clo1 Ap2) € p1 Apr < pp and €(p; A po) < py so that, by idempotence of €(p; A p,) in lemma 10.8
and composition of increasing functions, €(o1 A p2) = €(p1 A p2) o €(p1 A p2) < p1 ° pa. Since ps
is reductive and p, is increasing, we have p; o p, < p;. Since p; is reductive, we have p; o p, < 2
proving p; o p» < p; A pa by def. glb. By corollary 10.12, € is increasing and idempotent so
o1 A p2) = &C(p1 ° p2)) < Cp1 ° p2) < €p1 A po) proving Cp1 A p2) = Epy ° p2) by
antisymmetry and so €(p; A p2) = €(p, ° p;) since the glb A is commutative.
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It follows, by recurrence on the cardinality n of F = {py,...,p,}, which is finite, that (O F) =
&Op) = (‘Z(lei) 2 Cpm, © - ° pr) = CAlors-on ) = Ao o)) = GAF) s

peF
uniquely and well defined for all permutations 7 of [1,n]. O

. Y . . .
Observe that an abstraction (L, <, 0, 1, V, A) ; (A, E) is equivalent to the abstract domain

(y o a(L), <) since A < y o (L) where y o @ is an upper closure so that abstract domains can
be defined by upper closure [Cousot and Cousot 1979c]. In this case, the dual of corollary 10.13
provides the lub of such upper closures, that is the reduced product of abstractions understood as
upper closures.

10.3. Iterated Pairwise Reduction of the Cartesian Product

The present definition of the most precise meaning-preserving reduction g in theorem 9.13 simulta-
neously involves all abstract domains of the product. Implementations of the most precise reduction
o (if it exists) can hardly be modular since in general adding a new abstract domain to increase pre-
cision implies that the global reduction operator g, hence the static analyzer/verifier, must be com-
pletely redesigned. On the contrary, the pairwise iterated product reduction below reduces abstract
domains two by two, and so is more modular, in that the introduction of a new abstract domain only
requires defining the reduction with the other, already existing, abstract domains. This provides a
general algorithm for constructing/approximating reduced products by iterated pairwise reductions,
which can be implemented once for all in the static analyzer/verifier.

DEermiTION 10.15 (ITERATED PAIRWISE REDUCTION). Let (A;, C;) be abstract domains with increas-
ing concretization y; € A; 5 L into the concrete domain (L, <, A). Define )7’(13) 2 Ajea 7,-(131-) (as in
definition 9.1).

Fori,je A i# j letpij € (Ai X Aj, 5ij) = (A; X Aj, §;j) be pairwise meaning-preserving
reductions (so that ¥{x, y) € A; X A; : p;;({x, ) Eij {x, y) and (y; X y;)  pij = i X ¥;) ).

Define the pairwise reductions p;; € (X, E) - (A_), C) of the Cartesian product as

Pi(P) £ let (P, P) £ pi (B, Py in Pli = P]J[j  P)]

where 13)[1' — x];=xand ﬁ[i —x];= ﬁj when i # j.
Following definition 10.1 and theorem 10.3, define the iterated pairwise reductions 3", g%, g* €
(A, B) > (A, B), n > 0 of the Cartesian product for

g = Oi,ieA, Bij (a7
i#]j

n
where O fi = fr, © ... ° fx, is the function composition for some arbitrary permutation x of [1, n].
i=1 -
Observe that g is the composition of meaning-preserving reductions. Thus, it is a meaning-
preserving reduction, so theorems 10.2, 10.3, and 10.11 apply and produce over-approximations
of the reduced product.
Tueorem 10.16. Assume in definition 10.15 that the limit p” of the iterated reductions is well
defined (in the sense of definition 10.1). Then the reductions are such that VBeA:VneN,:
B*PYEF"(PYEF,P)C P i,j€A i# jand meaning-preserving since 3" (P), 3i;(P), P € [P]/=.

If, moreover, y preserves greatest lower bounds then g *(ﬁ) € [P)/=. |

23 We define (f X £)((x, y)) £ (f(x). gO)).
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Proor. g is the composition of finitely many meaning-preserving reductions so it is itself a
meaning-preserving reduction. The theorem follows immediately from theorem 10.2 for finite it-
erations and theorem 10.3 and lemma 10.5 for transfinite iterations when is ¥ preserves existing
greatest lower bounds. D

The following theorem proves that the iterated reduction may not be as precise as the reduced
product, a fact underestimated in the literature. It is nevertheless easier to implement.

Tueorem 10.17. In general g *(ﬁ) may not be a minimal element of the reduced product class
[P1/= (in which case A0 € [P]/=: G E 3*(P)). o

Proor. Let L = p(a,b,c)), Aj = {0, {a), T), Az = (0,{a, b}, T}, A3 = {0, {a.c}, T}, and B = (T,
a, b}, {a,c}) where T = {a, b, c}. We have (T, {a, b}, {a, c})/ = ({a}, {a b}, {a, c}). Howeverﬁi7(<T,
a,b}, {a,c})) = (T, {a,b}, {a,c}) for A={1,2,3},i,j€ A,i # jand so 3" ((T, {a, b}, {a,c})) = (T,
a, b}, {a, c}) proving, for that example, thatp_’*((T, {a, b}, {a,c})) is not a minimal element of [T,
a,b}, {a,chl/z. O

Sufficient conditions exist for the iterated pairwise reduction to be a total reduction to the reduced
product.

{
{
{
{

Tueorem 10.18. If, in definition 10.15, the (A;, C;, U;), i € A are complete lattices, the f;j,
i,j € A i # j, are lower closure operators, ¥ is glb-preserving, and VP, Q : ()7 (ﬁ) c ?(Q)) =
(Hn >0: (|;)|l.jeA p"’ij) P Q) then VP ﬁ*(ﬁ) is the minimum of the class [P]/=. O

i#]

Proor. By theorem 10.16, we have VB : ﬁ *(P) € [P]/ 2. Let Q el / = be any other element in
the same class so that y(5 *(P)) = y(P) = y(Q). We have

¥(P) € (D) {reflexivity §
= dn>0: (|—| e ij) (P)EQ {by hypothesis §
%)
= * L, o
= ([, #) PG
%]

{by definition 10.1 of the iterates of the reduction, which are well-defined in a complete
lattice and theorem 10.3 §

= gfp (|_|i,jeA, ﬁij) cg
i#]
(by definition 10.1 of the iterates and the constructive version [Cousot and Cousot 1979b] of
Tarski’s theorem §

= @(l_li’je A Pij)(P YEQ {by corollary 10.13-(c)S§
%)
= G(éijeA ﬁij)(ﬁ) =¥} {by corollary 10.13§
i#j
= gfp (6 ijeA ,51']') £g {by corollary 10.13-(c)§
5 ” * oL, o
= (Oi,jEA ﬁl]) (P)EQ
i#j
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{by definition 10.1 of the iterates of the reduction, which are well-defined in a complete
lattice and theorem 10.3 §

= ﬁ*(ﬁ) cg {by def. (17) of g, proving ﬁ*(ﬁ) to be the minimum of the class [ﬁ]/g.s O

10.4. (Reduced) Product Transformers

The transformers f7[x := ¢], br[x := €], and p[¢] for the (pairwise iterated) reduced product
proceed componentwise and reduce the result. This can be improved in the abstract, as follows.

Lemma 10.19. Let us consider a reduced product {(X ;e Ai) /=, CY of abstract domains (A;, T;),
i € A with concretizations y; € A; %> C and sound transformers T,[x := 1] such that f]x := t]y,(P) C
yi(f[x = ] P) where f[x := t] € C 5 C is the increasing concrete transformer. The corresponding
transformer of a property Pe Kiea Ai in the product is the reduction (>< e filx = t]](ﬁi)) /2 of the
componentwise transformation. This is sound since y ((XieA_fi[[x = t]](ﬁ,-)) ) = flx := t]]()'/)(ﬁ))
and similarly for other transformers. /2 u|

Prookr.
«7([)(?,.[[;( = ;]](ﬁ,-)] )
ieA /g
= ')_’)(><¥i[[x = t]](ﬁi)) {def. reduced product §
ieA
= [ Vwlilx:= B 2def. 75
i€A
2 ﬂ fx := ] (i(P)) {soundness of the f;[x := 7] §
ieA
2 f[x:=1] (ﬂ ')’i(ﬁi)) {f[x := 1] increasing§
ieA
=[x := ]FP)) ldef. 7.5 O

Unfortunately, this definition of the product transformer is not modular since it must be entirely
redesigned when adding a new abstract domain to the product. Notice however, that abstract trans-
formers themselves are elements of a reduced product, by defining their concretization as

Lemma 10.20. )—’)<><ieA?i[[X = t]](ﬁ,-)) = ’}T;(XieA_fi[[X = t]])(ﬁ), B
ProoF.
7(><¥,~[[x = r]](ﬁ,.))
i€eA
= [ Y= {det. 7§
i€eA
- ﬂ Filfix = P {pointwise definition 7;(f)(¥) 2 y,(f(%))§
i€eA
= (ﬂ yifilx == t]])] (P { pointwise def. [ﬂ ﬁ) (x) 2 ﬂ £(2)5
i€A o "
= ;(Xfi[[x = t]]] (ﬁ) {def. ¥(X; x;) 2 X vi(x;)) for products.§ O
ieA
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A direct consequence is that we can approximate the product transformer by iterated reduction of
the componentwise transformers. Observe that we have the following Galois connection

Lemma 10.21. f7x:=e]P C Q © P C br[x :=¢]Q. O
Proor.
frlx:=e]PC O

o [Lnxe—[e]a|I€I A neP)cCQ {def. f7[x := €] §
o VYiel: YU, neP:{ nx<[en)eQ {def. C§
o YU, myeP:I1eI A, nx<[e]n)eQ {since (I, ny € Pimplies I € 1§
o P p|1el A iz« [e]n)eQ) {def. §
o PcCbrx:=¢€]0 {def.br[x:=¢].§ D

It follows that if f7[x := e]P C Q then fz[x := e](br[x := €](Q)) is a more precise, sound
over approximation of fz[x := e[ P than Q, which suggests the following pairwise reduction p;; of
transformers (based on the pairwise reduction p;; of abstract properties)

p,-j((fi[[x =1, fj[[x =1y =
Ax, yyolet (x', vy 2 pii((fi[x := 1] (), T;[x := ] ())) in
let (x, ¥) 2 py((x' M bix = £](x), ¥ M;bj[x = ] (»))) in
pi((Gi[x = ] Cx), 1[x == Cy))

which defines a reduction g of transformers by (17) lifting the reduction g to the product of higher-
order abstract properties.

Example 10.22. Consider the product of equality and sign analysis. The componentwise for-
ward propagation of (a = b, T) through the assignment a := Vb +ais (T, b > 0) (with runtime
error when b < 0 in which case execution is assumed to stop). The backward propagation yields
the precondition (a = b, b > 0) reduced to (a = b, b > 0 A a > 0) whose forward propagation is
now reduced to (T, a > 0 A b > 0). So the reduced componentwise forward propagation of (a = b,
T) through the assignment a := Vb +ais (T, a = 0ADb > 0), which is more precise than (T,
b > 0). ]

The backward assignments b[[x := ¢] and tests p[¢] can be similarly reduced, thus generalizing
[Granger 1992]).

Example 10.23. An iterated reduction of the product of linear equalities and sign analyses of
pl(x =y) A ((z+ 1) = x) A (y = z)|] with precondition x = 0 yields the postcondition x =0 Ay =
0 A z <0 (See [Cousot 1999, Sect. 13.9]). [

10.5. Widening

The widening/narrowing [Cousot and Cousot 1977] of a reduced product is often defined compo-
nentwise using widenings/narrowings of the component abstract domains. This ensures convergence
for the product. However, it must be proved that the reduction does not break down the termination
of the product widening, in which case reduction must be weakened or the widening strengthened.

Example 10.24. The closure operation in the octagon abstract domain can be considered a re-
duction between separate domains, each considering only a pair of variables: if one applies the
classical widening operation on octagons followed by closure (reduction), then termination is no
longer ensured (e.g. see [Miné 2006b, Fig. 25-26]). [
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10.6. Observational Reduced Product

The observational reduced product of abstract domains (A;, C;), i € A consists in introducing ob-
servables to increase the precision of the Cartesian product. We write X ;.5 A; for the observational
Cartesian product with observables named by Q. It can be seen as the application of the extension
operator of section 8, followed by a Cartesian product X, A;. This operation is not very fruitful,
as the shared observables will not bring much information. But used in conjunction with an iterated
reduction, it can give very precise results since information about the observables can engender
additional reductions.

DeriniTioN 10.25 (OBSERVATIONAL REDUCED PRODUCT). For all i € A, let ("Aio, ), (’A?, iC"Y be

abstract domains, Q' be the new observables, and ‘extendy € "Ai‘) - iA?‘" be the sound extensions
satisfying the conditions of definition 8.11.

The observational Cartesian product is

¥ a7 2 X lextendy (A7)

ieA ieA
and the observational reduced product is ((QX ieA Ai) /2, B). [

11. THE NELSON-OPPEN COMBINATION PROCEDURE AS AN OBSERVATIONAL REDUCED
PRODUCT

The Nelson-Oppen procedure decides satisfiability in a combination of logical theories by exchang-
ing equalities and disequalities. Here, we show that it to computes a reduced product after the state
is enhanced with some new “observations” corresponding to alien terms.

11.1. Formula Purification

11.1.1. First Phase of the Nelson-Oppen Theory Combination Procedure. Given disjoint deductive
theories 77 in IF(X;), ¥; € X with equality and decision procedures sat; for satisfiability of quantifier-
free conjunctive formule ¢; € C(;), i = 1, ..., n, the Nelson-Oppen combination procedure [Nelson
and Oppen 1979] decides the satisfiability of a quantifier-free conjunctive formula ¢ € C(UL, Z;)
in theory 7~ = (JL, 7; such that (7)) = ", M(T7).

The first, “purification” phase [Tinelli and Harandi 1996, Sect. 2] of the Nelson-Oppen combina-
tion procedure repeatedly replaces (all occurrences of) an alien subterm ¢ € T'(X;)\x of a subformula
Ylt] ¢ C(Z;) of ¢ with the fresh variable x € x. Note that the subformula (] includes equality or
inequality predicates y[f] = (¢t = ¢') or (¢ = ¢). The Nelson-Oppen procedure then introduces the
equation x = ¢ (i.e. ¢[y[t]] is replaced by ¢[y¥[x]] A x = ¢ and recursively applies the replacement to
¢[¥[x]] and x = £). Upon termination, the quantifier-free conjunctive formula ¢ is transformed into
a formula ¢’ of the form

n
¢ = 37,..., % /\gol- where ¢; = ¢} A /\ Xi =ty
i=1 XiEX;
X £ UL, % is the set of auxiliary variables x; € ¥; introduced by the purification, each ¢,, € T(X)) is
an alien subterm of ¢ renamed to x; € x, and each ¢! (hence each ¢;) is a quantifier-free conjunctive
formula in (D(Zg). We have ¢ & AL, ¢i[x; Ix] ey SO and ¢’ are equisatisfiable.

Example 11.1 (Formula purification). Assume f € f; and g € £5. ¢ = (g(x) = f(g(g(x)))) —
Ay:y=fgNAy=8x)—>Ay:dz:y=fQAy=gx)Az=g()) > Ay:dz: o1 Ag2) =
@' where g1 = (y = f(z)) and 5 = (y = g(x) Az = g(¥)). =

In case of non-disjoint theories 7;, i = 1,...,n, purification is still possible, by considering the
worst case (so as to purify any subterm of theories 7; or 7 occurring in a term of theories 77; or
7 ;). The reason why the Nelson-Oppen purification requires theory signatures to be disjoint is that
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otherwise they can share more than equalities and cardinality, a sufficient reason for the procedure
to be incomplete. Nevertheless, the purification procedure remains sound for non-disjoint theories,
which can be exploited for static analysis, as shown in section 12.

11.1.2. The Nelson-Oppen Purification as an Observational Cartesian Product. Let the observable
identifiers be the free variables of ¢ € C(X), xp = X, plus the fresh auxiliary variables ¥ introduced
by the purification xp = xp U X. Let Xp and Xy be the corresponding signatures of X. Given an
interpretation / € 7, with values Iy, the observable naming

Q7
Q7 (x)n

X0 —>Rf" — Iy

m

n(x) when xe€ xp,

> 1>

[t.]n when xeZX

From a model-theoretic point of view, the purification of ¢ € A into (¢, ..., ¢,) can be considered
an abstraction of the program properties in ‘]3?0 abstracted by ¢ to observable properties in ‘R?" ,
themselves abstracted to the observational Cartesian product X ;s iAE where the component
abstract domains are (‘A 7. = ((D(Z‘ ), =) with concretizations * yI € (D(Zé)) - i‘Bio and
’y_,"(<p) = {(l, n) € ‘R?" IeMTHNI E, (,0}, i = 1,...,n. This follows from the fact that the

concretization is the same.

Tueorem 11.2. 75 (¢) =7/I (QWX, 1<P,) .

Proor.

n
Q¥ P | QY ’
/o [ ><¢i]

(L ) € BT | (1, Ax+Qu(0m) € ¥ (Q¢>< so;] Ldef. 75 &y ¥ oy

i=1
(I, my € RY |, AxeQf (n»eﬂlv °(¢})

{def. y?" for the observational Cartesian product§

(I py e R7 | U, ﬂx'Qf(n»GﬁO( @?]
i=1

(def. y2o(¥) = {1, q>|leJA1|=,, Jand E§
i=1
{def. QF, x =xp U X, and xp N ¥ = 0

)y e R [, )y ey [ v /\¢ /\/\x-tx] {def. ¥% and k= §

i=1 xex

= {([, n)e‘){?’ (I,/lxexP-n(x)U/lef-[txﬂn)Eyf_"[/\tp;)

(L my e %7 | (1. n>€7§[3f A%AAx—rx]

i=1 xex
(Since Zp C Xp and AX: ALL; ¢! A /e X = I, has no free auxiliary variable in Zp \ Zp §
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= WL peRy |, n)ey;[fli’l,...,)?”:/\((pl’-A/\xi:txi)} {def. 22 1, 5
i=1 Xi€X;
= 75—[3)?1,...,)?n : /\(90,7/\ Ax,:tx,)) {def. {x| P(x)}§
i=1 XiE€X;
= 7;[3)?17---:)?}1:/\901'] Zdefxp,-:ga;/\/\xi:tx,j
i=1 Xi€X;
= Y7 (¢) (def.¢' =3%....%: N § O
i=1

After purification, the components of the observational Cartesian product are not yet the most
precise ones.

11.2. Formula Reduction

11.2.1. Second Phase of the Nelson-Oppen Theory Combination Procedure. After purification, the
Nelson-Oppen combination procedure [Nelson and Oppen 1979] includes a “reduction” phase that
propagates all variable equalities x = y and inequalities x # y deducible from one component ¢; in
its theory 77 to all components ¢; (in practice only to those components ¢; where the information is
useful, that is those ¢, including ¢;, sharing free variables x and y with ¢;). The decision procedure
for 7; determines all possible disjunctions of conjunctions of (in)equalities that are implied by ;.
These are determined by exhaustively trying all possibilities in the nondeterministic version of the
procedure or by an incremental construction in the deterministic version, which is more efficient for
convex theories [Tinelli and Harandi 1996], and even more efficient for Shostak theories [Shostak
1984; Mcllraith and Amir 2001]. The reduction is iterated until no new disjunction of (in)equalities
is found.

A

11.2.2. The Nelson-Oppen Reduction as an lterated Fixpoint Reduction of the Product. Let 1, =
{(s, s) | s € S } be the identity relation on a set S and €(S) be the set of all equivalence relations on

S,orG(S) = {re oS ><S)| I, CrAar=rtAar= ror}. Define the pairwise reduction

plj((pl,lp]) z <(;0i/\EijAEjia QDJ/\EJI/\E,]> where

eq(E) = \/[/\x:y/\/\xiy]
=€E \x=y XEY
E; = /\ { eq(E)l E C X, N )?%.) Agi = eq(E)} .

The Nelson-Oppen reduction of ¢ purified into ¥ X, ¢ consists in computing the iterated pairwise
reduction g (W XL ¢ )

i=1

Example 11.3. Let o = (x = aV x = b) A £(x) # £(a) A £(x) # £(b), where a,b and £ are in
different theories. The purification yields ¢ = ¢; A ¢, where ¢; = (x =aVx=b)Ay=aAz=hb
and ¢, = £(x) # £(y) A £(x) # £(z). We have Ejp = (x =y) V (x = z) and Ea; = (x # y) A (x # 2),

so that g~ (¢) = ££. [

Observe that the result of the iterated pairwise reduction may not be as precise as the reduced
product.

Example 11.4. A classical example showing that the Nelson-Oppen reduction may not be as
precise as the reduced product is given by [Tinelli and Harandi 1996, p. 11] where ¢; = f(x) #
£(y) in the theory of Booleans admitting models of cardinality at most 2 and ¢, = g(x) # g(z) A
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g(y) # 9(2) in a disjoint theory admitting models of any cardinality so that ¢ = ¢ A ¢, is purified.
The reduction yields ¢ A x # y Ax # z Ay A z and not ff since the cardinality information
is not propagated whereas the reduced product, which is defined at the interpretation level, would
propagate it. Therefore, the pairwise reduction ought to be refined to include cardinality information,
as proposed by [Tinelli and Zarba 2005]. |

11.2.3. Formula Reduction and the Reduced Product. A formula over a set of theories is equivalent
to its purification, so that to find an invariant or to check that a formula is invariant, we could first
purify it and then proceed with the computation of the transformer of the program. This would
lead to the same result as simply using one mixed formula if the reduction is total at each step of
the computation. Such a process would be unnecessarily expensive if decision procedures could
handle arbitrary formula. But this is not the case actually: most of the time, they cannot deal with
quantifiers, and assignments introduce existential quantifiers, which have to be approximated. Such
approximations have to be redesigned for each set of formula. Using a reduced product of formulae
on base theories allows reusing the approximations on each theory (as in [Gulwani and Tiwari 2006],
even if the authors didn’t recognize the reduced product). In that way, a reduced product of logical
abstract domains will provide a modular approach to invariant proofs.

11.3. Formula Satisfiability

After purification and reduction, the Nelson-Oppen combination procedure [Nelson and Oppen
1979] includes a decision phase to decide satisfiability of the formula by testing the satisfiability
of its purified components. This phase can also be performed during the program static analysis
since an unsatisfiability result means unreachability encoded by £f. The satisfiability decision can
also be used as an approximation to check for a post-fixpoint and whether the specification is satis-
fied, see section 7.5.

12. REDUCED PRODUCT OF LOGICAL AND ALGEBRAIC ABSTRACT DOMAINS
12.1. Combining Logical and Algebraic Abstract Domains

Static analyzers such as AsTREE [Bertrane et al. 2010; Cousot et al. 2005] and Crousor [Ferrara
et al. 2008] are based on an iterated pairwise reduction of a product of abstract domains over-
approximating their reduced product [Cousot et al. 2008]. Since logical abstract domains under
the Nelson-Oppen combination procedure are indeed an iterated pairwise reduction of a product of
abstract domains over-approximating their reduced product, as shown in section 11.2, the design
of abstract interpreters based on an approximation of the reduced product can use both logical and
algebraic abstract domains.

An advantage of using a product of abstract domains with iterated reductions is that the reduction
mechanism can be implemented once, for all domains, while the addition of a new abstract domain
to improve precision essentially requires the addition of a reduction with the other existing abstract
domains when necessary [Cousot et al. 2008].

Notice that the Nelson-Oppen procedure and its followers aim at so-called ’soundness” and refu-
tation completeness (for the reduction to ff). In the theorem prover community, “soundness” here
means that if the procedure answers no, then the formula is not satisfiable. In program analysis there
is a slightly different notion, where soundness means that whatever the answer, it is correct, and that
would mean that if the procedure here answers yes, then the formula is satisfiable. This notion of
soundness, when the only answers are yes it is satisfiable or no it is not, is equivalent to the old
”soundness” plus completeness. This is obtained by restricting the applicability of the procedure
e.g. to stably-infinite theories [Tinelli and Harandi 1996] or other similar hypotheses on interpre-
tations [Tinelli and Zarba 2005] to ensure that models of the various theories all have the same
cardinalities, and additionally by requiring that the theories are disjoint to avoid having to reduce on
properties other than [dis]equality, such as inequalities. In absence of such applicability restrictions,
one can retain unsatisfiability if one component formula is unsatisfiable and abandon satisfiability
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if all component formulae are satisfiable in favor of “unknown”, which yields reductions that are
sound (as seen in section 7.5), although potentially not optimal.

So the classical restrictions on the Nelson-Oppen procedure unnecessarily restrict its applicability
to static analysis. Lifting them yields reductions that may not be optimal but preserves the soundness
of the analyses, which are imprecise anyway because the underlying problem is undecidable. Hence,
abandoning refutation completeness hypotheses, broadens the applicability of SMT solvers to static
analysis. Many SMT solvers already contain lots of sound, but incomplete, heuristics and therefore,
in practice, no longer insist on refutation completeness.

Example 12.1. As a simple example, consider the combination of the logical domain of Pres-
burger arithmetic (where the multiplication is inexpressible) and the domain of sign analysis (which
is complete for multiplication). The abstraction of a first-order formula to a formula in Presburger
arithmetic eliminates all terms of the signature not in the subsignature:

as(x) £ x
as(f£(t1,...,t,) =2, f¢XvIie[l,n]:as@)="?
= f(t,...,t,), otherwise
as(ff) = £

tt, pé¢Xvdiell,n]:as()="7in
positive position

f, p¢Xvdie[l,n]:ax()="7in
negative position

p(ty,...,t,), otherwise

—az(Y)

as(P) A as(¥)

dx:ax(P).

a'E(p(tl’ e tn))

11>

as(—Y)
as(¥ A YY)
as(dx:¥)

(1 I |2

The abstract transformers for Presburger arithmetic become simply fp[x = e]P £ a5,(3x :
Plx « X]Ax = e[x « X]), pplle]P 2 as,(P A @), etc, where Zp is the signature of Presburger
arithmetic.

The reduction of the Presburger arithmetic logical abstract domain by the sign algebraic abstract
domain is given by the concretization function for signs.

E;j(m = /\ Y(x, (%)) ¥(x,pos0) £ (x > 0)
xedoma) v(x,pos) £ (x>0) erc.

13

Assume the precondition (P(x), x : T) holds, then after the assignment x := x X X, the post
condition (Ix" : P(x’) A x = x’ X x’, x : pos0) holds, which must be abstracted by 3, to the
Presburger arithmetic logical abstract domain that is (3 x” : P(x"), x : pos0). The reduction reduces
the postcondition to (I x" : P(x") A x > 0, x : pos0).

Symmetrically, the sign abstract domain may benefit from equality information. For example, if
the sign of x is unknown then it would remain unknown after the codey := x; x := x * yeven
though knowing that x = y is enough to conclude that x is positive.

Of course the same result could be achieved by encoding by hand the Presburger arithmetic
transformer for the assignment to cope with this case and other similar ones. Here the same result is
achieved by the reduction without specific programming effort for each possible particular case. =

12.2. Reduced Product for Inconsistent Interpretations

One of the issues with the use of logical abstract domains, or even with the use of SMT solvers to
prove invariants, is that the underlying theory is often not sound with respect to the actual imple-
mentations of the program.
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Example 12.2. AsTrEE [Bertrane et al. 2010; Cousot et al. 2005] found runtime errors in pro-
grams that had been “formally proved correct”. The problem was a buffer overrun. Indeed the the-
ory of arrays used in the “formal proof” was not taking buffer overruns into account [Bradley et al.
2006]. In practice, this can have dramatic consequences, as shown by the following example

#include <stdio.h>
int main ) {
int n, T[1];
n = 2147483647;
printf("n = %i, T[n] = %i\n", n, T[n]);

}

producing quite different results on different machines:
n = 2147483647, T[n] = 2147483647 Macintosh PPC
n = 2147483647, T[n] = -1208492044 Macintosh Intel
n = 2147483647, T[n] = -135294988 PC Intel 32 bits
Bus error PC Intel 64 bits.

This example also shows that any attempt to define precisely machine semantics can be extremely
complex. In practice, one can consider such cases as errors and stop the analysis when they are
encountered. It is also possible to keep the analysis running after reporting such cases, but the
meaning of the analysis would no longer be a sound approximation of all program behaviors, just
an approximation of the execution traces that do not fall in that case. However, this unsoundness
problem disappears when proving the absence of runtime error which eliminates from consideration
unpredictable behavior after the potential error. ]

Recovering soundness is possible by introducing reduced products with well-chosen abstract do-
mains. For example, a logical abstract domain for mathematical integers can be combined with an
algebraic abstract domain handling bounded machine integers. The coherence is achieved by a re-
duction of the logical abstract domain limiting the range of variation of program integer variables
to those discovered by the algebraic abstract domain.

Given two interpretations, / Uand 72 for a signature ¥ = (x, f, p, #), we define their common
interpretation / such that (U° signals a runtime error when the two interpretations differ):

Iy £ (IL,nI)uf{u}?
I(c) £ I(c) when Il(c)=1I}c)
£ 0 otherwise
L(f) = L(f) whenVvi €ly,....¥v, € Iy : L1, v) = BEO1, ..., v)
£ 0 otherwise
L(p) 2 L(p) whenVv €ly,....¥v, € Ly : LO)(V1....,vn) = ZOV1, ..., v0)
£ 0 otherwise

All logical operators =, A, J are strict in all errors U; the reduction is defined such that p;;({U,
Q) = pij((P, U)) = p;;({U, U)) = U; and errors are interpreted as stopping program execution. It
follows that the abstractions for different interpretations can be left unchanged since the reduction
takes errors into account during static analysis.

The main consequence is that, in absence of any error U, the iterated pairwise reduction of the
two interpretations do coincide (more precisely up to the first error during execution, if any), so that
we have a sound approximation of the actual program semantics.

24 This condition could also be considered up to an isomorphism.
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12.3. Program Purification

Whereas the reduced product proceeds componentwise, logical abstract domains often combine all
these components into the single formula of their conjunction, which is then globally propagated by
property transformers before being purified again into components by the Nelson-Oppen procedure.
These successive abstractions by purification and concretization by conjunction can be avoided
when implementing the logical abstract domain as an iterated reduction of the product of the com-
ponent and program purification, as defined below. The observational semantics is then naturally
implemented by a program transformation.

Given disjoint signatures (f;, p;), i = 1,...,n, the purification of a program P over C(x, UL, f;,

", pi) consists in purifying the terms # in its assignments x := e and the clauses in simple con-
junctive normal form ¢ appearing in conditionals. A term ¢ € T'(x, [J’_, f;) not reduced to a variable
is said “fo have type i’ when it is of the form c € J“f? or £f(t;,...,t,) with f € 1‘flf1. As a side note, one
may observe that this could very well be equivalent to using the variable and term types in a typed
language.

The purification of an assignment x := e[f] where term e has type i and the alien subterm ¢ has
type j, j # i consists in replacing this assignment by x = #; x := e[x] where x € x is a fresh variable,
e[x] is obtained from e[¢] by replacing all occurrences of the alien subterm ¢ by the fresh variable x
in e, then recursively applying the replacement to x = ¢ and x := e[x] until no alien subterm is left.

An atomic formula a € A(x, JL, £, U™, p;) not reduced to false is said to have type i when
it has the form p(#y,...,1,) withp € p} or #; = #; and 1, has type i or X = f; and 1, has type i. The
purification of an assignment x := a[f] where atomic formula a has type i and the alien subterm ¢
has type j, j # i consists in replacing this assignment by x = #;x := a[x] where x € x is a fresh
variable, a[x] is obtained from a[t] by replacing all occurrences of the alien subterm ¢ by the fresh
variable x, then recursively applying the replacement to x = ¢ and x := a[x] until no alien subterm
remains.

The purification of a clause in simple conjunctive normal form ¢ € C(x, UL, f;, UL, p;) in a test
consists in replacing all atomic subformule a (including equalities and disequalities) by fresh vari-
ables, in introducing assignments x := a to these fresh variables x before the test, then recursively
purifying the assignments x := a.

Example 12.3. Assume that f € f; and g € f,. The purification is

if (g(w) = f(g(g(w)))) then...
—  x:=(glw) = f(g(g(w)))); if x then...
— y:i=gw);x:=u=f(g());if x then... {g(w) has type 2 and f(g(g(w))) has type 1§
- y:=gw);z:=g();x:=(y= f(z));if x then...
(v = f(g())) has type 1 and g(y) has type 2.5 m
After purification all program terms are atomic formul®, and clauses are pure in that no term or

atomic formula of a theory has a subterm in a different theory or a clause containing terms of
different theories. So all term assignments x := e (or atomic formula x := @) have t € ’]F(Zg) (resp.
a € A(ZL, p;) for some i € [1,7n] and all clauses in tests are Boolean expressions written using only
variables, — and A.

We let the observable identifiers xo = xp U ¥ be the program variables xp plus the fresh auxiliary
variables x € ¥ introduced by the purification with assignments x := e,. Given an interpretation /,
with values I, the observable naming €Q; is

Qe xob (xp Iy) > Iy

Q(x)n = n(x) when xe€xp

> 1>

[ex]n when xeZX.

This program transformation provides a simple implementation of the observational product of de-
finition 10.25. Moreover, the logical abstract domains no longer need to perform purification.
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THEOREM 12.4. A static analysis of the transformed program with a (reducedfiteratively re-
duced) product of logical abstract domains only involves purified formule hence can be performed
componentwise (with reduction) without changing the observational semantics. 0

Proor. The proof is by structural induction on programs. For the base cases, first consider the as-
signment x := e. For logical abstract domains that do not have e in their theory 7, the transformer
is Ax" : Y[x « x'] A x = e[x « x], which is purified into Jy : Ix’ : Y[x « x'] A x = y, which
is equivalent to dx : ¥ and therefore does not introduce new variables to observe. For the other
domains, e is pure so no purification is needed. The handling of backward assignment is similar and
tests in a purified program only contain boolean formula and do not require purification either. O

Purification can also be performed for non-disjoint theories, but this requires using as many vari-
ables as the number of theories that contain the expression e in their language. Here, we use existen-
tials and remain precise by asserting the equality between those variables. The transformer is then
dx): Pilx < x]] A X! :e[x&x,',]/\Elx} : Pj[x<—x;.]/\x;.’ :e[x&x;]/\.../\x:xl’f :x;.’...

12.4. Evolving Reduced Product

Despite constant progress in this area, SMT solvers seem to be too expensive for an extensive use on
programs of realistic size. But on that aspect also, the reduced product approach can help: instead
of a global refinement of a static analyzer, one can also consider local ones, e.g. when precision
must be locally enhanced to prove the invariance of a user-provided assertion or a loop invariant.
In that case, the reduced product can evolve locally to include a new abstract domain when more
precision is required and to exclude the new abstract domain when it is no longer required. In such
an evolving reduced product for local refinement

— the upgrade with a new abstract domain adds a new component in the product initialized by
top/tt, which is then reduced pairwise with the other abstract domains (thus introducing the
known information to new component);

— the downgrade consists in a pairwise reduction of a component of the new abstract domain with
the other components followed by the suppression of this component.

On non-critical parts, less precise but more efficient algebraic abstract domains are used to infer the
necessary properties to use in the next critical part.

This complements the use of variable packs in relational abstract domains [Bertrane et al. 2010;
Cousot et al. 2005], which can be seen as an evolution of one component of the product. In both
cases, this evolution of the abstraction during the static analysis can either be decided before the
analysis (e.g. based on the program syntax and the user-provided assertions to be proved) or during
the iteration of the analysis itself (based on the observation of a lack of precision for an upgrade or
the ineffectiveness of an abstraction for a downgrade).

12.5. On the Design of Static Analyzers by Iterated Reduction between Logical and Algebraic
Domains with Evolving Refinement

The design we propose to combine algebraic and logical abstract domains is the following:

— purify the program (section 12.3) according to the theories of the logical domains (and even to
operators, which are poorly approximated by some algebraic abstract domains),

— use independent formule for each theory,

— reduce between each domains after individual computation steps, including checking for con-
sistent interpretations (section 12.2),

— only introduce each domain wherever necessary (section 12.4),

— and finally check if properties hold on each component after purification of the properties.

This design mechanism will give more precise results in cases where formule have to be ap-
proximated, and faster sound results. In addition, this design pattern should be used to put together
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independent works on so-far distinct research areas of static analysis by abstract interpretation and
program proofs by theorem provers.

13. RELATED WORK

SMT solvers have been used in abstract interpretation, e.g. to implement specific logical abstract
domains such as uninterpreted functions [Gulwani and Necula 2007] or to automatically design
transformers in presence of a best abstraction [Reps et al. 2004].

Contrary to the logical abstract interpretation framework developed by [Gulwani and Tiwari 2006;
Tiwari and Gulwani 2007; Gulwani et al. 2008] we do not assume that the behavior of the program
is described by formula in the same theory as the theory of the logical abstract domain, which
offers no soundness guarantee, but instead we give the semantics of the logical abstract domains
with respect to a set of possible semantics, which includes the possibility of a sound combination
of a mathematical semantics and a machine semantics, which is hard to achieve in SMT solvers
without incurring a prohibitive performance penalty (e.g. by encoding modular arithmetic in integer
arithmetic or encoding floats either bitwise or with reals and rounding). So, our approach allows the
description of the abstraction mechanism, comparisons of logical abstract domains, and proofs of
soundness on a formal basis.

Specific combinations of theories have been proposed for static analysis such as linear arithmetic
and uninterpreted functions [Gulwani and Tiwari 2006], universally quantified formula over theo-
ries such as linear arithmetic and uninterpreted functions [Gulwani et al. 2008] or the combination
of a shape analysis with a numerical analysis [Gulwani et al. 2009] >3. We have proposed a frame-
work for combining algebraic and logical abstract domains on which static analyzers can be built
and, incrementally and with minimal efforts, extended to new abstractions to improve precision —
either globally, for the whole program analysis, or locally, e.g. to prove loop invariants provided by
the end user.

14. CONCLUSION

We have proposed a new design method of static analyzers based on the reduced product or its
approximation by the iterated reduction of the product to combine algebraic and logical abstract
domains. This is for invariance inference but is also applicable to invariant verification and, more
generally, safety property verification/inference. The key points were to consider an observational
semantics with multiple interpretations and the understanding of the Nelson-Oppen theory combi-
nation procedure [Nelson and Oppen 1979] and its followers, as well as consequence finding in
structured theories [Mcllraith and Amir 2001], as an iterated reduction of the product of theories.
It follows that algebraic and logical abstract domains can be symmetrically combined in a product
either reduced or with iterated reduction. The interest of the (reduced) product in logical abstract
interpretation is that the analysis for each theory can be separated, even when they are not disjoint,
thus allowing for an effective use of dedicated SMT solvers for each of the components.

Logical abstract domains may not be very efficient but can be used for rapid prototyping and then
implemented in algebraic form with efficient algorithms. Despite their high cost, logical abstract
domains can also be very expressive and could therefore be used, at least locally, to enhance the
precision of algebraic abstractions through an evolving product with iterated reduction. Combined
with algebraic abstractions they can sometimes be made sound for the machine semantics.

Finally, having shown the similarity and complementarity of analysis by abstract interpretation
and program proofs by theorem provers and SMT solvers, we hope that our framework will facilitate
reuse of developments in and cooperation between both communities.
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25 These approaches can be formalized as observational reduced products.

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.



A:50 Patrick Cousot et al.

REFERENCES

BERTRANE, J., Cousor, P., Cousor, R., FERET, J., MAUBORGNE, L., MINE, A., AND RivaL, X. 2010. Static analysis and verification
of aerospace software by abstract interpretation. In AIAA Infotech@Aerospace 2010. AIAA, Atlanta, Georgia, AIAA
2010-3385.

BRADLEY, A. AND MANNA, Z. 2007. The Calculus of Computation, Decision procedures with Applications to Verification.
Springer, Heidelberg.

BRADLEY, A., MANNA, Z., aND Stpma, H. 2006. What’s decidable about arrays? In Proc. 7" Int. Conf. on Verification, Model
Checking and Abstract Interpretation (VM CAI 2006), E. Emerson and K. Namjoshi, Eds. LNCS 3855, Springer, Hei-
delberg, Charleston, 427-442.

CHANG, C. anp KEISLER, H. 1990. Model theory. In Studies in logic and the foundation of mathematics Third Ed., J. Barwise,
H.J. Keisler, P. Suppes, and A. S. Troelstra, Eds. Vol. 73. Elsevier Science, New York.

CHEN, L., MINE, A., WANG, J., anp Cousor, P. 2011. Linear absolute value relation analysis. In 20th European Symposium on
Programming (ESOP 2011), Saarbriicken, Germany, G. Barthe, Ed. Lecture Notes in Computer Science Series, vol.
6602. Springer-Verlag, Heidelberg, 156—175.

Cook, S. 1978. Soundness and completeness of an axiom system for program verification. SIAM J. Comput. 7, 1, 70-90.

CooPER, D. 1972. Theorem proving in arithmetic without multiplication. Machine Intelligence 91, 7, 91-99.

Cousor, P. 1978. Méthodes itératives de construction et d’approximation de points fixes d’opérateurs monotones sur un treil-
lis, analyse sémantique de programmes (in French). Ph.D. thesis, These d’Etat es sciences mathématiques, Université
Joseph Fourier, Grenoble, France.

Cousor, P. 1990. Methods and logics for proving programs. In Formal Models and Semantics, J. van Leeuwen, Ed. Hand-
book of Theoretical Computer Science Series, vol. B. Elsevier Science Publishers B.V., Amsterdam, The Netherlands,
Chapter 15, 843-993.

Cousor, P. 1999. The calculational design of a generic abstract interpreter, invited chapter. In Calculational System Design,
M. Broy and R. Steinbriiggen, Eds. Vol. 173. NATO Science Series, Series F: Computer and Systems Sciences. I0OS
Press, Amsterdam, 421-505.

Cousor, P. 2002. Constructive design of a hierarchy of semantics of a transition system by abstract interpretation. Theoretical
Computer Science 277, 1—2, 47-103.

Cousor, P. anp Cousor, R. 1976. Static determination of dynamic properties of programs. In Proc. 2" Int. Symp. on Pro-
gramming. Dunod, Paris, Paris, 106—130.

Cousor, P. anp Cousort, R. 1977. Abstract interpretation: a unified lattice model for static analysis of programs by construction
or approximation of fixpoints. In 4" POPL. ACM Press, Los Angeles, 238-252.

Cousor, P. anp Cousor, R. 1979a. A constructive characterization of the lattices of all retractions, pre-closure, quasi-closure
and closure operators on a complete lattice. Portugalice Mathematica 38, 2, 185-198.

Cousor, P. anp Cousor, R. 1979b. Constructive versions of Tarski’s fixed point theorems. Pacific Journal of Mathemat-
ics 82, 1,43-57.

Cousor, P. anp Cousor, R. 1979c. Systematic design of program analysis frameworks. In 6" POPL. ACM Press, San Antonio,
269-282.

Cousor, P. anp Cousor, R. 1992a. Abstract interpretation frameworks. Journal of Logic and Computation 2, 4, 511-547.

Cousor, P. anp Cousor, R. 1992b. Comparing the Galois connection and widening/narrowing approaches to abstract inter-
pretation. In Proc. 4™ International Symposium on Programming Language Implementation and Logic Programming,
PLILP ’92, M. Bruynooghe and M. Wirsing, Eds. Leuven, 26-28 August 1992, LNCS 631. Springer, Heidelberg,
269-295.

Cousor, P., Cousor, R., FEreT, J., MAUBORGNE, L., MINE, A., MoNNIAUX, D., AND RivaL, X. 2005. The AsTrEE analyser. In Proc.
14" European Symp. on Programming Languages and Systems, ESOP *2005, Edinburg, M. Sagiv, Ed. LNCS 3444.
Springer, Heidelberg, 21-30.

Cousor, P., Cousor, R., FErerT, J., MAUBORGNE, L., MINE, A., MoNNIAUX, D., AND RivaL, X. 2008. Combination of abstractions in
the ASTREE static analyzer. In Eleventh Annual Asian Computing Science Conference, ASIAN 06, M. Okada and I. Satoh,
Eds. LNCS 4435, Springer, Heidelberg, Tokyo, 6-8 December 2006, 272-300.

Cousor, P., Cousor, R., AND MAUBORGNE, L. 2010. A scalable segmented decision tree abstract domain. In Pnueli Festschrift,
Z.Manna and D. Peled, Eds. Lecture Notes in Computer Science Series, vol. 6200. Springer-Verlag, Heidelberg, 72-95.

CRraiG, W. 1957. Three uses of the Herbrand-Gentzen theorem in relating model theory and proof theory. Journal of Symbolic
Logic 22, 3, 269-285.

CYTRON, R., FERRANTE, J., ROSEN, B., WEGMAN, M., AND ZaDECK, F. 1991. Efficiently computing static single assignment form
and the control dependence graph. ACM Transactions on Programming Languages and Systems 13, 4, 451-490.

DE MouRra, L., Ruess, H., aNp Sorea, M. 2003. Bounded model checking and induction: From refutation to verification. In
Proc. 15th Computer-Aided Verification conf. (CAV’03), A. Voronkov, Ed. LNCS Series, vol. 2725. Springer, Heidel-
berg, Boulder, CO, USA, 14-26.

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.



Theories, Solvers and Abstract Interpretation A:51

DetLers, D., NELsoN, G., AND Saxg, J. 2005. Simplify: a theorem prover for program checking. Journal of the ACM
(JACM) 52, 3,365-473.

Deursch, A. 1990. On determining lifetime and aliasing of dynamically allocated data in higher-order functional specifica-
tions. In 17" POPL. ACM Press, San Francisco, 157—168.

ELDER, M., Gopan, D., aNp REps, T. 2010. View-augmented abstractions. ENTCS 267, 1, 43-57.

FERRANTE, J. AND GEISER, J. 1977. An efficient decision procedure for the theory of rational order. Theoretical Computer
Science 4, 2, 227-233.

FERRANTE, J. AND Rackorr, C. 1975. A decision procedure for the first order theory of real addition with order. SIAM Journal
of Computation 4, 1, 69-76.

FERRARA, P., LoGozzo, F., anp FAuNDRICH, M. 2008. Safer unsafe code in .NET. In Proceedings of the 23rd Annual ACM
SIGPLAN Conference on Object-Oriented Programming, Systems, Languages, and Applications, OOPSLA 2008, G. E.
Harris, Ed. ACM Press, Nashville, TN, USA, 329-346.

FrLoyp, R. 1967. Assigning meaning to programs. In Pro. Symp. in Applied Mathematics, J. Schwartz, Ed. Vol. 19. American
Mathematical Society, Providence, RI, 19-32.

GANZINGER, H. 1996. Saturation-based theorem proving (abstract). In Proc. 23rd Int. Col., ICALP ’96, F. Meyer auf der Heide
and B. Monien, Eds. LNCS 1099, Springer, Heidelberg, Paderborn, Germany, 1-3.

GE, Y., BArRrETT, C., aNp TiNELLI, C. 2007. Solving quantified verification conditions using satisfiability modulo theories. In
Conf. on Automated Deduction, CADE 21. LNAI Series, vol. 4603. Springer, Bremen, Germany, 167—-182.

GE, Y. AND DE MoURA, L. 2009. Complete instantiation of quantified formulas in satisfiability modulo theories. In Computer
Aided Verification, CAV’2009. LNCS Series, vol. 5643. Springer, Grenoble, France, 306-320.

Gousautr, E., MARTEL, M., anp Putror, S. 2002. Asserting the precision of floating-point computations: A simple abstract
interpreter. In Proceedings of the 11th European Symposium on Programming, ESOP 2002, D. Le Métayer, Ed. Lecture
Notes in Computer Science Series, vol. 2305. Springer, Grenoble, France, 209-212.

GRANGER, P. 1989. Static analysis of arithmetical congruences. Int. J. Comput. Math. 30, 3 & 4, 165-190.

GRANGER, P. 1992. Improving the results of static analyses of programs by local decreasing iterations. In Proceedings of
the Twelfth Foundations of Software Technology and Theoretical Computer Science Conference, R. Shyamasundar, Ed.
Lecture Notes in Computer Science Series, vol. 652. Springer, Heidelberg, New Delhi, 68-79.

Gurwany, S., LEv-Awmi, T., anp Sacry, M. 2009. A combination framework for tracking partition sizes. In 36" POPL. ACM
Press, Savannah, 239-251.

Gurwant, S., McCLoskEY, B., anp Tiwari, A. 2008. Lifting abstract interpreters to quantified logical domains. In 35t popL.
ACM Press, San Francisco, 235-246.

GurLwan, S. aND NEcuLA, G. C. 2007. Path-sensitive analysis for linear arithmetic and uninterpreted functions. In Proceedings
of the 11™ International Symposium on Static Analysis, SAS "04, R. Giacobazzi, Ed. Lecture Notes in Computer Science
Series, vol. 3148. Springer, Verona, Italy, 328-343.

GurLwant, S. AND Tiwarl, A. 2006. Combining abstract interpreters. In PLDI 2006, M. Schwartzbach and T. Ball, Eds. ACM
Press, Ottawa, Ontario, Canada, 376-386.

Hoagrg, C. 1974. Monitors: an operating system structuring concept. Comm. ACM 17, 10, 549-557.

MAaRTEL, M. 2009. Program transformation for numerical precision. In Proc. 2009 ACM SIGPLAN Symp. on Partial Evalu-
ation and Semantics-based Program Manipulation, PEPM 2009, G. Puebla and G. Vidal, Eds. ACM, Savannah, GA,
101-110.

MAUBORGNE, L. 1998. Abstract interpretation using typed decision graphs. Science of Computer Programming 31, 1,91-112.

McILRrAITH, S. AND AMIR, E. 2001. Theorem proving with structured theories. In Proceedings of the Seventeenth International
Joint Conference on Artificial Intelligence, IJCAI 2001, August 4—10, 2001, B. Nebel, Ed. Morgan Kaufmann, Seattle,
Washington, USA, 624-634.

McMiLLan, K. 2002. Applying SAT methods in unbounded symbolic model checking. In Computer Aided Verification,
CAV’2002, E. Brinksma and K. Larsen, Eds. LNCS Series, vol. 2404. Springer, Heidelberg, Copenhagen, Denmark,
250-264.

McMiian, K. 2003. Craig interpolation and reachability analysis. In Proc. 10™ Int. Symp. on Static Analysis, SAS 03,
R. Cousot, Ed. LNCS 2694. Springer, Heidelberg, San Diego, CA, USA, 336.

MENDELSON, E. 1997. Introduction to mathematical logic 4th Eq, Chapman & Hall, London.

MINE, A. 2006a. Field-sensitive value analysis of embedded C programs with union types and pointer arithmetics. In Proc.
ACM SIGPLAN/SIGBED Conf. on Languages, Compilers, and Tools for Embedded Systems, LCTES 2006. ACM Press,
Ottawa, Canada, 54-63.

MINE, A. 2006b. The octagon abstract domain. Higher-Order and Symbolic Computation 19, 31-100.

Monk, J. D. 1969. Introduction to Set Theory. McGraw-Hill, New York.

MonTEIRO, A. AND RiBEIRO, H. 1942. L’opération de fermeture et ses invariants dans les systémes partiellement ordonnés.
Portugal. Math. 3, 3, 171-184.

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.



A:52 Patrick Cousot et al.

NELsoN, G. anp OppeN, D. 1979. Simplification by cooperating decision procedures. ACM Transactions on Programming
Languages and Systems 1, 2, 245-257.

Poizar, B. 2000. A Course in Model Theory: An Introduction to Contemporary Mathematical Logic. Springer, Heidelberg.

Prarr, V. 1977. Two easy theories whose combination is hard. Tech. rep., MIT. september 1,. boole.stanford.edu/pub/
sefnp.pdf.

Ranzaro, F. 1999. Closures on CPOs form complete lattices. Information and Computation 152, 236-249.

Reps, T., Saary, S., aNp YorsH, G. 2004. Symbolic implementation of the best transformer. In Proc. 5 Int. Conf. on Verifica-
tion, Model Checking and Abstract Interpretation (VMCAI 2004), B. Steffen and G. Levi, Eds. LNCS 2937, Springer,
Heidelberg, Venice, Italy, 252-266.

SHosTAK, R. 1984. Deciding combinations of theories. Journal of the ACM 31, 1, 1-12.
Tarski, A. 1955. A lattice theoretical fixpoint theorem and its applications. Pacific Journal of Mathematics 5, 285-310.

TiNeLLL, C. AND HarANDI, M. 1996. A new correctness proof of the Nelson—Oppen combination procedure. In Frontiers of
Combining Systems: Proc. st Int. Workshop, F. Baader and K. U. Schulz, Eds. Applied Logic. Kluwer Academic
Publishers, Munich, Germany, 103-120.

TINELLL, P. AND ZARBA, C. 2005. Combining non-stably infinite theories. Journal of Automated Reasoning 34, 3, 209-238.

Tiwar1, A. aND Gurwani, S. 2007. Logical interpretation: Static program analysis using theorem proving. In Automated
Deduction — CADE-21, F. Pfenning, Ed. LNCS 4603. Springer, Heidelberg, Bremen, Germany, 147-166.

Warp, M. 1942. The closure operators of a lattice. Annals of Mathematics 43, 2, 191-196.

Journal of the ACM, Vol. V, No. N, Article A, Publication date: January YYYY.


boole.stanford.edu/pub/sefnp.pdf
boole.stanford.edu/pub/sefnp.pdf

	Introduction
	Terminology for First-Order Logic, Theories, Interpretations and Models
	First-Order Logic
	Theories
	Interpretations
	Models
	Satisfiability and Validity (Modulo Interpretations and Theory)
	Decidable Theories
	Comparison of Theories

	Concrete Semantics
	Programs
	Mono-Interpreted Concrete Semantics
	Multi-Interpreted Concrete Semantics

	Background on Abstract Interpretation
	Abstract Domains
	Abstract Semantics
	Soundness of Abstract Domains
	Soundness of Abstract Semantics
	Iterates with Widening
	Best Abstraction

	Abstraction of Multi-Interpreted Concrete Semantics
	Abstractions Between Multi-Interpretations
	Homogeneous Abstraction of Interpretations
	Abstraction by a Theory
	Algebraic Abstraction of Interpretations
	Comparative Abstraction of Interpretations

	First Order Logical Semantics
	Multi-Interpretation of First-Order Logic Formulæ
	Axiomatic Semantics Modulo a Multi-Interpretation
	Soundness of the Axiomatic Semantics Modulo a Multi-Interpretation

	Logical Abstract Domains
	Definition of Logical Abstract Domains
	Abstraction to Logical Abstract Domains
	Abstract Logical Transformers
	Soundness of the Abstract Logical Semantics
	Approximations of the Abstract Ordering
	Logical Widening and Narrowing
	Enforcing Soundness of Unsound Abstractions

	Observational Semantics
	Observable Properties of Multi-interpreted Programs
	Soundness of the Abstraction of Observable Properties
	Observational Extension

	Reduced Product
	Cartesian and Reduced Product
	The Reduced Product is the Greatest Lower Bound in the Poset of Abstract Domains
	Abstract Domain Reduction
	The Reduced Product is the Meaning-Preserving Reduction of the Cartesian Product

	Iterated Reduced Product
	Iterated Weak Reduction
	Reduced Product of Abstractions Defined by Upper Closures
	Iterated Pairwise Reduction of the Cartesian Product
	(Reduced) Product Transformers
	Widening
	Observational Reduced Product

	The Nelson-Oppen Combination Procedure as an Observational Reduced Product
	Formula Purification
	First Phase of the Nelson-Oppen Theory Combination Procedure
	The Nelson-Oppen Purification as an Observational Cartesian Product

	Formula Reduction
	Second Phase of the Nelson-Oppen Theory Combination Procedure
	The Nelson-Oppen Reduction as an Iterated Fixpoint Reduction of the Product
	Formula Reduction and the Reduced Product

	Formula Satisfiability

	Reduced Product of Logical and Algebraic Abstract Domains
	Combining Logical and Algebraic Abstract Domains
	Reduced Product for Inconsistent Interpretations
	Program Purification
	Evolving Reduced Product
	On the Design of Static Analyzers by Iterated Reduction between Logical and Algebraic Domains with Evolving Refinement

	Related Work
	Conclusion

