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Abstract

Arguing about the knowledge of the adversary in the context of a given scheme or
protocol is central to modern cryptographic analysis. Typically, such knowledge is
captured by our ability to algorithmically extract it from the adversary’s program.
Following a long tradition of black-box reductions (or simulators), most knowledge
extractors treat the adversary’s program as a black-box, independently of its actual
code implementation. However, as several lower-bounds imply, black-box extraction
is insufficient for certain desirable cryptographic goals. Quite remarkably, Barak and
subsequent extensions show that some of these goals can be achieved based on mnon-
black-box techniques.

We develop new techniques for non-black-box knowledge extraction from adversarial
code. We demonstrate the power of these techniques in several new cryptographic
schemes and protocols achieving features that were previously out of reach. Throughout
the thesis, we put special focus on the contrast between code obfuscation and non-black-

box extraction, revealing new points on the tradeoff between the two.

Concretely, this thesis includes three main contributions:

Unobfuscatable functions and applications to resettable cryptography. We
prove a new impossibility result for a notion of obfuscation with approximate function-
ality, demonstrating the existence of certain robust unobfuscatable functions. Relying
on the constructed robust unobfuscatable functions, we obtain a new non-black-box
extraction technique that yields new zero-knowledge protocols with resilience to var-
ious resetting attacks. The protocols feature improved round-complexity, and weaker
computational assumptions than known before. The non-black-box zero-knowledge

simulation in these protocols is substantially different from that of Barak.

On the existence of extractable functions. A function f is extractable if it is
possible to algorithmically “extract,” from any adversarial program that outputs a

value v in the image of f, a preimage of v. When combined with hardness properties



such as one-wayness, extractable functions are known to achieve cryptographic goals
which are out of the reach of black-box techniques, Barak’s non-black-box techniques,
as well as the new techniques mentioned above.

So far, extractability has not been explicitly shown. Instead, it has only been
considered as a non-standard knowledge assumption on certain functions. We make two
headways in the study of extractable one-way functions (EOWFs). On the negative
side, we show that if there exist indistinguishability obfuscators for a certain class of
circuits then there do not exist EOWFs where extraction works for any adversarial
program with auxiliary-input of unbounded polynomial length. On the positive side,
for adversarial programs with bounded auxiliary-input (and unbounded polynomial
running time), we give the first construction of EOWFs with an explicit extraction
procedure, based on relatively standard assumptions (e.g., sub-exponential hardness of

Learning with Errors).

SNARGs. Succinct non-interactive arguments (SNARGs) allow to non-interactively
verify NP statements with much lower complexity than required for classical NP verifi-
cation; in fact, with complexity that is independent of the NP language at hand. Being
subject to black-box lower bounds, previously constructed SNARGs were either proven
secure in the random oracle model, known as Micali’s CS proofs, or based on quite
elaborate assumptions tailored to specific schemes. In addition, they do not achieve
public-verifiablility and suffer from significant prover overhead.

Here we present two main contributions. First, we present a construction of
SNARGs of knowledge (SNARKs), based on a new general notion of extractable
collision-resistant hash function (ECRH). We further show that ECRHs are essentially
necessary for SNARKSs, and also give a candidate construction under the knowledge of
exponent assumption.

Second, we show any SNARK can be “bootstrapped” to obtain a fully-succinct
SNARK, without expensive preprocessing. Furthermore, in the resulting SNARK that
prover time and space complexity is essentially the same as that required for classical
NP verification. By applying our transformation to known publicly-verifiable SNARKSs
with preprocessing, we obtain the first publicly-verifiable SNARK in the plain model.
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Preface: What is Knowledge?

Inspired by the Story of Galileo and Kepler

It was in the months following the invention of the first telescopes (early 17th century).
Galileo Galilei, who had apparently constructed the strongest ones, was making striking
discoveries way faster than he could publish. On July 25th he discovered that Saturn
was situated between two smaller companions that always moved together. Wanting to
establish his priority of discovery, but lacking the time to write a proper paper, he sent
to Johannes Kepler and other fellow physicists a commitment of his discovery. Given
that modern bit commitment schemes will be invented only centuries later, Galileo
decided to use a naive encryption scheme for this purpose. He sampled a random

secret permutation o, and sent

comg = o(altissimum planetam tergeminum observavi) = !

sma ismrmil mepoe taleumibunenugttauiras .

Shortly after, Kepler had replied to Galileo and the others that he also had just

made a new discovery and sent a commitment of its own
comyg = stiamil oealm seuepmibrunesnugtmta rmuia .

A couple of weeks later, Galileo was ready to decommit and revealed the discovery
‘‘altissimum planetam tergeminum observavi’’ along with the secret permuta-
tion o. Kepler had then also decided to decommit, and to everyone’s astonishment,

revealed the exact same discovery, together with a proper permutation of his own 7!

!Translating from Latin: “I have observed the highest of the planets (Saturn) three-formed”.

Xiv



Galileo, unwilling to believe that this is a coincidence, suggested that Kepler is a cheat.
He proposed the following explanation: when Kepler got his commitment com¢g, he
simply chose a random permutation 7 of its own, used it to permute com¢, and sent
the result comy = m(comg). Then, when Galileo revealed o, Kepler simply revealed
T = 7 - 0. According to Galileo, Kepler had no knowledge of what he was actually
committing to. Kepler of course denied. Being unable to resolve this conundrum, they

ended up writing a joint paper.

The story, which is only true up to the point of Galileo’s commitment,? exemplifies
that demonstrating knowledge, while at the same time trying to protect its contents,
could pose a serious challenge. On one hand, it was unfair to require of Kepler to reveal
the contents of his commitment ahead of time; on the other, it seems that Kepler’s
commitment really does not guarantee that he had actually known the discovery in the
time of the commitment.

Cryptographers have systematically studied the problem for the past three decades,
starting with the introduction of zero-knowledge proofs of knowledge, and evolving to
many other forms of knowledge extraction concepts and techniques. Still, even today,
several challenging questions concerning the problem remain open. These questions are

at the core of this thesis.

2In the true story [1, 131], Kepler did no such thing, and did not claim a discovery of his own. He
simply tried to decipher Galileo’s commitment, and interestingly found a permutation 7 that led to a
different discovery that Kepler himself has made: he had found two of Mars’ moons.






Chapter 1

Introduction

The knowledge of a given adversarial program could be a rather elusive concept, espe-
cially in cryptography where it often collides with the requirement for privacy. This is
well-exemplified by zero-knowledge proofs [106], allowing to prove any NP statement
“r € L7, so that the verifier does not learn anything from the proof, but the mere cor-
rectness of the statement. In such proofs, it is not clear whether, to provide a convincing
proof for a true statement z € L, the prover must actually “know” a corresponding
witness (evidently, for the proof to be zero-knowledge, its transcript does not include
a witness in the clear). In fact, it is not clear how to capture what knowing a witness
means.

In the context of zero knowledge, the study of this question resulted in the concept
of zero knowledge proofs of knowledge [20, 77]. In such proofs, we require that the proof
is not only sound, but also that given a convincing prover for the fact that = € L, it is
possible to efficiently extract from its algorithm a corresponding witness. This approach
of demonstrating adversarial knowledge by efficient extraction has become a common
paradigm, and an inseparable part of cryptographic security analysis. Indeed, quite
often security reductions or simulators rely on an essential step of knowledge extraction
from the adversary. For example, in multi-party computation [99], such knowledge
extraction is invoked to exhibit both correct behavior of dishonest parties, and privacy

of inputs for honest parties.

Black-box vs. non-black-box extraction. Traditionally, the basic technique for
extracting knowledge from an adversary is to run it on multiple related inputs to deduce

what it “knows” from the resulting outputs. The power of this technique (often called
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rewinding) is in that it treats the adversary as a black-box without knowing anything
regarding its “internals”. (In some cases, it even allows to capture the knowledge of

unbounded algorithms, letting the efficient extraction procedure treat them as oracles.)

However, starting from the work of Goldreich and Krawczyk [98], a number of
impossibility results for black-box reductions and simulation show that extraction by
rewinding is also limited, and is insufficient for many applications. For a long time,
surpassing black-box lower-bounds was considered to be an inconceivable task, and
these were basically treated as absolute lower bounds. This was soon shown to be a
misconception. In his breakthrough work [11], Barak developed techniques that use
the actual adversarial program in an essential way, rather than only the adversary’s
input-output functionality. Relying on these techniques, Barak and subsequent works
show how to circumvent some of the known black-box lower bounds for zero-knowledge
protocols, such as public-coin constant-round protocols, and various kinds of resettably-
secure protocols (further discussed below).

A main limitation shared by both classical rewinding techniques and Barak’s non-
black-box technique is that they require substantial interaction with the adversary. In
particular, there exist rather desirable applications where, not only do there exist black-
box lower-bounds [91, 98], but that also fall out of the reach of Barak’s non-black-box
techniques. Indeed, these are applications where minimal interaction is an essential
requirement, such as 3-message zero-knowledge, where the verifier sends only a single

message in the protocol, and succinct non-interactive arguments.

Knowledge assumptions and non-explicit extraction. Damgard [67] proposed
an alternative approach to knowledge extraction in the form of the knowledge of expo-
nent assumption (KEA). The assumption essentially states that it is possible to extract
the secret value = from any program that, given two random generators (g, h) of an
appropriate group G, outputs a pair of group elements of the form g%, h*. This ap-
proach was then abstracted by Canetti and Dakdouk [51, 52] who formulated a notion
of extractable functions. These are function families { f. } where, in addition to standard
hardness properties, such as one-wayness or collision-resistance, any (possibly adver-
sarial) program A that given e outputs v in the image of f. has an “extractor” & that

given e and the code of A, outputs a preimage of v.

Extractable functions provide an alternative (albeit non-explicit) “extraction



method” that does not rely on interaction with the adversary. As an expression of the
method’s power, KEA [22, 113], or even general extractable one-way functions [28, 52],
are known to suffice for constructing 3-message zero-knowledge protocols. KEA had

also led to relatively efficient CCA constructions [22, 67].

The black-box impossibility of some of the above applications imply that it is impos-
sible to obtain extractable functions where the extractor uses the adversary’s program
A only as a black box. Coming up with the suitable non-black-box techniques has been
the main obstacle in constructing extractable functions, and previously, no construction
with an explicit extraction procedure was known. Instead, for all the existing candidate
constructions of extractable functions (e.g., [52, 67]), the existence of such an extractor
is merely assumed. In particular, any security reduction (or simulator) based on such
a knowledge assumption essentially has a “hole” in its code, a sub-routine which we do

not know how to explicitly implement, but only believe it exists.

While, this may be better than simply assuming that a given scheme is secure, such
assumptions are arguably not satisfying. For one, they do not qualify as “efficiently
falsifiable” [134]; that is, unlike standard assumptions, here it may not be possible to
algorithmically test whether a given adversary breaks the assumption. In addition, the
impossibility of extractable functions with black-box extraction only further decreases
our confidence in such assumptions, as our current understanding of non-black-box

techniques and their limitations is at its infancy.

The tension between non-black-box extraction and obfuscation. Code ob-
fuscation is aimed at making code unintelligible while preserving its functionality, and
has been long considered to be a holy grail of cryptography, with diverse and far reach-
ing applications. Barak et al. [16] initiated the rigourous treatment of obfuscation,
formulating a number of definitions of security for the task. Until recently, the study
of obfuscation produced mainly lower-bounds, and few constructions for very simple
classes of programs. This state of affairs changed with the work of Garg et al. [83]
who proposed a candidate obfuscator for general programs based on multilinear maps
[66, 81]. They conjectured that their construction satisfies a rather relaxed notion of
indistinguishability obfuscation (10) [16], for which no lower bounds are known. As
evidence for the security of their construction, it (and variants thereof) were shown

secure in an idealized algebraic model [13, 47].
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At an intuitive level, the concept of obfuscation seems to stand in clear contrast with
the concept of non-black-box extraction. Indeed, code obfuscation is exactly meant to
prevent extraction of any secrets from the obfuscated code, except for those that can be
extracted in a black-box manner. In fact, according to the wvirtual black-box paradigm
[16], access to an “ideally obfuscated” adversarial code would amount black-box access
to the adversary, where black-box lower-bounds apply. Fortunately (at least from the
perspective of knowledge extraction), Barak et al. [16] show that virtual black-box
obfuscation is impossible in general. The exact tradeoff between what is possible in

obfuscation and non-black-box extraction seems far from being well understood.

1.1 Results

In this thesis, we develop new techniques for non-black-box knowledge extraction from
adversarial code, both in interactive and non-interactive settings. We demonstrate the
power of these techniques in several new cryptographic schemes and protocols achieving
features that were previously out of reach. In the process, we further the understanding
of the tradeoff between code obfuscation and and non-black-box extraction: we prove
new lower bounds on obfuscation, and translate them to positive results on extraction,
and translate recent positive results for obfuscation to lower-bounds on extraction.
We now describe at high-level each of these results. A more detailed overview of

the relevant concepts and techniques is provided in the beginning of each chapter.

Unobfuscatable functions and applications to resettable cryptography.
Barak et al’s impossibility result for virtual black-box obfuscation demonstrates the
existence of unobfuscatable function families; these are essentially functions where any
code representation leaks certain information that is not leaked given only black-box
access to the function. Relying on unofuscatable functions, we develop a new non-
black-box extraction technique leading to new zero-knowledge protocols with resilience
to various forms of resetting attacks [15, 53]. Such protocols can withstand adversaries
that may physically reset honest parties to their initial state, forcing them to repeat
the protocol’s execution from the same initial state and random tape, whereas the
adversary may use different inputs and messages. This setting is motivated by sce-
narios where cryptographic protocols are run by parties that cannot regenerate fresh

randomness or keep a state between different executions, occurring after different reset
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attempts. Examples include: parties implemented on stateless hardware, inside virtual
machines, or parties that are required to engage in multiple consistent executions in a
distributed environment.

Resettable protocols are subject to known lower-bounds for black-box simulation
[15, 98]. The simulator in our protocols relies on our non-black-box extraction tech-
nique, and thus circumvents these lower-bounds.

We also prove a new stronger impossibility result for a relaxed notion of virtual
black-box obfuscation with approzimate functionality, demonstrating the existence of
certain robust unobfuscatable functions. Relying on robust unobfuscatable functions
results in simplified resettable protocols with improved features in terms of round-
complexity, and computational assumptions (comparing to the resettable protocols re-
lying on the Barak et al. (non-robust) unobfuscatable functions, and other existing

protocols) . This includes:

e Four-message resettably-sound zero-knowledge protocols, assuming fully-
homomorphic encryption. Such protocols guarantee soundness even against a

malicious prover that can reset the honest verifier.

e Six-message resettably-sound zero-knowledge protocols, assuming one-way func-

tions.

e Simultaneously-resettable zero-knowledge protocols (with polynomially many
rounds), assuming one-way functions. Such protocols can withstand not only

a resetting prover, but also malicious verifiers that can reset the honest prover.

e Three-message simultaneously-resettable witness-indistinguishable arguments of

knowledge.

The non-black-box simulation based on our extraction technique is substantially
different from that of Barak [11], and in particular avoids any reliance on heavy tools
such as the PCP theorem [7-10, 75]. One prominent feature of the technique is its
compatibility with rewinding techniques from classic black-box zero-knowledge proto-
cols. Indeed, the combination of rewinding in non-black-box simulation has proven
instrumental in coping with challenging goals, such as zero-knowledge protocols that
are resilient to resetting attacks from both the side of the prover or the verifier. While

previous works relied on tailored modifications to Barak’s technique, we give a gen-
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eral recipe that allows to combine our non-black-box technique with existing rewinding

techniques in a rather simple manner.

On the existence of extractable functions. Like Barak’s non-black-box tech-
nique, the extraction technique based on unobfuscatable functions is still only useful
in settings with enough interaction, and does not seem to reach the same applications
as extractable functions do. The problem of extractable functions is tackled directly in
the second part of this thesis. Here we make two headways:

On the negative side, we show that, assuming indistinguishability obfuscation for a
certain class of circuits, there do not exist extractable one-way functions with a universal
extractor that works for any adversarial code with any auxiliary-input of unbounded
polynomial length.

On the positive side, for adversarial programs with bounded auxiliary-input (and
unbounded polynomial running time), we give the first construction of extractable one-
way functions with an explicit extraction procedure, based on relatively standard as-
sumptions (e.g., sub-exponential hardness of Learning with Errors). We then use these
functions to construct the first 2-message zero-knowledge arguments and 3-message
zero-knowledge arguments of knowledge, against adversarial verifiers with bounded

auxiliary-input, from essentially the same assumptions.

Succinct non-interactive arguments. The third part of this thesis is devoted to
a powerful application of non-interactive knowledge extraction - constructing succinct
non-interactive arguments (SNARGs). SNARGs allow to non-interactively verify NP
statements with much lower complexity than required for classical NP verification; in
fact, with complexity that is independent of the NP language at hand.

As a natural complexity-theoretic problem, SNARGs have been pursued for over
two decades. Traditionally, the main focus has been on communication complexity
(namely, how short can proofs for NP be). In the past few years, however, due to
the growing interest in the problem of verifiably delegating computation, the study has
extended to other efficiency measures: most importantly, the verifier’s running time,
but also prover running time and space complexity (which typically would affect the
cost of delegating a given computation). Being subject to black-box lower bounds [91],
previously constructed SNARGs were either proven secure in the random oracle model,

known as Micali’s CS proofs [128], or based on quite elaborate assumptions tailored to
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specific schemes [71].

Our first contribution, in this context, is a construction of SNARGs, based a new
general notion of extractable collision-resistant hash function (ECRH). The construc-
tion, in fact, yields SNARGs of knowledge (SNARKS), where it is possible to extract a
witness for the proven statement from any convincing prover. Such witness extraction
is often required when composing SNARGs with other cryptographic primitives, or
with themselves (as we shall see later on). We further show that ECRHs are essentially
necessary for SNARKSs, and also give a candidate construction under the knowledge of
exponent assumption.

The latter SNARKSs construction, as well as previous SNARG constructions in the
plain model, fall short of attaining certain desirable features. First, these construc-
tions all require that the verifier keeps a private verification state. Publicly-verifiable
SNARGSs are only known either in the random oracle model, or in a model that al-
lows expensive offline preprocessing. Second, known SNARGs require from the prover
significantly more time or space than required for classical NP verification.

We show that, assuming collision-resistant hashing, any SNARK can be “boot-
strapped” to obtain a fully-succinct SNARK, without expensive preprocessing. Fur-
thermore, the resulting SNARK is complexity-preserving in the sense that prover time
and space complexity is essentially the same as that required for classical NP veri-
fication. By applying our transformation to known publicly-verifiable SNARKs with
preprocessing, we obtain the first publicly-verifiable SNARK in the plain model. At the

heart of our transformation is a new technique for recursive composition of SNARKs.

1.2 Road-Map to this Thesis

In Chapter 3, we present the results on unobfuscatable functions and resettable proto-
cols. In Chapter 4, we present the result on the existence of extractable functions. In
Chapter 5, we present our result on succinct non-interactive arguments.

Each chapter starts with an overview of the relevant concepts, the results, and
techniques. The chapters are mostly self-contained, with occasional references to each

other, and can in principle be read in any order.

The chapters are based on the following publications:

e Chapter 3 is based on:



CHAPTER 1. INTRODUCTION

— From the impossibility of obfuscation to a new non-black-box simulation tech-

nique. Bitansky and Paneth. FOCS 2012 [35].

— On the impossibility of approzimate obfuscation and applications to resettable

cryptography. Bitansky and Paneth. STOC 2013 [36].

— Unified journal version to appear in SIAM journal on computing.
e Chapter 4 is based on:

— On the existence of extractable one-way functions. Bitansky, Canetti,

Paneth, and Rosen. STOC 2014 [32]. Journal version in submission.
e Chapter 5 is based on:

— From extractable collision-resistance to succinct non-interactive arguments
of knowledge, and back again, Bitansky, Canetti, Chiesa, and Tromer, ITCS
2012 [29]. Journal version joint with Goldwasser, Lin, and Rubinstein [28]

in submission.

— Recursive composition and bootstrapping for SNARKs and proof-carrying

data. Bitansky, Canetti, Chiesa, and Tromer. STOC 2013 [30].



Chapter 2

Preliminaries

In this chapter, we review basic notation and definitions that reoccur throughout the

thesis. Further background on these basic concepts can be found in [93, 94].

2.1 Notation and Standard Computational Concepts

Functions and asymptotics. We use standard notation for functions. We denote
by f: X — Y a function that maps elements in a domain set X to a range set Y. We
denote by Image(f) := f(X) C Y theimageset {y € Y : Jz € X, f(z) = y}. Fory €Y,
we denote by f~1(y) the set {x € X : f(z) = y} of preimages of y. We use standard
O-notations O, 0, 2, w to denote order of growth of functions. A function v : N — [0, 1]

—() je. v decays faster than any polynomial. We

is said to be negligible if v(n) = n
say that an event occurs with overwhelming probability if it occurs with probability
1—v(n) for some negligible function v. We often denote by negl an unspecified negligible
function (e.g., when we say that for all n € N and event A,, occurs with probability
at most negl(n), we mean that this is the case for some negligible function). We say

that a function € : N — [0, 1] is noticeable if (n) = n~?(1), We denote by poly(n) an

unspecified polynomial.

Distributions. For a distribution D, we denote by supp(D) the support of D; namely,
the set of elements to which D assigns a non-zero probability. We denote by x < D
the process of sampling an element z from supp(D) according to the distribution D.
Abusing notation, for a finite set S, we denote by = < S the process of sampling = from

S uniformly at random. We denote by U, the uniform distribution over bit strings in
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{0,1}™.

Models of computation. We rely on the standard notions of Turing machines and
Boolean circuits. We say that a (uniform) Turing machine is PPT if is probabilistic
and runs in polynomial time. A polynomial-size (or just polysize) circuit family C is a
sequence of circuit C = {Cy}, oy, such that each circuit €, is of polynomial size nfW

and has n®1) inputs and outputs bits. We shall often refer to Turing machines M7 or

circuits C/ that make black-box use of some oracle function f.

Adversaries. We follow the standard habit of modeling any efficient adversary strat-
egy as a family of polynomial-sized circuits. For an adversary A corresponding to a
family of polysize circuits {A,},y, We often omit the subscript n, when it is clear
from the context. In Chapter 4, we will also consider uniform adversaries, i.e. PPT ad-
versaries, or more generally PPT adversaries with bounded non-uniform advice. Such
adversaries are given by a PPT Turing machine that for input size n also get advice

of size b(n) for some fixed bound b. The running time of such adversaries may still be

any polynomial, in particular, it may be larger than b(n).

Computational indistinguishability. A distribution ensemble D is an infinite se-
quence of distributions {D;},.;, where each distribution is indexed by some i taken
from some infinite set of string I C {0,1}*, and is defined over {0, 1}P°¥(i) for some
fixed polynomial poly(:). We say that two ensembles D, D’ over the same index set
I are computationally indistinguishable if for any polysize distinguisher A = {A;},.;,
and every ¢ € I,

P AW = 1] = o LA() = 1]| < negl(fl)

We denote this by D =, D'.

Languages and relations. For a binary relation R € {0, 1}* x {0,1}*, we denote by
Lr = {z: Jw such that (z,w) € R}. For (z,w) € R, we say that w is a witness to the
fact that € L. We denote by R(z) the set {w : (x,w) € R} of witnesses for x € L.
R is said to be an NP relation if there exists a (uniform) Turing machine Mgz such
that M(z,w) runs in time poly(|z|) for some fixed polynomial poly(-) and M(z,w) =1
iff (z,w) € R. L is said to be an NP language if £ = Lz for some NP relationR.
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We say that a language £ C {0, 1}* is in P if there exists a polytime (uniform) Turing
machine M that decides £, i.e., L = {z : M(x) =1}. For a function 7' : N — N, and
a language £ C {0,1}* we write that £ € Dtime(T) if there is a (uniform) Turing

machine that runs in time at most 7'(|x|) on any input = and decides L.

2.2 Basic Cryptographic Primitives

One-way functions. One-way functions are functions that are easy to compute, but

hard to invert.

Definition 1 (OWF). f:{0,1}* — {0,1}* is a one-way function if it is computable
in polynomial time, and for every polysize adversary A, and every n € N,

Pr [A(f(2)) € £ (f(x))] < negl(n) .

z+{0,1}m

Pseudorandom generators. Pseudorandom generators take as input a short seed
and expand it into a longer string that is computationally indistinguishable from a

truly uniform string.

Definition 2 (PRG). Let e(n) be a polytime computable function. A polytime com-
putable function G : {0,1}* — {0,1}* is a pseudo random generator with expansion e,

if for any s € {0,1}", |G(s)| = e(n) > n, and
{G(Un))}neN e {Ue(n)}neN .

Pseudorandom functions. An efficiently computable family of functions is pseu-
dorandom if oracle access to a random function in the family is computationally indis-

tinguishable from oracle access to a truly random function.

Definition 3 (PRF). Let PRF = {PRFy};ci1yn nen be a family of functions where
for each s € {0,1}*, PRFy : {0,1}") — {0,1}¢®™ for some polynomially bounded
efficiently computable length functions (,¢', and there is an efficient algorithm that
given k € {0,1}*, 2 € {0,1} computes PRF.(x). Let R, denote the set of all func-
tions {0,130 — {0,1}*™) . We say that PRF is a pseudo random if for polysize
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distinguisher D, it holds that

Pr [DPRFe(1™)] — Pr [DE(A™)]| < neel(n) .
ke{ol,al}"[ (1] = Pr [DT(A")]| < negl(n)

Theorem 4 ([95, 116]). If there exist one-way functions, then there exists PRGs and
PRFs.

The Goldreich-Levin theorem. We shall rely on the following classic theorem by
Goldreich and Levin.

Theorem 5 ([92]). There exists a PPT oracle aided (decoding) algorithm D satisfying
the following. Let x € {0,1}" and let Ox(-) be an oracle with 1/2+¢ agreement with the

inner product function (z,r) mod 2. Then Pr |D%() (17, 15_1) =z| > poly(e,n71).
We deduce the following direct corollary which we shall rely on.

Corollary 6 (special case). There exists a PPT inverter I, such that for any function
f, string k € {0,1}", and oracle-aided distinguisher A, if Al distinguishes (r, (k,r))
from (r,b), for a random r < {0,1}" and b < {0,1} with probability e, then Z7(17")

obtains k with probability poly(s,n1).

2.3 A Residual Probability Bound

In this section, we prove a basic probability bound that will be used a couple if times
in Chapter 3.

Let S1,...,Sp be random variables (intuitively, describing an m-step process), and
let G1,...,G,, be events where G; is determined by S; alone. Denote by H; the event
that the first ¢ — 1 stages Sp,...,.59;-1 are such that that the event G; occurs with
bounded probability ¢ (when S; is sampled conditioned on Sy, ..., S;—1); namely, H; is
the event that Sy, ..., S;_1 satisfy:

Pr [GZ]Sl,,Sz_l]gé .1
SilS1,..,8i-1

The following intuitive claim shows an exponential decay in the probability that k

events G; occur when the residual probability of their occurrence is bounded through

"More explicitly, we mean that H; is that even that (Si,...,S:-1) = (s1,...,8i—1), such that
(81,...,8»;71) satisfy PI‘S”(Sl 77777 Si_1)=(81,--+ Si—1) [GZ | (Sl,...7Si71) = (81,.‘.781'71)] S(S
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every stage of the process.

Claim 2.3.1. For every {i1,i2,...,ix} C [m]:

k m
Pr Gi. | A H; || <6 .
517-"7Sm ]/:\1 ZJ j/z\l J -

Proof. First we show by induction that for any 0 < ¢ < k:

k k k—¢ k—¢
Pr /\ Gij A /\ Hz'j /\ Gi]- A /\ Hij < st
j=14k—t j=1+k—¢ j=1 j=1

For £ = 0 the claim clearly holds. Assuming the claim holds for £ — 1 we have:

k k k—¢ k—¢
Pr /\ Gi]— AN /\ Hij /\Gij A\ /\H,‘j
j=1+k—t j=1+k—t j=1 j=1 |
k k k—¢ 1+k—¢ i
< Pr /\ Gi; | A /\ Hi /\Gij A /\ Hi
j=1+k—t j=2+k—t j=1 j=1 |
k—¢ 1+k—¢
< Pr Gi1+kfe Gij A /\ Hij
]:]_ ]:1
k k 1+k—t 1+k—¢
Pr N G|~ AN H, Gi, | Al N\ Hy
j=2+k—4 Jj=2+k—¢ j=1 J=1
k—¢ 1+k—t
-1
< Pr (G | [ NGy | AL N\ Hi || -0
Jj=1 Jj=1
< 5t

where the first to last inequality is by the induction hypothesis and the last inequality
k—¢ 1+k—2¢

is due to the fact that the event (/\ Gij> A ( A H,J) is contained in the event
j=1 Jj=1

H; By setting £ = k we get that

1+k—20"

k k
Pr /\Gz] AN 7\HJ < Pr /\G,LJ AN /\sz < 5k .
Jj=1 Jj=1 j



Chapter 3

Unobfuscatable Functions and

Resettable Cryptography

In this chapter, we present a new impossibility result for obfuscation with approxi-
mate functionality. Based on this result, we develop a new non-black-box extraction
technique, which in turn leads to a new (non-black-box) zero-knowledge simulation
technique. We demonstrate the power of the technique by exhibiting various new
resettably-secure protocols with improved round complexity and weaker computational

assumptions. The chapter is based on [35, 36].

3.1 Overview

In this section, we give a high-level overview of the results in this chapter, and of the
corresponding techniques. Before that, we recall the basic relevant concepts and main

motivation, which were briefly described in the introduction.

3.1.1 Basic Concepts and Motivation

Zero-knowledge (ZK) protocols [106] are a cornerstone of modern cryptography; they
can express all NP computations [100], and are essential to almost any form of secure
computation.

The ZK guarantee of a protocol is established by exhibiting an efficient simulator
that can simulate the view of any malicious verifier from the verifier’s code and the
statement alone. Following the common practice of black-box reductions, the first ZK

protocols all relied on simulators that only use the verifier as a black-box, without

14



3.1. OVERVIEW 15

making any explicit use of its code. However, while sufficient for a variety of powerful
applications, ZK protocols with black-box simulation were soon shown to have inherent
limitations. A known example is the impossibility of constant-round public-coin ZK
[98]. Surpassing such black-box impossibilities was considered to be an inconceivable
task.

This barrier was crossed with the ground-breaking result of Barak [11] that intro-
duced a non-black-box simulation technique. Barak’s technique allowed, in particular,
to achieve constant-round public-coin ZK. Subsequently, the technique was utilized to
achieve various cryptographic goals, most of which were previously limited by black-box
impossibilities, e.g., [12, 15, 17, 19, 54, 69, 107-110, 138-141].

Today, an impressive variety of protocols rely on non-black-box simulation; however,
the common base of all of these protocols is the very same technique of Barak. A main

question addressed in this chapter is

Q : Is Barak’s technique inherent in non-black-box simulation? can black-box

impossibilities may be circumvented using different techniques and tools?

Beyond improving our understanding of non-black-box simulation, answering the

above question may also lead to protocols with improved features.

Resettable soundness - the bottleneck in black-box impossibilities for ZK.
Aiming to make progress on this question, we focus on a specific setting that seems
fundamental in ZK black-box impossibilities - the setting of resettably-sound zero-
knowledge [15, 129]. Indeed, many of the known black-box ZK impossibilities can
be derived by a reduction to the impossibility of resettably-sound ZK with a black-box
simulator [15, 98, 142].

A ZK argument is resettably-sound if it remains sound, even if an adversarial prover
may reset the honest verifier to its initial state and random tape, and repeat the inter-
action in any way it chooses (equivalently, the verifier may be rewound to any previous
state). As observed by Barak et al. [15], in resettably-sound protocols, the ZK re-
quirement cannot be fulfilled by a black-box simulator (except for trivial languages).
Intuitively, the difficulty is that a cheating prover may execute a resetting attack that
emulates the strategy of the black-box simulator, and thus violate soundness. In con-
trast, a resettably-sound ZK protocol was constructed by Barak et al. [15] using Barak’s

non-black-box simulation technique.
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The difficulty in extending Barak’s technique. Attempting to extend [15] to
resist more elaborate types of resetting attacks (e.g., simultaneous resetting), one en-
counters significant technical difficulties. To overcome these difficulties, subsequent
works have extended Baraks technique in various ways [54, 58, 63, 69, 107, 109, 110].
A common theme in these works is to extend Baraks technique so it can be combined
with rewinding techniques. While allowing to leverage powerful black-box simulation
techniques (e.g., [146]), they require tailored modifications to Barak’s technique, and

result in rather complicated protocols.

3.1.2 Results

We present a new non-black-box simulation technique that is fundamentally different
from Barak’s technique. Using our technique we give new protocols for resettably-sound
zero-knowledge and related tasks.

The simulation in these protocols uses our new technique as well as rewinding
techniques. In contrast to the tailored modifications of Baraks technique in previous
work, we give a general recipe for combining our technique with rewinding. This
yields simplified resettable protocols for various tasks, as well as improvements in round

complexity and required computational assumptions. Concretely, we show:
Theorem 7 (informal).

1. Assuming fully-homomorphic encryption, there exists a four-message resettably-

sound zero-knowledge protocol. (Previous protocols required at least six messages.)
2. Assuming one-way functions. there exist

o siz-message resettably-sound zero-knowledge protocols. (An eight-message
protocol, based also on one-way functions, was demonstrated by Chung, Pass,
and Seth [63] shortly before ours; we provide an alternative construction.

Previous constructions relied on collision-resistent hashing [15].)

o simultaneously-resettable zero-knowledge protocols (with polynomially many
rounds). (Previous protocols relied on collision-resistant hash functions and

trapdoor permutations [69].)

3. Assuming trapdoor permutations, there exist a three-message simultaneously-

resettable witness-indistinguishable argument of knowledge. (Previous protocols
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relied also on collision-resistant hashing and required at least ten ten messages
[58].)

In the heart of our technique, is a new method for extracting a short trapdoor from
adversarial code. The extraction technique, in fact, follows from a new impossibility
result for general program obfuscation that extends the impossibility result of Barak
et al. [16] to the case of obfuscation with approximate functionality; thus, settling a

question left open by Barak at al..

Theorem 8 (informal). Assuming trapdoor permutations, there ezist functions that
cannot be obfuscated, even if the obfuscation is only required to approximate the original

Sfunctionality.

Finally, we show that any resettably-sound ZK argument can be transformed into a
family of functions that cannot be obfuscated, thereby establishing a two-way connec-
tion between the impossibility of obfuscation and non-black-box simulation in resettable

protocols.

We next elaborate on each of the results and the techniques used to achieve it.

3.1.3 Obfuscation and Non-Black-Box Simulation

The problem of program obfuscation concerns the task of rewriting programs in a way
that makes their code “unintelligible”, without destroying its functionality. The rigor-
ous study of the problem was initiated in the work of Barak et al. [16], which formalized
secure obfuscation according to the virtual black-box notion. At high-level, this notion
requires that whatever an efficient learner can deduce, given an obfuscation P of a
program P, should also be learnable, given only black-box access to P. The same work
shows, however, that for some programs, this notion is not achievable. Concretely, [16]
show that there exists an unobfuscatable family of functions { fx} for which any program
P that computes a function f; leaks the key k; that is, k can be efficiently exztracted
from P’s code. However, given only black-box access to f; for a randomly chosen key
k, the key k cannot be learned.

At an intuitive level, unobfuscatable functions suggest a meaningful way to use the
code of the adversarial verifier in non-black-box simulation. Following this intuition,
we design a protocol where the verifier evaluates an unobfuscatable function fi. A non-

black-box simulator would be able to learn k from the code of any malicious verifier
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and use it to simulate. In contrast, a resetting prover, like a black-box simulator, would

only get black-box access to the verifier and would not learn k.

A naive protocol and the problem of non-robust extraction. We now describe
a naive resettably-sound ZK protocol based on the intuition presented above. Follow-
ing the commonly used Feige-Lapidot-Shamir paradigm [76], the protocol proceeds in
two phases: the first phase defines a trapdoor which is known by verifier but is “hard
to compute” for the prover, and in the second phase, the prover gives a witness in-
distinguishable (WI) proof that either the statement is correct or that it “knows” the
trapdoor. In our case, to obtain resettable-soundness we will have to ensure that the
trapdoor is hard to compute, even given the ability to reset the verifier. We will also
use a resettably-sound WI proof in the second phase of the protocol (such proofs fol-
low directly from classical protocols [78]). For ZK, we will exhibit a simulator that,
given the code of the verifier, can extract the trapdoor and successfully complete the

simulation.

As suggested above, the trapdoor in our protocol will be a key k for an unobfuscat-
able function f; chosen at random by the verifier. In the trapdoor generation phase of
the protocol, the prover asks the verifier to evaluate the function fi on an input z of his
choice (for simplicity of exposition, we assume that this interaction indeed determines
the key k and the trapdoor statement for the second phase). To show that the protocol
is resettably-sound, we note that any prover that can reset the verifier in the first phase
can at most evaluate the function f; on many inputs = of his choice; however, given
such “black-box” access to fi, it is impossible to learn k£ and cheat in the second phase.
To show that the protocol is ZK, we need to show a simulator that can extract the
trapdoor k from the code of any cheating verifier. Assuming that the cheating verifier
correctly evaluates the function fi on any input sent by the prover, the simulator would
be able to learn k from the code of the verifier’s next message function. However, if
on certain inputs x the verifier deviates from the protocol and does not respond with

fr(z), the extraction guarantee no longer holds and simulation cannot be finished.
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3.1.4 Robust Unobfuscatable Functions and Approximate Obfusca-

tion

A first solution to the above problem is to evaluate the function fj in the first phase of
the protocol using a secure function evaluation protocol that secure against a resetting
provers. Intuitively, in this solution, the secure function evaluation protocol guarantees
that the verifier must correctly compute the function on all inputs, or always abort the
computation. This solution relies on semi-honest oblivious transfer. Guaranteeing that
the secure function evaluation protocol is also secure against a resetting prover results

in a rather complicated protocol with a large (but constant) number of rounds.

Here we focus on a different approach relying on stronger unobfuscatable functions
that provide a robust extraction guarantee. Specifically, it should possible to extract
the key k from any program P that approzimately computes the function fj, rather
than exactly. More concretely, we define (publicly) verifiable robust unobfuscatable
functions that have, in addition to the secret key k, an associated public verification
key vk. The verification key can be used to verify that a pair (¢,a) indeed satisfies
a = fr(q). On one hand, we require that a randomly chosen key k cannot be learned
given the verification key vk and black-box access to fr. On the other hand, we require
that it is possible to extract k from vk and any program P that computes a function f,
even on some small (but noticeable) fraction of its inputs. We present a construction
of verifiable robust unobfuscatable functions based on ZAPs [74] and non-interactive

commitments.

Using verifiable robust unobfuscatable functions restores the security of the naive
protocol above. As before, the trapdoor will be a key k for a robust unobfuscatable
function f; chosen at random by the verifier. In the first phase of the protocol, the
prover will receive the public verification key vk, and ask the verifier to evaluate the
associated function on a uniformly random input q. The prover will use vk to verify that
fr was evaluated correctly and abort otherwise. We argue that the revised protocol is
ZK: given the code of any cheating verifier, the verifier either makes the honest prover
abort with overwhelming probability, in which case simulation is trivial, or the verifier
evaluates fj, correctly on some noticeable fraction of inputs. In this case, we can extract

k from the verifier’s next message function and simulate the second phase.
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Impossibility of approximate obfuscation. In addition to their application to
resettably-sound ZK, verifiable robust unobfuscatable functions also settle an open
question raised by Barak et al. [16] regarding the possibility of approzimate obfusca-
tion. In approximate obfuscation [16], the obfuscated program P is only required to
agree with P on some significant fraction of inputs. By constructing verifiable robust

unobfuscatable functions, we give a negative answer to this question.

Constructing robust unobfuscatable functions. Our construction consists of two
steps: First, we construct a weaker object that we call (plain) robust unobfuscatable
functions. Such functions have no verification key, however, they still allow extraction
from any program P that only compute f, on a small fraction of inputs, but only assum-
ing that on all other inputs P outputs a special L symbol. We construct such robust
unobfuscatable functions from any one-way function. In the second step, we “com-
pile” robust unobfuscatable functions into full fledged verifiable robust unobfuscatable

functions based on ZAPs [74] and non-interactive commitments.

Simulation from robust unobfuscatable functions vs. Barak’s simulation.
Both our protocol and Barak’s protocol follow the Feige-Lapidot-Shamir paradigm [76],
in which the prover ultimately proves a statement that has a trapdoor witness. A key
technical difference between our technique and that of Barak is that our simulator
extracts from the verifier’s code a “short” trapdoor of some fixed polynomial length,
whereas the simulation of Barak can be seen as using the entire verifier’s code as a “long”
trapdoor whose length is not a priori bounded by any fixed polynomial. To facilitate
the use of such a long trapdoor, Barak’s protocol involves a WI universal argument
[14] while our protocols use a standard WI argument. The ability to extract a short
trapdoor explains the compatibility between our technique and rewinding techniques,
and enables our simplified constructions. Another difference between our technique an
Barak’s is that our in our technique, the verifier makes inherent use of private coins to

sample its trapdoor, a key of an unobfuscatable function.

3.1.5 Resettable Protocols from Robust Unobfuscatable Functions

We next discuss the resettably-secure protocols constructed based on our new technique.
As we shall see, compered to known constructions, our protocols require less rounds,

weaker assumptions, and are arguably simpler.
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All of our protocols follow a similar design paradigm of resettable slots that abstracts
the use of robust unobfuscatable functions. Commonly used in classic ZK protocols
(with black-box simulation), a slot is a sub-protocol where the verifier proves knowledge
of a trapdoor. While a cheating prover cannot learn the trapdoor from the slot’s
execution, the simulator extract the trapdoor by rewinding the verifier during the slot’s
execution. The difficulty in using slots within a resettably-sound ZK protocol is that
a cheating prover can use resetting to extract the trapdoor and break soundness. The
concept of a resettable slot, suggested by [69], requires that the trapdoor cannot be
learned by rewinding the slot, but can still be extracted by the non-black-box simulator
from the code of a verifier that executes the slot.

Concretely, in our resettable slot, the verifier’s trapdoor is a key k for a verifiable
robust unobfuscatable function, which is determined prior to the slot’s execution by
sending the verification key vk to the prover. The slot consists of the verifier evaluating
fr on a random input selected by the prover.

Following the resettable slot paradigm, we are able to take ZK protocols with black-
box simulation and “add resettable-soundness” in a modular way, replacing (standard)
slots with resettable slots. This results in protocols that are conceptually and practically
simpler than those based on Barak’s technique [54, 58, 63, 69]. We now overview of

the different protocols obtained.

Resettably-sound ZK in four messages. Plugging a resettable slot into the the
four-message ZK protocol of Feige and Shamir [77] results in a four-message resettably-
sound ZK protocol. Previous constructions relying on Barak’s technique [15] required
at least six messages.

Simulating such a protocol with a single slot requires verifiable robust unobfuscat-
able functions that have a fast enough extraction algorithm. We show how to construct
such functions based on rerandomizable fully homomorphic encryption. Subsequently
to our work, Chung et al. [60] construct a four-message resettably-sound ZK protocol

based on one-way functions, relying on a different approach.

Resettably-sound ZK from one-way functions. By relying directly on robust un-
obfuscatable functions (that are not verifiable), we achieve resettably-sound ZK from
the minimal assumption of one-way functions. Our protocol mimics the steps of com-

piling robust to verifiable robust unobfuscatable functions, but instead of using ZAPs,



22 CHAPTER 3. UOFS AND RESETTABLE CRYPTOGRAPHY

and non-interactive commitments, we use interactive (resettable) WI arguments and
commitments from one-way functions. Our construction is an alternative to the first
construction of resettably-sound ZK from one-way functions by Chung, Pass, and Seth
[63] that showed how to replace the collision-resistent hash functions in to protocol of

[15] with an interactive use of signatures.

Simultaneously-resettable ZK from one-way functions. The notion of reset-
table ZK [53] requires that even cheating verifiers that may reset the prover cannot gain
knowledge from the protocol. Barak et al. [15] contemplated the existence of protocols
that are simultaneously resettable ZK and resettably-sound. Such protocols were first
constructed in the influential work of Deng, Goyal, and Sahai [69]. The main step in the
construction of [69] is to construct a resettably-sound concurrent ZK protocol. To do
so, they present a sophisticated extension of Barak’s technique that carefully combines
existing rewinding strategies from concurrent ZK.

We get a simpler construction of resettably-sound concurrent ZK by plugging our
resettable slot into the concurrent ZK protocol of Richardson and Kilian [146]. Fol-
lowing the transformation of [69], we get a simultaneously-resettable ZK protocol.
By directly using robust unobfuscatable functions (that are not verifiable), we get
a resettably-sound concurrent ZK protocol from any one-way function where previous
constructions also relied on one-to-one one-way function [63, 69]. Using a construc-
tion of simultaneously-resettable WI arguments from one way functions [61], within
the transformation of [69], we get a construction of simultaneously-resettable ZK from
one-way functions.

Our protocol inherits its polynomial number of rounds from the protocol of Richard-
son and Kilian. An open question is whether our technique can be combined with state
of the art concurrent ZK protocols [122, 144] to reduce the number of rounds to poly-
logarithmic. This turns out to depend on the relation between the unobfuscatable
function’s extraction time, and the depth of recursive rewinding in these protocols.
Concretely, combining these protocols with our techniques requires linear time extrac-

tion. We do not know if such unobfuscatable functions exist.

Simultaneously-resettable WI argument-of-knowledge in 3 messages. The
simultaneously-resettable ZK protocol of Deng,Goyal and Sahai [69] does not satisfy the

desirable proof-of-knowledge property. Cho et al. [58] show a simultaneously-resettable
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WI argument-of-knowledge with a large constant number of rounds. This is in contrast
to standard constructions of WI arguments-of-knowledge in 3 messages [78]. Using a
resettable slot, we construct a 3-message simultaneously-resettable WI argument-of-
knowledge. In our construction, the extraction property of the resettable slot is used

to by the knowledge extractor to obtain a witness from the prover.

3.1.6 How to Construct Robust Unobfuscatable Functions

The main technical challenge in this chapter is constructing (plain) robust unobfuscat-
able functions from one-way functions. We now give an overview of the main ideas on
which our construction is based.

The starting point for our construction is the construction of Barak et al. [16] of
(non-robust) unobfuscatable functions, and can be seen as a “random-self-reducible”
version of it. We start by describing the construction of Barak et al., and then move

on to describe the main modifications that we introduce.

The construction of Barak et al.. Barak et al. construct a family F = {fx} of
unobfuscatable functions as follows. The key k consists of two random strings (a, b) and
a key sk for a symmetric encryption scheme. For a simpler exposition, let us assume
for now that the encryption scheme is fully homomorphic. Later, we explain how to
modify the construction to rely on CCA-1 symmetric encryption (that can be based on
one-way functions). For simplicity, we describe fi, = fqpsk as a randomized function;
eventually, it is made deterministic using a pseudo-random function. The function is

defined as follows:
1. On input a, output b.
2. On input “Encrypt”, output an encryption of a.
3. On any input that is an encryption of b, output b.

Given black-box access to a random function from the family, the only way to
learn b is to first learn a, which will break the security of the encryption scheme, or
to produce an encryption of b, which is information theoretically impossible, without
first querying the function on a. On the other hand, given a circuit C' that computes
fabsk, We can obtain an encryption of a, evaluate the circuit C' homomorphically on

this encryption, and obtain an encryption of b. Then, we can learn b using another
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black-box application of C'. Note that in the above construction we only learn b instead
of the entire key of the function. Similarly, in the rest of our constructions we will only
be able to extract some unlearnable property 7(k), rather than the entire key k of the

unobfuscatable function; this will be sufficient for all of our applications.

Making the construction “random-self-reducible”. The latter construction is
not robust; for example, given a circuit C' that computes f, ;s but errs on the single
input a, we can no longer extract b. At high-level, we overcome this problem by defining
a new function family G such that F is randomly reducible to G. That is, for any input
q, we can compute fmb,sk(q) by evaluating a corresponding ¢ € G on inputs that are
individually random, but are correlated together according to ¢. It is important that

the new function G remains black-box unlearnable as was F.

Specifically, G will be defined similarly to F, except that its key will also include
a seed s of a pseudo-random function PRF. Instead of mapping the input a to the
output b, grs will include two new functions PRFs(z) and G(z) = b & PRFs(z & a).
Note that without knowing a, an efficient algorithm that gets black-box access to PRFg
and G cannot find any correlation between the functions, and therefore, cannot learn
b. However, knowing a, we can query PRFg with a random string r, query G with r ®a,
and obtain b = PRFs(r) @ G(r @ a). Since each individual query to G is distributed
uniformly, we can learn b from a, even if the function errs on, say, a %—fraction of
inputs. To extract from circuits that make more errors, we use standard direct product
amplification [151]; namely, we let G evaluate PRFs and G on many random inputs in
parallel, amplifying the probability of getting the correct answer on a single random
input.

In order to successfully extract b, it is not sufficient to deal with circuits that err on
a, but we should also handle circuits that do not output b given an encryption of b. We
would like to use a similar idea to the one described before; namely, include a function
G'(c) that, on input c, decrypts ¢ to some plaintext x, and outputs b & PRFs(z & b).
However, given black-box access to such a function, semantic security is not maintained.
Indeed, when two encryptions ¢; and cg correspond to the same plaintext then G'(c;) =
G'(cg) and when the encryptions correspond to different plaintexts G'(c1) # G'(c2) with
high probability. Using such an attack it is possible to learn a and thus also b, in a

black-box way.
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The first step in our solution involves a slight modification to the homomorphic
encryption scheme. An encryption of a bit b will include b & r for a random bit r and
an encryption of r. We shall assume that encryptions of uniformly random strings are
uniformly random themselves. We also modify the decryption and homomorphic eval-
uation algorithms accordingly. We refer to such an encryption scheme as decomposable,
since any cipher c is composed of two parts. We think of the encryption of r as a public
part and denote it by pub(c), and of the padded plaintext as a private part. pub(c)
is independent of the plaintext and can be sampled by anyone, but together with the
plaintext, it completely determines the cipher.

The next step is to redefine G'(c) = b&PRF¢(z®b||pub(c)), where z is the decryption
of c. Note that if ¢; # co, and x1 = z9, then pub(ci) # pub(cs); therefore, also G'(cy)
and G'(cz) are distributed (pseudo) independently at random, and we can show that
semantic security is maintained. Additionally, given an encryption of b, it is still possible
to learn b by first sampling a random string r and then homomorphically computing
an encryption c of b@ r, and finally, evaluating G’(c) & PRF(r||pub(c)) = b. Note that
both inputs ¢ and r||pub(c) to G’ and PRFs are distributed uniformly at random.

Towards the final construction, we still have to bridge two main gaps: first, we would
like to rely on one-way functions rather than fully-homomorphic encryption; second,
we would like extraction to succeed when the function approximated on random inputs,
rather on several specific distributions as described above. In the next two paragraphs,

we sketch how we deal with each of the two.

Getting rid of homomorphic encryption. The construction of Barak et al. only
uses a standard symmetric encryption, where homomorphic operations are performed
gate by gate by fi: given two encrypted input bits, fi decrypts them, evaluates the
desired operation, and returns the result encrypted. Trying to employ this strategy
in our setting we may hope that, since these queries consist of random encryptions, a
circuit C that does not err too much will correctly compute the homomorphic operations
required for extraction with high enough probability. However, this is not the case since
extraction involves a long (a-priori unbounded) homomorphic computation, and even
one error along the way could compromise the integrity of the result.

To get around this problem, we use the fact that, in the case of robust unobfuscat-

able functions, we can assume that C' only makes “detectable errors”; we show that this
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is enough to recover from errors during the homomorphic computation. Specifically,
when a single homomorphic operation fails (the circuit outputs L), we would like to
rerandomize the input encryptions and try again. This could be achieved by relying on
rerandomizable encryption. However, we wish to avoid this assumption and provide a
solution based on one-way functions. For this purpose, we modify G to return many
random encryptions of the resulting bit, and show a procedure that assures that the
extractor is always left with enough “good” encryptions to continue the homomorphic
evaluation. (In the actual construction, when dealing with a deterministic G, we will
need to use “invoker randomizable” PRFs [16] to make sure that the encryptions are

indeed random.)

From several (key-dependent) input distributions to the uniform distribu-
tion. As described above, a function g € G implements several different functions:
PRFs, G,G’, and the homomorphic evaluation functionality. For the extraction pro-
cedure described above to succeed, it is not sufficient that C' approximates g well on
a random input, but rather C' should approximate g on each one of these functions
individually. Moreover, to guarantee the success of the homomorphic evaluation, we
require that C' approximates the homomorphic evaluation functionality for every pos-
sible configuration of gate and input plaintexts. Note that for a specific configuration
of gate and input plaintexts, the input to homomorphic evaluation functionality is not
distributed uniformly, furthermore, such inputs may not be directly samplable with-
out the secret encryption key. Indeed, in symmetric-key encryption (based on one-way
functions), we do not know how to sample encryptions of individual bits without the

secret key.

To overcome this issue, we use an encryption scheme that supports sampling ciphers
of random plaintexts independently of the secret key. Intuitively, if the circuit does not
abort given an encryption of a random bit, with sufficiently high-probability, then it also
does not abort for encryptions of specific bits, with some related probability. To make
sure that the probability is indeed high-enough we use again parallel repetition. Note
that during extraction we must query g with encryptions of individual bits; however, we
do not sample those encryptions ourself, but rather these encryptions are obtained as
the result of a previous homomorphic operation. Eventually, we show that extraction

is successful assuming only that C' approximates the resulting function on a uniform
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input.

Necessity of one-way functions. We show that one-way functions are not only
sufficient, but also necessary for robust unobfuscatable functions. (The function that
maps (k,1,...,Zm) to (fx(x1),. .., fe(®m),x1,...,2y) is one-way for m > |k|.) This
should be contrasted with non-robust unobfuscatable functions, where a similar impli-
cation is not known; in fact, Barak et al. [16] construct (non-robust) unobfuscatable
Turing machine (rather than circuit) families without any computational assumptions,
whereas robust unobfuscatable functions also imply one-way functions in the Turing
machine case. Additionally, we do not know what are the minimal assumptions required

for verifiable robust unobfuscatable functions.

Constructing verifiable robust unobfuscatable functions. Finally, we show
how to “compile” robust unobfuscatable functions into full fledged verifiable ro-
bust unobfuscatable functions based on ZAPs (two-message, public-coin witness-
indistinguishable protocols) [74] and non-interactive commitments. The high level idea
is to put a commitment to the key k in the verification key vk and add to the output
of the function a ZAP proving that the function was computed correctly using a key
that is consistent with vk. To guarantee that the ZAP does not reveal the secret key
k we evaluate two functions in parallel with independent keys and prove that one of
them was computed correctly. The construction uses ideas from [58, 78]. Now, given a
program that computes the function correctly on some noticeable fraction of the inputs,

we can detect when the output is computed incorrectly and replace it with L.

3.1.7 More Related Work

The resettably-sound protocol constructed in [35] was based on the unobfuscatable
functions of [16] and oblivious transfer. Subsequently, Chung, Pass and Seth [63] show
how to remove the collision-resistent hashing from the protocols of [15, 69] leading
to resettably-sound ZK from one-way functions. The constructions based on robust
unobfuscatable function appeared in a subsequent work [36]. The construction of
simultaneously-resettable WI arguments from one-way functions [61] was concurrent
to [36]. In another concurrent work, Goyal [107] presents a new construction of public-

coin concurrent ZK, leading also to a new simultaneously-resettable ZK protocol. The
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subsequent work of [60] constructed a four-message resettably-sound ZK protocol from

one-way functions.

Chapter Organization

In Section 3.2, we define the notions of robust and verifiable robust unobfuscatable
functions, as well as other weaker notions used in our constructions. In Section 3.3, we
present our main construction of robust unobfuscatable functions. In Section 3.4, we
define verifiable unobfuscatable functions and construct them based on robust unobfus-
catable functions. The construction of verifiable unobfuscatable functions will be used
to get verifiable robust unobfuscatable functions and applications to ZK. In Section 3.5,
we describe our new constructions of resettably-secure protocols. In Section 3.6 we give
a transformation from any resettably-sound ZK argument to a family of unobfuscatable

functions.

3.2 Robust Unobfuscatable Functions - Definitions

In this section, we define the notion of robust unobfuscatable functions. Before that

we define the main notion of function approximation that we work with.

Definition 9 ((e, v, D)-approximation). Let D be a distribution on {0,1}". A circuit
C' is said to (e, v, D)-approzimate a function f: {0,1}"* — {0,1}" if:

1. It often agrees with f on inputs drawn from D:

Pr [Clq) = f(9)] =z €,

q<D

2. It almost only makes detectable errors on inputs from D:

Pr [C(q) ¢ {L, f(@}] <v .

q<D

C' is said to (g, D)-approximate f with errors if property 2 is not guaranteed.

Definition 10 (Robust unobfuscatable functions). A function family F =
{fk}ke{o 1} meN 1s a robust unobfuscatable family, with respect to an NP relation Rr

and input sampler D, if it is:
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1. Black-box unlearnable: For any poly-size learner L, and any n € N, L:

P k Rr: L7 (1™)] < negl(n) :
ke{Ol,.l}"K 72)6 F iz ( )] = heg (n) )

namely, L cannot satisfy the relation Rr, given only black-box access to fr.. Rr

1s thus called “the unlearnable relation”.

2. Non-Black-box learnable: There exists an efficient extractor £ such that, for
any functions € = e(n) > 27V" and v = v(n) < 1.2, any efficient sampler
D = D(1"), any large enough n € N, k € {0,1}", and circuit C that (¢,v,D)-

approximates fi, € extracts z € Re(k) from C':

Pr [(k, 2) € Ry iz« E(C,1M, 11/8)} >1- (VQ(l) + 2—%)) -(IC] - n/e)PM 1

We say that the family is e-robust for a specific noticeable function ¢ = e(n) = n—0W),
if there exists an extractor £ such that, for all large enough n € N, k € {0,1}", and

circuit C' that (e, v, D)-approzimates fi:
Pr(k,2) € Ry : 2 4= £(C.1")] 2 1~ (zﬂ“) + 2—%)) -(|C] - n)°W

We next define error-robust unobfuscatable functions, which are defined analo-
gously, only that extraction should work for any circuit C' that sufficiently agrees with

fx, even if C' makes undetectable errors.

Definition 11 (Error-robust unobfuscatable functions). A family of functions F =

{fk}ke{o,l}n,neN is an error-robust unobfuscatable family, with respect to an NP relation

Rr and input sampler D, if it is:
1. Black-box unlearnable: As in Definition 10.

2. Non-Black-box learnable: There exists an efficient extractor £ such that, for
any function e = £(n) > 27V", any efficient sampler D = D(1"), all large enough
n € N, and any k € {0,1}", € extracts z € Rx(k) from any circuit C' that

'In most cases throughout this chapter, the extraction error expression above can be simplified to
negl(n), e.g., when |C| = poly(n), ¢ = 1/poly(n), and v = negl(n). There are though cases in which
we may use the more general bound above, e.g., in Section 3.5.4.2.
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(% + &, D)-approximates fr with errors:

Pr [(k, z) €Ryp:z+ E(C1", 11/5)] >1—27%m oM

Remark 12 (The sampler D). In the above definitions, we allow the input sampler D
to represent an arbitrary samplable distribution, where sampling is independent of the
key k for the unobfuscatable function. We can consider a more strict (but natural) defi-
nition, where D(1™) represents the uniform distribution over strings in {0,1}". Indeed,

our constructions also achieve this variant (see Remark 28).

Remark 13 (Uniquely determined functions). For the case of erroneous circuits, i.e.
with non-detectable errors (Definition 11), we require for simplicity that the circuit C
determines one specific function, and hence we require more than %—agreement (this is
necessary to guarantee that C cannot simultaneously approximate two functions in the
family, and also sufficient assuming that any two functions in the family have no agree-
ment.) In principle, one may also consider alternative definitions of error-robustness
where the circuit may somewhat agree with several functions and the extractor is re-
quired to extract the keys of all the functions whose agreement with C crosses a given

threshold. We restrict attention to the unique-function case, although our techniques

naturally extends to such alternative notions.

Remark 14 (unique-witness unlearnable relations). A natural requirement regard-
ing the unlearnable relation Rr of a family F is that there exists a unique witness
z € Rr(k); namely, z is an efficiently computable deterministic function of k. Our
constructions satisfy this unique-witness requirement.

We also note that this property allows to rule out the same notion of virtual black-box
obfuscation ruled out in [16] that prevents the adversary from learning any deterministic

function of the key k.

Remark 15 (Extraction from computationally-bounded circuits). As stated above ex-
traction in Definitions 10 and 11 is information theoretic, and does not explicitly require
that the approximating circuit C' is of poly-size (although this is the typical case in ap-
plications).

Here there is a difference between Definition 10 and Definition 11. In Definition 10,
the fraction v of undetectable errors is explicit in the definition and affects the prob-

ability that extraction will indeed succeed; in particular, we do not require that v is a
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concrete negligible function. Jumping ahead, when extracting from poly-size circuits, we
may prevent undetectable errors using, for example, a computationally-sound proof sys-
tem, in which case the function v may be some negligible function negl(n) that depends
on the concrete poly-size family of circuits we are extracting from. In Definition 11,
we require that extraction works even with undetectable errors, and as said we do not
a-priori restrict the circuits to poly-size. To achieve such extraction, we will indeed rely
on statistically-sound proofs systems (concretely ZAPs). It is possible to augment the
definition to only consider poly-size circuit families, in which case there will be some
negligible error negl(n) in the extraction probability, which depends on the concrete

family of circuits.

Remark 16 (Comparison with strongly unobfuscatable functions of [16]). Barak et al.
define and construct a family of functions that is strongly unobfuscatable. Such func-
tions satisfy a weaker extraction requirement than error-robust unobfuscatable functions,
and therefore only rule out a stronger definition of approrimate obfuscation.

The definition of [16] considers extraction from a circuit that is sampled from a
distribution C over circuits (this corresponds to the output distribution of an obfuscator
on a specific input program with random coins). The extraction requirement states
that if, for every input q a circuit C' < C satisfies C(q) = fr(q) with overwhelming
probability over the choice of C', then the extractor on input circuit C <— C outputs k with
overwhelming probability. In particular, extraction requires that, for every input, the
circust is correct with overwhelming probability. In contrast, the extraction requirement
of error-robust unobfuscatable functions is guaranteed even if for some inputs the circuit

never answers correctly (in fact this could be the case for almost all inputs).

3.2.1 Robustness from Weaker Robustness

In this section, we discuss two natural relaxations of robust obfuscation that will be
convenient to work with, and show how to transform functions that are unobfuscatable
according to these notions to functions that are robust according to Definition 10. We
restrict attention to approximation without errors. (Eventually, in Section 3.4, we
show how to go from robust functions to error-robust ones.)

First, we show that, using standard direct product amplification [151], we can always
boost the robustness of an unobfuscatable family (at the cost of blowing up the input

and output size).
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Lemma 17. Any (1 — %\/ﬁ) -robust family G can be transformed to a robust family F,
where the input and output size grow by a n factor. Furthermore, if the extractor of
G runs in time poly(n) - |C|?, where C is the approzimation circuit for gy, then the
extractor of F runs in time poly(n) - (|C|/e)?, where C is a (e, v, D)-approzimation

circuit for fi.
We describe the construction behind the lemma, followed by the analysis.

Construction 3.2.1 (Amplifying robustness). Let G be a (1 - %\/ﬁ) -robust unobfus-
catable family, with respect to an unlearnable relation Ry, and an input distribution
ensemble D; We construct a new robust unobfuscatable family F, with respect to the
same relation Rx, and the n-fold distribution ensemble D=Dx---xD. Each function
fr : {0, 1}”2 — {0, 1}”2 is just the n-fold version gp(q1,---,qn) = (ge(q1),---, 9k(qn))
of the function g : {0,1}" — {0,1}".

Proof of Lemma 17. Unlearnability of F follows directly from that of G, since any oracle
call to fi € F can be simulated by n oracle calls to the corresponding gp.

To show that the function is robust, we describe its extractor £. TFor functions
e(n) > 27V", v(n) < 1z the extractor & is given as input a circuit C that (6, v, ﬁ)—
approximates fy, as well as the parameter 11/¢. & first constructs from C a probabilistic
circuit C’ that, with very high probability, will give a very good approximation of g.

The circuit C’, given a random sample g < D(1"), samples (q1,...,qn) 73(1”),
replaces a random coordinate ¢; with ¢, and feeds the augmented n-fold sample to C.
The circuit C’ repeats this procedure ”?2 times (for the same ¢), and if it obtains an
answer (ai,...,a,) that is not L, it returns a;. Then, after producing the circuit C’,
£ chooses n random strings r1,...,r, for C’, and runs the extractor £ of g, on each
C'(+;r;). If all executions output L, the extractor fails, and otherwise it produces k.

To show that & works as required, we show that the circuit C” is likely to approx-
imate g; sufficiently well. For any sample ¢ € supp(D), let ﬁ|q denote the distribu-
tion that the circuit C’ samples from (i.e., where a random sample is drawn from 23,
and then one of its random coordinates is replaced by ¢). We say that ¢ is good if
Prqq%ﬁ‘q [C(q) # L] > ¢/2n.

We claim that a sample ¢ drawn from D is good with probability at least 1— % >

1-0 (ﬁ) Indeed, if that was not the case, then in a sample § < 13(1”), there is
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some coordinate that is not good, except with probability €/2; more precisely,

log (2 "
Pr [¢1,...,qn € good] < | | Pr [g; € good] < <1 — 7og( /€)> <e/2 .
7D e ©°7 "

However, the probability that C'(¢) # L and some ¢; is not good is at most £/2;

indeed,

1
. Pr [C(@) # 1,3 : g ¢ good] <
n gD
Pr [C(q) # L,q ¢ good] <
G<D,i+[n]
Pr  [C(q) # L,q ¢ good] <
gD, Dlq

Pr [C(9) # L] <

qe’D\good,(j?—’ZSLI
e/2n

where D|good denotes D conditioned on not hitting the set good. Overall C(q) # L

with probability less than /2 + /2 < ¢, leading to a contradiction.

Next, note that, conditioned on ¢ being good, C'(q) # L, except with probability
e \n?/e < 9—1n/2 h
(1—%) <2 , and thus

a2z (1m0 () ()= (-0 ()

In addition, since C'(q) ¢ {L, gx(¢)} with probability at most v(n), by a union bound

2
1
Pr [C'(g; 1 <vm)- L <>
Br [Clan) ¢ {Lgn@)] < vlm) - <
Combining these two facts, it follows that for a (1 — %\/ﬁ — %)—fraction of the random

coins 7 used by C’, it holds that both

Pr [C'(q;r) # L] >1-0 (%\/ﬁ)

q<D

qlil"D [C’(Q; r) ¢ {J_,g/}c(q)}} >1— \/W :

namely, C'(+;r) is a (1 -0 (%\/ﬁ) A/v(n) - "2,D> -approximation of gi. For such ran-

£
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domness r, we know that the extractor &g for g, outputs k£ with probability at least
7\ W
1= (ot - 2) (00 =120 (€ /e

and since there are n trials, the overall extraction probability is

1 1\"
Q1 o(1 Q1 —Q(n o1
1020 (|C] - n/e)PW — <1—2— \/ﬁ> 21—(y (1) 4 2= )>-(]C’\-n/5) )
as required.

Noting that the size of C' is poly(n) - |C|/e, and that we make n trials to extract
from C’; we deduce that, if & runs in time poly(n) - |C|%, then the extractor £ runs

in time poly(n) - (|C|/e)". O

When constructing robust unobfuscatable functions, it will be convenient to also
consider a further relaxed notion where, in order to extract, the circuit is required to ap-
proximate the function on multiple distributions Dy, ..., Dy, instead of one. Through-
out, it will always be the case that d is a constant. This definition will only serve us as
an intermediate step towards constructing families according to Definition 10, where
d = 1. As another relaxation, we will not require that each of these distributions can be
sampled independently of k, but rather we will only require that, when #* is chosen at
random from [d], it is possible to sample from D;«, independently of k. As we shall see
later on, the latter weak sampling guarantee (combined with parallel repetition) will be
sufficiently powerful to construct an unobfuscatable function with a single distribution
that is samplable independently of k.

We next present the definition. Since robustness can always be amplified, it will
be sufficient and more convenient to describe the notion for some concrete constant

approximation factor 1 — § (we will eventually set § < 272, see Section 3.3).

Definition 18 (d-distribution robust unobfuscatable function). A family of functions
F is a d-distribution robust unobfuscatable family with respect to an NP relation Rr

and input samplers D1, ..., Dy, if it is:
1. Black-box unlearnable: as in Definition 10.

2. Non-Black-box learnable: There exists an efficient extractor € such that, for

any function v = v(n), for any large enough n € N, any k € {0,1}", and every
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circuit C that (1 — 0, v, D;)-approzimates fi, for all i € [d], € extracts z € Rx(k)
from C':

Pr((k,2) € Rp: 2« E(C,1")] = 1 - 20 (o - n)°W |

where D; = D; (1™, k).

Definition 19 (jointly key-independent distributions). For any k € {0,1}", consider

the distribution
Dy = {q < Di=(1", k) | i* « [d]}

We say that D1,...,Dg are jointly key-independent, if there exists an efficient
sampler D*such that for all k, D*(1™) generates samples from the distribution Dj.

We show that any d-distribution robust unobfuscatable family, where Dy, ..., Dy
are jointly key-independent, can be transformed into a robust unobfuscatable family
according to Definition 10. Specifically, we show a (1 — %)—robust family, and then

robustness can be amplified using Lemma 17.

Lemma 20. If G is a d-distribution robust unobfuscatable family, with samplers
D1, ..., Dg that are jointly key-independent, then G is also (1 — %)—mbust with respect
to the (key-independent) distribution D* = D*(1").

Proof. Indeed, by a simple union bound, any circuit that (1 — g, v, D*)—approximates fr
must (1 — 6, v, D;)-approximate fj for each one of the distributions Dy, ..., Dy. Thus,

we can use the existing extractor associated with G. ]

3.2.2 Robust Unobfuscatable Functions with a Hardcore Secret

The notion of robust (and error-robust) unobfuscatable functions is defined with respect
to an unlearnable relation R r, where it is guaranteed that, given black-box access to fi,
it is hard to fully learn some unlearnable secret z € Rz (k). We now present a natural
variant of this definition, where each function has an associated hardcore secret that is
indistinguishable from a random string, even given black-box access to the function; in
contrast, the hardcore secret can be extracted from any circuit that approximates fy.

This variant will be useful for constructing unobfuscatable functions with a verifiable
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unlearnable secret (see Section 3.4), and for some applications to resettable protocols
(see Section 3.5.6).
In the following definition, HC, = {h: {0, 1}ypoly(n) 5 (0, 1}"} will represent a

family of functions (called hardcore functions).

Definition 21 (Robust unobfuscatable functions with a hardcore secret). A family
of functions F = {fk}ke{o,l}n,neN is a robust unobfuscatable family with respect to
an efficient input sampler D, and a family of hardcore functions HC, if it has the

following properties:

1. Black-box indistinguishability: For any poly-size distinguisher L, and any

n € N:

P fr =1/ - P Jr — 1|| < neel
Pr [Ehnn) =1] - Pr [h00) H_neg (n) .

where k < {0,1}", h < HC,, and u + {0,1}" are all sampled independently.

2. Non-Black-box learnability: There exists an efficient extractor £ such that,

for any functions ¢ = e(n) > 27V, v = v(n) < any efficient sampler

_E_
4n2’

D =D(1"™), any large enough n, any hardcore function h € HC,,, any k € {0,1}",

and every circuit C' that (e, v, D)-approzimates fi, € extracts h(k) from C':

Pr [h(k;) < &(C,h,1m, 11/6)} >1- (VQ@) n 2—Q<n>) (|0 - n/e)°W

We show that any robust unobfuscatable family G that has a unique-witness un-
learnable relation R¢ (as defined in Remark 14) can be transformed into a robust F

with a hardcore secret.

Lemma 22. There exists a hardcore family HC = {HCp}, o such that a robust un-
obfuscatable family G with respect to a unique-witness unlearnable relation Rg, can be
transformed to a robust unobfuscatable family F with respect to some relation Rx and

the hardcore family HC.

Proof. Given a robust family G, with respect to a unique-witness unlearnable relation
Rg and an efficient input sampler D, we define a new function family F, where each

[k consists of n independently chosen functions from G, with keys (kf, ..., k},); the new
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key k is set to be (kf,..., k] ). The input sampler of the function is the n-fold product
distribution D = D x --- x D, and fi(qr, - .., qn) is defined to be gy (q1), - - -, gk;, (qn)-
Let us denote by ¢ = ¢(n) the length ¢ = |z;| of the unique-witness z; € Rg(k}).
The hardcore family HC,, will be the family GL, that extracts a single Goldreich-Levin
[92] hardcore-bit from each z;. That is, a randomly chosen function h,, ., € GL, is

parameterized by n random strings r1,...,r, € {0, 1}6 , and is defined as:

hrl7--~a7’n< i,,k;) = <Zlarl>7---a<zm7'n> )

where each z; € Rg(k}) is the unique unlearnable secret corresponding to k., and (-, -)
is the inner-product operation modulo 2.

To see that F has the black-box indistinguishability property (Definition 21), note
that each secrets z; is unlearnable given oracle access to k! - We can thus apply the
Goldreich-Levin theorem, as stated in Corollary 6, to deduce that (z;,r;) is pseudo-
random given r; and oracle access to k! Thus, by a standard hybrid argument
(z1,71), ..., (2n, rn) are pseudo-random, given ry,...,r, and oracle access to f.

Next, we show that F is non-black-box learnable according to Definition 21; namely,
the hardcore secret can be extracted from any circuit approximation. Indeed, note that
any circuit C' that (e, v, ﬁ)-approximates fr can be transformed, with overwhelming
probability, into a circuit that (£/2,+/v, D)-approximates k! (and this holds for any
i € [n]). To transform C into such a circuit, we construct a circuit C’ that, given a
sample ¢ < D(1") for k! completes ¢ into a sample from D by sampling the rest of the
coordinates himself, and then feeds this tuple to C'. A standard averaging argument
shows that with probability at least /2 — /v > £/4 over the choice of randomness r
for C' the resulting circuit C'(+;7) (¢/2, /v, D)-approximates gp,. Thus we can take
n/e random copies of C’, and with probability 1 — 27" ensure that one of the circuits
(€/2,/v, D)-approximates I -

Thus the extractor £r for F, would run the extractor £ with each of the n instances
of circuit C’, and obtain the corresponding secret z; € Rg(k;), with probability 1 —

20 (10 - n/a)o(l). In particular, given h,, . . € GL,, & can compute as required

h’l‘l,...,’r‘n(k) = th,...,Tn( ,17 sy k;,) = <Zl7 T1>7 vy <Zn7 Tn> .

This concludes the proof of Lemma 22. O
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3.3 A Construction of Robust Unobfuscatable Functions

In this section, we construct robust unobfuscatable functions from one-way functions.

Theorem 23. Assuming one-way functions, there exists a family of robust unobfus-

catable functions.

3.3.1 Required PRFs and Encryption

Before describing the construction, we define several required primitives.

Invoker randomizable pseudo-random functions Invoker randomizable pseudo-
random functions allow their invoker to ensure that the output is truly uniform, inde-
pendently of the seed for the function. Looking ahead, such functions will allow the
extractor for the unobfuscatable function family to obtain samples from the proper
distribution. See further details in the next section. The definition is taken almost

verbatim from [16].

Definition 24 (Invoker randomizable pseudo-random functions [16]). Let PRF =
{PRFs}se{o,1}*7 be pseudo random function family, where for s € {0,1}", PRFg :
{0,1}¢m+n 5 £0,1}*. Then PRF is called invoker randomizable if, for any

s € {0,1}" and any = € {0,1}") the mapping r — PRFs(x,r) is a permutation.

Barak et al. [16] construct invoker randomizable PRFs from any PRF.

Decomposable CCA-1 symmetric-key encryption In our construction, we will
make use of symmetric-key encryption schemes with specific properties. We next define
these properties and note existing constructions satisfying them, based only on one-way
functions.

In a nutshell, we require a CCA-1 symmetric-key encryption scheme with pub-
lic randomness, and oblivious generation of ciphers for random plaintexts. Such
an encryption scheme can be obtained using a one-bit output PRF by encrypting
Ence(m;r) = (r,m @ PRFg(r)). In what follows, we give slightly more general defini-
tions that are sufficient for our needs, and will be useful for optimization of extraction
running time.

First, we require that the encryption scheme is decomposable, meaning that every

ciphertext can be “decomposed” into a public part and a private part. We require that
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the public part is independent of the plaintext, however, together with the plaintext,
the public part uniquely defines the ciphertext (with respect to a given secret key).
For example, any encryption that uses public randomness (i.e., the randomness of the
encryption algorithm is included in the ciphertext) is decomposable; the public part of

the cipher is just the public randomness.

Definition 25 (Decomposable encryption). An encryption scheme (Gen, Enc, Dec) is
decomposable if there exist an efficient algorithm pub that operates on ciphertexts and

satisfies the following conditions:

e For ciphertext c, pub(c) is independent of the plaintext and samplable; that is,

there exist an efficient sampler PubSamp such that, for any secret key sk € {0,1}":

PubSamp(1™) £ pub(Encg(0)) = pub(Encg(1)) .

o A ciphertext c is deterministically defined by pub(c) and the plaintext; that is,
for every secret key sk and two distinct ciphers ¢ # ', if pub(c) = pub(c’), then
Decsk(c) ?é Decsk(cl)'

In addition, we shall require random generation of ciphertexts encrypting random

values.

Definition 26 (Encryption with random ciphertext generation). An encryption scheme
(Gen, Enc, Dec) is said to have random ciphertext generation if there exist a ciphertext

sampling algorithm RanSamp such that for any secret key sk € {0,1}":
RanSamp(1™) = Encg (U7)

where Uy is the uniform distribution over {0,1}.

We remark that in both Definitions 25 and 26, the equality of distributions can be
naturally replaced with statistical (or computational) indistinguishability; however, the
construction presented below does satisfy the stronger notion with equality. We also
remark that if we assume that the scheme has random ciphertext generation, then the
algorithm PubSamp, can be simply implemented as PubSamp(17) = pub(RanSamp(17)),

and need not be explicitly defined.
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The encryption scheme used in our constructions We will use a CCA-1 sym-
metric key decomposable bit encryption scheme with random ciphertext generation.
Such an encryption scheme can be constructed from one-way functions. Concretely,
given a PRF {fs},c (0,1} with one bit output, for security parameter n, the secret key
is a random s € {0,1}", and encryption of a bit m € {0,1} is computed by sampling
a random r € {0,1}" and outputting r, fs(r) @ m. This function can be shown to be

CCA-1 (see [93]), it is clearly decomposable and has random cipher generation.

3.3.2 The Construction

To prove Theorem 23, we construct an unobfuscatable function family that is d-
distribution robust with respect to distribution ensembles (D1, ..., D,) that are jointly
key-independent in the sense of Definition 19. Then, by Lemmas 20 and 17 we can
obtain robust unobfuscatable functions according to Definition 10.

Our construction follows the high-level overview provided in Section 3.1.6, we now

proceed to describe it in detail.

Construction 3.3.1. Let (a,b) be n-bit strings, sk a key for a CCA-1 symmetric key
for a decomposable encryption scheme with random ciphertext generation (Definitions
25,26), and let s a be seed for a pseudo-random function PRF mapping {0,1}* to {0, 1}".

The construction will use two probabilistic and three deterministic auzxiliary functions:

1. The function Ag o, given any input, returns a bit encryption c = Ence(a) of a’s

bits.

2. The function Hg is given two encryptions (ci,c2), and an operation ® in a uni-
versal set of gates; it then decrypts to obtain the plaintexts x1 and xo, where
x; = Decgk(c;), it computes the operation: x3 = x1 © 2, and returns an encryp-

tion C3 = Encsk(:cg).
3. The function Rs is given r € {0,1}*, and returns PRF(r).
4. The function Rqyp s is given r € {0,1}", and returns b @ PRFs(r @ a).

5. The function Reps is given n bit encryptions (ci,...,cp), it decrypts them to
obtain a plain text r € {0,1}", and returns b@® PRFs(r @ b||pub(cy)]] . . . ||pub(cy,)),

where pub(c) is the public part of c.
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Making the functions deterministic and invoker randomizable Let s’ be a
seed for an invoker randomizable PRF. We define derandomized variants Agy 4 ¢, Hgy s
of the two probabilistic functions: Agq,Hs. For a function Gyey € {Hsk, Aska}, the
function Gyey ¢ gets, in addition to its original input q, a random string r € {0, l}pOIY(”).

Grey,s'(q;7) Tuns the original Gyey(q), using randomness PRFy (q;7).

The n-fold functions Ksk’a,s/, ]T-\]Isk,sx We define variants of Ay o, Hsk s, that instead
of returning a single cipher, return an n-fold cipher, consisting of n independent ci-
phers encrypting the same result. Specifically, for G € {Ask,a,s/,Hsk@/}, G gets input
(q,71,...,mn) and returns G(q,r1),...,G(q,y).

The actual function A function fr, € F will be parameterized by a random
k = (a,b,sk,s,s) € {0,1}°", where (a,b,sk,s,s') are as specified above. The func-
tion fr will be given input (q,ig) where ig € [5], indicates which function G €
{&sk’a,s/,ﬂtﬂskﬁ/,ﬂ%s,Ra,b,s,RSk’b,s} to invoke with input q.

The unlearnable relation s

Ry — {((a, b,sk,s,s'),b) : b= B}

(Note that this is a unique-witness relation in the sense of Remark 1/.)

3.3.3 Black-Box Unlearnability

We now prove black-box unlearnability. The high-level overview of the proof is pre-

sented in Section 3.1.6.

Lemma 27. F given by Construction 3.3.1 satisfies black-box unlearnability with re-

spect to Rr.

Proof. We shall perform the analysis in several steps: we will first show unlearnability
assuming probabilistic oracles, where Agy 4, Hsk are given in their 1-fold version; then,
we will show security for the case that randomness is derived using PRFs; finally, we
will move to security for n-fold &skﬂ, H/i\lsk, and for the actual function fj.

Let A be a polysize adversary with oracle access to the functions Hg, Rs, Rk p.s.

Let E; be the event that A produces distinct queries ¢ = (c1,...,¢,),¢ = (c},...,c))
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to Rk p,s such that
@ bl[pub(c1)|| ... [[pub(cn) = " @ bl |pub(c) )| . .. [|pub(cy,) ,

where (r,7') € {0,1}" are the decryptions under sk of (¢, ¢’).

Claim 3.3.1. Prb,sk,s [El] =0.

Proof. Indeed, for E; to occur, it must be that, for all ¢ € [n], r; = r; and pub(c;) =
pub(c}), implying that ¢; = ¢}, and thus also ¢ = ¢’; indeed, recall that, in decomposable

encryption (Definition 25), the public part and the plaintext determine the cipher. [

We now define Fs to be the event that A produces queries ¢ = (c1,...,¢p) to Recps
and ¢’ to Rs such that r @ b||pub(c1)|| ... ||pub(c,) = ¢/, where as above r € {0,1}" is

the underlying plaintext of q.

Claim 3.3.2. Prj s [F2] < negl(n).

Proof. First, we note that the event is testable given (b, sk) and thus, it is enough to
show that the claim holds when PRFs is replaced by a truly random function R.
Let —=E’ be the event that Fy does not occur in the first i queries, it is enough to

show that
min Pr [-E|=E"] > 1 — negl(n) .
i<| Al
Indeed, conditioned on —E?, the view of A after the first i queries is information
theoretically independent of b. So to show that ~E**! occurs with overwhelming prob-
ability, it is enough to show that, if it does not occur, A can reconstruct b from its view

in the first 7 queries. Indeed, if the first i + 1 queries contain ¢, ¢’ satisfying Ea, then

b=r @1, where r is the decryption of ¢ and 7’ are the first n bits of ¢'. O

We now claim that, even given the oracles Hgy, Rs, Rk s, the encryption scheme

using sk is still semantically secure.

Claim 3.3.3 (semantic security). Let A be a polysize distinguisher, then:

{AHsk,Rs,Rsk,b,s(Encsk(o))} ~. {AHsk,Rs,Rsk,b,s(Encsk(l))}

sk,s,b sk,s,b ’
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where the distributions are also over the randommness of all involved probabilistic func-

tions.

Proof. We first note that by Claims 3.3.1,3.3.2, we can replace Rg s (in both distri-
butions) with a random function that is completely independent of sk. Now, the claim

follows directly from the CCA-1 security of the encryption scheme, just as in [16, Claim
3.7]. O

Next, let A be a polysize adversary with oracle access to the (probabilistic) functions

Ask,cu IHIskv RS7 Ra,b,m Rsk,b,s .

We define E to be the event that A produces distinct queries (g,¢") to Ry and
Rs, respectively, such that ¢ = ¢’ ® a.

Claim 3.3.4. Prj s [E] < negl(n).

Proof. First, we note that the event F is testable given a and thus, it is enough to show
that the claim holds when PRFg is replaced by a truly random function R. Now, assume
towards contradiction that E occurs with noticeable probability ¢ = ¢(n). Then, there
exists an ¢ < |A| such that, the event E first occurs in the i’th query that A makes
with noticeable probability /|.A|. We consider an hybrid experiment where, for the
first ¢ —1 queries that .4 makes, R, g is replaced with an independent random function
R'. The view of A still has the same distribution because the first i answers to Ry p r
are uncorrelated to the answers of Rp. The latter is true since the queries are not
correlated by a, and they’re also uncorrelated with the answers of Rgy j g, which can
be thought of as an independent function, because it has different input length.

Thus, in this hybrid experiment, E still occurs for the first time in the ¢’th query with
probability £/|.A|. Now, after replacing R, r with an independent random function R/,
for the first i —1 queries, we can think about a new adversary A; that halts after making
the ¢’th query. By semantic security Claim 3.3.3 (and a standard hybrid argument), we
can replace the oracle Agy , with a new oracle Agy o», while affecting the probability that
FE occurs only by a negligible amount. Now, the view of A; is information theoretically
independent of a, and thus the probability that it outputs two queries g, ¢’such that

a = q @ ¢ cannot be noticeable, leading to the required contradiction. O



44 CHAPTER 3. UOFS AND RESETTABLE CRYPTOGRAPHY

Putting things together Now, for any adversary A, with oracle access to the func-

tions
Ask,a, I['Hska RS) Ra,l),Sv Rsk,b,s ;

we can first replace all applications of PRFg with a truly random function R; then,
by Claim 3.3.4, we can replace R, r with an independent random function R'; now,
we can invoke semantic security (Claim 3.3.3) to replace Ag, with Agy gn, and finally
we can invoke again Claims 3.3.1,3.3.2, to replace Rgy s with another independent
random function R”. Overall, each change affects the probability that A outputs b,
only by a negligible amount; however, the view of A in the final hybrid is information

theoretically independent of b, and thus, A cannot output b with noticeable probability.

Deducing unlearnability of f; Recall that, in the function fi, Ag 4, Hsk are re-
placed with invoker randomizable deterministic n-fold variants. However, the view of
an adversary interacting with f; can be simulated from the above oracles. Indeed,
first note that we can replace Ag 4, Hsk by their invoker-randomizable deterministic
variants: every new call (y,7) to Gyeys is answered according to probabilistic oracle
Giey(y), and repeated calls are answered consistently. Then, we can replace any oracle
G with its n-fold variant G: every call to G is replaced by n calls to G.

This completes the proof of Lemma 27. 0

3.3.4 Non-Black-Box Learnability

We now prove that Construction 3.3.1 is non-black-box learnable in the sense of Defi-
nition 18. The high-level ideas behind the proof are given in Section 3.1.6.

We describe the extraction procedure. As a first step, we describe an extractor that
is only required to work for circuits that perfectly compute each one of the underlying
functions, and where Ay , ¢, Hg ¢ are given in their 1-fold version. Then, we will ex-

plain how to generalize this extractor for the case of faulty circuits, where A% H,

sk,a,s’? /

,S

are in their n-fold version.

Construction 3.3.2. Let C be a circuit that perfectly implements a function fi, € F,
consisting of circuits {AA HE o, RS, RS, G RE bs} that perfectly implement each of

sk,a,s’? a,b,s’

fr’s underlying functions. Let Ay , o (U) and Hy (c,c’,®;U) denote the distributions

sk,a,s’
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of AL (r) and HE

, . . . .
sk.as Sk’ms,(c, c,®,r), when invoked with uniform invoker randomness r.

The extractor & works according to the following steps:

Step 1: obtain an encryption c, of a from AL (U).

sk,a,s’

Step 2: construct a circuit Cyy, that maps a to b, and homomorphically evaluate it on
Ca, using Hy o (+;U), to obtain an encryption ¢, of b. The circuit Cqy is constructed

according to Algorithm (1).

Input: a (allegedly a = a)
1. sample 7 < {0,1}"
2: obtain ans < R2(r)
3: obtain ans’ <~ R}, (a @)
4: return ans @ ans’
Algorithm 1: The a to b circuit - C,

By the definition of the oracles RS, (a @ 1) ®RL(r) =b® PRFs(a ® a ® r) @ PRF(r),
which is indeed b when a = a.

Step 3: transform the encryption ¢, of b into b according to the procedure Cy, given by

Algorithm (2).

Input: An encryption ¢ of b (allegedly b= b)
1: sample r < {0,1}"
using HZ . (+; U), homomorphically compute from ¢ a new encryption ¢’ of b r
obtain ans Rk p,s(c’)
obtain ans’ + Rq(r||pub(c’))
return ans @ ans’
Algorithm 2: The b decoding procedure - C,

By the definition of the oracles Ry s(c') ®Rs(r|[pub(c’)) = bBPRFs(b@b@®r||pub(c’)) @
PRF(r||pub(c’)), which is indeed b when b = b.

Extraction from circuits with detectable errors We now move to describe our

actual extractor & that can extract b, even from a circuit C' that approximates the

A
sk,a,s’?

underlying functions related to fr € F, and where A HY, , are given in their
n-fold versions. The distributions on which the approximation holds are described
following the construction, and are not needed for the description of the extractor, but

only for its analysis.

Construction 3.3.3. Let C be a circuit that perfectly implements a function fi, € F,

sk,a,s’? “sk,s’? a,b,s’

fr’s underlying functions. Let &§k7a7s,(U) and HA

sk,s’

consisting of circuits {&A fia R2,R:, GRS bs} that perfectly implement each of

(c,c',®;U) denote the distributions
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of &ﬁkﬂ’s,(rl, ooy Tn) and ]I/-]\ISAM’S,(C, d,®,11,...,1rn), when invoked with uniform invoker
randommness ri,...,7y.

The extractor € runs a robust “parallel emulation” of £. The emulation follows the
same steps as the extraction above only that it augments each one of them. We first

describe how homomorphic ciphertext operations are emulated, and then describe how

to augment each of the extraction steps.

Homomorphic operations on n-fold ciphertexts In the parallel emulation, £ s

A

given access to the n-fold versions Ask,a,

g and ]ﬁlﬁk,a,s, of the cipher producing oracles.
These functions output n-fold ciphertexts; namely, a ciphertext for any single bit m is,
in fact, an n-fold cipher consisting of n (1-fold) ciphers, each encrypting the bit m.
We shall think of n-fold ciphers encrypting n-bit strings as a matrices, where each row
15 an n-fold encryption of a bit, and each column is a 1-fold encryption of the entire
string.

In the parallel emulation, homomorphic operations are done on n-fold bit encryp-
tions. Specifically, given two n-fold ciphers € = (c1,...,¢,) and & = (c},...,c,). For
each pair of bit encryptions (c;, c}), & obtains n samples from ]ﬁISAk’S,(cZ-, c;,®;U). Each
of the n samples are either L or an n-fold cipher. If at least a 177‘/3—]”7’@7%071 of the
samples are not L, & continues with the first n-fold cipher as the result of the homo-
morphic operation; otherwise, & continues to the next pair of ciphers. If none of the
pairs produced sufficiently many samples, & aborts.

We now describe emulation Steps 1-3 in the parallel emulation.

Step 1: try at most n times to sample an n-fold encryption My of the string a from
Aisk,s’(U)' If all n samples resulted in L, & abort.

Step 2: construct a circuit Cy,y, that maps a to b, and homomorphically evaluate it on
M, to obtain an n-fold encryption My of b. The circuit Cqy, is constructed according to
Algorithm (3), and is an amplified version of the circuit constructed in Algorithm (3).
Step 3: transform the encryption My of b into b according to the procedure Cy, given by

Algorithm (4 ), which again is an amplified version of Algorithm (2).

The approximated distributions We define d = O(1) distribution ensembles (or
samplers) Di,...,Dy. For the extractor £ to work, the circuit will be required to

(1 — 0, D;)-approximate each of these distributions. The distributions are:
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Input: a (allegedly a = a)

1:

10:

2
3
4
)
6:
7
8
9

sample 71, ...,y < {0,1}"
for j € [n] do
obtain ans; < R& ()
obtain ans; —Rops(@a®ry)
: end for
if 35 € [n] such that ans; and ans’; are not L then
return ans; @ ans]
. else
return |
end if

Algorithm 3: The amplified a to b circuit - Cy

Input: An encryption M of b (allegedly b = b) )
M has rows (C1,...,Cy), where C; is an n-fold cipher encrypting b;

1:
2:
3:

10:
11:
12:
13:
14:

sample 71, ...,y < {0,1}"
for j € [n] do

homomorphically compute from M a new matrix M" with rows (&}, ...

where C; encrypts the i-th bit of r; = b
for k € [n] do
set Cp = (1 [k],...,C,[k]) to be the column M'[k],
which is a 1-fold encryption of 7
obtain ans;; < Ry p(C;)
obtain ans’ ;. < Rs(r’[|pub(cj))
end for
end for
if 35,k € [n] such that ans;; and ans’;; are not L then
return ans;; & ans;k
else
return |

end if
Algorithm 4: The amplified b decoding procedure - Cj,

47
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* D&sk a COHSiStS Of n random Strings Tl? ctt T’n 6 {07 l}poly(n)

4

(r; is thought of as “invoker randomness” for an n-fold encryption of the bit a;).

e For each operation ® (from the universal set of gates) and every pair of bits (z, z'),
D}%’x’z/ consists of n random strings rq,...,r, € {0,1}P°Y(™ (for n-fold encryp-
sk

tions of z ® ), and random 1-fold encryptions (c,c’) under sk with underlying

plaintexts (z, ).
e Dy consists of a random string 7 € {0, 1}".

° DH’@"Q consists of a random string r € {0,1}", and n independent samples from

PubSamp(1™) of random “public parts of a cipher” as defined in 25.

e Dg_, . consists of a random string r € {0,1}".

a,b,

e Dg,,, consists of a random 1-fold encryption (c1, ..., cp) to the bits of a random

string € {0, 1}".

In addition, each of the distributions D above also includes an index ig € [5], indicating

which function G € {Ask,a,sHHsk,sHRsﬂ Ra,b,a Rsk,b,s} to invoke.

Key-independent sampling Recall that in Definition 18 for d-distribution robust-
ness, we do not require that each one of the distributions Dy, ..., D, is efficiently
samplable independently of the key k. While almost all the above distributions can be
sampled independently of k, the distributions of the form D%S’f’x, may not be samplable
without the secret encryption key sk, even given (z,2’); indeed, we only assume sam-
pling of ciphers for random plaintexts (Definition 26). We do require, however, that
the distributions {D;} are jointly key-independent (Definition 19), implying that, for
a random i* < [d], we can sample from D;~, independently of & (in Definition 19 this
sampler is denoted by D*). In our case, this is satisfied due to random ciphertext gen-
eration: instead of sampling at random z,z’ € {0,1}, and then sampling encryptions
(c,c) of (z,2"), we can directly sample two independent ciphers of random bits using

RanSamp.

Remark 28 (One uniform distribution). In the general Definition 10 of unobfuscat-
able functions, we allow the distribution ensemble D to be an arbitrary samplable dis-
tribution. As mentioned in Remark 12, we can consider a more strict (but natural)

definition where D is required to be the uniform distribution. Our constructions can
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actually achieve this notion. Indeed, the input distribution in our eventual construction
1s the distribution D* as defined in Definition 19, with respect to D1, ..., Dg above. The
distribution D* can be made uniform.

Specifically, the distributions D1, ..., Dg, using the symmetric key encryption de-
scribed in Section 3.3.1, the sampler for random public parts PubSamp and the sampler
for random ciphers RanSamp both output uniformly random strings. So each distribu-
tion D; described above simply consists of a random strings (of some length) and an
indez ig € [5]. In particular, by appropriately padding with extra randomness, we can
think of each of the n blocks of D* as a uniform string representing a random ig € [5],
plus an extra random string representing the input to G. (There is an extra technical
issue that can be taken care of: the index iy is output by several distributions 25]-, and
not just one, which may skew the uniformity of ig; however, this can be taken care of

by artificially adding more indices to represent ip.)

We now move on to proving that the construction described in this section is non-

black-box learnable.

Lemma 29. F given by Construction 3.53.1 is non-black-box learnable in the sense of

Definition 18.

Proof. We start by giving a roadmap to the proof; the high-level ideas behind the proofs

are described in the introduction.

Roadmap for the proof We analyze the success of the extractor given a circuit
that successfully answers (does not output L or errs) with probability 1 — §, for each
of the distributions Dy, ..., D, above, where § < 27° is a constant. Our first step is
to show the completeness of homomorphic evaluation; namely, that when the extractor
performs homomorphic operations (in its parallel emulation mode), it will almost never
get stuck, and will almost always obtain a new n-fold cipher representing the result of
the homomorphic computation. At the second step, we will prove that the circuit C,
constructed by the extractor indeed performs properly; that is, it maps a to b. Finally,
we will show that the procedure Cp, when given the n-fold encryption of b produced by
g , successfully outputs b.

Throughout the analysis, we will condition on the event that the circuit C' (that we

extract from) does not make any undetectable errors (i.e., C(q) ¢ {fx(¢),L}) on any
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query ¢ sampled by the extractor for one of the functions implemented by the circuit.
Recall, that the probability of an undetectable error is v(n), and the total number of
queries made by the extractor is bounded by some poly(|C|,n). Thus, this condition is
violated and may cause extraction failure with probability at most v(n) - (|C] - n)°W,

which is counted within the failure probability of the extractor.

Completeness of the homomorphic evaluation phase We call a pair of 1-fold

ciphers (c,c’) encrypting a pair of bits x and 2’ good for ©® if
Pr [HA (c,d, ©;U) J_] >1-5 ,

where ﬁfk(c, c,®;U) is as defined in Construction 3.3.3. We say that a pair of n-fold
ciphers (G, ), each encrypting a pair of bits x and 2’ is good for © if there exists i € [n]
such that the 1-fold pair (c[i],c[¢]) is good for ®. We say that a pair of n-fold ciphers
is good if it is good for any operation ©.

Since the circuit ]IT]ISAk answers Dgs’::’x/, where (c,c’) are random, with probability
1— 6, it holds that at least a (1 — v/§)-fraction of the cipher-pairs encrypting (z, z') are
good for ®. Therefore, a random pair of n-fold ciphers is not good with probability
at most 62 - d (indeed, the number of distributions d is a bound on the number of

operations ©®). We will use this to show:

Claim 3.3.5. The extractor & does not abort during the homomorphic evaluation phase,

except with probability 2= . (|C| - n)°W.

Proof. We first claim that, except with probability 2= . (|C| ~n)0(1), for every two
n-fold ciphers € and ¢ that are produced during the execution of g (at different times),
the pair (€, ) is good. Indeed, note that any two executions of the circuit ]I?HSAk produce a
pair (¢, ') that is not good only if the corresponding two executions of the function ]ﬁlsk
(that, unlike its approximation, never outputs L), given the same inputs, output such
a pair. Moreover, since ]ﬁlsk is invoker randomizable, the output of any two executions
is uniformly distributed over all pairs of n-fold ciphers, and, therefore, is not good
only with negligible probability § 2 . d; in particular, this is also the case for any pair

produced by an execution of the circuit I?]I_fk. The same argument holds for any pair

A
a,sk

of n-fold ciphers generated by the circuit A (or for mixed pairs created by the two

circuits). The bound concrete 2~ . (|C| - n)o(l) bound is obtained by taking a union
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bound over at most (|C| - 7)Y calls made to the above oracles.

We now claim that, except with probability 2= . (|C| - n)o(l), the extractor does
not abort during the homomorphic evaluation phase. We condition on the (overwhelm-
ingly often event) that the extractor only runs homomorphic operations for good pairs.
First, note that, during Step 1, & aborts only if all n samples from &ﬁ,sk’s,(U) are 1.
Thus, because the circuit Zkfh ., answers on ﬁAsk,a with probability 1 — 4, & aborts with
probability at most 0. In any other step, when £ is running a homomorphic opera-
tion ® for a good pair of n-fold ciphers (¢,c’), there always exists some i € [n] such
that the pair of ciphers (€[¢],c[{]) is good for @. Therefore, each of the n samples
(c[i],c'[i], ®; U) are not L with probability at least 1 — /5. Recall,

that € aborts only if it fails to obtain more than 172‘/3—fraction of the samples in all

T A
drawn from Hsk,s’

iterations; however, this would occur in the good iteration i only with an exponentially

—Q(n)

small probability 2 . Again we take a union bound over at most (|C| - n)O(l) oracle

calls. O

Completeness of the circuit C,;; We now show that the probabilistic circuit C

constructed by the extractor (almost always) returns b on input a as required.

Claim 3.3.6. Prc,,[Cop(a) # b < 2720,

Proof. Recall that C, 3, given a as input, samples n random strings ri,...,7,, and
queries Rq(r;), Ryps(a @ 1) to obtain b; this succeeds if both oracles did not output
1 which is the case with probability 1 — 2§. The probability that none of the n trials

succeeds is at most (1 — 24)". O

Completeness of the procedure C;, We now show that the procedure C} (almost

always) returns b on the n-fold encryption of b produced by the extractor.

Claim 3.3.7. Let C be the n-fold encryption of b produced by SA, then
Pr(Cy(e) =4 2 1 - 2% - (jC] - )
b

Proof. Throughout, we condition on the (overwhelmingly often) event that homomor-
phic operations do not fail, which is the cause for the (|C| -n)o(l) factor in the final
probability. Let ¢ be a random 1-fold encryption of a random n-bit string r, then

c is answered by Rgps with probability at least 1 — . For such a random c, let
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r(c) = Decg(c) be the underlying plaintext, and let pub(c) be the public part of c.
Then (b & r(c), pub(c)) is answered by Rs with probability at least 1 — §; indeed, a
random cipher of a random string, such as ¢, induces a random pair (b @& r(c), pub(c)).
It follows that with probability at least 1 — 20 over the choice of ¢ both of the above

queries are answered, we call such ¢ - good.

We say that r is good if a random 1-fold encryption c of r is good with probability
1 — +/20; in particular, we know that there is a (1 - 25) -fraction of good 7’s.

Next, for a fixed r, let the matrix M be an n-fold encryption of r, with rows
(C1,...,Cn), such that each c; is an n-fold cipher encrypting the bit r;. We say that
such a matrix M is good if one of its columns M [j| = (¢i[j],...,Cn[j]) is a good (1-fold)
encryption of the string r (as defined above). By the previous paragraph, it follows
that if r is good, then a random matrix M encrypting it is not good with probability

at most (29) 2,

Now, recall that, for random (ri,...,r,), Cp generates for each r = r; a matrix
M' encrypting v = b @ r, where the i-th row of M’ is an n-fold cipher encrypting
the bit r,. Fix any such row of the matrix M’, and recall that this row is generated

homomorphically from a pair of ciphers (c,c’). We claim that, except with negligible

probability, Pr ﬁfkﬁ,(c, d,o;U) # 1| > 1_4‘/5; otherwise, the homomorphic evaluation
procedure would skip (c,c’) with overwhelming probability. Indeed, the homomorphic
procedure always evaluates the above probability, and skips any pair of ciphers whose
estimate is worst than 1_7‘/5. Next, note that the output of the (non-aborting) invoker-
randomizable function ﬁsk,s/(c, c,®;U) is uniformly distributed over all n-fold ciphers
of rl. It follows that the i-th row of M’ sampled from the circuit }ﬁlﬁk’s, (c,cd,®;U)

is uniformly distributed over at least a 1_T\/5—fraction of all n-fold ciphers encrypting

the bit 7}. Since this holds for every ¢, the matrix M’ is uniformly distributed over a

(1—\/3

n
1 ) -fraction of all random cipher matrices encrypting r’.

It now follows, that for any good 7/, the matrix M’ encrypting r’ = r & b produced

by Cj is good, except with probability (1(21‘?5,2)” < < E% )" < 279 for our choice

of § < 275, Since a <1 — 25>—fraction of the r’s are good, and our extractor tries n
such r’s, with overwhelming probability the extractor will go through a good matrix
M’ with probability 1 —27%®). In such a case, the answers ans; ;, and ans’ ;. it obtains

from the oracles Ry s and Rg are not L, and b = ans;;, @ ans; i as required. ]
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This concludes the proof of Lemma 29.

3.3.4.1 Necessity of One-Way Functions

We show that one-way functions are not only sufficient for constructing robust unobfus-
catable functions, but also necessary given the natural requirement of a unique-witness

unlearnable relation noted in Remark 14.

Lemma 30. Robust unobfuscatable functions with unique witness unlearnable relations

imply one-way functions.

Proof. Let F = {fi : {0,1}" = {0,1}"};c(0,13n nen be a family of robust unobfuscat-
able functions. For simplicity, let us also assume that the family is %-robust with
respect to the uniform distribution ensemble D = Y. (By Claim 17, %—robustness can
be amplified to full robustness, so this is WLOG . Also, the proof easily generalizes

to an arbitrary samplable distribution ensemble D). We define a one-way function

© = {pn} as follows: @, : {0, 1} - {0,1}*, and

(kamla'--,xm) ’ﬁ> (fk(ajl)?"'afk;(xm)al’l,'"7xm) )

where m(n) = 2n.

We next show that ¢ is one-way. For any k € {0,1}", we denote by zj its corre-
sponding unique unlearnable secret. First note that for any (k, k") such that zx # 2,
the agreement between fi and fi/ is at most 2/3. Indeed, if that was not the case, we
could construct a circuit Cynys that given input z returns fi(z), only if fi(x) = frr(x),
and otherwise returns L. This circuit computes both functions with probability at least
2/3 (without making errors); however, in this case the robust extraction guarantee, im-
plies that the extractor outputs z € Rz(k) NRx(k") = {21} N {zk}, which means that
2K = 2k

Thus we can deduce that for any k € {0,1}":

L L e ﬂ{k’e{o,l}“}l'@)msg)n.
o Vi€ [m] s filws) = far (i)

It follows that any algorithm that inverts ¢ with noticeable probability, outputs
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k' such that zp = zi; in particular, such an algorithm directly implies a learner that
breaks the black-box unlearnability of F with respect to its unlearnable relation R x.
This learner would simply query its oracle fr on m random points, run the inverter to

obtain k¥’ and compute 2, = 2. O

Remark 31. We note that the above lemma also holds if we consider a weaker form
of robust unobfuscatable Turing machine families, whereas non-robust unobfusactable
Turing machine families can be constructed without any computational assumptions (see

[16]). In addition, the above also holds given a weaker inefficient extraction guarantee.

3.3.5 More Efficient Extraction from Fully Homomorphic Encryption

In this section, we discuss the running time of the extractor and its effect on applica-
tions. We analyze the running of the extractor corresponding to Construction 3.3.1,
and also present an augmented construction with more efficient extraction based on

fully homomorphic encryption.

The extractor & given by Construction 3.3.3 evaluates each of the functions
RsAvRﬁ,b,yRsAKb;’ implemented by the input circuit C, poly(n), for some fixed poly-
nomial poly. However, some of these evaluations are “homomorphic evaluations” of
the circuit C' on certain encryptions. Since each homomorphic operation is performed
by evaluating the function Hﬁkﬁ, implemented by C, we get that the total running of
£ is poly(n) - |C|2. (In particular, after applying the transformation from Lemma 17

to obtain robust unobfuscatable functions for an arbitrary approximation parameter ¢,

the running time of the extractor is poly(n) - (|C|/¢)%.)

As discussed in Section 3.1.5, and will be further discussed in Section 3.5.4.2, im-
proving the ratio between the running time of & and |C| has applications to reducing the
round complexity of resettably-sound and simultaneously-resettable ZK. By replacing
the symmetric encryption in Construction 3.3.1 with fully homomorphic encryption we
can improve the running time of Eto poly(n)-|C|; namely, we can make the dependency
on |C| linear instead of quadratic.

The main idea is that now & is able to perform each homomorphic operation on its

own in time poly(n), without evaluating the entire circuit C', implementing the function

TrA
Hsk,s’ :
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The augmented construction We start by overviewing the basic properties needed
by the encryption scheme, compared to those of the previous one. First, we require

that the scheme is fully-homomorphic and rerandomizable in the following sense:

Definition 32 (Rerandomizable encryption). A bit encryption scheme (Gen, Enc, Dec)
s rerandomizable if there exist an efficient ciphertext rerandomization algorithm ReRan
such that and a public ciphertext sampling algorithm RanSamp, such that for every

sequence of ciphers (encrypting a bit) and secret keys {Cn,skn},cn-

{ReRan(cy)},,cny ~s {RanSamp(Decq,, (¢n))) bren -

(Statistical indistinguishability can be naturally relaxed to computational.)

Known fully-homomorphic encryptions schemes from the literature (e.g., [46]) sat-
isfy such a rerandomization property. This is usually done to guarantee function pri-
vacy, and is achieved by adding to evaluated ciphertexts a sufficient amount of noise.
In our case, we would like the noise to be taken from a fixed distribution that does not
depend on the evaluated circuit (in our context, the circuit we extract from); this can
be ensured using the standard noise-control techniques, such as bootstrapping [88].

In our modified construction, the learner will not have access to a function that
performs homomorphic ciphertext operations and therefore we no longer require that
the encryption is CCA-1. Additionally, our previous requirement of random cipher-
text generation is subsumed by the above rerandomization property (by publishing
encryptions of 0 and 1 that can be rerandomized).

Recall that, in Construction 3.3.1, we required that the underlying encryption
scheme is decomposable (according to Definition 25). We will make the same require-
ment for the augmented construction. We next show that, in fact, any homomorphic
encryption scheme can be also made decomposable, while preserving homomorphism

and rerandomization.

Construction 3.3.4 (Making homomorphic encryption decomposable). Let
(Gen, Enc, Dec, Eval) be a fully homomorphic encryption scheme. We construct a de-

composable fully homomorphic encryption scheme (Gen’, Enc’, Dec’, Eval’) as follows:

e Gen' is identical to Gen.
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e Enc’ on a secret key sk and plaintext b € {0,1}, samples a random bit r from

{0,1} and outputs Encs(r)|[b & 7.
e Dec’ on a secret key sk and ciphertext c||r, outputs r & Decg(c).

e Eval' on a pair of ciphertexts c1llr1 and col|ry encrypting by and by, and an oper-
ation @, samples a bit v <— {0,1} and outputs c||r where the ciphertext c is com-

puted homomorphically (using Eval) from (c1,ca,71,72,7) to encrypt by ® by @ r.

e [f the original scheme has a rerandomization algorithm ReRan, the new scheme
has a rerandomization algorithm ReRan’ that on input ciphertext c1||r1, sam-
ples a random bit v from {0,1}, homomorphically computes a cipher ¢ such that

Dec(c1||r1) = Dec(c||r) and outputs ReRan(c)||r.

The algorithm pub on input ciphertext c||r outputs c. (As remarked in Section 3.3.1,
the algorithm PubSamp can be implemented by sampling a random cipher of a random

plaintext and applying pub.)

Theorem 33. Assuming rerandomizable homomorphic encryption, there exist a family

of robust unobfuscatable functions, where the running time of the extractor E(C,1™) is

poly(n) - |C].

Construction 3.3.5 (Robust unobfuscatable functions with efficient extraction). The

construction is a variant of Construction 3.3.1 with the following modifications:
e The encryption scheme is rerandomizable and fully homomorphic.
e The function fi will no longer evaluate the function ]ﬁlsk.

o When making the function Agq deterministic, a standard PRF can be used (in-
stead of one that is invoker randomizable). In addition, the n-fold &Sk’a can be

replaced with the 1-fold version Agy .

Proof sketch of Theorem 33. The proof of black-box unlearnability is similar to the
proof of Lemma 27. In the proof of non-black-box learnability, the main modification
we introduce to the extractor given by Construction 3.3.3 is in the emulation of cipher-
text operations. Specifically, ciphertexts are no longer represented by n-fold ciphers;
instead, values of intermediate wires in the homomorphic evaluation performed by & are

represented by a single ciphertext, and homomorphic operations are performed using
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Eval (instead of using the function ]ﬁlﬁk’s,). Also, the circuit (', is given one encryption
of b instead of n encryptions. C} will now use the ciphertext rerandomization algorithm

ReRan to generate n random encryptions of b. O

3.4 Publicly-Verifiable Robust Unobfuscatable Functions

In this section, we define publicly-verifiable robust unobfuscatable functions. In Sec-
tion 3.4.1, we show how to construct them from robust unobfuscatable functions (using
a general compiler). We also show that such functions imply error-robust unobfuscat-
able functions. Throughout, we shall simply call them verifiable (rather than publicly-
verifiable).

At high-level, a verifiable robust unobfuscatable family F is associated with a key
generation algorithm Genz that samples a secret key k and a (public) verification key

vk. The verification key has two purposes:

e Public verification of the unlearnable relation. vk allows verifying any
candidate witness for the unlearnable relation R; namely, given z, it can be
efficiently checked whether R z(vk,z) = 1, whereas in Definition 10, the secret

key k is required for verification.

e Public verification of an image property. Intuitively, vk is meant to allow
verifying that a given value a is indeed the correct evaluation of f; on some
known input g. We generalize the latter so that vk allows to verify a given
property of a candidate image a for fi(q), for a given input ¢. Specifically, the
family is associated with an efficient relation Verr, where Verr(vk,q,a) = 1 only
if the pair (g, a) satisfies a given property with respect to fx. For example, fi may
consist of two functions ( fx,, fi,), and Verr may verify that a pair (¢1,a1), (g2, a2)
is such that either ay = fx,(q1) or a2 = fi,(g2). We will require that Verr has a
completeness property, implying that it is always the case that, if a = fx(q), then
Verr(vk,q,a) = 1.

The black-box unlearnability property is defined just as for robust unobfuscatable
functions, except that it should hold also against learners that are given the verification
key vk. The non-black-box learnability property is strengthened: in the definition of

robustness, the extractor was required to work for any C that agrees with the function
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on a given distribution D = D(1™); now, we require that extraction works, even if the
circuit C' may never produce a = f(q), but does produce a’s such that Verz(vk, q,a) =
1 with high-probability over inputs drawn from D. In particular, the circuit C' is allowed

to output undetectable errors a ¢ {fx(q), L}.

Definition 34 (A verifiable robust unobfuscatable function). A family of functions
F, with efficient key generation algorithm Genx, and image verification relation Verr,
1s a verifiable robust unobfuscatable family with respect to NP relation Rr and input

sampler D if it is:

1. Black-box unlearnable: For any poly-size learner L and any n € N:

P k,2) € RF: 2+ LI*(vk)] < negl(n) .
e L0k 2) € R 2 e LI (0h)] < negl(n)
2. Non-Black-box learnable: There exists an efficient extractor £ such that, for
any function ¢ = &(n) > 2=V gl large enough n € N, any secret key and

verification key (k,vk) € supp(Genxz(1™)), and every circuit C' such that

q<—D€l")[ err(vk,q,a) a (@] =€,

& extracts z € Ry(vk) from C':

P;r [(vk,z) € Rr:z+ E(C, vk, 1", 1Y) >1—27%M) . |00

3. Verification completeness: For any (k,vk) € supp(Genz(1"™)), and for any q
in the domain of fi, Verr(vk,q, fr(q)) = 1.

Remark 35 (Extraction against computationally bounded circuits). Extraction in the
above definition is information theoretic, and does not require an explicit bound on the
size of the circuit C' from which extraction is made. The definition can be naturally
relazed to only support extraction from poly-size circuit families, in which case there
will be some negl(n) error in the extraction probability that depends on the concrete

family at hand. (See also Remark 15.)

We now observe that verifiable robust unobfuscatable functions imply error-robust

unobfuscatable functions.
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Lemma 36. Any verifiable robust unobfuscatable function family G can be transformed

into an error-robust unobfuscatable function family F (according to Definition 11).

Proof. The transformation from G to F: a key k' for a function fp € F is a pair
(k,vk) consisting of a key k and a corresponding verification key vk for a function g.
The input sampler D is the same as for F, and the function fis is defined as follows:
given an input q < D(1"), fir(q) returns (gx(q),vk). The unlearnable relation R x is
{((k,vk),z): z € Rg(vk)}.

First, black-box unlearnability of F follows readily from that of G. We show non-
black-box learnability. Let C be any circuit that (% + &, D)-approximates fi even
with errors (where D = D(1")). The extractor £ will first obtain O (n/e) samples
(q,C(q)), for ¢ < D. It will then identify the single verification key vk such that
k' = (vk,k); by a Chernoff bound, this can be done with probability 1 — 2-%() by
taking the majority. £ will then construct from C' a new circuit C’ that (% +¢,D)-
approximates fr in the sense of Definition 34. This is simply done by verifying each
and every answer by Verrz(vk,-,:). The completeness of Verr says that Verr would
only filter out outputs on which C' does not agree with the function g, implying that

P V k =l:a=C" >e .
q<—'D{1”) [ el’]:(U aQ7a) a (Q)] Z €

Thus, the extractor £ can run the underlying extractor £ and obtain z € Rg(vk)
with probability 1 — 27" . |C|O0), 0

3.4.1 Constructing Verifiable Robust Families

We now show how to construct verifiable robust families from robust families with a
hardcore secret (Definition 21). (Recall that the latter can be constructed, in turn,
from any robust family with a unique-witness unlearnable relation, such as the family

given by Section 3.3).

Theorem 37. Assuming trapdoor permutations, any robust unobfuscatable G with re-
spect to a hardcore family {HC,}, can be compiled into a verifiable robust family F
(according to Definition 34).

Proof. We prove the theorem in two steps: we first show how to augment the key

generation procedure of G so that it would also produce a verification key and define
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a corresponding (publicly-verifiable) unlearnable relation. G will be robust also with
respect to the new relation, but still only against detectable errors. (This does not
involve changing the functions in G themselves, but only the key generator.)

Then, in the second step, we show how to transform G (with its augmented gener-
ator) into a new family that also has a public-verifiable image property, and will now
be robust in the stronger sense of Definition 34 (i.e., extraction is guaranteed whenever

the image property is satisfied with high probability).

Step 1 - a family with a publicly-verifiable unlearnable relation. Given a
family G with a hardcore family {#C,}, we define a new key generator Genr(1") that
samples a (private) key k <« {0,1}" (defining a function gx € G), together with a
public key vk = (h,y), where h < HC,, is a randomly chosen hardcore function, and
y = @(h(k)) for a one-way function ¢. We then define the publicly verifiable unlearnable

relation to be

Rg - {(vk,z) | vk = (h7 y)vy = SD(Z)}

Claim 3.4.1. G is black-box unlearnable with respect to the relation Rg in the sense of
Definition 34; namely, even given a verification key. Also, G is non-black-boz learnable

in the sense of Definition 10 with respect to the relation Rg.>

Proof. First, we show that a randomly chosen g; € G is black-box unlearnable with
respect to the relation Rg, even given a corresponding verification key vk. Recall that
h(k) is pseudo random, even given black-box access to g and h. Thus, any learner
that manages to satisfy Rg would also manage to do so had we given it ¢(u), for an
independent random w, which contradicts the one-wayness of .

Non-black-box learnability of G with respect to the relation Rg follows directly
from the unlearnability of G with respect to the hardcore family HC (as given by
Definition 21. Indeed, given a circuit that (e, v, D)-approximates g, and vk = (h,y),
we can invoke the extractor given by Definition 21 to obtain h(k), and thus obtain a

pre-image in ¢~ 1(y) as required. O

2Formally, non-black-box learnability in Definition 10 addresses the ability to learn a witness for a
given privately-verifiable relation. Here we think about the natural analog: we can extract a witness
with respect to the publicly-verifiable relation Rg.
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Step 2 - public-verification of an image property. The family G, after being
augmented as above, still does not have a publicly-verifiable image property. We now
construct from G a new family F that will already satisfy all the requirements of a

verifiable robust family, as given by Definition 34.

The basic idea is to embed in the function’s answers rZAPs (namely, ZAPs that
are resettably witness indistinguishable, see Section 3.5.1) attesting that the answer
is consistent with a given function determined by the verification key. However, to
securely use rZAPs, we first need to establish a proper statement with at least two
valid witnesses. We use a similar idea to that used in [58, 78] of using a WI proof
(or rZAPs in our case) in order to get a witness-hiding proofs for statements with two

independent witnesses. Details follow.

Each function fj in the family F consists of two independent functions gy, and g,
sampled independently from G, randomness s for an rZAP, and two random strings
(ro,71); the secret key k is set to be (ko, k1,s). The corresponding verification key vk
will consist of the two verification keys (vkg, vky) sampled with the above to functions
(as defined in Step 1), as well as two commitments Cy = Com(kg), C; = Com(k;),
and a third commitment C = Com(b), to a random bit b < {0,1}" (the commitments
are non-interactive and perfectly binding as defined in Section 3.5.1); overall, vk =
(vko, vk, Co,Cy,C). The input sampler for F is given by the product D =D x U,
namely it consists of an input for the underlying (gx,,gx,), and a random string r,
which will be a uniformly random first message for the rZAP. The length of r is chosen

so to guarantee a soundness error of at most 272",

The function fi, given an input (g,r), computes ag = gk, (¢) and a1 = gg, (¢), and
then treating r as the first message of an rZAP, and using the rZAP randomness s,

computes an rZAP proof for the statement

CO = Com(k:g;ro)
¥(Co,C1,C,q,a0,a1) := ¢ {C=Com(0)} Vv /\

ag = Gk (Q)

C1 = Com(kl;rl)
{C = Com(1)} v ;

a1 = Gk, (Q)

This statement has two witnesses: one witness consists of the bit b and randomness for

the commitment C, as well as the key k1_p, and randomness for the commitment Cq_y.
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The second witness consists of the two keys (ko, k1) and the randomness corresponding
to both commitments (Cp,Cy). The function fj correctly computes ap = g, (q), for
both b € {0,1}, and gives the proof using the second witness.

Finally, the unlearnable relation for the new family F will be:
Rr = {((’Ukjg,vkl, Co, Cq, C),Z) | A Rg(vko) Vze Rg(vkﬁl)} ;

namely, z is a witness if it is a witness for either one of the underlying verification keys

vk or vk;.

Claim 3.4.2. The function family F is verifiable and robust according to Definition 34.

Proof. First, we show that a random f; € F is black-box unlearnable, even given the
verification key vk. Specifically, we show that any learner L that satisfies R x(vk) with
noticeable probability € = ¢(n) can be transformed into a learner L’ for the family G.

Given oracle access to a random g, and its verification key vk’, L' samples a
random bit b on it own, and treats its oracle gi as gg, and the verification key vk’
as vky. In addition, L' samples gi, , € G, together with a verification key vki_,. L'
then feeds the learner L with a verification key vk consisting of commitments C =
Com(b), C;_p = Com(k;_p) and C, = Com(0/%el) and the verification keys (vky, vki_p).
Now, L’ emulates L, answering any query (g, ) using its own sampled function for the
answer aj_p, and the oracle for the answer a;. The proof is then given using what we
referred above as “the first witness”; namely, for the first part of the “and statement”
b and the randomness for C = Com(b) are used, and for the second part the function
Gk, _, and the randomness for C;_, = Com(ki_p) is used.

We now claim that with probability at least £/2 — negl(n), the emulated L (and
thus also L) outputs z, € Rg(vks) for the oracle gg,. Indeed, using the fact that the
commitment Com is hiding, we can first move to an hybrid experiment where C, is
a commitment to kp, and then using the fact that the rZAP is (resettably) witness-
indistinguishable, we can move to another hybrid experiment where “the second wit-
ness” for the WI statement is used. In this experiment L has the exact same view as
in a true interaction with fr, where it outputs z that satisfies the unlearnable relation
corresponding to one of the two functions. Then, using again the hiding of the com-
mitment, we can move to an experiment where C is a commitment to a bit & that is

chosen independently of b, and L would still succeed with probability € — negl(n). In
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this experiment, the view of L is independent of b, and so it must output the right z,

at least in % of its successes. The claim follows.

We now show that F is non-black-box learnable according to Definition 34. Specif-
ically, we define the image relation Verr (vk,(q,7),(ap,a1,m)) to be a relation that
simply verifies the rZAP proof m with respect to a first random message r, and the

statement given by ¢ (Cy, Cy, C, ¢, ag, a1), where (Cy, Cy, C) are determined by vk.

By the completeness of the rZAP, Verr has the required completeness:
Verr(vk, (q,7), fr(q,7)) = 1 for any triple. Next, for e > 27V" et C' be any circuit that
(e, ﬁ)—approximates fr in the weak sense given by Definition 34. The extractor Ex will
operate as follows: it will first transform C into two circuits Cy and Cy such that, with
probability 1 — 27" one of them will (e, v, D)-approximate the underlying function
9k OT gk, for v = 0; namely, with no errors. The circuit C} will have a random first
rZAP message r hardwired into it. Given a sample ¢ from D(1"), C}, feeds (¢, 7) to C,
when it gets a result (ag,a;, ), it verifies the proof ; if it does not verify, C} outputs

L, otherwise it outputs a.

Let b be the plaintext bit determined by the commitment C given in the verification
key vk. By the soundness of the ZAP, with probability 1 — 2% over the choice of
randomness r, Cy (g,0,D)-approximates gy,. Hence, it suffices that the extractor £r
feeds each one of (Cp,Cy) to the extractor &g of the family G, and it will manage to

produce z € Rg(kp) with the required probability. O

Remark 38 (Perfectly-binding commitments from trapdoor permutations). In the
above, we rely on non-interactive commitments. These are known based on trapdoor
permutations (or even one-to-one one-way functions) that have a recognizable key space
(namely, it is possible to verify that the given function is indeed injective), which is cru-
ctal to guarantee binding. In our application above, we need not assume explicitly such
recognizability. Indeed, the circuit evaluating the unobfuscatable functions, in particu-
lar, provides a (statistical) ZAP proof for the validity of the commitment, which already

ensures binding.

This concludes the proof of Theorem 37 O
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3.5 From Verifiable Robust Unobfuscatable Functions to
Resettable Protocols

In this section, we apply verifiable robust unobfuscatable functions in order to construct

new resettable protocols.

3.5.1 Definitions

We briefly recall the definitions of resettable soundness [15, 129], resettable ZK [53], and
several other basic definitions and tools used in this section. Most definitions are taken
almost verbatim from [15, 53, 69]. In Subsection 3.5.1.1, we define instance-dependent

resettable witness-indistinguishability.

Resettably-sound ZK We briefly recall the definitions of resettable soundness pre-
sented in [15]. In the setting of resettable soundness, the prover P* has the power to
reset the verifier V. Specifically, the random tape of V is chosen at random and fixed
once and for all and, from that point on, the prover can interact multiple times with
the residual deterministic verifier V,(z) induced by r and the common input z. Each
such interaction is called a session.

Note that the adversary may repeat in a current session the same messages sent
in a prior session, resulting in an identical prefix of an interaction (since the verifier’s
randomness is fixed). Furthermore, by deviating in the next message, the adversary
may obtain two different continuations of the same prefix of an interaction.

A generalization of the above model, also considered in [15], is to allow the prover
to interact with multiple “incarnations” of the verifier. Here ¢t = poly(n) random tapes
ri,...,r; are sampled, and the prover can adaptively choose at any point an input x

and index i € [t] and interact with V,(x).

Definition 39 (Resettably-sound argument [15]). A resetting attack of a malicious
prover P* on a resettable verifier V is defined by the following random process, indexed

by a security parameter n:

1. Uniformly select t = poly(n) random-tapes, denoted ri,...,r for V, resulting in
deterministic strategies Ve, ..., Vy,. For a given x € {0,1}", V,,(z) is called an

carnation.
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2. A prover P* of size poly(n) can initiate poly(n) interactions with different in-
carnations. In each such interaction, P* chooses x € {0,1}" and i € [t], and

conducts a complete session with the incarnation V,(x).

An argument system (P, V) is a resettably-sound argument for L if, for any resetting
poly-size P*, the probability that in some session during a resetting attack, P* convinces
some incarnation Vy,(z) of accepting while x ¢ L is negligible in n. The system is also
an argument of knowledge, it it is possible to extract a witness for x € L from any

resetting P* that convinces V of accepting x in some session.

For simplicity, we concentrate on the simple case of one incarnation V,(z). The re-
sults extend to the model of multiple incarnations using the transformation in [15]. At
high-level, in this transformation, each r; is a seed for a pseudo-random function, and
the verifier applies the PRF to any input chosen by the prover to derive fresh random-
ness. In the case that the inputs in the different incarnations are chosen statically ahead
of time, this transformation works smoothly for any resettably-sound argument by a
reduction to the PRF security. However, for adaptive choice of inputs, the transforma-
tion only works for a resettable argument-of knowledge (the issue being that, without
an argument of knowledge guarantee, it may be hard to tell whether the inputs chosen

adaptively by the prover, are in the language). See further details in [15, 142].

Resettably-sound witness-indistinguishable arguments of knowledge. An
rsWIAOK, is WI in the usual sense, and is also an argument of knowledge against
resetting provers; namely, we can efficiently extract a witness from any resetting prover
that convinces the verifier of accepting with noticeable probability. Such proof systems
can be constructed from classical public-coin proof systems such as (the n-fold version
of) Blum’s Hamiltonicity WI protocol [38] by applying to them the [15] transformation
(the resulting constructions are based solely on one-functions).

A useful property of these classical protocols is that the knowledge extraction uses

the prover as a black-box (except for being given its size).

Resettable ZK we start by recalling resettable ZK.

Definition 40 (Resettable zero-knowledge [53]). An interactive proof system (P,V),
for a language L, is said to be resettable zero-knowledge if, for every poly-size adversary

V*, there exists a probabilistic polynomial time simulator S so that the distribution
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ensembles D1 and Do described below are computationally indistinguishable: let each
distribution be indexed by a sequence of distinct common inputs T = x1, ..., Tpoly(n) €
LN{0,1}™ and a corresponding sequence of prover’s auziliary-inputs § = yu, . . . s Ypoly(n) -

Distribution D1 is defined by the following random process which depends on P and
P

e Randomly select and fix t = poly(n) random-tapes w1, ...,w; for P, resulting in
deterministic strategies P7) = Py yiw; defined by Py, y, w,; () = P(xi, yi, wj, )
fori,je{l,...,t}. Each P is called an incarnation of P.

e Machine V* is allowed to run polynomially-many sessions with the P®3) s,
Throughout these sessions, V* is required to complete its current interaction with
the current copy of PU3) before starting a new interaction with any P3| re-
gardless if (i,7) = (i',4") or not. Thus, the activity of V* proceeds in rounds. In
each round it selects one of the P9 ’s and conducts a complete interaction with

1t.

e Once V* decides it is done interacting with the P9 ’s it (i.e, V*) produces an out-
put based on its view of these interactions. This output is denoted by (P(y), V*)(Z)
and is the output of the distribution.

Distribution Dy: The output of S(V*, T).

Again for simplicity, we concentrate on the simple case of one prover incarnation;

however, all of our results directly extend to the model of multiple incarnations.

Resettable ZAPs. ZAPs are two-message public-coin witness-indistinguishable
proofs introduced by Dwork and Naor [74]. They further have the special property
that the first message (sent by the prover) can be reused for multiple proofs. As
noted in [15], any ZAP already has the property of resettable soundness. Furthermore,
resettable witness-indistinguishability property can be obtained by applying the trans-
formation in [53]. We refer to the resulting system as an rZAP system having the

property of resettable soundness as well as resettable-witness indistinguishability.

Commitments We shall use two types of perfectly (or statistically) binding commit-

ments. One type is non-interactive commitments, which can be constructed based on
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any one-way permutation (let alone a trapdoor permutation) [37]. The second are in-
teractive (two-message) commitments that can be constructed from one-way functions

[133).

3.5.1.1 Instance-dependent resettable witness-indistinguishable arguments

An instance-dependent resettable-WI argument (rW1Y), for an NP language £, is de-
fined with respect to a candidate instance y for another (possibly different) NP lan-
guage £'. In an instance-dependent rWIY the soundness and rWI properties are de-
coupled according to y: if y € L' the system is sound and if y ¢ £’ the system is
rWL

Definition 41 (rWI¥). An argument system (P,V) for L is rWI with respect to L' if

it satisfies:

1. Instance-dependent soundness: for any poly-size prover P*, any x € {0, 1}"\

L, andye L

Pr((P",V) (2.9) = 1] < negl(n) .

2. Instance-dependent rWI: for any poly-size resetting verifier V*, any x € L,
wi w? e Re(z), andy ¢ L':

Pr [(P(wg)),v*) (z,y) = 1} —Pr [(P(wg)),v*) (x,y) = 1} < negl(n) .

Constructing instance-dependent rWIs from one-way functions Instance-
dependent rWI can be constructed based on the Canetti-Goldreich-Goldwasser-Micali
transformation [53], and instance-dependent commitment schemes (also known as trap-
door commitments or chameleon commitments), which in turn can be constructed from
one-way functions [77].

We briefly recall what are the properties of such commitments (a more formal
definition can be found in [77]). An instance-dependent commitment scheme is also

parameterized by an instance y for an NP language £’ and has two properties:

1. Instance-dependent equivocation: There is an efficient equivocation algo-

rithm Eq that, given (y,w) € R, and some length ¢, can produce an equivocal
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commitment C, which it can open to any z € {0,1}* (the equivocation algorithm
uses w). Equivocal commitments and their decommitment information are com-
putationally indistinguishable from honestly generated commitments and their

decommitment information.

2. Instance-dependent binding: For y ¢ £, the commitment is statistically bind-

ing.

Given such commitments, it is possible to transform any public-coin WI system (e.g.
Blum [38]) to an instance-dependent rWI, using the [53] transformation. Specifically,
given an instance y as a candidate for £, the verifier first commits to its random message
using the y-dependent commitment. Then, the parties run the WI protocol, where the
verifier opens the commitment as its message. The randomness used by the prover is
derived by applying a pseudo random function to the verifier’s commitment. If y € £/,
it follows by the equivocation guarantee, and the soundness for the underlying WI, that

the protocol is sound. If y ¢ £, the commitment is binding, and rWI follows as in [53].

3.5.2 A Basic Residual Probability Bound

The following probabilistic claim will be used more than once in this section. The proof
of the claim is standard and appears in Section 2.3.

Let Si,..., Sy be random variables (intuitively, describing an m-step process), and
let G1,...,G,, be events where G; is determined by S; alone. Denote by H; the event
that the first ¢ — 1 stages Si,...,S5;_1 are such that that the event G; occurs with
bounded probability ¢ (when S; is sampled conditioned on Sy, ..., S;—1); namely, H; is
the event that Sy, ..., S;_1 satisfy:

Pr [Gi’SL‘--;Si—l]S(; 3
SilS1,..,Si-1

The following intuitive claim shows an exponential decay in the probability that k
events G; occur when the residual probability of their occurrence is bounded through

every stage of the process.

3More explicitly, we mean that H; is that even that (Si,...,S:-1) = (s1,...,8i—1), such that
(81,...,8»;71) satisfy PI‘S”(Sl 77777 Si_1)=(81,--+ Si—1) [GZ | (Sl,...7Si71) = (81,.‘.781'71)] S(S
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Protocol 3.1

Common Input: ¢ € £LN{0,1}"™.
Auxiliary Input to P: w € R.(y).
1. V samples keys (k,vk) <— Genz (1™) for F and sends vk to P.
2. Repeat the following function evaluation slot m times:
(a) P samples g < D(1™) and sends ¢ to V.

(b) V evaluates the function a = fi(q) and sends a to P.
(c) P verifies that indeed Verxz(vk,q,a) = 1.

3. P proves the following statement to V using an rsWIAOK:
“ze Lor{3z: (vk,z) e Rx}.

Figure 3.1: A resettably-sound (concurrent) ZK protocol

Claim 3.5.1. For every {i1,i2,...,ix} C [m]:

k
Pr Gi. | A H: || <6k .
S1,...,Sm j/_\l 15 j/—\l Vi -~

3.5.3 The Base Protocol

In this section, we present an O(m)-round resettably-sound ZK protocol where m is a
parameter that will be chosen according to the desired notion of ZK (stand-alone or
concurrent).

In what follows, let F be a verifiable robust unobfuscatable function family, with
respect to the relation R and input distribution D. Let Genz, Verr be the key gen-
eration algorithm and the image verification relation of F. The protocol is detailed in

Figure 3.1.

3.5.4 Security Analysis

In this section, we analyze the resettable security of Protocol 3.1, according to the
different settings of the parameter m.

3.5.4.1 Resettable Soundness

We show that Protocol 3.1 is resettably-sound, for any setting of m (constant or

poly(n)).
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Lemma 42. For any m, Protocol 3.1 is a resettably-sound ZK argument of knowledge.

Proof. Let P* be a poly-size prover that, for a set X’ of inputs, convinces V to accept
each x € X N {0,1}" with probability e(n). We describe a PPT extractor £ that,
given black-box access to P* extracts a witness w € R (x), for all but finitely many
x € X. First, we consider a new prover Pf against the rsWIAOK protocol concluding
the proof. The new prover Pj is given oracle access to a random f; € F, as well as
a corresponding public key vk, and tries to convince the rsWIAOK verifier of the WI
statement corresponding to x and vk. This prover perfectly emulates P*, forwarding to
the oracle fi any query that P* makes in the function evaluation slot, and forwarding
any message in the proof stage to the external resettable verifier. Since the view of the
emulated P* is the same as in a real execution, it convinces the rsWIAOK verifier with
the same probability .

We can now apply the black-box extractor &, for the rsWIAOK to extract a witness
from P;. To do so, &, can sample f, and vk on its own, and use them to answer any
oracle call that P{ makes. By the POK guarantee, we know that &,; outputs a witness
for the WI statement corresponding to = and vk (in expected polynomial time). It
is left to see that, except with negligible probability, this witness will be w € Rz (x),
rather than z € Rr(vk); otherwise, we can use &,; and Pj to break the unlearnability
of F. Indeed, since &; is a black-box extractor (see Section 3.5.1), it can answer all of

Pi’s calls to the function, using an external oracle to fy. O

3.5.4.2 Stand-Alone (Non-Resettable) ZK

In this section, we show that Protocol 3.1 for m = O(1) is (stand-alone) ZK. In the

QM) it is concurrent ZK.

next section, we’ll show that for m =n

Let F be a verifiable robust unobfuscatable function family, as the one used in
Protocol 3.1, and let d be a constant such that the running time of the non-black-box
extractor of F, given security parameter n, and approximation parameter €, is bounded
by poly(n, |C|) - e7¢. We will show that the protocol is resettably-sound when m > d.

At high-level, the correlation between d and m is required to ensure that our sim-
ulator would be able to run in expected poly-time. Here the problematic case is when
the probability e(n) that the verifier finishes the execution is neither noticeable or neg-

ligible. In such a case, to make sure that the simulated distribution is not skewed, the

simulator should complete the execution with roughly the same probability € = €(n) as



3.5. FROM VERIFIABLE RUOFOS TO RESETTABLE PROTOCOLS 71

the verifier. The problem is that in such a case naively trying to extract from a single
slot would take time poly(n, [V*|) - €7¢, so overall the simulator’s running time would
be roughly poly(n, |V*|) - e~4*!, which may not be polynomially bounded.

The addition of extra slots allows to ensure that with high-probability in one of these
slots the probability that the verifier finishes the slot is roughly ea. Our simulator can
thus first estimate the probability e, and then make repeated trials to find a circuit
that ¢4 approximates the unobfuscatable function and extract the trapdoor from this

slot.
Lemma 43. Protocol 3.1 with m > d is ZK.

Proof. Similarly to the simulator of Goldreich and Kahan [97], our simulator starts by
running the cheating verifier V* once, honestly simulating its view until the proof step.
We say that V* aborts if in some slot it does not answer or returns an answer a to a query
q that does not verify under the verification key vk it sent. If V* does not abort and
evaluates the function correctly in each one of the d slots, the simulator interacts with
V* repeatedly to estimate the probability e that V* evaluates the function correctly
in all the slots. Specifically it samples executions of the protocol until it obtains n
successes and then sets the estimate as € = n/N, where N is the number of trials.

Using a standard tail bound, it can be seen that, except with probability 272 it
holds that € € (§,2¢); throughout the rest of the proof, we assume that this is indeed
the case.

The next step of the simulator is to obtain a slot that computes the function fx
with high-enough probability. Let Si,...,S3 be random variables describing each of
the d slots, and let G; be the event that the verifier does not abort in the i-th slot, and
let —=H; be the event that Si,...,S5;_1 are such that the verifier does not abort in S;
with probability at least (¢/2)/%, i.e. Pr G| S1,...,8i—1] > (/2)"/?. The simulator
is going to try and sample Si,...,S;—1 such that =H; holds and then use the residual
circuit for the slot S; to extract the key. To do so, our simulator will repeatedly sample
protocol executions until it obtains n independent protocol executions S1, ..., Sy that
are non aborting; namely, such that Gi,...,G4 hold. For each of these n executions,
the simulator would create d residual circuits, for each one of the slots, and run the
extractor of F, with approximation parameter (£/4)'/¢, provided that (£/4)'/¢ > 2-Vn.
if this is not the case, the simulator aborts, which has a negligible 2~V statistical

effect on the simulated distribution.
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We claim that, except with probability 27 the simulator does not “get stuck”;
that is, it obtains the trapdoor from one of the n - d circuits. Correctness of the
simulation then follows from the WI property of rsWIAOK. We now prove this, and
then analyze the running time of the simulator.

First, we claim that conditioned on sampling a non-aborting execution S, ..., Sy,
the event —H; occurs for some i, with probability at least % over the choice of
Si|S1,...,S;—1. Indeed, by the residual probability Claim 3.5.1, it holds that
Pr|Gy,...,Ggq,H1,...,Hy] < ((5/2)1/d>d < ¢/2, when setting k = m = d, and

0= (5/2)1/d, and thus

Pr[EIi:ﬂHZ»|G1,...,Gd]:

1—PI‘[H1,...,Hd|G1,...,Gd]:

_ PI‘[Gl,...,Gd,Hl,...,Hd]
PI‘[Gl,...,Gd]

1

Y

£/2
=

1—

It follows that, except with probability 27", the simulator indeed finds a circuit
satisfying =H;. When it runs the extractor with approximation parameter (£/ 4)1/ d <
(e/2)%4, it will manage to extract the key k with probability 1 — 272 . [y*|0(),

It is left to analyze the simulator’s running time. The simulator simulates an ex-
ecution only if the initial transcripts was accepting, which happens with probability
€. Hence, it suffices to show that the expected running time of the rest of the simu-
lation is bounded by poly(n)/e. Indeed, estimating ¢ takes expected time n/e. Then
rejection sampling for each non-aborting execution Si, ..., Sy takes time 1/, and over-
all n/e. Then, for each of the n - d circuits, the extractor runs in expected time

poly (n, |V*]) - (51/d) - Thus, the overall running time is bounded as required by

e - poly(n)/e = poly(n). O

Round-efficient resettably-sound ZK As explained in Section 3.3.5, the construc-
tion described in Section 3.3 either yields extractors with running time poly(n)-(|C|/e)?,
assuming trapdoor permutations, or extractors running in time poly(n) - |C|/e, assum-
ing fully-homomorphic encryption. Plugging this into Protocol 3.1, we would get by
Lemma 43, an eight-message protocol in the first case and a six-message one in the

second case, if we use say a three-message rsWIAOK (e.g. based on [38]). However, we
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can, in fact, save a round and run the first two messages of the rsWIAOK in parallel

to the last slot of the protocol (Step 2) similarly to the protocol of [77].

Corollary 44 (of Lemma 43). Assuming trapdoor permutations there exists a six-

message resettably-sound ZK protocol.

Corollary 45 (of Lemma 43). Assuming fully homomorphic encryption and trapdoor

permutations, there exists a four-message resettably-sound ZK protocol.

3.5.4.3 Concurrent and Resettable ZK

In this section, we show that for m = n2(®) Protocol 3.1 is concurrent ZK. A
simultaneously-resettable ZK protocol can then be obtained from Protocol 3.1 and any
simultaneously-resettable WI protocol by applying a general transformation of Deng,

Goyal, and Sahai [69].

)

Lemma 46. For every constant 6 > 0, Protocol 3.1 with m = n° is concurrent zero-

knowledge.

Proof. We start with an overview of the simulator.

Overview of the simulation The simulation uses the techniques of Richardson and
Kilian [146], and more specifically, the slightly augmented version of them applied in
[55, 69]. We start by describing the main ideas behind this technique as they were used
in previous works. The execution of the protocol in every session consists of running
many sequential slots giving the simulator many chances to “solve” the session. The
simulation runs a main thread, and in the beginning of every slot, the simulation also
starts “look-ahead” threads that are only meant to simulate the interaction until the
end of the slot. If the simulation in the look-ahead thread is successful, the simulator
can then continue the simulation in the main thread and solve the session.

The main difficulty is that, in the concurrent setting, even the simulation of one
slot may be non trivial. The idea is to have look ahead threads recursively use the
same simulation strategy. If some slot contains too many other concurrent slots, the
simulation of the corresponding look-ahead thread may “give up” and not reach the
end of the slot. However, it can be shown that, in every session, some slots must be
successfully simulated by the look-ahead threads and therefore in the main thread, all

sessions will be solved.



74 CHAPTER 3. UOFS AND RESETTABLE CRYPTOGRAPHY

Our setting In our simulation, we think of every slot as computing V*’s function f.
Instead of actually running a look-ahead thread to simulate the execution of a slot, we
construct the circuit implementing such look-ahead thread and run the extractor of the
unobfuscatable function family on this circuit. While we do not start any look ahead
threads, the nature of our simulation is still recursive since the circuits we construct and
extract from construct smaller simulation circuits themselves and extract from them.

We now describe the basic sub-routines used in our simulation procedure. We first
describe them at high-level, and then move on to describe them in more detail.

Let V* be a concurrent verifier that opens at most n¢ sessions, and assume WLOG
that V* is deterministic. We refer to every iteration of Step 2 where V* evaluates the
function f; as a slot. In a single session, there are n% slots, and thus in the entire
execution of V* with the honest prover, there are at most n¢ = n*? slots (less if V*
aborts or deviates from the protocol). The simulator S, using the code of V*, uses the
following functions to create the simulated transcript:

The function MAIN simulates a given number of slots. MAIN takes the parameters
(T, m), where T is the state of the concurrent simulation at the time the function is
called, and m is the number of additional slots to simulate.

The function EMULATE transforms the code of V* into a circuit that computes
the function fr. EMULATE is given a state T of a partial simulation of V*, right
before the beginning of a slot. EMULATE generates a circuit C that, given input g,
tries to evaluate the function fx(q) by simulating the slot with the input ¢ as the first
message. C simulates V* according to same logic as in the function MAIN, until the
slot terminates. EMULATE takes the parameters (7',m), and uses them within C in
the same way that they are used in the MAIN function.

The function EXTRACT tries to extract the unlearnable secret z corresponding to
the function fj, in some session, by executing the extractor £ of the unobfuscatable
function family on the circuit C returned by EMULATE. EXTRACT takes parameters
(T, m) and passes them to EMULATE.

We note following recursive relations between the above functions:

e When m > 1 the function MAIN will execute the function EXTRACT on every

slot it starts, passing it a smaller m.

e The function EXTRACT uses the circuit C generated the function EMULATE.
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e The circuit C generated by the function EMULATE simulates messages according
to the strategy of the function MAIN. In particular, C executes the function
EXTRACT with a smaller value of m.

The initial call The simulator S will execute the function MAIN with m = n¢ and
the empty simulation state.

Next, we describe the above functions in more detail.

The function MAIN The function is given the state T of the simulation so far,
and extends it as described above, updating the value of T" as the simulation proceeds.
Specifically, the simulation up to Step 3 (sending the rsWIAOK) in all sessions follows
the strategy of the honest prover P (note that the witness w is not required for that).
The state of the simulation is just the state maintained by V* along the different
sessions.

Whenever a slot starts, MAIN executes the function EXTRACT with parameters
(T',m’) where T" is the simulation state just before the beginning of the slot, and
m' = m/A where A = n? for some 0 < § < § a parameter of the simulation. If
EXTRACT manages to output an unlearnable secret z such that R(vk, z) = 1 for the
vk sent in the session, then z is saved in T'.

To simulate the rsWIAOK given in some session (Step 3), MAIN uses the unlearn-
able secret of the session saved in 7T'. If no such secret is previously extracted MAIN
aborts. In this case, we say that the simulation “got stuck”, and main will return L.
When V* terminates or starts the (m + 1)-st slot, MAIN terminates and outputs the

current value of T

The function EMULATE On parameters (7',m), the function creates a circuit C
and outputs it. C simulates V* by following almost the same logic as in the function
MAIN with the same parameters (7, m). The only difference between the simulation
of C and the function MAIN is that C gets an external input ¢ and sends it as the
prover message in the first slot that V* starts (when executed from 7). If during the
simulation, the first slot ends, C obtains V*’s response a and outputs it; otherwise, it
outputs L. As in the function MAIN, if V* aborts or starts m additional slots, before

the first slot terminates, C outputs L.
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The function EXTRACT On parameters (T, m), the function calls the function
EMULATE with the same parameters and obtains a circuit C. EXTRACT then
executes the extractor £ of the unobfuscatable function family on C with threshold

e = & (see Definition 34), and outputs the same as &.

Correctness of the simulation Let Real(p, w) be the view of V* in a real interaction
(P(w),V*) (), and let S(¢) be the view generated by our simulation procedure. Let
Bad be the event, over the coins of S, that the simulation gets stuck; namely, it reaches
a proof in some session in which the unlearnable secret was not yet extracted. Since
the only difference between the experiments Real and § is the witness used to simulate

the proof, it follows from the WI property of rsWIAOK that

{Real(p, w)}, wer, e {S(p)[-Bad} o,
It is thus enough to show that

Pr |Bad| = negl(n) ,
S(W)[ ] = negl(n)

where n = |¢|. For this purpose, we need to show that, in every session, one of the
extraction attempts succeeds. The difficulty is that the circuit we are extracting from
is performing simulation recursively, and this simulation may also get stuck and result
in one of circuits (created by EMULATE along the main thread) not computing the
function correctly. To bound the probability of such an event, we consider the following
mental experiment: during simulation, before executing the extractor on some circuit,
we execute this circuit several times (using independent randomness) to see if executing
this circuit is likely to get stuck. The simulation in the circuit will recursively follow
the same augmented behavior. If in any of the executions the circuit gets stuck, we do
not even try to extract, but just admit failure. We show that the probability of getting
stuck, in this modified experiment, is still negligible. Intuitively, this guarantees that
no attempt to extract, in the real simulation, will ever fail due to a recursive simulation
getting stuck (except with negligible probability). We next define this experiment in
more detail.

Let 8’ be the experiment that is defined like S, except that all the calls to the
function EXTRACT are replaced by calls to a new function FORK. The function
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FORK starts off just like the function EXTRACT; that is, on parameters (7,m),
FORK calls the function EMULATE with the same parameters, obtains a circuit C,
and executes the extractor £ of the unobfuscatable function family on C. FORK then
repeats the following n independent times: sample g < D(1") and run C(q). We
shall refer to the computation transcript produced by C in the i-th execution (out of n
executions) as the i-th simulation performed by FORK.

After every such simulation performed by FORK, the simulation is rewound back
to the state T'. If any of the simulations by FORK gets stuck, we say that FORK gets

stuck as well, and this failure propagates up. More precisely:

e If the function MAIN makes a call to FORK that gets stuck, the entire simulation

gets stuck.

o If FORK makes a recursive call to FORK that gets stuck, the outer execution of
FORK also gets stuck.

e If a circuit C constructed by EMULATE makes a call to FORK that gets stuck,
C outputs L.

Finally, FORK outputs the same as £ on C (similarly to the function EXTRACT).

Clearly

Pr [Bad] > Pr [Bad] ,
S'(¥) S(#)

and therefore it is enough to show that

Pr [Bad] = negl(n) .
S’(w)[ ] )
Assume towards contradiction that there exists a polynomial p such that, for in-

finitely many values of ¢ € £N{0,1}", Prg/(,)[Bad] > p(n), and let us fix any such

(¢
. Whenever Bad occurs in &', the simulation performed by MAIN or by some call to
FORK reaches the proof in some session while the unlearnable secret was not previ-
ously extracted. We look at the execution “thread” that contains the entire simulated
interaction from the beginning of the experiment up until the point where the simu-

lation gets stuck. (Note that this thread might spread across several nested calls to

FORK.) We can identify every thread of execution by the number of previous calls to
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FORK and the index of the simulation in the current call to FORK for every level of

the recursion.

Let Badi’s be the event where the execution gets stuck in thread ¢ and session s.
Since the total number of threads and sessions is polynomial, there exist a thread ¢ and
a session s such that the event Bad; = Bad?s occurs with some polynomial probability
p1(n).

To argue that some of the slots of session s in thread ¢ are “light”, that is, they
do not contain too many slots of other sessions, we will focus on a single level of the
recursion that contains many of the slots of the session. Let Badl, be the event that
Bad; occurs and the call to FORK, in recursion level [ and thread ¢, contains at least
2A full slots of session s. Since the simulation in the thread ¢ must contains all n% slots
of session s, in order to get stuck in s, and since the maximal number of nested calls
to FORK is bounded by d = g—: = O(1), it follows that there exist a level [ such that
the event Bady = Bad), occurs with some polynomial probability pa(n). Let m; be the

parameter of FORK in recursion level [.

Since the simulation of FORK in thread ¢ in level [ of the recursion contains a
bounded amount of slots from all sessions, but many slots of session s, there must
be many slots of session s that are concurrent to a relatively small number of other
slots. Intuitively, this means that the extraction from these light slots is more likely to
succeed. Let S; be the random variable representing the simulation of the -th slot of
session s that starts on recursion level [, in thread ¢ (if no such slot exist S; is empty).
Let G; be the event that S; is not empty, contains no aborts, and the number of other
slots that start concurrently to S; is at most “xt. Recall that before the simulation of a
slot on recursion level I, 8’ makes a recursive call to FORK with parameter L. Since
the total number of sessions that start in the function FORK in level [ is at most m;,

we have that whenever Bads occurs, [{i € [2A]|G;}| > A.

Since with noticeable probability level [ of thread ¢ has many light slots, we expect
that in at least one of these slots, if we rewind the simulation to the beginning of
the slot, and simulate it again with independent randomness it will remain light with
some constant probability. We will show that the extraction from such slot is likely to
succeed. Let H; be the event that Pr[G;|St,...,Si—1] < 1/8. Let Badé be the event that
Bads A —H;. The following lemma, together with the fact that Prg/(,)[Bads] = pa(n),

implies that there exist i* € [2A] such that event Bads = Badg occurs with some
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polynomial probability ps(n).
Lemma 47. Pr[{(|{i € [2A]|Gi}| > A} A{H1 A--- A Haa}] < negl(n)

Proof. By the residual probability Claim 3.5.1, when setting m = 2A,k = A, = %,

and fixing any set {i;};.5) C [2A], we have:
A 2A
“A
Pri( AGy, | A \NH || <872 .
j=1 j=1
Furthermore, there are (ZAA) < 222 sets {i;} jera) € [2A] of size A and therefore:

4 A
Pri{I{i € RAJIGH}H > A} A {H A~ A Hos}] < (8> < negl(n) .

O]

Let T be the state of the simulation just before the beginning of the i*-th slot. Let
good be the event that the ¢*-th slot exists, and the probability over the rest of the
experiment, starting from 7', that Bads occurs is at least p3(n)/2. Since Prg/(,,)[Bads] =

p3(n), we have that Prg(,[good] > p3(n)/2. Now, conditioned on a good prefix T" of

®)
the execution, Prg, [G; | T] > 1/8 = 2/16 (this will be useful in a few lines).

Before the simulation of the i*-th slot the function FORK is called, and tries to
extract the unlearnable secret of the session s. Let S}. be a random variable representing

a simulation attempt made by FORK (out of the n identically distributed attempts).
Sl. is distributed like S;» except that:

e S/. never contains more than L other slots, while S; may contain up to ny

concurrent slots. However, this difference does not hold conditioned on the event

Gix.

e The simulation of S;. makes recursive calls to FORK with parameter %, while the
simulation of S calls FORK with parameter “i; this means that the simulation
of S;« is more likely to extract a witness, and less likely to get stuck. In particular,
note that the above difference no longer holds conditioned on the event that the

simulation of S/. does not get stuck. We denote this event by NS.

Since G4+ implies that S;+ contains the end of the ¢*-th slot, and that the messages
(g, a) of the i*-th slot satisfy Verr(vk,q,a) = 1, we have that NS A G+ implies that the
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same holds for S... Note that NS must occur with probability at least 15/16; otherwise,
one of the n simulation attempts made by FORK, starting from 7T, will get stuck with
overwhelming probability and therefore Bady will only occur with negligible probability;
however, this will contradict our choice of T (recall that Bady occurs only when the
simulation gets stuck in thread ¢ and not in the recursive call to FORK after state T').
We thus have that Pr[NS A G;= | T] > 1/16 and therefore, with probability at least
1/16, S.. contains the end of the i*-th slot, and an execution of C(g), performed by
FORK starting from state 7', outputs a such that Verr(vk, q,a) = 1 with probability at
least 1/16. By the non-black-box learnability property of the unobfuscatable function,
when FORK invokes £ on C with ¢ = 1—16, it outputs z such that (vk,z) € Ry with
overwhelming probability. However, by the choice of T, the probability that Bads

occurs and session s is not solved on thread ¢t must be noticeable.

Simulation running time Let Tyan(m), Temurare(m), Textracr(m) be the running
times of the functions MAIN, EMULATE, EXTRACT, given parameter m. One can

verify that following relations hold:

m
Thian (m) < D1 (n) - TexTrRACT (Z) + p2 (n)
TEXTRACT(m) < p3 (TEMULATE(m))
Temurare(m) < pa(Tyian(m))

and therefore

Tyam(m) < p1(n) - ps (TMAIN (%)) +p2(n) ,

where p; to ps are polynomials that depend only on V*. Specifically, note that ps is
such a polynomial since EXTRACT only runs £ with a constant value of . For m <1
the function MAIN stops whenever a new slot starts and does not make any calls to
EXTRACT. Therefore, Tyain(m) < po(n) where pg is a polynomial that depend only
on V*. We get that:

Thiarn (m) < pd(n)
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where p is a polynomial that depends only on V* and d = [logx m] + 1. Since A = n?
and the main simulation executes MAIN with parameter m = n® we have d = O(1)
and the simulation running time is polynomial.

This concludes the proof of Lemma 46 showing that Protocol 3.1 is concurrent

zero-knowledge.

3.5.5 Resettable Protocols from Minimal Assumptions

In this section, we show how to construct resettably-sound ZK, and resettably-sound
concurrent ZK protocols based only on one-way functions, by directly using robust
unobfuscatable function, instead of (ZAP-based) verifiable robust ones. As a first
corollary, by plugging our protocol into the transformation of [15], we get an O(log n)-
round resettable ZK argument of knowledge based on one-way functions. As a second
corollary, when combining our protocol with the simultaneously-resettable WI from
one-way functions [61], and a general transformation of [69], we obtain a simultaneously-
resettable ZK protocol from one-way functions.

We now proceed to describe the augmented protocol. Let G be a family of robust
unobfuscatable functions with respect to a hardcore family {#HC,} (as given by Defi-
nition 21, and constructed in Sections 3.2 and 3.3 based on one-way functions). Let
¢ be a one-way function. We make use of a two-message statistically binding com-
mitment Com (e.g., [133]). Given a first receiver message r, we denote by Com, the
function that computes the sender’s commitment message. Additionally, we use an
instance-dependent resettable witness-indistinguishable argument rWI and resettably-
sound witness-indistinguishable arguments of knowledge rsWIAOK (see definitions in
Section 3.5.1).

The protocol closely follows the idea of making robust unobfuscatable functions
(with a hardcore secret) verifiable, as presented in Section 3.4.1. Non-interactive
commitments are replaced with two-message commitments. ZAPs are replaced with
instance-dependent rWIs (as defined in Section 3.5.1.1), where the dependance is on
the proven statement z. (The latter will be used by the verifier to prove that it acts
properly, so they need to be sound only when = € £, and rWI only when = ¢ £). The
protocol is described in Figure 3.2, where m is a parameter that controls the number of

slots. Similarly to Protocol 3.1, we set m = 2 to get constant round resettably-sound
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Protocol 3.2

Common Input: ¢ € £LN{0,1}".
Auxiliary Input to P: w € Rz ().
1. P samples the first message r for a statistically binding commitment scheme and
sends r to P.

2. V samples a bit b+ {0,1}.
For i € {0,1}, V samples gi, € G and vk; = (h;,y;), where h; < HC,, is a randomly
chosen hardcore function, and y; = ¢(h;(k;)).
V computes C = Com,.(b),C; = Com,.(k;) and sends (vko,vk1, Co, C1,C) to P.

3. Repeat the following function evaluation slot m times:
(a) P samples g < D(1™) and sends ¢ to V.

(b) V evaluates the functions ag = gk, (¢), a1 = gx, (¢) and sends ag, a; to P.

(¢) V proves to P using an z-dependent rWI” argument that the following state-
ment:

¥(Co,C1,C,q,a0,a1) := {{C = Com,.(0)} v { Co = Com,.(ko) }} /\

ap = Gk, (q)

{{c — Com,.(1)} V { C1 = Com, (k) }}
ar = gr, (q)

4. P proves the following statement to )V using an rsWIAOK:
“‘ze Lor{3z:yo=v(z) Vy1 = (2)}".

Figure 3.2: A resettably-sound (concurrent) ZK protocol from any one-way function

ZK and m = n2M to get a resettably-sound concurrent ZK.

Theorem 48 (resettably-sound (concurrent) ZK from one-way functions). Protocol 3.2
with m = 2 s a constant round resettably-sound ZK protocol, and with m = ) gt

18 a resettably-sound concurrent ZK protocol.

Corollary 49 (of Theorem 48 and [15]). There exists a O(logn)-round resettable ZK

argument of knowledge based on one-way functions.

Corollary 50 (of Theorem 48, [69], and [61]). There exists a simultaneously-resettable

ZK argument of knowledge based on one-way functions.

The proof of Theorem 48 closely follows the proofs of Lemmas 46,42, and 43, and is
omitted.* Corollary 49 follows by plugging in our one-way function based resettably-

sound ZK protocol into the transformation of [15], and Corollary 49 follows by plugging

4The only essential different feature is that, to prevent undetectable errors, we use an instance-
dependent WI argument with computational rather than statistical soundness, which will induce an
additional negligible simulation error v(n), where v is determined by the poly-size verifier V* at hand.
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in our protocol simultaneously-resettable WI from one way functions [61] into the trans-
formation of [69]. (More accurately, the transformation of [69] is described for ZAPs,

but as observed in [61] it actually holds for any simultaneously-resettable WI.) .

3.5.6 A 3-Message Simultaneously-Resettable
WI Argument of Knowledge

In this section, we construct a three-message simultaneously-resettable WI proof-of-
knowledge protocol based on robust unobfuscatable functions, where knowledge ex-
traction is performed by a non-black-box extractor. As in Section 3.4.1, our protocol
will use the idea of turning a single witness statement into a two independent-witnesses

statement as done in [58, 78].
Lemma 51. Protocol 3.3 is a resettable WI argument of knowledge.

Since the protocol is a three-message protocol, we can apply the [15] transformation,
where V derives its randomness by applying a PRF to the transcript; as a corollary, we

get the following theorem:

Corollary 52. Assuming trapdoor permutations, there exists a three-message
simultaneously-resettable WI argument of knowledge (with non-black-box knowledge ex-

traction,).

We now give a proof sketch of the lemma.

Proof of Lemma 51. We start by showing that the protocol is resettably WI. Let

(X, Wo, W) = {(z,wo,w1) : (z,wp), (z,w1) € Re}

be any infinite sequence of instances in £ and corresponding witness pairs. We next
consider a sequence of hybrids starting with an hybrid describing an interaction with a
prover that uses wg € Wy, and ending with an hybrid describing an interaction with a
prover that uses wq € Wy, where both wg, wy, are witnesses for some x € X. We shall
prove that no efficient verifier can distinguish between any two hybrids in the sequence.
The list of hybrids is given in Table 4.1. We think of the hybrids as two symmetric
sequences: one 0.1-6, starts from witness wg, and the other 1.1-6 starts at witness ws.
We will show that within these sequences the hybrids are indistinguishable, and then

we will show that 0.6 is indistinguishable from 1.6.
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Protocol 3.3

Common Input: ¢ € £LN{0,1}".
Auxiliary Input to P: w € Rz ().

1. P performs the following:
e samples two keys ko, k1 < {0,1}" for fi,, fr, € F, and a bit b < {0,1}.

e samples two hardcore functions hg, hy < HC,, and computes rq = hg(ko), 1 =
hi (k).

e sends V: Cy = Com(ky),C; = Com(k1),C = Com(b), and hg,e9 = w &
T07h17e1 - w@rl-

2. V performs the following:

e samples randomness 7 < {0, 1}P°Y("™) for an rZAP, and an input q < D(1").
e sends (q,7) to P.

3. P performs the following:

e computes ag = fk,(q),a1 = fi, (q)-

e computes an rZAP proof 7 for the statement:
Co = Com(ko)
[C=Com(@)}v{ @Il A
w € Re(x)
eo = w @ ho(ko)
Cy = Com(ky)

ap = fk‘l (Q)
w € Rpe(x)
e1 =w® hy(k)

i{ {C=Com(1)}V

e sends V: ag,aq,T.

4. V verifies the rZAP proof 7, and decided whether to accept accordingly.

Figure 3.3: An rWI three-message Argument of Knowledge (implying srtWIAOK)

Hybrid 0.1: This hybrid describes a true interaction of a resetting verifier V* with
an honest prover P that uses wg as a witness for the statement x € L. In particular,
the rZAP uses the witness ((ko,wo), (k1,wp)); formally, the witness also includes the
randomness for the commitments Cy and Cq, but for notational brevity, we shall omit
it. In Table 4.1, the witness used in part 0 of the rZAP is referred to as zapw,, and the
one corresponding to 1 in zapw;.

Hybrid 0.2: This hybrid differs from the previous one only in the witness used in
the rZAP. Specifically, for the bit b given by C, the witness for the rZAP is set to be
(b, (k1—p,wp)), instead of ((kp,wp), (k1—p,wo)). (Again the witness should include the
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hyb | zapw, | G o | ep®ry | zapwy_y | Cip T1-b ey ®riop

0.1 | (kp,wo) | ko | ho(ky) | wo K1y, wo) | k1p | hi—p(k1-s wo
hy(ks) | wo ki—p,wo) | ki—p | hi—s(k1—p wo

0.3 (K wo ki—p,wo) | k1i—p | hi—p(k1—s wo

k1, wo

k1—p, wo wo

—~| |||~ |

)
)
)
)
)
)

kl—b7w0

Wo

(k1-p)
(k1-p)
(k1-p)
kiy | hip(k1-s) wo
(k1-p)
(k1-p)
(k1-p)

ki—p | hi—p(k1-p) wy

Table 3.1: The sequence of hybrids; the bit b corresponds to the bit commitment C;
the gray cells indicate the difference from the previous hybrid.

randomness for the commitment C, and Cy_p, but is omitted from our notation.) Since
the rZAP is resettably WI, this hybrid is computationally indistinguishable from the
previous one.

Hybrid 0.3: In this hybrid, the commitment Cp is for the plaintext 0%/  instead of
the plaintext k. This hybrid is computationally indistinguishable from the previous
one due to the computational hiding of the commitment scheme C.

Hybrid 0.4: In this hybrid, instead of sending the verifier the hardcore secret hy(kp),
it is given a random independent string u <+ {0, 1}|hb(kb)|. Computational indistin-
guishability of this hybrid and the previous one, follows by the black-box indistin-
guishability of F (Definition 21). Indeed, note that any distinguisher here can be
turned into a distinguisher against F and its corresponding hardcore family HC, by
treating the oracle as k; and simulating all the other elements in the experiment.

Hybrid 0.5: In this hybrid, the padded value e is taken to be w; @ rp, instead of
wo D rp. Since 7, is now uniform and independent of all other elements, this hybrid
induces the exact same distribution as the previous hybrid.

Hybrid 0.6: This hybrid now backtracks, returning to the same experiment as in
hybrid 0.1 with the exception that the rZAP witness is now ((kp, w1), (k1—p, wo)) instead
of ((kp,wo), (k1—p,wp)). This indistinguishability follows exactly as when moving from
0.1 to 0.5 (only backwards).

Hybrids 1.1 to 1.6: These hybrids are symmetric to the above hybrids, only that
they start from w; instead of wy. This means that they end in 1.6 which uses an rZAP

witness ((kp, wo), (k1—p,w1)), which is the same as 0.6, only in reverse order.
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Hybrids 0.6 and 1.6 are computationally indistinguishable. This follows directly
from the computational hiding of C = Com(b). Indeed, assume towards contradiction
that V distinguishes the two hybrids. Concretely, denote the probability it outputs 1
on 0.6 by pg, and the probability it outputs 1 on 1.6 by p1, and assume WLOG that
po — p1 > €, for some noticeable € = £(n). We can construct a predictor that given a
commitment C = Com(b) to a random bit b + {0, 1}, guesses b with probability £=.
The predictor, samples a random b’ < {0,1} as a candidate guess for b, and performs
the experiment corresponding to 0.6, only that it locates wy and w; according to ¥,
rather than the unknown b. If the distinguisher outputs 1, the predictor guesses b = ¥’
and otherwise it guesses b =1 — /.

Conditioned on b = ¥/, V is experiencing 0.6, and thus the guess will be correct with
probability pg; conditioned on b = 1 — ¥, V is experiencing 1.6, and the guess will be
right with probability 1 — p;. So overall the guessing probability is & 4 1_% > % +5.
This completes the proof that the protocol is resettable WI.

It is left to show that the protocol is an argument of knowledge. Indeed, let P*
be any prover that convinces the honest verifier of accepting with noticeable proba-
bility € = e(n), then with probability at least £/2 over its first message, it holds with
probability at least £/2 over the rest of the protocol that P* convinces V. Let us call
such a prefix good. Now for any good prefix, we can consider the perfectly binding
induced commitment to the bit b, and from the soundness of the rZAP, we get a circuit
that with probability at least £/2 computes correctly the function fy, ,, and gives a
valid witness w € R, padded with hy_p(k1—p). This in particular, means that we can
first sample a prefix (hope it is good), and then invoke the non-black-box learnability
guarantee (Definition 21) to learn hy_p(k1-p), and thus also the witness w. (Since we
do not know what is the bit b, we will need to construct two circuits for both options
of b, and try to extract from both, just as was done in the proof of Claim 3.4.2.) This

completes the proof of Lemma 51. O

3.6 From Resettably-Sound ZK back to Unobfuscatable

Functions

Our constructions of resettable protocols are based on robust unobfuscatable functions.

In the converse direction, we show how to transform any resettably-sound ZK argument
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(for NP) to a family of unobfuscatable functions that is not necessarily robust; namely,
where extraction is guaranteed only for circuits that compute the function exactly (as
defined in [16]).

The high-level idea is to consider the family of functions defined by the resettably-
sound ZK verifier’s next message function where the key of the function contains the
verifier’s input: a hard-to-prove statement and random coins. Using resettable sound-
ness we show that a black-box learner cannot produce an accepting protocol transcript.
However, given a circuit that computes the function exactly, we show that the ZK

simulator be used to produce an accepting protocol transcript.

Construction 3.6.1. Let PRG : {0,1}" — {0,1}*" ba a length-doubling pseudo-
random generator and let L be the image set of PRG. Let (P, V) be a d-round resettably-
sound argument for L where V uses m bits of randomness. We construct a family of
functions {fk}ke{oyl}wmﬂ that implements the honest verifier strategy on some “hard
to prove statement”. More precisely, we interpret the key of the function as a triplet
k = (x,r,b), where x is an input to PRG, r is randomness for V and b is a bit. The

function fi is defined as follows:
1. Given a special input “STATEMENT”, fi outputs y = PRG(z).

2. Given a partial protocol transcript consisting of prover messages ts = (p1,...,p;)
for i < d, fr executes the honest verifier V with the random tape r and the
statement “y € L7 and feeds it with the messages (p1,...,p;) as the first i prover

messages. fir outputs v;, the next verifier message generated by V.

3. Given a full transcript ts = (p1,...,pd), fr executes Vy as above. If V. accepts,

fr outputs b; otherwise, it outputs L.
We sketch why {f, k}ke{o,l}n is a family of unobfuscatable functions; indeed:

1. b is black-box unlearnable: no poly-size algorithm L that is given black-box
access to fr where k is sampled uniformly, can guess b with more than negligible
advantage (over a random guess). Indeed, the bit b remains information theo-
retically hidden, unless L produces a convincing proof for the fact that y € L.
Since L only interacts with fi as a black-box, we can easily transform L into a
resetting adversary P* for the resettably-sound ZK argument, which convinces

the resettable verifier V with roughly the same advantage that L has in learning
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b. By the pseudo-randomness guarantee of PRG, P* does the same given a state-
ment “y € £ for a random y € {0,1}?". Since such a statement is false with

overwhelming probability, this contradicts the resettable-soundness of (P, V).

. b is non-Black-box learnable: there exists a PPT algorithm £ that, given any

circuit C' that computes the function fj, can learn the value of b. £ uses the code
of C to construct an interactive verifier V' for the resettably-sound ZK protocol.
& then runs the ZK simulator S with the code of V' and obtains a transcript ts.
It follows from the correctness of the simulation that ts is, indeed, an accepting
transcript. £ runs C on the sequence of prover messages in ts and obtains the bit

b.



Chapter 4

Extractable One-Way Functions

This chapter presents our results regrading the existence of extractable one-way func-

tions. The chapter is based on [32].

4.1 Overview

In this section, we give a high-level overview of the results in this chapter, and of the
corresponding techniques. Before that, we briefly recall the basic relevant concepts and

main motivation, which were previously described in the introduction.

4.1.1 Basic Concepts and Motivation

A family of functions { f.} is extractable if, any (possibly adversarial) program A that
given e outputs v in the image of f. has an “extractor” & that given e and the code
of A, outputs a preimage of v. For the notion to be non-trivial, some additional
hardness property should be associated with the family. In this chapter, we will consider
extractable one-way functions (EOWFs). (In the next chapter we shall also consider

extractable collision-resistant hash functions.)

Extractable functions, beyond knowledge assumptions. As discussed in the in-
troduction, extractable functions have been used to circumvent black-box lower-bounds
in several applications (of non-interactive nature). In particular, the extractor for any
such extractable function must make a non-black-box use of the adversary’s program .A.
Previously, no construction with an explicit extraction procedure was known. Instead,

the existence of such a non-black-box extractor was merely assumed.

89
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In light of this, the main question addressed in this chapter is:

Q : Can we construct extractable functions from standard hardness assumptions?

Alternatively, can we show that extractable functions cannot exist?

On the role of auxiliary input. We show that the answer to the above question
crucially depends on how we model the “auxiliary information” available to the eval-
uator A and the extractor £. Let us elaborate. One straightforward formulation of
extractable functions requires that, for any possible adversary (modeled as a uniform
algorithm) there exists an extractor (again, modeled as a uniform algorithm) that suc-
cessfully extracts as described above given the adversary’s coin tosses. An alternative is
to model both the adversary and the extractor as non-uniform families of deterministic
polysize circuits.

However, it turns out that in some applications neither formulation suffices. Indeed,
when using extractable functions with other components in a larger cryptographic
scheme or protocol, an adversary A may gather information z from other components
and use it as additional auxiliary input when evaluating the extractable function. To be
useful in these cases, the extractor needs to be able to deal with auxiliary information
that’s determined after the extractor has been fixed. That is, we require that for any
adversary A there exists an extractor £ such that for any polysize z, and for a randomly
chosen key e, whenever A(z,e) outputs an image v, £(z,e) output a corresponding
preimage of v. In the above, we can either model both the adversary A and the
extractor £ as uniform polytime machines, or as non-uniform machines with polynomial
size advice. We call z the common auziliary input, and if A and £ are non-uniform we
refer to their advice as individual auziliary input.

We note that the concept of common auxiliary input appears elsewhere in cryptog-
raphy. For instance, to make sure that zero-knowledge protocols remain zero-knowledge
under sequential composition, the verifier and simulator get common auxiliary input.
Indeed, to obtain this standard formulation of zero-knowledge using extractable func-
tions, extractability with common auxiliary input is needed. In other settings, the
definition can be relaxed to consider only the case where the common auxiliary input is
taken from some specific distribution that captures the “possible” auxiliary information

in a given system, see Remark 96 in Chapter 5.
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4.1.2 Results

We give two quite different answers to the above question on the exitence of extractable
one-way functions. On the negative side, following the common belief (first expressed
in [113]), we give formal evidence that extractable one-way functions with common

auxiliary input of unbounded length may not exist:

Theorem 53 (informal). If there exist indistinguishability obfuscators for a certain
class of circuits, then there do not exist extractable one-way functions with respect to

common auziliary-input of unbounded polynomial length.

This seems to suggest that the concept of auxiliary-input extractable one-way func-
tions (and other concepts that imply it, such as auxiliary-input extractable collision-
resistant hashing or SNARKSs, discussed in Chapter 5) may be shaky overall, especially

in light of the recent candidate indistinguishability obfuscator for all circuits [83].

Still, we show, for the first time, how to construct extractable one-way functions with
an explicit extraction procedure with respect to auxiliary-input of bounded polynomial
length (common or individual), and in particular, with respect to uniform adversaries.
More specifically, we first give a construction of extractable one-way functions based

on publicly-verifiable P-delegation schemes:

Theorem 54 (informal). Assuming one-way functions and publicly-verifiable P-
delegation, there exist EOWFs with respect to (common or individual) auziliary-input

of bounded polynomial length.

While the existence of publicly-verifiable P-delegation schemes is perhaps not con-
sidered as a standard assumption, it is a falsifiable assumption [134],' with candidates
such as CS proofs [128] or SNARGs (see Chapter 5). We view this construction mainly
as a proof of concept, showing that ruling out such extractable functions may be a hard

task.

Aiming towards a construction from standard assumptions, we formulate a generalized
variant of extractable one-way functions (GEOWTFS), capturing the properties which
make EOWF's useful, and indeed construct bounded-auxiliary-input GEOWFs from
relatively standard assumptions. Specifically, our construction relies on the existence

of privately-verifiable P-delegation, which was recently established by [119], based, for

1See discussion in [62] on the equivalent concept of 2-message P-certificates.
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instance, on the Learning with Errors Assumption. We additionally show that the
limitation given by Theorem 53 also holds for GEOWFs.

Relying on GEOWFs, we give the first constructions from standard assumptions
of 2-message zero-knowledge arguments and 3-message zero-knowledge arguments of

knowledge, against verifiers with bounded-auxiliary-input.
Theorem 55 (informal).

1. Assuming (even privately-verifiable) P-delegation, there exist GEOWF's with re-

spect to (common or individual) auziliary-input of bounded polynomial length.

2. Assuming GEOWFs, ZAPs [7}], and (even 1-hop [89]) homomorphic encryption,
there exists a 3-message ZK argument of knowledge against bounded-auziliary-
input verifiers. Assuming the GEOWFs are one-way against suberponential ad-
versaries, there exists a 2-message ZK argument against bounded-auziliary-input

verifiers.

We next elaborate on each of the results, and the techniques used to achieve it.

4.1.3 Impossibility with respect to Unbounded Auxiliary-Input

To introduce the negative result regarding EOWFs with unbounded (common)

auxiliary-input, we first recall the notion of indistinguishability obfuscation (10) [16].

Indistinguishability obfuscation. The notion of IO is a relaxation of the virtual-
black-box (VBB) notion, for which no impossibility results are known. The notion only
requires that it is hard to distinguish an obfuscation of Cy from an obfuscation of C1,
for any two circuits Cy and C of the same size that compute the exact same function.

Garg et al. [83] who proposed a candidate construction of general-purpose obfusca-
tors. They show that, under algebraic assumptions closely related to multilinear maps
[66, 81], their construction satisfies the relaxed notion of indistinguishability obfuscation
(I0) [16], for which no impossibility results are known. Since the emergence of the Garg
et al. candidate, IO has been shown to have variety of powerful positive applications,
such as functional encryption, public-key encryption from one way functions, deniable
encryption, 2-message multi-party computation, and more [42, 82, 83, 117, 147]. Here

we show a negative application.
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The tension between obfuscation and extractable functions. As discussed in
the introduction, the notions of obfuscation and non-black-box extraction stand in clear
contrast. In the context of extractable functions with respect to common auxiliary-
input, this was already noted by Hada and Tanaka [113], and [94]. Indeed, they note
that the common auxiliary-input z may potentially encode an arbitrary circuit to be
executed by the adversary in order to produce an image v. The extractor should, thus,
be able to efficiently “reverse engineer” such a circuit, in order to figure out a preimage
of v. The tension with obfuscation is evident: if z contains obfuscated code that chooses
a preimage in some complicated way, it may be impossible to extract from.

The question is how to turn this intuition into a formal impossibility. While VBB
obfuscation may be the natural choice, we do not have any evidence that there exist
VBB obfuscators for a complicated task such as the one described above (in fact, there
is evidence that they do not [31, 103]. We show that general IO suffices to make this

intuition rigorous.

Proof idea. We focus on the ‘hardest scenario’, where the auxiliary input z may rep-
resent an arbitrary malicious and potentially obfuscated code. Specifically, we consider
the following folklore case where z is an obfuscation of a circuit Cy that, given key e
for an extractable function f., chooses its preimage in an unpredictable way: it applies
a pseudo-random function PRFj to the key, and outputs the result f.(PRFg(e)).

An adversary, given such an obfuscated circuit as auxiliary input z, can run it on
the key e for the extractable function and always obtain a proper image. The question
is whether the extractor, given the same (e, z), can output a preimage. Intuitively, had
we given the extractor black-box access to the circuit Cf, instead of an obfuscation of
Cl, it would have to invert the one-way function to obtain such a preimage. Indeed,
since the oracle Cy answers any query ¢ with fo(PRFg(€’)), it follows from pseudo-
randomness that finding a preimage of f.(PRFg(e)) is as hard as finding a preimage of
fe(u), for a uniformly random wu.

Can the above intuition be translated to a proof using 10?7 Indeed, when z is an 10
obfuscation iOQ(C%) of the circuit Cy, it is not clear what kind of information leaks on

the PRF key k.2 Nevertheless, we show that the above intuition can still be fulfilled.

2In fact, formalizing the above intuition is tricky even with VBB, because one has to reduce extrac-
tion of one of perhaps many arbitrary pre-images to the task of predicting some deterministic predicate
of the PRF key k.
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The idea is to consider an alternative to the the circuit C} that computes the same
function, but without actually “knowing” the preimage PRF(e). This is achieved using

the puncturing technique of Sahai and Waters [147].

Specifically, instead of using any PRF family, we use a puncturable PRF. In such
PRFs it is possible to puncture a given key k at an arbitrary point * in the domain
of the function. The punctured function PRFy_,, with punctured key k,«, preserves
functionality at any other point, but hides any information on the point PRFj(z*);
namely, the value PRFj(z*) is pseudo-random, even given (x*, k;+). As shown in several
recent works [41, 44, 120], such puncturable PRFs follow from the GGM construction
[95].

Using a puncturable PRF in the implementation of C}, we can now show that if the
extractor succeeds in finding a preimage of v = f.(PRFy(e)), it would also succeed had
we provided it with an obfuscation of the alternative circuit Cy,_,. The circuit Cy, ,
computes the same function as Cf, but in a different way: it only has the punctured
key ke, and has the value v = f.(PRFy(e)) directly hardwired into it, so that it does not
have to evaluate the PRF in order to compute it. Thus, the fact that the extractor still
succeeds follows by the guarantee of indistinguishability obfuscation. However, now by
the pseudo-randomness guarantee at the punctured point e, we know that PRFy(e) is
pseudo random, even given the circuit Cj,_,, and thus the extractor can be used to
invert the one-way function f. from scratch.

Finally, we note that since puncturable PRFs can be constructed from one-way
functions, and any EOWF is in particular a OWF, it follows that the impossibility of
EOWFs is implied by indistinguishability obfuscation without any further assumptions.
We also note that the result naturally extends to the notion of generalized EOWF's

(presented in more detail in the following subsection).

So, is the knowledge of exponent assumption wrong? In its original formu-
lation [67] and in subsequent formulations [22, 23, 113], the knowledge of exponent
assumption (KEA) was not stated with respect to common auxiliary-input, but rather
only for individual auxiliary-input (or completely uniform machines), where any A with
advice z4 has an extractor £ with its own advice zg, and the only common extra in-
formation is the adversary’s coin tosses and key for the function. In particular, given a

non-uniform adversary A with an obfuscated code as advice z 4, the extractor is allowed
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to have a different advice zg, representing the “deobfuscated” code. Indeed, our result
does not rule out such a notion of extraction (even assuming IO for all circuits).

Our result does not disvalidate the intuition that “the only way” to compute
(g%, h"), given (g,h) is by “knowing” z. As we saw, our adversary and auxiliary-
input are devised so that z is actually known, but only by an underlying obfuscated
computation, and thus cannot be figured out efficiently by an external extractor.

We also note that our result does not rule out extractable functions with respect to
common auxiliary input that is taken from specific distributions that may be conjec-

tured to be “benign”, e.g. the uniform distribution (see Remark 96 in Chapter 5).

4.1.4 Constructions with respect to Bounded Auxiliary-Input

We first formulate a generalized version of EOWFs (GEOWFs), and show how
GEOWFs can be constructed from standard assumptions. Then, we shall see that,

under appropriate conditions, we can leverage the same ideas in order to get standard

EOWFs.

Generalized EOWFs. The essence of EOWEFSs, and what makes them useful, is the
asymmetry between a black-box inverter and a non-black-box extractor: an inverter,
which only gets a random image v = fe(u) of an EOWF, cannot find a corresponding
preimage u/, whereas a non-black-box extractor, which is given a code that produces
such an image, can find a preimage uv’. GEOWFSs allow to express this asymmetry in
a more flexible way. Concretely, a function family F is now associated with a “hard”
binary relation R/ on image-witness pairs ( fo(u), ). Given v = f.(u) for a random u,
it is infeasible to find a witness u/, such that R (v,u’) = 1. In contrast, a non-black-
box extractor that is given a code that produces such an image can find such a witness
u'.

It is natural to require that the relation R is efficiently testable, in this case we
say that the GEOWF is publicly-verifiable. However, we shall see that GEOWF's are
useful, even for hard relations that are not publicly-verifiable. Specifically, we will
consider privately-verifiable GEOWFs where R (v,u') is not efficiently testable given

only (v = fe(u),u’), but can be efficiently tested given w in addition.

The main idea. To convey the basic idea behind our constructions of GEOWF's with

respect to bounded auxiliary-input, consider the following first attempt. The GEOWF
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f is key-less, it is simply a pseudorandom generator stretching inputs of length n to
outputs of length 2n. The relation R7 contains pairs (v, M) such that the witness
M is a description of a machine of length at most n, and M(1") outputs v. The
fact that the relation R” (v, -) is hard to satisfy for v = f(u) and a random u, follows
from the pseudo-randomness of the output v. Indeed, a truly random output that is
indistinguishable from v would have high Kolmogorov complexity. However, given any
adversarial program M 4 whose description size is bounded by n and that outputs some
v € {0,1}?", the description of the program M 4 itself is a witness that satisfies the

relation R (v, M 4), and thus extraction is trivial.

The main problem is that the time required to test the relation R (even given
some preimage of v) is not bounded by any particular polynomial; indeed, the running
time of M 4 may be an arbitrary polynomial. One can try to fix this by padding the
witness M 4 with 1¢ where ¢ is the running time of M_4. However, now the length of the
extracted witness depends on the running time of the adversarial program M 4 and is
not bounded by any particular polynomial in the length of the image. Such generalized
extractable functions do not seem to be as powerful though; in particular, we do not
know how to use them for constructing 2-message and 3-message ZK protocols.

A similar problem is encountered in Barak’s zero-knowledge protocol [11], where
the entire computation of a malicious verifier is used as the simulation trapdoor. As in
the protocol of Barak, Lindell, and Vadhan [18], we get around this problem using a
non-interactive proof system that allows for quick verification of (possibly long) com-
putations. Instead of computing the output v of the witness program M 4, R7 will
(quickly) verify a proof for the fact that M_4(1") outputs v. That is, (v, (M, 7)) € R”
only if 7 is a convincing proof that M(1™) = v. Intuitively, the soundness of the
proof guarantees that the relation is still hard to satisfy. Extraction from a bounded-

auxiliary-input adversary M 4 is done by simply computing a proof for its computation.

P-delegation. The proof system required in our constructions is a non-interactive
computationally sound proof for deterministic polytime statements, from hereon re-
ferred to as a P-delegation scheme. More precisely, in a P-delegation scheme, the
verifier generates, once and for all, an “offline message” o together with a private
verification state 7 and sends o to the prover. Then, the prover can compute a non-

interactive proof 7 for any adaptively chosen statement of the sort: “machine M out-
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puts v within t steps”. We require that the verifier runs in time polynomial in the
security parameter n, but only polylogarithmic in ¢, and the prover runs in time poly-
nomial in (¢,n). We say that a delegation scheme is publicly-verifiable if the verification
state 7 can be published without compromising soundness. Otherwise we say that the

scheme is privately-verifiable.

As mentioned in Section 4.1.2, while we do have candidates for publicly-verifiable
P-delegation, their security is not based on standard assumptions. In a recent
breakthrough result, Kalai, Raz and Rothblum [119] construct a privately verifiable
P-delegation scheme based on any private information retrieval scheme with sub-
exponential security. While the scheme of [119] only has non-adaptive soundness, we
use standard techniques to get soundness for a statement that is adaptively chosen from
a relatively small set of possible statements. This is indeed what is required for our

construction (see the body for more details).

GEOWTF from P-delegation. We now sketch how P-delegation is used in our con-
structions. We obtain publicly-verifiable (respectively, privately-verifiable) GEOWFs
based on publicly-verifiable (respectively, privately-verifiable) delegation. In both cases,
the GEOWF f is key-less, it is given as input a seed s and a random string r. f applies
a pseudo-random generator on s and obtains an image v. f then uses the randomness
r to sample an offline message o together with a verification state 7 for a P-delegation
scheme. Finally, f outputs (v,0). We assume that if the delegation scheme is publicly-
verifiable, the offline message o includes the verification state 7. Also, if the delegation
scheme is privately-verifiable, we assume that 7 can be inefficiently computed from o.

(Both assumption are WLOG.)

The relation R” contains pairs consisting of an image (v,o) and witness (M, ),
such that the length of M is much shorter then the length of v and 7 is an accepting
proof for the statement “M(1™) outputs v”, with respect to the verification state 7
corresponding to the offline message o. Indeed, if the delegation scheme is publicly-
verifiable, 7 can be efficiently computed from o, and therefore the relation R” is effi-
ciently testable. And if the delegation scheme is privately-verifiable, 7 can be efficiently
computed given a primage of (v, o) that contains the randomness used to sample o and

T.
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Constructing standard EOWFs. We show how to construct a standard (not gen-
eralized) EOWF g from a publicly-verifiable GEOWF f. The basic high-level idea is to
embed the structure of the GEOWF f and the relation R” into the standard EOWF
g. For this purpose, g will get as input a string ¢ € {0, 1}", which intuitively picks one
of two branches for computing the function. If i # 0" (which is almost always the case
for a random input) the output is computed in the “normal branch”, where g takes an
input u for the GEOWF f and outputs f(u). If i = 0", the output is computed in the
“trapdoor branch”, which is is almost never taken for a random input, but is used by
the extractor. In the trapdoor branch, g takes as input a candidate output v for f and
a witness v/ for R (v,-). g verifies that (v,u/) € R” and if so, it outputs v. Given
an adversarial program M 4 that outputs v in the image of f, the extractor for g can
invoke the extractor for f, obtain a witness u’ such that (v,u/) € R”, and from this
witness construct a valid (trapdoor branch) primage (i = 0", v,u’) for v.

The above transformation cannot start from a privately-verifiable GEOWF'; indeed
public-verification is required so to allow the function to efficiently evaluate the relation
R7 in the trapdoor branch. We also note that the above transformation is oversim-
plified and implicitly assumes that an adversarial evaluator cannot use the trapdoor
branch of the function to produce an output that is in the image of g but not in the
image of f, in which case extraction may fail. In the body, we show how to avoid
this problem by relying on the specific construction of publicly-verifiable GEOWF's
from publicly-verifiable P-delegation with an extra property (satisfied by existing can-

didates).

4.1.5 Zero Knowledge against Verifiers with Bounded Auxiliary-Input

We start by describing how to construct 2-message and 3-message zero-knowledge pro-
tocols from standard (non-generalized) EOWFs, and then explain how to replace the

EOWFs with GEOWPFs.

From EOWF to 3-message zero knowledge. The protocol follows the Feige-
Lapidot-Shamir trapdoor paradigm [76]. Given, say a key-less; EOWF f, the basic idea
is to have the verifier send the prover an image v = f(u) of a random element u, which
will serve as the trapdoor. The prover would then give a witness-indistinguishable

proof-of-knowledge attesting that it either knows a witness w for the proven statement,
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or it knows a preimage v’ of v. Intuitively, soundness (and actually proof of knowledge)
follow from the one-wayness of f and the proof of knowledge property of the WI system.
Zero knowledge follows from the extractability of f. Indeed, the simulator, given the
code of the verifier, can run the extractor of the EOWF, obtain u, and use it in the WI

proof.

Following through on this intuition encounters several difficulties. First, a WI proof
of knowledge requires three messages, and thus a first WI prover message must be sent
in the first message of the protocol. Furthermore, the WI statement is only determined
when the verifier sends v in the second protocol message. Therefore, we must make
sure to use a WI proof of knowledge where the first prover message does not depend
on the statement. Another basic problem concerns the length of the first WI message.
Recall that, in our construction of EOWFs against bounded auxiliary-input adversaries,
the function’s output is longer than the adversary’s advice. Since a cheating verifier
may compute v using the first WI message as an advice, we must therefore use a WI
system where the length of the first message is independent of the length of the proven
statement. We design a WI argument with the required properties based on ZAPs [74]

and extractable commitments [143].

An additional potential problem is that a malicious verifier may output an element
v outside of the function’s image, an event which in general may not be efficiently
recognizable, and cause the simulator to fail. This can be solved in a couple of generic
ways, below we outline one such solution, based on 1-hop homomorphic encryption. A

different approach to the problem, based on ZAPs is described in [28].

From EOWPFs to 2-message zero knowledge. In the 2-message protocol, we
replace the 3-message WI proof of knowledge with a 2-message WI proof (e.g. a ZAP).
However, in the above 3-message protocol, soundness is established by using the proof-
of-knowledge property of the WI, whereas 2-message WI proofs of knowledge are not
known. Instead, we prove soundness using complexity leveraging. The prover adds to its
message a statistically-binding commitment to junk, and proves that either “x € L”, or
“f(u) = v and the commitment is to v”. We require that the commitment is invertible
in some superpolynomial time 7T, whereas the one-wayness of f still holds against
adversaries that run in time poly(7"). Now, an inverter of f can run the cheating

prover with a verifier message that contains its input image v, and brute-force break
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the commitment to obtain a preimage of v.

Replacing EOWF with GEOWEF. We would like to base our zero-knowledge pro-
tocols on privately-verifiable GEOWFs (that can be constructed from standard as-
sumptions) instead of on EOWFs. A natural first attempt is to modify the protocol as
follows: the verifier sends an image v = f(u), as before, and the prover then gives a WI
proof of knowledge attesting that it either knows a witness w for the proven statement,
or that it knows, not a preimage, but a witness u’ such that R” (v,%’) = 1. The main
problem with this first attempt is that the relation R is not publicly-verifiable, and
thus the simulator has no way of proving the statement. Another possible problem
is that a malicious verifier may output an element outside of the function’s image, an
event which in general may not be efficiently recognizable. In such a case there is no
extraction guarantee, and simulation may fail.

The solution for both problems is to test the relation R”, and the validity of the
verifier’s image, using a two-message secure function evaluation protocol, based for
example on a 1-hop homomorphic encryption [89]. More concretely, the verifier, in
addition to the the function output v, sends an encryption c of the input w. The
simulator then homomorphically evaluates a circuit that efficiently computes R” (v, u/)
given u, as well as verifies that indeed v = f(u). The simulator then obtains an
evaluated ciphertext ¢ that decrypts to 1 (the honest prover will simply simulate an
encryption ¢ of 1). Finally, the prover (or simulator) sends back ¢, and gives a WI proof
of knowledge attesting that it either knows a witness w for the proven statement, or
that the ciphertext ¢ was generated as described. The verifier verifies the WI proof is

accepting and that ¢ decrypts to 1.

Limitations on two and three message ZK and related work. Three-message
zero-knowledge protocols with black-box simulation exist only for trivial languages [98].
The impossibility extends to the case of adversaries with bounded advice of size nf?(1),
where n is the security parameter (see Section 4.6 for more details). Three-message
zero-knowledge protocols were previously based either on the knowledge of exponent
assumption [22, 113], on extractable one-way functions [28], or on other extractability
assumptions [51]. In all, the simulator uses a non-black extractor that is only assumed

to exist, but not explicitly constructed.

Two-message zero-knowledge arguments against adversaries with unbounded poly-
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nomial advice exist only for trivial languages (regardless of how simulation is done)
[101]. In fact, impossibility extends even to adversaries with bounded advice, provided
that the advice string is longer than the verifier’s message. Barak, Lindell, and Vadhan
[18] construct a two-message argument that is zero-knowledge as long as the verifier’s
advice is shorter than the verifier message by super-logarithmic additive factor. Indeed,
our two-message protocol has the same skeleton. However, security of the Barak et al.
protocol is only shown assuming existence of P-delegation schemes (or universal argu-
ments for non-deterministic languages) that are publicly verifiable, which as discussed

earlier is not considered to be a standard assumption.

4.1.6 More Related Work

Knowledge assumptions in previous work. In the following we briefly survey
prior works which relied on different knowledge assumptions.

Damgard [67] first introduced a Knowledge of Exponent Assumption (KEA) to
construct a CCA-secure encryption scheme. Later, Hada and Tanaka [113] showed
how to use two KEA assumptions to construct the first three-round zero-knowledge
argument. Bellare and Palacio [22] then showed that one of the assumptions of [113] was
likely to be false, and proposed a modified assumption, using which they constructed
a three-round zero-knowledge argument. Bellare and Palacio [23] also note a problem
with the use of the basic KEA in Damgard’s CCA application and propose a stronger
KEA variant with interactive extraction that allows to overcome the problem.

Abe and Fehr [3] extended the assumption of [22] to construct the first perfect
NIZK for NP with “full” adaptive soundness. Prabhakaran and Xue [145] constructed
statistically-hiding sets for trapdoor DDH groups [70] using a new Knowledge of Ex-
ponent assumption. Gennaro et al. [87] used another KEA assumption (again with
an interactive flavor) to prove that a modified version of the Okamoto-Tanaka key-
agreement protocol [136] satisfies perfect forward secrecy against fully active attackers.

More recently, [112] construct constant-round concurrent zero-knowledge from an
interactive variant of KEA. In [28], 3-message concurrent zero-knowledge is constructed
from a more generic interactive variant of extractable one-way functions.

Knowledge assumptions have also been excessively used to obtain succinct non-
interactive arguments (SNARGs) and related primitives. This is discussed in detail in

Chapter 5.
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Subsequent negative results for extractable functions. The negative result
presented in this chapter, in fact, shows that for any candidate EOWF family F, there
exists a distribution Yr, and an adversary A, such that any extractor £ for A, would
fail with respect to common auxiliary-input sampled from Yr. As noted by Boyle and
Pass [45], our result can be generalized so that ) does not depend on F, but only
on some upper bound T'r on its running time (by having )’ encode a proper universal
circuit). Boyle and Pass further show that, assuming a strengthening of 10 called
differing inputs obfuscation [16], Y can be made independent of T’r and only depend
on its output length £r; in particular, elements sampled from ) can be longer than
£r. We note that their result does not clash with our positive result for bounded
auxiliary-input, in which £z is made longer than the bound on auxiliary inputs. We
also note that both ours and Boyle and Pass’ impossibility apply for a specific and
rather contrived distribution. No impossibility is yet known for distributions that may

be considered “benign”, such as the uniform distribution.

Chapter Organization

In Section 4.2 we give the relevant definitions for EOWF and GEOWF. In Section 4.3,
we present the limitation on unbounded auxiliary-input EOWFs based on indistin-
guishability obfuscation. In Section 4.4, we present the constructions of bounded-
auxiliary-input EOWFs and GEOWF's. In Section 4.5.4, we present the zero-knowledge
protocols constructed from GEOWFs. In Section 4.6, we discuss relevant black-box

lower for EOWF's, and ZK.

4.2 Extractable One-Way Functions

In this section, we define auxiliary-input extractable one-way functions (EOWFs),
bounded-auxiliary-input EOWFs, and generalized extractable one-way functions

(GEOWFs).

Definition 56 (Auxiliary-input EOWFs [51]). Let £,¢',m be polynomially bounded

length functions. An efficiently computable family of functions

F = {fe : {0, 1}Z(n) N {0’ 1}5’(%) ec {0’ 1}m(n)7n c N} ,
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associated with an efficient (probabilistic) key sampler K, is an auziliary-input EOWF
if it is:

1. One-way: For any PPT A, polynomial b, security parameter n € N, and z €
{07 1}b(n) .

U Ale, fe(u); 2)
Ig’r( : ‘ < negl(n) .
e 1
u(—{o,fl}an) fe(u) = fe(u)
2. Extractable: For any PPT adversary A, there exists a PPT extractor € such

that, for any polynomial b, security parameter n € N, and z € {0, 1}b(”) :

v Ale; 2) u < E(e; z)
Pr A < negl(n) .

e Kr(1m) Ju : fe(u) =0 fe(ul) 7& v

Remark 57. Often, an extra image-verification property is required; namely, given v
and e, one should be able to efficiently test whether v € Image(f.). Here there are two

flavors to consider:

1. public verifiability, where to verify an image all that is required is the (public) key

e; and

2. private verifiability, where the randomness used to generate e is require to perform

mage verification.

Our constructions in Section 4.4.2 will not give efficient image verification. When the
party generating e is trusted, image-verification can be generically added using NIZKs;
alternatively, when applying EOWFs within a protocol, image verification can be en-

forced using an interactive proof system (this is exemplified in Sections 4.5.4.1,4.5.4.2).

Bounded auxiliary input. We now define bounded-auxiliary-input EOWFs. Unlike
the definition above, where extraction is guaranteed with respect to auxiliary input of
any polynomial size b, here b is fixed in advance and the function is designed accordingly.
That is, extraction is only guaranteed against adversaries whose advice is bounded by
b, whereas their running time may still be an arbitrary polynomial; this, in particular,

captures the class of uniform polytime adversaries.
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For b-bounded auxiliary input, we also define key-less families. While for unbounded
auxiliary input, extraction is impossible for key-less families (the adversary may get as
auxiliary input a random image, thus forcing the extractor to break one-wayness), for
b-bounded auxiliary input, it may be possible, since the output length ¢ can be larger
than the bound b on the auxiliary input. Our constructions will yield such key-less

functions.

Definition 58 (b-bounded-auxiliary-input EOWFs). Let b,¢,¢';m be polynomially
bounded length functions (where £,¢';m may depend on b). An efficiently computable

family of functions
F={fo: {0,110 5 {0,1"™ | e e {0,1}" n e}

associated with an efficient (probabilistic) key sampler Kz, is a b-bounded auziliary-

mput EOWEF if it is:
1. One-way: As in Definition 56.

2. Extractable against b-bounded adversaries: For any PPT adversary A,
there exists a PPT extractor £ such that, for any security parameter n € N, and

z € {0,1}00);

v Ale; 2) u +— E(e; 2)
Pr A < negl(n) .

k(") | 3, fe(u) = v fe(u) #v

We say that the function is key-less if in all the above definitions the key is always
set to be the security parameter; namely, e = 1™. In this case, the extraction guarantee

always holds (rather than only for a random key).

Remark 59 (Bounded randomness). Throughout, we treat any randomness used by the
adversary as part of its advice z; in particular, in the case of bounded advice, we assume
that the randommess is bounded accordingly. For many applications, this is sufficient
as we can transform any adversary that uses arbitrary polynomial randommness to one
that uses bounded randomness, by having it stretch its randomness with a PRG. This
approach is applicable, for example, for ZK against b-bounded auxiliary-input verifiers
(see Section 4.5), as well as for any application where testing if the adversary breaks

the scheme can be done efficiently.
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Remark 60 (Other forms of auxiliary-input).

1. Individual vs. common auxiliary-input: In the above formulation of ex-
tractability, the adversary A (producing an image) and the extractor £ are modeled
as uniform PPT machines that obtain the same common auxiliary-input z. This
formulation is aligned with the treatment of auxiliary-input in other settings such
as zero-knowledge or obfuscation and, as explained in the intro, is instrumental
when arguing about extractable functions in the context of a larger system. As also
mentioned in the intro, in certain contexts it may be sufficient to consider indi-
vidual auziliary-input, where we only require that for any A with auxiliary-input
za, there exists an extractor £ with auxiliary-input zg. The extractor’s zg may
arbitrarily and inefficiently depend on z4, and could be of an arbitrary polynomial
size. This weaker notion may be useful in cases where the adversary’s auxiliary
inputs do not depend on computations that may have taken place in the system be-
fore the extractable function is used. Examples include CCA and plaintext-aware
encryption with non-uniform security reductions [23, 67]. (We may also consider

a definition that allows both individual and common auziliary-input.)

2. Common but “benign” auxiliary-input: In the above formulation, it is re-
quired that extraction works for a worst-case choice of the common auziliary-
mput z. In certain contexts, however, it is sufficient to consider a definition
where the common auziliary input z is drawn from a specific distribution that
1s conjectured to be ‘benign’, in the sense that it is unlikely to encode a ma-
licious obfuscation. For instance, the distribution can be uniform or an en-
cryption of a random string. FExamples where this is sufficient includes es-
sentially all the works on succinct non-interactive arguments (SNARGSs), suc-
cinct NIZKs, and targeted malleability, which rely on extractable primitives
[29, 30, 33, 34, 40, 68, 71, 86, 105, 111, 124, 126, 130] (see also Remark 96
in Chapter 5).

4.2.1 Generalized Extractable One-Way Functions

The essence of EOWF's, and what makes them useful, is the asymmetry between an
inverter and a non-black-box extractor: a black-box inverter that only gets a random

image v = f.(u) cannot find a corresponding preimage u/, whereas a non-black-box



106 CHAPTER 4. EXTRACTABLE ONE-WAY FUNCTIONS

extractor, which is given a code that produces such an image, can find a preimage
u'. Generalized EOWFs (GEOWFSs) allows to express this asymmetry in a more flex-
ible way. Concretely, a function family F is now associated with a “hard” relation
RT (fo(u),u') on image-witness pairs (fo(u),u) € {0,1} x {0,1}¢*. Given v = fo(u)
for a random u, it is infeasible to find a witness «’, such that R (v,«’) = 1. In contrast,
a non-black-box extractor that is given a code that produces such an image can find
such a witness u'.

We consider two variants of GEOWFs: The first is publicly-verifiable GEOWFs,
where for (v = fe(u),u’), the relation R (v,u), can be efficiently tested given v and
v’ only (and the key e if the function is keyed). The second is privately-verifiable
GEOWFs, where the relation R (v,u'), might not be efficiently testable given only
(v = fe(u),u’), but it is possible to efficiently test the relation given u in addition.

We note that standard EOWF's, as given in Definition 56, fall under the category
of publicly-verifiable GEOWFs, where the relation R (v,u) simply tests whether v =

fe(u).

Definition 61 (GEOWFSs). An efficiently computable family of functions
F = {fe {0,134 = {0,1}™ | e € {0,1}"") n € N} ,

associated with an efficient (probabilistic) key sampler Kx, is a GEOWEF, with respect

to a relation R (v,u) on triples (e,v,u’) € {0, 1} H)HL)+kR) it 41 s

1. R7-Hard: For any PPT A, polynomial b, security parameter n € N, and z €
{0’ 1}b(n) .

u A €, fe uj;, z
I?ru ) (e Jelui) < negl(n) .
e n
u(_{Oi}E(n) Rz(fe(u)7u/) =1

2. R7-Extractable: For any PPT adversary A, there exists a PPT extractor £

such that, for any polynomial b, security parameter n € N, and z € {0, l}b(") :

v+ Ale; 2) u +— E(e; 2)
Pr A < negl(n) .

e Kr(1m) Ju: fo(u) =v Rf(fe(u),u’) 71
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We further say that the function is

e Publicly-verifiable if R (f.(u),u’) can be efficiently computed by a tester
T (e, fe(uw),u).

e Privately-verifiable if R (f.(u),u) can be efficiently computed by a tester a

tester T (e, u,u').

Bounded auxiliary input GEOWFs (b-bounded auxiliary-input GEOWFSs) are
defined analogously to b-bounded auxiliary-input-EOWFs. That is, R”-hardness is
defined exactly as in Definition 61, whereas R”-hardness is only against adversaries

with auxiliary input of an apriori fixed polynomial size b(n).

Remark 62 (Does R7-hardness imply one-wayness). In principle, R7 -hardness may
not imply one-wayness of F. Although this is not needed for our purposes, we may
further require that the relation R” includes all pairs (fe(u),u), and thus ensure that

R7 -hardness does imply one-wayness.

Remark 63 (GEOWFs vs. Proximity EOWFSs). In [29], a different variant of EOWFs
called proximity EOWFs is defined. There a proximity relation ~ is defined on the
range of the function. One-wayness is strengthened to require that not only is inverting
fe(u) is hard, but also finding u' such that f.(u) ~ fe(u') is hard. Extractability is
weakened so that the extractor is allowed to output v’ as above, rather than an actual
preimage. GEOWF simply allow the relation to be even more general. Any prorimity
EOWF with relation ~ implies a GEOWF with relation R, such that R(fe(u),u') =1
iff fe(u) ~ fe(u'). In particular, the limitations we show in Section 4.3 on GEOWFs

apply to proximity EOWFs as well.

4.3 From IO to Impossibility of Unbounded-Auxiliary-
Input EOWF's
We show that if there exists indistinguishability obfuscation (I0), there do not exist

(generalized) auxiliary-input extractable one-way functions.

We start by defining ¢ and puncturable PRFs.
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4.3.1 Indistinguishability Obfuscation

Indistinguishability obfuscation was introduced in [16] and given a candidate construc-

tion in [83], and subsequently in [13, 47].

Definition 64 (Indistinguishability obfuscation [16]). A PPT algorithm iO is said to
be an indistinguishability obfuscator (INDO) for C, if it satisfies:

1. Functionality: For any C € C,
Pg Vz :i0(C)(x) =C(x)] =1 .

2. Indistinguishability: For any class of circuit pairs {(C,(Zl),Cq(f)) € C X Clpen,
where the two circuits in each pair are of the same size and functionality, it holds

that:

Remark 65 (Efficiently-falsifiable iQ). The assumption that 1O obfuscators exist ac-
cording to the above (standard) formulation is not efficiently falsifiable in the language
of [134]. Specifically, it can be formulated as a cryptographic game [72, 114] between
a challenger and an attacker: the attacker submits two circuits Co,C1, gets an obfus-
cation 1O(Cp) for a random b, and has to guess b. However, the challenger cannot
efficiently check whether the adversarially chosen circuits indeed compute the same
function. Thus, it is not efficiently falsifiable.

We note, however, that for our specific application, we can settle for a restriction
of iO that is falsifiable: we only require that, for some fized efficiently samplable dis-
tribution D on pairs of circuits with the same functionality, iO holds for an honestly
sampled pair. That is, instead of letting the attacker adversarially choose the circuits,
the challenger samples a pair of circuits Co,C1 from D and hands them to attacker

together with iO(Cp).

4.3.2 Puncturable PRFs

We next define puncturable PRFs. We consider a simple case of the puncturable PRFs
where any PRF might be punctured at a single point. The definition is formulated as

in [147].
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Definition 66 (Puncturable PRFs). Let ¢, m be polynomially bounded length functions.

An efficiently computable family of functions
PRF = {PRF; : {0,1}"™ — {0,1}™ | k€ {0,1}",n e N}

associated with an efficient (probabilistic) key sampler Kprx, is a puncturable PRF if
there exists a puncturing algorithm Punc that takes as input a key k € {0,1}", and a

point ¥, and outputs a punctured key k=, so that the following conditions are satisfied:

1. Functionality is preserved under puncturing: For every z* € {0, l}g(”),

Pr  [Va # 2" : PRF(z) = PRFy,. (z) | ke = Punc(k,2*)] =1 .

k—Kprr(1m)

2. Indistinguishability at punctured points: The following ensembles are com-

putationally indistinguishable:

o {@", kp+, PRFi(2") | k = Kprp(1"), kar = Punc(k, 2)} 0, 13mm nen

o (% Jesu | B Kprr(17), Kye = Punc(h,a), = {0,100} L

To be explicit, we include z* in the distribution; throughout, we shall assume for
simplicity that a punctured key k.« includes z* in the clear. As shown in [41, 44, 120],
the GGM [95] PRF yield puncturable PRFs as defined above.

4.3.3 The Impossibility Result

We now show that if indistinguishability obfuscators exist, there do not exist
auxiliary-input EOWFs or generalized EOWFs (GEOWFSs) according to Definitions
56,61:

Theorem 67. Assuming indistinguishability obfuscation for all circuits, neither
EOWFs nor GEOWFs exist, with respect to common auxiliary-input of unbounded poly-

nomial length.
Before proving the theorem two remarks are in place:

Remark 68 (Implications for other extractable primitives). GEOWFs are a minimal

extractable cryptographic primitive, in the sense that other extractable primitives such
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as extractable collision-resistance hash functions (ECRHs), or succinct non-interactive
arguments of knowledge (discussed in Chapter 5) imply them. These implications are
mvariant with respect to auxiliary-input, and thus our limitation on common auziliary

mput also holds with respect to these extractable primitives.

Remark 69 (Auxiliary-input notions that are not ruled out). The limitation we prove
relies critically on the adversary and extractor having common auxiliary-input, and
does mnot if we only require extractability with respect to individual euziliary-input, as
defined in Remark 60. The result does hold if we allow both individual and common
auziliary-input.

Also, our result does not apply for any distribution on common auxiliary-inputs, but
rather shows that some specific auxiliary-input distribution fails extractability. In par-
ticular, we do not rule out natural distributions that may be conjectured to be “benign”

(see Remark 60), such as the uniform distribution.

To prove the Theorem 67, for any EOWF (respectively, GEOWF) family F, we shall
describe an adversary A and a distribution ) on auxiliary inputs, such that any ex-
tractor fails, for auxiliary inputs sampled from )). For simplicity of exposition, we first

concentrate on the case of plain EOWFSs, and then show how it directly extends to the

case of GEOWPFs.

4.3.3.1 The Universal Adversary

We consider a universal PPT adversary A that given (e, z) € {0, 1} x {0, 1}Ply(")
parses z as a circuit and returns z(e).

4.3.3.2 The Auxiliary Input Distribution

Let F be a family of extractable one-way functions and let PRF be a puncturable

pseudo-random function family. We start by defining two families of circuits

¢ ={Cx: {0,170 — {0,1}* ™

ke{qumneN},

c* = {ck 10,13 5 10,1}7™ | k€ {0,117, ¢ € {0,1}"™ v* € {0,1} ,n € N}

The circuit Cy, given a key e for an EOWF, applies PRF; to e , obtains an input
u, and returns the result of applying the EOWF f. to u.
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Ck
Hardwired: a PRF key k € {0,1}".
Input: an EOWF key e € {0,1}™(").

1. Compute u = PRF(e).
2. Return v = fe(u).

Figure 4.1: The circuit Ck.

Cke* U

Hardwired: a punctured PRF key k.. = Punc(k,e*) and v* € {0,1}* (.
Input: an EOWF key e € {0, 1},

1. If e # e*, compute u = PRFy_. (¢), and return v = fe(u).

2. If e = e*, return v*.

Figure 4.2: The circuit C_, +.

Zn

1. Sample k + Kprr(1m).
2. Sample an obfuscation z < iO([Ck]s)-

3. Output z.

Figure 4.3: The auxiliary input distribution Z,.

The circuit Cj_. ,+, has a hardwired PRF key ke« that was derived from k by
puncturing it at the point e*. In addition, it has hardwired an output v* to replace the
punctured result. In particular, when v* = f.«(PRFy(e*)) the circuit Cj_. .~ computes

the same function as Cj.

We are now ready to define our auxiliary input distribution Y = {Z,}, . Let
s = s(n) be the maximal size of circuits in either C or C*, corresponding to security
parameter n, and denote by [C]s a circuit C' padded with zeros to size s. Let ¢O be an
indistinguishability obfuscator. The distribution Z,, simply consists of an obfuscated

(padded) circuit Cy.
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4.3.3.3 A Does Not Have an Extractor

We next show that A cannot have any extractor £ satisfying Definition 56. In fact,
we show a stronger claim; namely, that for the auxiliary input distribution ), any

extractor fails with overwhelming probability.

Proposition 70. Let £ be any PPT candidate extractor for A then

v Ale; 2) u +— E(e; 2)
KPr A > 1 —negl(n) .
1n
CE | L) =0 L) £
We note that, since the key e is sampled above independently of the auxiliary input

z, the above indeed disproves extractability.

Proof of Proposition 70. First, we note that

v Ale; 2)
g’r =1;
ln
eiefz(n ) Ju: fe(u) =v

indeed, by the definition of A and Z,, and the correctness of O,

Ale, z) = z(e) = Cr(e) = fe(PRFy(e))

where Cj, € C is the circuit obfuscated in z, i.e. z =iO([Ckls).

Now, assume towards contradiction that, for infinitely many n € N, the extractor

& successfully outputs a preimage with noticeable probability e(n), i.e.

u +— E(e;2)
’?r( : >e(n)
— 1
Tz, | fe(w) = 2(e) = fe(PRF(e))
where as before, z = iO([Cyls).
Next, for every e* we consider an alternative distribution Z,(e*,v*) that, instead
of sampling a circuit Cj, samples a circuit Cy_. .+, by first sampling k as usual, and

then computing v* = fe-(PRFg(e*)), and the punctured key ke-. (Note that Z,(e*, v*)

is actually only parameterized by e*, we add v* to the notation, to be more explicit.)
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We claim that the extractor still succeeds in finding a preimage, i.e.,

u — E(e*;2%)
IPC’r(l : > e(n) —negl(n) .
¥« " *( % * *
Tty | Jor(u) = 2°(e") = v* = for (PRFi(e"))

2*Zn(e*w

This follows from the fact that, for any e* and k, Cy and Cj_, ,~ compute the same
function, and the 7O indistinguishability guarantee.

Next, we consider another experiment where Z,(e*,v*) is altered to a new dis-
tribution Z,(e*,u) that, instead of sampling v* = fe«(PRF(e*)) in Cj,_. o+, samples

v* = fo(r), for an independent random 7 < {0, 1}. We claim that

u — E(e*;2%)
Pr > e(n) —negl(n) ;

e Kz (1") I k(%) gk

2*Zn(e*,r) Ser (U,) =z (6 ) =" = fer (T)
indeed, this follows from the fact that PRFy(e*) is pseudo-random, even given the
punctured key kex.

This means that £ can be used to break the one-wayness of F. Indeed, given a

random key e*, and a challenge v* = fe«(r), an inverter can simply sample a punctured
kex on its own, construct the circuit C_, .+, with its challenge v* hardwired in, and

sample an obfuscation z* < iO(C},. ). Finally, it runs £(e*, 2*) to invert v*, with

the same probability (n) — negl(n). O

Extending the result to GEOWFs. The result directly extends to show that no
F can even be a generalized EOWF (GEOWF) with respect to auxiliary input, and
any relation R7. Concretely, we would consider the exact same universal adversary
and auxiliary-input distribution ). The proof goes along the same lines: instead of an
extractor that finds a pre-image u of v = z(e), we start from an extractor that finds
u € R (v). Then, instead of obtaining an inverter that breaks the one-wayness of F,
we obtain an inverter that breaks the R -hardness of F. The proofs follows the exact
same arguments. The only thing that should be noted is that when invoking the indis-
tinguishability given by 7O, in the first hybrid, and then the indistinguishability given
by pseudo-randomness at punctured points, in the second, it can indeed be efficiently
tested whether the extractor successfully obtained a witness u € R (v). This is clear

in the case that R” is publicly-verifiable and also true in the case that it is privately-
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verifiable, as in both cases v is computed directly from a pre-image (PRF(e*), in the
first, and r, in the second) that is known to the distinguisher, and which allows testing

the relation.

Finally, to deduce Theorem 67, we note that puncturable PRFs can be constructed from
one-way functions. Furthermore, EOWF is already a OWF, and any GEOWF with
R7-hardness implies that NP # coRP, which in conjunction with i©® implies OWF's
[132]. Thus, the impossibility of auxiliary-input EOWFs and GEOWFs is implied by

indistinguishability obfuscation without any further assumptions.

4.4 Bounded-Auxiliary-Input  Extractable  One-Way

Functions

In this section, we construct bounded-auxiliary-input extractable one-way functions
(EOWFs) and bounded auxiliary-input-generalized EOWFs (GEOWFSs). Before pre-
senting the construction, we define non-interactive universal arguments for determinis-
tic computations, which is the main tool we rely on, and discuss an instantiation based

on the delegation scheme of Kalai, Raz, and Rothblum [119].

4.4.1 Non-Interactive Universal Arguments for Deterministic Com-

putations & Delegation

In what follows, we denote by Ly the universal language [14] consisting of all tuples
(M, z,t) such that M accepts = within ¢ steps. We denote by Ly(7T') all pairs (M, x)
such that (M, z,T) € Ly.

Let T'(n) € (2v(ogn) 2poly(n)) he a computable superpolynomial function. An NTUA
system for Dtime(T") consists of three algorithms (G, P, V) that work as follows. The
(probabilistic) generator G, given a security parameter 1", outputs a reference string o
and a corresponding verification state T; in particular, G is independent of any statement
to be proven later. The honest prover P (M, z;0) produces a certificate 7 for the fact
that (M, x) € Ly(T'(n)). The verifier V (M, z; 7, 7) verifies the validity of 7. Formally,

an NIUA system is defined as follows.

Definition 71 (NIUA). A triple (G,P,V) is a non-interactive universal argument
system for for Dtime(T') if it satisfies:
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1. Perfect Completeness: For any n € N and (M, x) € Ly(T(n)):

; I
Pr|VM,z;m,7) =1 (or7) = G17) =1.

TP (M, x;0)

2. Adaptive soundness for a bounded number of statements: There is a
polynomial b, such that for any polysize prover P*, n € N, and set of at most

20" false statements S C {0, 1}PO()\ £4,(T'(n)):

(0,7) = G(1")

Pr V(M,x;ﬂ',T) =1 (M,SE,TF) — P*(O') S negl(n) .

(M,z) e S ]

3. Fast verification and relative prover efficiency: There exists a polynomial

p such that for everyn € N, t <T'(n), and (M,x) € Ly(t):

e the generator G runs in time p(n) ;
e the verifier V runs in time p(n,| M|, |z|);

e the prover P runs in time p(n, | M|, |z|,t).

The system is said to be publicly-verifiable if soundness is maintained when the
malicious prover is also given the werification state 7. In this case, we will assume

WLOG that the verification state T appears in the clear in the reference string o.

Existence and connection to delegation of computation. There are two dif-
ferences between the notion of delegation for deterministic computations (See, e.g.,
[119]) and the NIUA notion defined above. The first is that a delegation system is
associated with a given language £(M) for a fixed deterministic machine M, and the
corresponding efficiency parameters depend on the worst-case running time T, of M.
In particular, the generator G depends on T as an extra parameter, and the prover’s
efficiency is polynomial in the worst-case running time 7). The second difference is
that only non-adaptive soundness is guaranteed; in particular, the generator’s message

o may, in principle, depend on the input x.
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Kalai, Raz, and Rothblum [119] show how to construct such a privately verifiable
delegation scheme for every language in Dtime(7") C EXP, assuming subexponentially
secure private information retrieval schemes, which can in turn be constructed based
the subexponential Learning with Errors assumption [48].

In order to get a (privately verifiable) NIUA for Dtime(7"), we could potentially
use their result with respect to a universal machine and worst-case running time O(T').
However, this solution would lack the required prover efficiency, as the prover will al-
ways run in time poly(7'), even for machines M with running time tpq << 7. This
is undesired in our case, as we will be interested in T' that is super-polynomial. For-
tunately, a rather standard transformation does allow to get the required efficiency
from their result. Specifically, we could run the generator in their solution to gen-
erate a reference string and verification state (o, 7) for computations of size t for all
te {1, 2,22, ... ,21°gT}, and have the prover and verifier use the right (o, 7) according
to the concrete running time tyq < T, guaranteeing that the prover’s running time is
at most poly(2trq) as required.

As for adaptivity, in their scheme, the generator does work independently of the in-
put x, but only non-adaptive soundness is shown; namely, soundness is only guaranteed
when o is generated independently of x. To guarantee soundness for adaptively chosen
inputs  from a set S of size at most 2°("), we may repeat the above argument O(b(n))
times. Assuming that the underlying delegation scheme is secure against provers that
run in time 20¢() (by choosing the security parameter in the [119] scheme appro-
priately), the parallel repetition exponentially reduces the soundness error (see e.g.,
[21]). Then, we can take a union bound over all 2°(®) adaptive choices of = and get the
required soundness. The O(b(n))-factor hit in succinctness and verification time are

still tolerable for our purposes (and still satisfy the above definition).

Theorem 72 (Following from [119]). Assuming the Learning with Errors Problem is
sub-exponentially hard, for any b(n) = poly(n), and T(n) € (2«008™) 2poly(n) " there

exists a (privately-verifiable) NIUA with adaptive soundness for 20(n) gtatements.

4.4.2 Constructions

We now present our constructions of bounded-auxiliary-input EOWFs and GEOWFs.
We start with the construction of GEOWFs, based on any NIUA. We then give a con-

struction of the standard (rather than generalized) EOWF's based on publicly-verifiable
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Inputs: (s,r,pad) of respective lengths (n,n,4(n) — 2n).
1. Compute v = PRG(s).
2. Sample NIUA reference string and verification state (o, 7) + G(1";7).

3. Output (o, ).

Figure 4.4: The function f,.

NIUAs with an additional key validation property (satisfied by existing candidates).

4.4.2.1 The generalized extractable one-way function

Let b(n) be a polynomial. Let (G,P,V) be an NIUA system for Dtime(7'(n)) for some
function T'(n) € (2«(o8n) 2poly(n)) " with adaptive soundness for 2°(") statements. We
assume that the system handles statements of the form (M, v) € {0, 1}°(") x {0, 1}b(M)+n
asserting that “M(1™) outputs v in T'(n) steps”. Assume that, G(1";r) uses randomness
of size n to output a reference string of polynomial size m(n), and a verification state
7 (if the system is publicly-verifiable, then 7 appears in o). Assume that P outputs
certificates 7 of size p(n). Let PRG be a pseudo random generator stretching n bits to
b(n) 4+ n bits. We construct a key-less family of functions F = {f,}, cy, consisting of
one function f,, : {0,1}4™ — {0,1}¥™, for each security parameter n, where £(n) =
max(2n,b(n) + p(n)) and ¢ (n) = m(n) + b(n) + n.

The function is given in Figure 4.4, and is followed by the corresponding relation
R”.

We now define the corresponding relation R* = {Rf } in Figure 4.5, which

neN
will be publicly-verifiable (respectively, privately-verifiable) if the NIUA is publicly
(respectively, privately verifiable). For simplicity, we assume that the NIUA is such that
for every valid reference string o produced by G, there is a single possible verification

state 7 (this can always be achieved by adding a commitment to 7 inside o).

Claim 4.4.1. R” is publicly-verifiable (respectively privately-verifiable), if (G, P, V) is

publicly-verifiable (respectively privately-verifiable).

Proof. First, by definition, when (G, P, V) is publicly-verifiable, 7 can be obtained from
o, NIUA verification can be done efficiently, and thus the relation R; can be efficiently

tested.
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Inputs:
v = fn(u) = (0,v) of respective lengths (m(n),b(n) + n),
v = (M, m, pad) of respective lengths (b(n),p(n),(n) — b(n) — p(n)).

1. Compute the (unique) verification state 7 corresponding to the reference string o
2. Run V(M, v, m,7) to verify the statement “M(1™) outputs v in T'(n) steps”.

3. Return 1 iff verification passes.

Figure 4.5: The relation R (f,(u),u).

Next, assume that (G,P,V) is privately-verifiable. Recall that showing that R;
is privately-verifiable, means that given any preimage u such that v = f,(u), we can
efficiently test Rf (v,u'). Indeed, given such a preimage u = (s,r, pad), we can obtain
the generator randomness r, and run G(1";r) to obtain the (unique) verification state

7 corresponding to o, and efficiently test R/ . 0

Remark 73 (One-wayness vs. R -hardness of F). The relation R” defined above is
such that (f,(u),u) may not satisfy the relation. In particular, this means that R” -
hardness may not imply one-wayness of F. While this is not needed for our purposes,
the relation R can be augmented to also include all pairs (f,(u),v), and R” -hardness

will still be preserved; that is, the function we define is one-way in the usual sense.
We now turn to show that F is a GEOWF with respect to R”.

Theorem 74. The function family F = {fn} given in Figure 4.4 is a GEOWF,

neN’

with respect to R, against (b(n) — w(1))-bounded auziliary-input.

High-level idea behind the proof. To see that F is R/ -hard, note that to break
R7 -hardness, an adversary given a random image (o, v), where v = PRG(s) is of length
b(n) + n, has to come up with a “small” machine M, whose description length is
at most b(n), and a proof that M outputs v (within a T'(n) steps). However, in an
indistinguishable world where v is a truly random string, v would almost surely have
high Kolomogorov complexity, and a short machine M that outputs v would not exist.
Thus, in this case, the breaker has to produce an accepting proof for a false statement,
and violate the soundness of the NIUA.

As for extraction, given a poly-time machine M, with short advice z that outputs

(0,v), where o is a valid reference string for the NIUA system, the extractor simply com-
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putes a proof 7 for the fact that M, outputs v, and outputs the witness (M, 7; pad).
By the completeness of the NIUA system, the proof 7 is indeed accepting, and the
witness satisfies R7. Furthermore, by the relative prover efficiency of the NIUA, the

extractor runs in time that is polynomial in the running time of the adversary M.

Proof of Theorem 74. We first show R” -hardness, and then show R” -extractability.

R7-hardness. Assume there exists a breaker B that, given v = (o,v), where o «
G(1"), and v - PRG(U,,), finds u = (M, m, pad) such that R (v,u) = 1 with noticeable
probability e(n). We construct a prover P* that breaks the adaptive soundness of the
NIUA (for 2°(") statements), with probability £(n) —negl(n). P*, given o, first samples
on its own ¥ <= Up(,) 4y (independently of o), and then runs B(o, ¥) to obtain a machine
M of size b(n), and a proof 7.

We first claim that with probability e(n) — negl(n), 7 is an accepting proof for the
statement (M, ) asserting that “M(1") outputs ¢ in T'(n) steps”. Indeed, the view
of B in the above experiment is identical to its real view, except that it gets a truly
random o, rather than a pseudo-random v that was generated using PRG. Thus, the
claim follows by the PRG guarantee.

Next, we note that since 0 is a (b(n) 4+ n)-long random string, except with negligible
probability 27", there does not exist M of size b(n) that outputs ©. Thus, P* produces
an accepting proof for one of 20(") false statements given by the adaptive choice of

M € {0,1}*™) and violates the soundness of the NIUA.

R7 -extractability. We now show R”-extractability. We, in fact, show that there is
one universal PPT extractor £ that can handle and PPT adversary M with advice of
size at most b(n) — w(1). For an adversarial code M and advice z € {0, 1}0(")—«(1),
denote by M, the machine that, on input 1™, runs M(1";z). The extractor £ is
given (M, z), where M, has description size at most b(n) and running time at most
tm < T(n), and M,(1") = v = (o,v) € Image(f,). To compute a witness u' €
R (v), & computes a certificate 7 for the fact that “M_(1") = v”, and then outputs
u = (M, m,pad). The fact that «’ is indeed a valid witness follows directly from
the perfect completeness of the scheme. Finally, we note that by the relative prover
efficiency of the NIUA the extractor runs in time that is polynomial in the running

time t 4 of the adversary . O
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Remark 75 (R”-hardness against superpolynomial adversaries). In Section 4.5.4.2,
we shall require GEOWTF's that are R” -hard even against adversaries of size poly(T(n)),
for some superpolynomial function T'(n). Such GEOWFs can be obtained from the
above construction, by using a PRG that is secure against poly(T'(n)) adversaries, and
an NIUA that is sound against such adversaries (such an NIUA can be obtained from

[119], based on an appropriately strong private information retrieval scheme).

4.4.2.2 The standard extractable one-way function

We construct a standard extractable one-way function based on publicly-verifiable
NIUAs that have an additional property that says that, in addition to perfect com-
pleteness for an honestly chosen reference string o (which in the publicly-verifiable case
is also the verification state), it is also possible to check whether any given o is valid,
or more generally admits perfect completeness. We note that exiting candidates for

publicly-verifiable NIUAs indeed have this property.?

Definition 76 (NIUA with key validation). A publicly-verifiable NIUA system is said
to have key walidation if there exists an efficient algorithm Valid, such that for any
o € {0, l}m(”), if Valid(o) = 1, then the system has perfect completeness with respect
to o. That is, proofs for true statements, generated and verified using o, are always

accepted.

We now turn to describe the construction, which at a very high-level attempts to embed
the structure of the previous GEOWF function and relation into a standard EOWEF.

Let b(n) be a polynomial. Let (G,P,V) be an NIUA system with the same pa-
rameters as in the above GEOWF construction, and with the additional key-validation
property. Let PRG be a pseudo random generator stretching n bits to b(n) + n bits.

We construct a key-less family of functions F = { f,},,cy, consisting of one function
fr 2 {0,110 — £0,1}¢(™)_ for each security parameter n, where £(n) = 4n + 2b(n) +
m(n) + p(n) and ¢ (n) = m(n) + b(n) + n. The function is given in Figure 4.6.

We now turn to show that F is an EOWF.

Theorem 77. The function family F = {fn},cn, given in Figure 4.6 is an EOWF,

against (b(n) — w(1) )-bounded auxiliary-input.

3Indeed, in Micali’s CS proofs, perfect completeness holds with respect to all possible keys for a
hash function. In the publicly-veriable instantiations of the SNARKs constructed in Section 5.4 it is
possible to verify the validity of o using a bilinear map.
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Inputs: (4, (s,r), (o0, M, v, 7)) of respective lengths (n, (n,n), (m(n),b(n),b(n) + n,p(n)))
o If i ¢ {0, 1"}:
1. Compute v* = PRG(s).
2. Sample a reference string o* < G(1™;r).
3. Output (v*,o*).
o Ifi=0":
1. Perform the following tests:

— Run Valid(o) to check the validity of o,
— Run V(M,v,m,0) to verify the statement “M(1™) outputs v in T'(n)
steps”,

If both accept, output (v, o).
2. Otherwise, output L.

e If i =1", output L.

Figure 4.6: The function f,.

High-level idea behind the proof. To see that F is one-way, note that, except
with negligible probability, a random image comes from the “normal branch of the
function”, where ¢ ¢ {0", 1"} and includes an honestly sampled o and a pseudorandom
string v = PRG(s). To invert it, an adversary must either invert PRG(s), allowing it to
produce a “normal branch” preimage, or obtain a short machine M and an accepting
proof 7, that M outputs v, allowing it to produce a “trapdoor branch” preimage. In
the first case, the inverter violates the one-wayness of PRG. In the second case, the
inverter can be used to break the soundness of the NIUA as in the proof of Theorem 74
(leveraging the fact that a truly random ¢ almost surely cannot be computed by a short
machine).

As for extraction, given a poly-time machine M, with short advice z that outputs
(o,v) # L, by the definition of f,, o is a valid reference string for the NIUA system
(indeed, L is an image that indicates an improper reference string o, or a non-accepting
proof 7). In this case, the extractor simply computes a proof = for the fact that M,
outputs v, and outputs the preimage (0™, (0™,0"), (o, M,,v,7)). By the completeness
of the NIUA system, for a valid o, the proof 7 is indeed accepting. By the relative
prover efficiency of the NIUA, the extractor runs in time that is polynomial in the
running time of the adversary M,. The only other case to consider is where M,

outputs L, in which case producing a preimage is easily done by setting i = 1".
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Proof of Theorem 77. We first show R” -hardness, and then show R” -extractability.

One-wayness. Assume there exists an inverter Z that, given v = f,,(u), where u <«
Ui(n), finds a preimage v’ = (i', (s','), (o', M, v, 7')) with noticeable probability £(n).
We construct a prover P* that breaks the adaptive soundness of the NIUA (for 2b(n)
statements), with probability €(n)—negl(n). P* is defined as in the proof of Theorem 74:
given o, it first samples on its own 9 < U4y, (independently of o), and then runs

Z(0,0) to obtain v’ = (¢, (s',7"), (o', M' W', 7')).

Claim 4.4.2. With probability e(n) — negl(n), ' is an accepting proof, with respect to
o, for the statement (M’ v), attesting that “M’(1™) outputs © in T(n) steps”.

The claim will conclude the proof of one-wayness since, as in the proof of Theo-
rem 74, except with negligible probability, there does not exist a machine M’ of size
b(n) that outputs ¢ which is a (b(n)+n)-long random string. This means that Z outputs
an accepting proof for one of 2°(") false statements (given different M’ € {0, 1}b(")),

and violates the soundness of the NIUA.

Proof. To prove the claim, we first consider an hybrid experiment where Z samples a
pseudorandom v < PRG(U,) instead of a truly random v. By the PRG guarantee, we
know that the probability of outputting (M’, ) as required by the claim changes at
most by a neglible amount negl(n). Next we note that the view of Z in the hybrid
experiment is identical to its view in the real world where it receives a random image
v = (0,v). Furthermore, whenever Z finds a preimage v’ = (¢, (s',7'), (¢/, M', v/, 7))
of v such that ¢/ = 0", by the definition of f,, (¢/,v") = (0,v), and 7’ must be an
accepting proof for the statement (M’ v' = v), with respect to ¢/ = o.

Since we know that Z inverts the function with probability £(n), it thus suffices to
show that the preimage it finds is such that ¢ = 0", except with negligible probability.
Indeed, whenever 7 finds a preimage such that i ¢ {0",1™}, by the definition of f,,
it inverts v = PRG(s), contradicting the one-wayness of PRG. Also, a preimage of
(o,v) cannot have i’ = 1", assuming (o,v) # L, which is the case with overwhelming

probability. This concludes the proof of the claim. O

Extractability. We show that there is one universal PPT extractor £ that can handle
and PPT adversary M with advice of size at most b(n) — w(1). The proof is similar

to the extractability proof of Theorem 74. For an adversarial code M and advice
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z € {0, 1}*(" =) e denote by M., the machine that, on input 1, runs runs M (1%; z).
The extractor & is given (M, z), where M, has description size at most b(n) and running
time at most ¢ty < T'(n), and M,(1") = (o,v) € Image(f,).

If (o, v) # (0™ 0*("+") we know that o must be valid, in which case £ computes
a certificate m for the fact that “M_(1™) = v”, and then outputs the preimage u' =
(0™, (0™,0™), (¢, M, v,m)). The fact that v’ is indeed a valid preimage follows directly
from the perfect completeness of the scheme, for a valid o. If (o,v) = (0™, pb(M)+n),
the extractor outputs the preimage u/ = (17, (0, 0%), (0™, 0b(?) gb(m)+n p(n)y),

Finally, we note that by the relative prover efficiency of the NIUA the extractor

runs in time that is polynomial in the running time ¢, of the adversary . O

4.5 2-Message and 3-Message Zero Knowledge against
Bounded-Auxiliary-Input Verifiers

In this section, we define and construct two and three message ZK arguments against
verifiers with bounded auxiliary input, based on GEOWFs. We start by presenting the
definition of such ZK arguments, and two tools which will be of use. Then, we move

on to describe our constructions.

4.5.1 Definition

The standard definition of zero knowledge [94, 106] considers adversarial verifiers with
non-uniform auxiliary input of arbitrary polynomial size. We consider a relaxed notion
of zero knowledge against verifiers that have bounded non-uniform advice, but arbitrary
polynomial running time. This relaxed notion, in particular, includes zero knowledge
against uniform verifiers (sometimes referred to as plain zero knowledge [18]).
Concretely, we shall focus on PPT verifiers V* having advice z of size at most b(n),

and using an arbitrary polynomial number of random coins.

Definition 78. An argument system (P, V) for an NP relation R, (p,w) is zero knowl-
edge against verifiers with b-bounded advice if for every PPT verifier V*, there exists a

PPT simulator S such that:

{(P(w)7V*(Z)) (90)} (pw)eR, e {S(za@)} (pw)ER,
2€{0,1}b(eD) z€{0,1}00¢D
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where computational indistinguishability is with respect to arbitrary non-uniform dis-

tinguishers.

Remark 79 (universal simulator). In the above definition, each PPT V* is required
to have a designated PPT simulator Sy,. Our constructions will, in fact, guarantee
the existence of one universal simulator S that, in addition to (z,¢), is also given
the code of V* and a bound 1% on the running time of V*(p;z), and simulates V*’s
view. Moreover, the running time of S is bounded by some (universal) polynomial
poly(t},) in the running time of V*. We note that, in ZK with unbounded polynomial
auziliary input, such uniwersality follows automatically by considering the universal
machine and auziliary input (V*, 1%). In our context, however, this does not hold

since ty= is unbounded and can be larger than the bound b on the size of the advice.

4.5.2 WI Proof of Knowledge

with an Instance-Independent First Message

In this section, we define and construct 3-message WI proofs of knowledge with an
instance-independent first message, which will be used in our construction of a 3-
message ZK argument of knowledge. In such proof systems, the prover’s first message
is completely independent of the statement and witness (p,w) € R, to be proven; in
particular, it is of fixed polynomial length in a security parameter n, independently of
o wl.

Classical WIPOK protocols do not satisfy this requirement. For example, in the
classical Hamiltonicity protocol [38], the first message is independent of the witness w,
but does depend on the statement . In Lapidot and Shamir’s Hamiltonicity variant
[123], the first message is independent of (¢, w) themselves, but does depend on |p, w|
(see details in [137]). ZAPs do satisfy the independence requirement (as there is no
first prover message at all), but they do not constitute a proof of knowledge.

We show that, using ZAPs, and 3-message extractable commitments, we can obtain
a WIPOK where the first (prover) message is completely independent of (¢, w), even

of their length, and the second (verifier) message only depends on |¢|.

Definition 80 (WIPOK with instance-independent first message). Let (P,V) be a
3-message proof system for L with messages (o, B,7); we say it is a WIPOK with

instance-independent first message, if it satisfies:
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1. Completeness with first message independence: For any ¢ € £N{0,1}¢,
w € Re(p), n e N:

a <+ P(1"r)

Pr V(¢7a7577;rl):1 B<_V<£,C¥;7"/) =1,

v P, w, o, ;1)

where 7,7 < {0,1}P°Y(") gre the randomness used by P and V.

The honest prover’s first message « is of length n, independently of the length of

the statement and witness (@, w).

2. Adaptive witness-indistinguishability: for any deterministic polysize verifier

V* and all n € N:

a <+ P(1™r)

IN
DO =

Pr V*(SO,OGBW) =b go,wo,wl,ﬁ — V*(a) + negl(n) ’

Y= P(@,wb,@,,@; T)

where b < {0,1}, r + {0, l}pOIY(") is the randomness used by P, and wy,w; €

Re(p)-

3. Adaptive proof of knowledge: there is a PPT extractor £, such that, for any

polynomial ¢ = ¢(n), all n € N, and any deterministic prover P*:

o+ P*
i Prl Vip,a,B,71r) =1 | B+ V{n),a;r') | €,

@, 7 < P*(a, B)

o+ P*

w4+ EP (1Y p,0,8,7) | B+ V(l(n),a;r)
then Pr < negl(n) ,
w ¢ Re(p) ©,7 < P*(a, B)

Vg, B,y;1") =1

where ¢ € {0,1Y™ and r' < {0,1}P°Y(™) s the randomness used by V.
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Construction from ZAPs. We now show how to use ZAPs and extractable com-
mitments to construct a WIPOK with the required properties. As mentioned above,
ZAPs already have the required independence, but they do not provide POK. The
high-level idea is to add the POK feature to ZAPs, while maintaining the required
instance-independence. This can be done by having the prover commit to a random
string r using a 3-message extractable commitment (e.g., as formalized in [143]), and
then sending, as the third message, the padded witness w @ r along with a ZAP proof
that it was computed correctly. While the first message is independent of ¢, w it does
depend on the length |w|; this is naturally solved by committing to a seed s of fixed
length and later deriving r using a PRG.

Intuitively, extraction of the witness is now possible by extracting r (or s) from the
committing prover. To ensure WI we use the idea of turning a single witness statement
into a two independent-witnesses statement as done in [58, 78], and in Section 3.5.6.

In what follows, we denote by (C,R) the committer and receiver algorithms of
a perfectly-binding 3-message extractable commitment protocol, and we denote by
C = (C ONeON 0(3)) its three messages. We further require that extraction is possible
given any two valid transcripts C,C" that share the same first message. Such an
extractable commitment can be constructed from any perfectly-binding non-interactive

commitment, see e.g. [143].

Lemma 81. Protocol 4.7 is a 3-message WIPOK with instance-independent first mes-

sage.

We next prove the lemma. The proof is an adaptation of the proof of Lemma 51

from Chapter 3.

Proof. We start by showing that the protocol is WI. Let

(957@07@1) = {(@7w07w1) : ((P,wo), (90771)1) € RC}

be any infinite sequence of instances in £ and corresponding witness pairs. We next
consider a sequence of hybrids starting with an hybrid describing an interaction with
a prover that uses wg € Wy, and ending with an hybrid describing an interaction with
a prover that uses w; € w;, where both wq, w1, are witnesses for some ¢ € @. We shall

prove that no efficient verifier can distinguish between any two hybrids in the sequence.
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Protocol 4.7

Common Input: security parameter n, and ¢ € £ N {0, 1}4").
Auxiliary Input to P: w € Rz ().
1. P samples seeds sg,s; + {0,1}V™, and a bit b < {0,1}, and sends the first com-

mitment message to each of the three (C(gl), C%l), CMW) « (C(s0),C(s1),C(b)), where
(C5" e, e =n.o

2. V, given the length of the statement ¢ = |p|, samples randomness r + {0, l}pOIY(")
for a ZAP, and receiver messages (C’é2), C’EZ), CP) « (R(C(()l)),R(CF)),R(C(I))),
and sends (r, 052)7 Ciz), C®@) to P.

3. P, given (p,w), now performs the following;:

e computes the third committer messages
(C57, 0, @) = (Cls0, ), Cls1, C1Y), C (b, C)).
e computes ag = w B PRG(sg),a; = w ® PRG(sy).

e computes a ZAP proof 7 for the statement:

Co = C(s0, C)
{6:0(0,0<2>)}v ao = w®PRG(so) ¢ ¢ \
w € Rel(p)
Gy =C(sy,C?)
{é =cq, c<2>)} v{ a = wa PRG(s))
w e R[;((,O)

e sends 053),053),0(3),(10,(11,%.

4. V verifies the ZAP proof 7, the validity of the commitments transcripts, and decides
whether to accept accordingly.

“The commitment to b does not have to be extractable; however, we use the same commitment
scheme to avoid extra notation.

Figure 4.7: A 3-message WIPOK with instance-independent first message

The list of hybrids is given in Table 4.1. We think of the hybrids as two symmetric
sequences: one 0.1-6, starts from witness wg, and the other 1.1-6 starts at witness wi.
We will show that within these sequences the hybrids are indistinguishable, and then

we will show that 0.6 is indistinguishable from 1.6.

Hybrid 0.1: This hybrid describes a true interaction of a malicious verifier V* with
an honest prover P that uses wy as a witness for the statement x € L. In particular,
the ZAP uses the witness ((sp,wp), (s1,wp)); formally, the witness also includes the
randomness for the commitments Cy and 51, but for notational brevity, we shall omit

it. In Table 4.1, the witness used in part 0 of the ZAP is referred to as zapw,, and the
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hyb | zapw, | Cp Th ap®ry | zapwy_y, | Ciop T1-b ai—p ®ri-p

0.1 | (sp,wo) | sp | PRGy(sp) | wo s1—b,wo) | si—b | PRG(s1_p wo

PRGb(Sb) wo S1—p PRG

S1—b, WO Wo

wo Wo

PRGb(Sb) S1—p PRG

S1—b, Wo

si—b,wo) | S1—b | PRG wo

—~ |||~ |

)
)
S1-b, Wo)
)
)
)

S1—b PRG S1—b
S1—b PRG

S1-b, Wo Wo

(s1-5)
(s1-5)
(s1-s)
si—b | PRG(s1-p) wo
(s1-b)
(s1-5)
(s1-5)

(Sl—ba wl) S1—b PRG(Sl_b) w1

Table 4.1: The sequence of hybrids; the bit b corresponds to the bit commitment 6_";
the gray cells indicate the difference from the previous hybrid.

one corresponding to 1 in zapw;.

Hybrid 0.2: This hybrid differs from the previous one only in the witness used in
the ZAP. Specifically, for the bit b given by é, the witness for the ZAP is set to be
(b, (s1—p,wp)), instead of ((sp,wo), (S1-p,wo)). (Again the witness should include the
randomness for the commitment C , and él_b, but is omitted from our notation.) Since
the ZAP is WI, this hybrid is computationally indistinguishable from the previous one.

Hybrid 0.3: In this hybrid, the commitment C_"b is for the plaintext 0%/, instead of
the plaintext sp. This hybrid is computationally indistinguishable from the previous
one due to the computational hiding of the commitment scheme C.

Hybrid 0.4: In this hybrid, instead of padding with PRG(s), padding is done with
a random independent string u < {0, 1}/PRE()l Computational indistinguishability of
this hybrid and the previous one, follows pseudorandomness.

Hybrid 0.5: In this hybrid, the padded value a; is taken to be w; @ 1y, instead of
wo D rp. Since 7, is now uniform and independent of all other elements, this hybrid
induces the exact same distribution as the previous hybrid.

Hybrid 0.6: This hybrid now backtracks, returning to the same experiment as in
hybrid 0.1 with the exception that the ZAP witness is now ((sp, w1), (S1—p, wo)) instead
of ((sp,wo), (S1—p, wp)). This indistinguishability follows exactly as when moving from
0.1 to 0.5 (only backwards).

Hybrids 1.1 to 1.6: These hybrids are symmetric to the above hybrids, only that
they start from w instead of wgy. This means that they end in 1.6 which uses an ZAP

witness ((sp, wo), (S1—p, w1)), which is the same as 0.6, only in reverse order.
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Hybrids 0.6 and 1.6 are computationally indistinguishable. This follows directly
from the computational hiding of the commitment C to b. Indeed, assume towards
contradiction that V distinguishes the two hybrids. Concretely, denote the probability
it outputs 1 on 0.6 by pg, and the probability it outputs 1 on 1.6 by p;, and assume
WLOG that po—p1 > £(n), for some noticeable €(n). We can construct a predictor that
given a commitment C' = C(b) to a random bit b + {0,1}, guesses b with probability
H%("). The predictor, samples a random b < {0,1} as a candidate guess for b, and
performs the experiment corresponding to 0.6, only that it locates wg and w; according
to b, rather than the unknown b. If the distinguisher outputs 1, the predictor guesses
b= b and otherwise it guesses b=1—1b'.

Conditioned on b = V', V is experiencing 0.6, and thus the guess will be correct with
probability po; conditioned on b = 1 — ¥/, V is experiencing 1.6, and the guess will be
right with probability 1 —p;. So overall the guessing probability is & 4 17% > % + @

This completes the proof that the protocol is WI.

It is left to show that the protocol is an argument of knowledge. Indeed, let P* be
any prover that convinces the honest verifier of accepting with noticeable probability
g(n), then with probability at least £(n)/2 over its first message, it holds with proba-
bility at least £(n)/2 over the rest of the protocol that P* convinces V. Let us call such
a prefix good. Now for any good prefix, we can consider the perfectly binding induced
commitment to the bit b, and from the soundness of the ZAP, we get a circuit that with
probability at least £(n)/2 — negl(n) produces an accepting commitment transcript for
the plaintext sy, and gives a valid witness w € Rz, padded with PRG(s;_p). This in
particular, means that we can first sample a prefix (hope it is good), and then use the
extraction guarantee of the commitment to learn s;_;, and PRG(s;_p), and thus also

the witness w. This completes the proof of Lemma 81. 0

2-message WI with instance-independent first message. We shall also make
use of 2-message WI with instance-independent first message. Here there are two verifier
and prover messages. Like in the three message definition the verifier message does not
depend on the instance, but is allowed to depend on its length. In such a protocol, we
only require soundness. ZAPs, for instance, satisfy this requirement, but we can also
do with a privately verifiable protocol rather than a ZAP. (In fact, also in the above

construction of 3-message WIPOKSs with instance-independent first message, the ZAPs
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can be replaced with any 2-message WI with instance-independent first message.)

4.5.3 1-Hop Homomorphic Encryption

A 1-hop homomorphic encryption scheme [89] allows a pair of parties to securely eval-
uate a function as follows: the first party encrypts an input, the second party homo-
morphically evaluates a function on the ciphertext, and the first party decrypts the
evaluation result. Such a scheme can be instantiated based on garbled-circuits and
an appropriate 2-message oblivious transfer protocol, based on either Decision Diffie-

Hellman or Quadratic Residuosity [5, 89, 115, 135, 152].

Definition 82. A scheme (Gen, Enc, Eval, Dec), where Gen, Eval are probabilistic and
Enc, Dec are deterministic, is a semantically-secure, circuit-private, 1-hop homomor-

phic encryption scheme if it satisfies the following properties:

e Perfect correctness: For anyn € N, u € {0,1}" and circuit C:

¢ < Evalg(c, O)
) gr(l : =1.
sk<Gen(1" A
c=Encg(u) Decsk(c) = C(u)
Eval

e Semantic security: For any polysize A, n € N, and any pair of inputs ug, u1 €

{0, 13"

b<—PE(1;,1} [A(Encsk(up)) = b] < % + negl(n) .
sk Gen(1™)

e Circuit privacy: A randomized evaluation should not leak information on the
input circuit C. This should hold even for malformed ciphertexts. Formally, let
E(x) = Supp(Enc(z)) be the set of all legal encryptions of x, let £, = Ugzeqo,13nE ()
be the set legal encryptions for strings of length n, and let C, be the set of all
circuits on n input bits. There exists a (possibly unbounded) simulator S such

that:

{C, Eval(q C)} neN,CeC, e {Cv S(Ca C(J}), |C|)} neN,CeCy,
z€{0,1}",ce€(x) z€{0,1}",ce&(x)

{C,Eval(c,C)} nen =~ {C,S(c, L,|C))}  nen
CECh ctEn CECp ctEn
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4.5.4 Constructions

In this section, we construct zero-knowledge protocols against verifiers with bounded
advice from generalized extractable one-way functions against adversaries with bounded
auxiliary input (GEOWFs against bounded auxiliary-input adversaries). We start by
describing a construction of a 3-message argument of knowledge from any GEOWF, 1-
hop homomorphic encryption, and 3-message WIPOK with instance-independent first
message. We then show a 2-message argument, assuming (non-interactive) commit-
ments that can be inverted in super-poly time T'(n), GEOWFs that are hard against
poly(7T'(n))-size adversaries, and any 2-message WI with instance-independent verifier

message (in particular, ZAPs).

4.5.4.1 A 3-message zero-knowledge argument of knowledge

Let (Gen, Enc, Eval, Dec) be a semantically-secure, circuit-private, 1-hop homomorphic
encryption scheme. Let (wip, wig, wis) denote the messages of 3-message WIPOK with
an instance-independent first message (as in Definition 80). Let F = {fn},cy be a key-
less GEOWF, against (b(n) + 2n)-bounded-auxiliary-input adversaries, with respect
to a privately-verifiable relation R” = {R; }n ey Let T(u,u’) be the efficient tester
for R (fn(u),u’). We further denote by T, . (u) a circuit that, given input u, verifies
that “v # fn(u) or T(u,u') = 17; that is, either “u is not a valid preimage of v, or
R (fa(u),u') = 17. Also, let 1 be a circuit of the same size as T, .+ that always returns

1. The protocol is given in Figure 4.8.

Theorem 83. Protocol 4.8 is a zero-knowledge argument of knowledge against b-

bounded-auxiliary-input verifiers.

High-level idea behind the proof. For simplicity let us explain why the protocol
is sound, showing it is an argument of knowledge follows a similar reasoning. Assuming
that ¢ ¢ £, in order to pass the WIPOK, with respect to an evaluated cipher ¢ that
decrypts to 1, the prover must know a witness «’ such that 7,,/(u) = 1. This, by
definition, and the fact that the verifier indeed sends an image v together with its
encrypted preimage u, means that «’ must be such that v’ satisfies R (f,(u),v') = 1,
and thus the prover actually violates R”-hardness (formally, we also need to invoke
semantic security to claim that the encryption of u does not help in producing such a

witness.)
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Protocol 4.8

Common Input: ¢ € £LN{0,1}".
Auxiliary Input to P: a witness w for .

1. P sends the first message wi; € {0,1}" of the instance-dependent WIPOK.

2. V samples u < {0,1}*(™ and sk < Gen(1"), computes v = f,,(u), ¢, = Encgc(u)
and sends (v, ¢,) , as well as the second WIPOK message wis.

3. P samples ¢ « Eval(1,c,), and sends ¢, together with the WIPOK message wis
stating that:

{pe ,C}\/{Elu' c¢=Eval(Tyw,cu)}

using the witness w € Rz ().

4. V verifies the proof and that Decg(¢) = 1.

Figure 4.8: A 3-message ZK argument of knowledge against verifiers with b-bounded
auxiliary-input.

To show ZK, we use the fact that if the verifier sends v together with an encryption
of a true preimage u, the the simulator can invoke the extractor and extract a witness
v’ from its code and auxiliary input, and use it to complete the WIPOK. Here we use
the bound on the first WI prover message, to claim that the overall auxiliary-input is
appropriately bounded. In case, the verifier diverges from the protocol, and doesn’t
send proper v and encrypted preimage, the definition of 7, ,» guarantees that the circuit
will also accept in this case. Thus in either case, the circuit privacy of homomorphic
evaluation would guarantee indistinguishability from a real proof, where the prover
actually evaluates the constant 1 circuit.

A more detailed proof follows.

Proof. We first show that the protocol is an argument of knowledge.

Claim 4.5.1. Protocol 4.8 is an argument of knowledge against against arbitrary poly-

size provers.

Proof. Let P* be any polysize prover that convinces )V of accepting with noticeable
probability e(n). The witness extractor would derive from P* a new prover for Py,
that emulates P* in the WIPOK; in particular, it would honestly sample (v,c,) as
part of the second verifier message that P* gets. The extractor would then choose the

random coins r for P*

i» sample a transcript ts of an execution with the honest WIPOK
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verifier Vi, and apply the WIPOK extractor on the transcript ts, with oracle access to

Pri- The WIPOK extractor then hopefully obtains a witness for the WI statement

{eely\/ {3 e=Eval(Tu,cl)} ,

*

where (v, c,) are those honestly sampled by P;;, and ¢ is output by P*.

We claim that, with noticeable probability £(n)?/2 — negl(n), we find a witness
w for the first part of the statement ¢ € £. Otherwise, we can use P* to break the
R7 -hardness of F. To prove this claim, we first note that the emulated transcript ts
in this experiment is distributed identically to the transcript in a real execution of P*
with the honest verifier. Thus, we know that such a transcript ts is accepted by V
with probability at least e(n). Now, let us call random coins r for P}, good if they
are such that with probability at least £(n)/2 over the coins of the WIPOK verifier
Vwi, it accepts the proof given by P;.. Since we know that overall V,,; accepts with
probability at least €(n), then by a standard averaging argument, at least an £(n)/2
fraction of the coins r for Py, are good. Furthermore, conditioned on a transcript ts
that is accepted by V, the probability that the corresponding coins r are good increases.
Thus, it follows that the probability that ts is accepting and the corresponding coins 7
are good is at least (n) - £(n)/2. Now, recall that, whenever this occurs, the extractor
for the WIPOK would also output a witness for the corresponding statement (except

with negligible probability).

We would like to show that the extracted witness is the one for the ¢ € L statement.
Indeed, assume that, with noticeable probability n(n) , it holds that ts is accepting,
the extractor outputs a witness, but the witness is for the second statement. This, in
particular, means that the witness extractor outputs u’ such that ¢ = Eval(7,.,cu),
where ¢ is the output of P*. Moreover, since the transcript is accepted by V, we know
that Dec(¢) = 1. By correctness of decryption, this means that 7,/ (u) = 1, which in
turn implies that 7 (u,u') = 1, since v = f,(u). In other words, v’ is a valid witness

satisfying R (fn(u),u') = 1.

We can now construct a breaker for the R/ -hardness of . The breaker, given
v = fn(u), would simply emulate all of the experiment above on its own, where Py,
would use v, and an encryption of zero cy = Encg(0) to emulate the second verifier

message, instead of sampling (v = f,,(u), c,,) on its own. We claim that it would obtain
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the desired witness «’ with noticeable probability n(n) — negl(n). Indeed, had we used
an encryption ¢, of the preimage of v, instead of a zero-encryption, we know that it
would produce a valid witness u with probability n(n). Thus, the claim follows by the

semantic security of Enc. This completes the proof of Claim 4.5.1 O

We next show that the protocol is ZK. We note that, since the ZK simulator
is allowed to simulate the (apriori unbounded) randomness of the verifier V*, we can
restrict attention to verifiers V* that only have bounded randomness. Indeed (assuming
there exist OWF's), we can always consider a new verifier V* that first stretches its
bounded randomness using a PRG and then emulates V*. Then to simulate the view of
V*, we can first apply the simulator S for 9*, and then apply the PRG on the simulated
randomness to obtain a full simulated view for V*. In particular, from hereon we we
can simply focus on deterministic verifiers V* that get their bounded randomness as

part of their bounded advice.

Claim 4.5.2. Protocol 4.8 is ZK against any polytime verifier V* with auziliary-input

of size at most b(n).

Proof. We describe a universal ZK simulator S and show its validity (universality is in
the sense of Remark 79). Let ¢ € £ and let V* be the code of any malicious verifier,
and let 2z’ be any advice of length at most b(n). S starts by honestly computing the
first message wiy € {0,1}" of the WIPOK with instance-independent first message. It
then feeds wi; to V*(¢;2’) who returns (v, c,wip) that are (allegedly) an image under
the function f,,, an encryption of a corresponding preimage, and the second message of
the WIPOK.

S now constructs from the code of V* a machine My« that, given 1" and z =
(', ¢, wi1) as input, outputs some v, and whose running time is linear in the running
time ty- of V*. Note that |z| < |2/| + || + |wii| < b(n) 4+ 2n, and thus, if v = f,(u)
for some u, applying the extractor £ on My would result in a witness v/, such that
R7 (v,u/) = 1, in time poly(t},). S does not test whether v is a valid image directly,
it applies the extractor regardless to obtain a candidate u’, and then computes ¢ =
Eval(7y..,c). Then it sends ¢ to V*, and completes the WIPOK using the trapdoor v’
as a witness.

The validity of the simulator now follows by witness indistinguishability, as well

as by the circuit privacy guarantee given by Eval. Specifically, we first move to a
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hybrid simulator &’ that proves the WIPOK statement using the actual witness w.
The view generated by &’ is indistinguishable from the one generated by S due to the
WI property.

Now, we claim that the view generated by &’ is indistinguishable from that generated
by honest prover P. First, note that the only difference between the two is that P sends
¢ < Eval(1,c), whereas S’ sends ¢ < Eval(7,,,c), for the extracted input u’. Now,
note that if c is a valid ciphertext, then 7, , (Dec(c)) = 1(Dec(c)) = 1; indeed, if
v = fn(u) where u = Dec(c), then the extracted v’ is such that 7 (u,u') = 1, and the
above follows by the definition of 7, ,/(u). Thus, in this case, the distribution of ¢
induced by P is indistinguishable from that induced by &', by circuit privacy. In fact,

circuit privacy says that this is also the case if ¢ is an invalid cipher. O

This completes the proof of Theorem 83. O

4.5.4.2 A 2-message zero-knowledge argument.

In this section, we show that, using complexity leveraging (and superpolynomial hard-
ness assumptions), we can augment the protocol from the previous section to a 2-
message argument.

Let (Gen, Enc, Eval, Dec) be a semantically-secure, circuit-private, 1-hop homomor-
phic encryption scheme. Let (wiq,wiz) denote the messages of 2-message WI with an
instance-independent first message (as in Definition 80). Let F = {f,},cy be a key-
less GEOWF, against (b(n) + n)-bounded-auxiliary-input adversaries, with respect to
a privately-verifiable relation R” = {Rf }neN‘ Further assume that F is one-way
against adversaries of size poly(T) (see Remark 75). Let 7 (u, ') be the efficient tester
for R (fn(u),u’). We further denote by T, ./ (u) a circuit that, given input u, verifies
that “v # fn(u) or T(u,u’) = 17; that is, either “u is not a valid preimage of v, or
RY (fn(u),u') = 17. Also, let 1 be a circuit of the same size as T, that always returns
1. Let C be a perfectly binding commitment that is hiding against polysize adversaries,
and can be completely inverted in time T'(n), for some computable super-polynomial

function T'(n) = n®(. The protocol is given in Figure 4.9.

Theorem 84. Protocol 4.9 is a zero-knowledge argument against b-bounded-auxiliary-

nput verifiers.
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Protocol 4.9

Common Input: ¢ € £LN{0,1}".
Auxiliary Input to P: a witness w for .

1. V samples u + {0,1}("™) and sk < Gen(1™), computes v = f,(u), ¢, = Encgc(u)
and sends (v, c,) , as well as the first WI message wiy.

2. P samples a commitment to zero C' < C(0°), ¢ < Eval(1,c,), and sends (C,¢),
together with the second WI message wis stating that:

, ¢=Eval(Tyu,cu)
{goeﬁ}\/{ﬂu : C = cr) } ,

using the witness w € Rz ().

3. V verifies the proof and that Decg(¢) = 1.

Figure 4.9: A 2-message ZK argument against verifiers with b-bounded auxiliary input.

High-level idea behind the proof. Proving ZK against verifiers with bounded
advice is essentially the same as in the 3-message protocol, only that now the simu-
lator also commits to the input that it extracts from the verifier (and by the hiding
of the commitment ZK is maintained). The proof of soundness is essentially the same
as showing POK in the 3-message protocol, only that now, the WI does not provide
witness extraction, instead we will extract a witness in time poly(7'(n)), by invert-
ing the prover’s commitment with brute-force. Since one-wayness holds even against
poly(T'(n))-adversaries, soundness follows.

A more detailed proof follows.

Proof sketch. We first show that the protocol is a sound against polysize adversaries.

Claim 4.5.3. Protocol 4.9 is an argument.

Proof sketch. Let P* be any polysize prover, and assume towards contradiction that
for infinitely many ¢ ¢ £, P* convinces V of accepting with noticeable probability £(n).
We show to break the R”-hardness of F. The breaker, given v would sample a first
WI message wiq, and encryption of zero ¢y, and feed (v, cg,wii) to P*, who outputs a

commitment C', an alleged image v, and a proof wiy for the statement
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By the semantic security of the 1-hop encryption, the above is indistinguishable from
an experiment in which the breaker uses c, for an actual preimage of v, and thus we
know that with probability e(n) —negl(n) the proof is convincing. By the soundness of
the WI system, and since ¢ ¢ L, it follows that C' is a commitment to a proper witness

u'. The inverter can now break C' in time T'(n) and thus break R”-hardness of 7. [

We next show that the protocol is ZK. As noted in the previous section, we can
restrict attention to deterministic verifiers V* that get their bounded randomness as

part of their bounded advice.

Claim 4.5.4. Protocol 4.9 is ZK against any polytime verifier V* with advice of size
at most b(n).

Proof sketch. We describe a universal ZK simulator S and show its validity (universality
is in the sense of Remark 79). Let ¢ € £ and let V* be the code of any malicious verifier,
and let 2z’ be any advice of length at most b(n). S starts by running V*(¢;z’) who
returns (v, c,wip) that are (allegedly) an image of the of the function f,, an encryption
of its preimage, and the verifier message of the WI protocol.

S now constructs from the code of V* a machine My that, given 1" and z = (2/, ¢)
as input, outputs some v, and whose running time is linear in the running time ty» of
V*. In particular, |z| < [2| + |¢| < b(n) + n. S then applies the extractor £ on My-,
and obtains a candidate witness u' € {0,1}* in time poly(3;).

S now computes ¢ = Eval(7,./,¢), as well as a commitment C' to v/, and com-
pletes the WI using the trapdoor v’ as a witness. It sends (C, ¢, wiz) to complete the
simulation.

The validity of the simulator now follows by witness indistinguishability, as well
as the circuit privacy guarantee. Specifically, we can first move to a hybrid simulator
S’ that proves the WI statement using the witness w. The view generated by S’
is indistinguishable from the one generated by S due to the WI property. Now, we
can claim that the view generated by &’ is indistinguishable from that generated by
the honest prover P. Indeed, the only difference between the two is that P commits
to 0° instead of u/, and sends ¢ < Eval(1,c), whereas &’ sends ¢ + Eval(7,.,c),
for the extracted input u’. The two views are indistinguishable by the hiding of the
commitment and by the function privacy guarantee of the 1-hop evaluation (this is

argued exactly as in the proof of Claim 4.5.2). O
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This completes the proof of Theorem 84. O

4.6 Black-Box Lower Bounds

In our construction of EOWFs (or GEOWFSs) against bounded-auxiliary-input adver-
saries, the extractor is non-black-box, i.e., it makes explicit use of the adversary’s code.
In particular, the simulation of our 2-message and 3-message ZK protocols, which in-
vokes this extractor, makes a non-black-box use of the adversarial verifier. In this
section, we show that this is inherent by extending known results for adversaries with
unbounded polynomial advice to the case of bounded-advice adversaries. We also ob-
serve that such black-box impossibilities do not hold for totally uniform adversaries

(having no advice at all on top of their constant size description).

EOWEF with black-box extractors. We sketch why there do not exist EOWFs
against b—bounded auxiliary-input adversaries where b = n2(V), for security parameter
n, and where the extractor only uses the adversary as a black-box (a similar implication
can be shown for the case of generalized EOWFSs). Specifically, we show that given a
function family F that satisfies one-wayness, there does not exist a PPT black-box
extractor £ such that for any PPT adversary M, any security parameter n € N, and

any advice z € {0, 1}2("):

v M(e; 2) u < EMG2) (e)
Pr A < negl(n) .4

e Kx(17) Ju : fe(u) =v fe(ul) 7

This essentially follows the same idea behind the impossibility presented in Sec-
tion 4.3, only that now some of the computation done there by the obfuscated auxiliary-
input can be shifted from the auxiliary-input to the adversary itself, as it is anyhow
accessed as a black-box. Concretely, consider the adversary M that interprets its auxil-
iary input z as a seed k of a pseudo-random function that maps the keys of F to inputs
of 7. On input (e;z), M computes an input v = PRF,(e) and outputs v = f.(u).
Using the guarantee of the pseudo-random function, it is not hard to see that any
black-box extractor £ can be used to break the one-wayness property of F (using a
much simplified version of the proof in Section 4.3).

Note that the above does not hold when b(n) = O(log(n)), since then the advice
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cannot contain a seed for a secure pseudo-random function. In fact, when b(n) =
O(log(n)), any family that is EOWF against b-bounded auxiliary-input adversaries
also has a black-box extractor. The extractability property of the EOWF guarantees
the existence of an extractor for every adversary M and advice z. Since there are only
polynomially many different pairs (M, z), a black-box extractor can run the (possibly
non-black-box) extractor for every such (M, z), and is guaranteed that one of these

executions outputs a valid preimage.

3-round ZK with black-box simulation. Goldreich and Krawczyk [98] show that
a 3-message protocol for a language £ ¢ BPP that is zero-knowledge against non-
uniform verifiers cannot have a black-box simulator. That is, there is no simulator
that only uses the verifier as a black-box. To show this, they first construct a specific
family V of non-uniform verifiers, and then prove that any black-box simulator that can
simulate verifiers in V' can be used to decide L efficiently. This proof, however, does
not directly rule out black-box simulation for bounded auxiliary-input verifiers. The
reason is that, in the proof of [98], the advice given to verifiers in V encodes a key for
a p-wise independent hash function where p bounds the running time of the simulator.
Now, to rule out any polytime simulator, we must require simulation for verifiers with
advice of arbitrary polynomial length.

However, assuming one-way functions exist, we can replace the p-wise independent
hash function in the construction of V by a pseudo-random function with seed length
that is independent of p. Then, using the same argument as [98], we can show that
black-box simulation is impossible even for b-bounded auxiliary-input verifiers where
b(n) = n®M,

Similarly to the case EOWF, there is no impossibility for 3-message ZK against b-
bounded auxiliary-input verifiers where b(n) = O(log(n)). In fact, as explained above,
in this case, the non-black-box extractor of our GEOWF also implies a black-box ex-
tractor, which we can use to construct a black-box simulator in our 3-message ZK

protocol.

2-round ZK. Goldreich and Oren [101] show that 2-message protocols for any lan-
guage £ ¢ BPP that are zero-knowledge against non-uniform verifiers do not ex-
ist (even with non-black-box simulation). Their result crucially relies on the fact

that the auxiliary-input of the verifier can encode the first message of the protocol
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(and can in fact be extended to also rule out the case of bounded auxiliary-input
verifiers, with advice longer that the first message). Our construction of 2-message
ZK does not contradict the impossibility of [101] sice it is only ZK against b-
bounded auxiliary-inputadversaries where b is smaller then the length of the first pro-

tocol message.



Chapter 5

SNARKs: When Knowledge

Meets Succinctness

For the Snark’s a peculiar creature, that won’t
Be caught in a commonplace way.
Do all that you know, and try all that you don’t:

Not a chance must be wasted to-day!

The Hunting of the Snark,

Lewis Carroll

This chapter presents our results on succinct non-interactive arguments of knowl-

edge (SNARKSs). The chapter is based on [28-30].

5.1 Overview

In this section, we give a high-level overview of the results in this chapter, and of the
corresponding techniques. Before that, we recall the basic relevant concepts and main

motivation, which were briefly described in the introduction.

5.1.1 Basic Concepts and Motivation

The notion of interactive proof systems [106] is central to both modern cryptography
and complexity theory. One extensively studied aspect of interactive proof systems is
their expressiveness; this study culminated with the celebrated result that IP = PSPACE
[148]. Another aspect of such systems is that proofs for rather complex NP-statements

can potentially be verified much faster than by direct checking of an NP witness. This
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aspect has received much attention in recent years due to the growing interest in the
problem of verifiably delegating computation, and will be the aspect that we will focus
on.

When requiring statistical soundness, significant savings in communication (let
alone verification time) are unlikely [43, 96, 102, 150]. If we settle for proof sys-
tems with computational soundness, known as argument systems [49], then significant
savings can be made. Using collision-resistant hashing (CRHs) and probabilistically-
checkable proofs (PCPs) [9], Kilian [121] showed a four-message interactive argu-
ment for NP where, to prove membership of an instance x in a given NP lan-
guage L with NP machine M, communication and the verifier’s time are bounded by
poly(n + | M| + |z| + logt), while the prover’s running time by poly(n + |M| + |z| + t).
Here t is the classical NP verification time of M for the instance z, n is a security pa-
rameter, and poly is a universal polynomial (i.e., independent of n, M, z, and t). We
call such argument systems succinct. (We note that, while traditionally the term suc-
cinctness referred only to communication complexity, we overload the term, requiring

also fast verification.)

Non-interactive succinct arguments. Kilian’s protocol requires four messages. A
challenge, which is of both theoretical and practical interest, is removing interaction
from succinct arguments. As a first step in this direction, Micali [128] constructed
one-message succinct non-interactive arguments for NP, in the random oracle model,
by applying the Fiat-Shamir paradigm [79] to Kilian’s protocol.

In the plain model, it is known that one-message solutions are impossible for hard-
enough languages (against non-uniform provers), so one usually considers the weaker
goal of two-message succinct arguments where the verifier message is generated indepen-
dently of the statement later chosen by the prover. Such arguments are called SNARGs.
More precisely, a SNARG for a language L is a triple of algorithms (G, P,V) where:
(i) the generator G, given the security parameter n, samples a reference string o and a
corresponding verification state T (G can be thought to be run during an offline phase,
by the verifier, or by someone the verifier trusts); (ii) the prover P(o,z,w) produces
a proof 7 for a statement “x € L7 given a witness w; (iii) V(7, x, ) deterministically

verifies the validity of 7 for that statement.!

The term SNARG was coined in [91], there it only refers to the succinctness of the proof 7 itself;
we overload the term requiring also fast verification time.
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For the restricted case of verifying deterministic polynomial-time computations,
there are several constructions relying on standard assumptions in various models [6,
27, 56, 59, 64, 65, 80, 84, 104, 118], most notably, a construction of a two-message
argument for any language in P [119].

For NP computations the state of affairs is rather different. Indeed, Gentry and
Wichs [91] show that, for hard-enough NP languages and adaptively chosen statements,
no SNARG can be proven sound, in the plain model (rather than, say, the random
oracle model) via a black-box reduction to a standard assumption (more accurately,
any efficiently falsifiable assumption [134]). Early attempts to remove interaction from
Kilian’s protocol by Aiello et al. [4] were shown to have inherent vulnerabilities [73],
and in particular, could not be proven secure. Di Crescenzo and Lipmaa [71] show
how to augment the approach of Aiello et al. to circumvent these vulnerabilities. They
show that the construction is secure under an elaborate “knowledge assumption” that
is intimately tied to their specific construction.? Another solution in the plain of the
same spirit would be to assume that Micali’s CS proofs in the random oracle model
can be imported to the plain model by instantiating the random oracle with a specific
hash function (e.g., SHA) and assuming security.

Typically, we attempt to avoid relying on such assumptions, but rather rely on
concise assumptions about each one of the primitives involved in the construction,
which can then be investigated in isolation, independently of the construction. Thus

the first question we focus on in this chapter is

Q 1: Under what assumptions can we prove the existence of SNARGs?

SNARGs with improved features. Another problem addressed in this chapter
concerns certain qualitative feature of SNARGs. The first such feature is public veri-
fiability. In a publicly-verifiable SNARG, the verification state 7, associated with the
reference string o, can be made public without compromising soundness. This is in
contrast to a designated-verifier SNARG, where 7 must be kept secret; in particular,
7 must be protected from leakage, including the verifier’s responses when checking
proofs. In publicly-verifiable SNARGs, leakage is not a concern, 7 and ¢ can be used
repeatedly, anyone who trusts the generation of 7 can verify proofs, and proofs can be

publicly archived for future use.

2The assumption, as formulated in [71], turns out to be false (see Section 5.1.3).
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All previous SNARG constructions are of the designated-verifier kind (and there,
indeed, an adversary learning the verifier’s responses on polynomially many proofs can
break soundness). However, if one is willing to relax the succinctness requirement of
SNARGs, and settle for a preprocessing SNARG, then the goal can be achieved. In
such a SNARG, the verifier is allowed to conduct an expensive offline phase. More
precisely, the generator G takes as additional input a time bound B, may run in time
poly(n + B) (rather than poly(n + log B)), and generates a reference string o and a
verification state 7 that can be used, respectively, to prove and verify correctness of
computations of length at most B. A set of works [34, 85, 111, 125] achieves this weaker
goal, commonly by using techniques that can be cast as a combination of linear PCPs
and linearly homomorphic encryption/encoding with suitable knowledge properties [34].

We thus ask:
Q 2: Can we construct publicly-verifiable SNARGs without preprocessing?

Of course, we could always assume that Micali’s protocol, when the random oracle
is instantiated with a sufficiently-complicated hash function, is sound and obtain a
publicly-verifiable construction in the plain model. However, this assumption does not
seem to be satisfying, because it strongly depends on the specific construction, and does
not shed light on the required properties from such a hash function. Instead, we would
like to have a solution whose soundness is based on a concise and general assumption
that is “construction-independent” and can be studied separately.

Another feature of SNARGs, which we address, is the overhead they induce in
prover complexity. While typically the focus is on minimizing the resources required
by the verifier, minimizing those required by the prover is a critical goal, especially
when considering the use of SNARGs for the goal of delegating computation. Indeed,
the verifier is most likely to be paying to use the prover’s resources by renting servers
from the cloud, and the more resources are used the greater the cost to the verifier.
These resources include, not only time complexity, but also space complexity, which
tends to be a severe problem in practice (often more so than time complexity).

When instantiating the PCP-based SNARG constructions (e.g., [71, 128]) with
known time-efficient PCPs [24], the SNARG prover runs in time ¢ - poly(n). How-
ever, the quasilinear running time of the prover is achieved via the use of FFT-like
methods, which unfortunately demand €2(¢) space even when the computation of the

NP verification machine M requires space s with s < t. The situation is even worse
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in the preprocessing SNARGs of [34, 85, 111, 125], where the generator runs in time
Q(t) - poly(n) to produce a reference string o of length Q(t) - poly(n). This string
must then be stored somewhere and accessed by the prover every time it proves a new
statement; thus, once again, Q(t) space is needed (in contrast to a SNARG without
preprocessing where the generator runs in time poly(n) and the reference string is
short).

Ideally, we want SNARGs that simultaneously enable the verifier to run fast and
enable the prover to use an amount of resources that is as close as possible to those
required by the original computation. We thus define a complezity-preserving SNARG
to be such that the prover runs in time ¢ - poly(n) and space s - poly(n), and the verifier
runs in time |z|- poly(n), when proving and verifying that a ¢-time computation, given

by a (non-deterministic) machine M and input x. We ask:

Q 3: Can we construct complexity-preserving SNARGs?

SNARGs of knowledge - SNARKSs. The standard soundness requirement from
SNARGsS is often insufficient. Indeed, in many settings, we would like to argue about
problems for which the mere existence of a solution may be evident, but finding such a
solution may be computationally hard. For instance, in the setting of delegation, the
untrusted server may be required to perform a computation over a large authenticated
database; here, it is not sufficient that the server simply proves that it used data for
which there exists a valid signature, but rather it should prover that it knows such a
signature. More generally, soundness alone will typically not suffice when composing
SNARGs with other cryptographic primitives, or with themselves (as we shall see).

In such settings, it is essential that the SNARG is a SNARG of knowledge (SNARK)
that also guarantees efficient witness extraction. Throughout, we will aim to achieve

all of the goals stated above not only for SNARGs, but also for SNARKSs.

5.1.2 Results

We make progress on the above three questions, showing new constructions of SNARGs
and SNARKSs, based on concise knowledge assumptions, and achieving new features.

We put forth the notion of extractable collision-resistant hash functions (ECRHs).
We show that if ECRHs exist then so do SNARKSs for NP.
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Theorem 85 (informal). Assuming extractable collision-resistant hash functions and

private-information-retrieval schemes, there exist SNARKs for NP.

We propose a candidate ECRH construction, based on a knowledge-of-exponent
assumption and the hardness of discrete logs. We also define generalized ECRHs (akin
to the generalized extractable one-way functions from Chapter 4). We show that these

are sufficient for SNARKSs, and in fact, also necessary.

Our second contribution is a bootstrapping theorem for SNARKs. Specifically, we show
a transformation taking any SNARK, possibly with poor efficiency features (e.g., hav-
ing expensive preprocessing, a prover running in quadratic time, a prover requiring
large space, and so on), and outputs a SNARK, without expensive preprocessing,
which is complexity-preserving. The transformation works in both publicly-verifiable

and designated-verifier cases.

Theorem 86 (informal). Assume existence of collision-resistant hash functions. Then
any publicly-verifiable preprocessing SNARK can be efficiently transformed into a
publicly-verifiable SNARK, without preprocessing, that is also complexity-preserving.
Assuming in addition the existence of fully-homomorphic encryption, an analogous

statement holds for the designated-verifier case.

Applying our theorem to exiting preprocessing SNARKS, based on variants of the
knowledge-of exponent assumption [34, 85, 111, 125], we obtain positive answers for

the aforementioned questions:

Corollary 87 (informal). There exist publicly-verifiable complexity-preserving

SNARKs, in the plain model, under knowledge-of-exponent assumptions.

We note that the bootstrapping theorem not only implies an efficiency improvement
for preprocessing SNARKSs, but is also useful for improving the efficiency of SNARKSs

that do not necessarily have expensive preprocessing, yet are not complexity preserving.

Abstracting SNARK composition via proof-carrying data. Generalizing
Valiant’s notion of incrementally-verifiable computation (IVC) [149], Chiesa and
Tromer [57] study a more general security goal of enforcing local properties in dy-
namic distributed computations, while avoiding the communication and computation

overhead of standard multi-party computation solutions. They introduce a primitive
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called proof-carrying data (PCD), which allows to dynamically augment the messages
of a given distributed computation (perhaps with no security guarantees) with short
proofs attesting to the fact that the local property holds up to the current point. Using
the PCD abstraction (and by choosing appropriate local properties to enforce), one
can rather directly capture various scenarios which seem to require SNARK recursive

composition, such as IVC and targeted malleability [40].

The SNARK bootstrapping techniques presented here lead PCD systems in the plain
model, for large classes of distributed computation (including any sequential polytime
computation). In [30], the PCD abstraction is also utilized to present the bootstrapping
process itself. In the scope of this thesis, we will only present a bare-bone bootstrapping
transformation for SNARK, without going through the PCD abstraction. For more
details on PCDs, the reader is referred to [30].

Feasibility of implementations. An interesting feature of the SNARK resulting
from our bootstrapping transformation, when starting from the protocols of [34, 85,
111, 125], is that it does not invoke the PCP Theorem but only elementary probabilistic-
checking techniques (as interpreted in [34]). This provides an essentially different path
to the construction of succinct arguments, deviating from the previous approaches,

which are all PCP-based.

The fact that no heavy PCP machinery is involved, makes our SNARKS attractive
for actual implementation. A first such implementation is presented by Ben-Sasson,

Chiesa, Tromer and Virza [25].

We next elaborate on each of the results, and the techniques used to achieve it.

5.1.3 Designated-Verifier SNARKSs from ECRHs

In this section, we define what are extractable collision-resistant hash functions, and
sketch how they can be used, in conjunction with private-information-retrieval (PIR),

to construct SNARKSs.
At a high-level, our final construction follows an approach similar to that of Di
Crescenzo and Lipmaa [71] meant to squash Kilian’s four-message succinct argument

[121]. We thus start by reviewing the two.
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Kilian’s Construction. Kilian constructs a succinct argument for NP, (P,V),
where the prover P uses a Merkle tree [127] in order to provide to V “virtual ac-
cess” to a PCP proof.? More precisely, to prove a statement y € £, the verifier V starts
by sending the prover a key e for a collision-resistant hash function h.. The prover,
given a witness w, constructs a PCP-proof £&. To guarantee efficient verification, P
cannot send V the witness w nor £&. Rather, P builds a Merkle hash tree over the proof
¢ (using the hash function h.). The hash value root corresponding to the root of the
tree is sent to the verifier and is effectively a succinct commitment to &, which also
supports succinct decommitment for any specific bit in £ (by giving all the hash values
along the path from that bit to the root, including all the siblings along the way; this
is also known as an “authentication path”). The verifier V tosses random coins r for
the PCP verifier and sends them to the prover. The prover P then sends back answers
to those queries according to the proof &, together with the authentication paths. The
verifier accepts if all the answers are consistent with the root value root, and convinces
the PCP verifier.

At high-level, the soundness follows from the fact that the Merkle tree provides the
verifier “virtual access” to the PCP proof, in the sense that given the root value of the
Merkle tree, for every query g, it is infeasible for a computationally-bounded cheating
prover to answer g differently depending on the queries. Therefore, interacting with
the prover is “equivalent” to having access to a PCP proof oracle. Soundness can then

be reduced to that of the PCP system.

The “PCP+MT+PIR approach”: Di Crescenzo and Lipmaa [71] propose to
“squash” Kilian’s four-message protocol into a two-message protocol, with what we
refer to as the PCP-Merkle-Tree-Private-Information-Retrieval (PCP+MT+PIR) ap-
proach. In Kilian’s protocol, the verifier obtains from the prover a Merkle hash to a
PCP oracle and only then reveals its queries to the prover. In [71], the two verifier
messages are combined into one message. Specifically, in the first message, the verifier
sends, along with the hash key e, a PIR-encrypted version of the PCP queries (the first
message of a PIR scheme can be viewed as an encryption to the queries); the prover
then prepares the required PCP oracle £, computes a Merkle hash of £, and answers the

verifier’s queries by replying to the PIR queries according to a database that contains

3Kilian’s argument is also zero-knowledge. Since our focus is only on soundness, we shall describe
a simpler version of the protocol that is not zero-knowledge.
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each bit of £ together with its corresponding authentication path with respect to the
Merkle hash).

The soundness of the scheme is proved based on the assumption that any convincing
prover P* must essentially behave as an honest prover; namely, if a proof is accepting,
then the prover must have in mind a full PCP oracle £, which maps under the Merkle
hash procedure to the claimed root, and such a proof £ can be obtained by an efficient
extractor Ep=.% It is then shown that, if this is the case, the extracted string & must be
consistent with the answers the prover provides to the PCP queries, for otherwise the
extractor can be used to obtain collisions of the hash function underlying the Merkle
tree. Therefore, the extracted string £ also passes the PCP test, where the queries are
encrypted under PIR. Then, it follows from the privacy of the PIR scheme that, the
string £ is “computationally independent” of the query. Then, from the soundness of

PCP, they conclude that the statement must be true.

Towards a more concise assumption - ECRHs. We obtain a SNARG (or in fact,
a SNARK) based on a more restricted assumption of extractable collision-resistant hash
functions, which we now formulated.

H = {h¢} is an extractable collision-resistant function family (ECRH) if it is

1. collision-resistant in the standard sense: no computationally-bounded adversary

given a random key e, can produce a collision in A,

2. extractable: for any efficient adversary A, there is an extractor & 4, such that, if
given a random key e, A(e) produces a valid image v = h(u), £4(e) produces a

corresponding preimage u’ € h2!(v), except with negligible probability.

For our construction, we will in fact need auxiliary-input extraction (as already
discussed in Chapter 4); namely, extraction should hold even when A is given some
auxiliary information z, which is also given to the extractor £4. While in Chapter 4 we
show that such a definition cannot hold with respect to arbitrary polynomial auxiliary
input, for our construction, we can settle for a relaxed definition that only considers
of a-priori bounded size, and which is taken from a specific distribution over auxiliary

inputs. See further discussion in Remark 108.

4As originally formulated, the assumption of [71] turns out to be false; indeed, a malicious prover
can always start from a good PCP oracle ¢ for a true statement and compute an “almost full” Merkle
hash on ¢, skipping very few branches — so one should at least formulate an analogous but more
plausible assumption by only requiring “sufficient consistency” with the claimed root.
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How to use ECRHs to construct SNARKSs. At a very high-level, our construc-
tion follows the “PCP+MT+PIR approach” but replacing the collision-resistant hash
function underlying the Merkle tree in their construction with an ECRH.

Unlike in [71] where “global extraction” is assumed directly, we show how to lift
the “local extraction” guarantee provided by the ECRH, to the “global extraction”
guarantee on the entire Merkle tree. More precisely, by relying on the (local) ECRH
extraction guarantee, we show that for every convincing prover, there is an extractor
that can efficiently extract a PCP proof £ that is “sufficiently satisfying” (i.e., a PCP
verifier given € accepts with high probability). Furthermore, to obtain the argument of
knowledge property, we instantiate the underlying PCP system with PCPs of knowl-
edge, which allow witness-extraction from any sufficiently-satisfying proof oracle. (See
details for the requisite PCP system in Section 5.3.2.3.) We next describe the high-level

ideas for achieving global extraction guarantees from the local extraction of ECRHs.

From local to global extraction. The main technical challenge lies in establishing
a “global” extraction guarantee (namely, extraction of a sufficiently satisfying proof ¢
from any convincing prover) from the “local” extraction guarantee given by ECRHs.

A natural attempt is to start from the root of the Merkle tree and extract the values
of the intermediate nodes of the Merkle tree layer by layer towards the leaves; that is,
to extract a candidate proof §~ by recursively applying the ECRH-extractor to extract
the entire Merkle tree l\//I\T, where the leaves should correspond to £.

However, recursively composing ECRH-extractors encounters a difficulty: each time
applying the ECRH extraction incurs a polynomial blowup in extraction time. There-
fore, (without making a very strong assumption on the amount of “blowup” incurred
by the extractor,) we can only apply the ECRH extraction recursively a constant num-
ber of times; as a result, we can only extract from Merkle trees of a constant depth.
We address this problem by opting to use a “squashed” Merkle tree, where the fan-in
of each intermediate node is polynomial rather than binary as in the traditional case.
Consequently, for every NP-statement, since its PCP proof is of polynomial length, the
depth ¢ of the Merkle tree built over the PCP proof is a constant. Then, we can apply
the ECRH extraction procedure recursively to extract the whole Merkle tree, while

overall incurring polynomial overhead in the size of the extractor.

A technical problem that arises when applying the above recursive extraction pro-
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cedure is that we might not be able to extract out a full Merkle tree (where all paths
have the same length). More precisely, after applying the ECRH extraction recursively
¢ times, we obtain the values for the intermediate nodes up to level ¢ (thinking about
the root as level zero). However, at each intermediate node, when applying the ECRH
extractor, extraction could have failed to extract a preimage if the given intermediate
node is not a valid hash image under the ECRH. Hence, the extracted tree might be at
some points “disconnected”.” Nevertheless, we show (relying solely on ECRH extrac-
tion) that the leaves in the extracted (perhaps partial) tree connected to the root are

sufficiently satisfying for witness-extraction.

Proof at high level. Given the foregoing discussion, we show the correctness of the

extraction procedure in two steps:

o Step 1: “local consistency”. We first show that whenever the verifier is con-
vinced, the recursively extracted string € contains valid answers to the verifier’s
PCP queries specified in its PIR queries. Otherwise, it is possible to find colli-
sions within the ECRH h as follows. A collision finder could simulate the PIR-
encryption on its own, invoke both the extraction procedure and the prover, and
obtain two paths that map to the same root but must differ somewhere (as one

is satisfying and the other is not) and therefore obtain a collision.

o Step 2: “from local to global consistency”. Next, using the privacy guarantee
of the PIR scheme, we show that, whenever we extract a set of leaves that are
satisfying with respect to the PIR-encrypted queries, the same set of leaves must
also be satisfying for almost all other possible PCP queries and is thus sufficient
for witness-extraction. Indeed, if this was not the case then we would be able to
use the polynomial-size extraction circuit to break the semantic security of the

PIR.

For further details of the proof we refer the reader to Section 5.3.3.2.

5.1.4 Bootstrapping SNARKSs

We now give the basic intuition behind our SNARK bootstrapping theorem. Specifi-
cally, we explain how to transform any SNARK (G, P, V) (possibly very inefficient, and

5This captures for example the behavior of the prover violating the [71] assumption described above.
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with expensive preprocessing) into a complexity-preserving SNARK (G*, P*, V*) (that,
in particular, has no expensive preprocessing). We focus on the case where (G, P, V) is

publicly-verifiable.

Suppose that (G, P, V) is a preprocessing SNARK (this only makes the transforma-
tion harder because we must get rid of preprocessing). Recall that, in such a SNARK,
the online verification phase is fast, but the offline phase is allowed to be expensive,
in the following sense. The generator G takes as an additional input a time bound
B, may run in time poly(n + B), and generates a (potentially long) reference string
o and a (short) verification state 7 that can be used, respectively, to prove and verify
correctness of computations of length at most B. The (online) verifier V still runs in
time poly(n), independently of B. (Additionally, no guarantees are made about the
time and space complexity of the honest prover, except that they are both bounded by
poly(n + B).) We would like to construct (G*,P*,V*) so that G* runs in time poly(n)
(which in particular bounds the size of the reference string ¢) and P* runs in time
t - poly(n) and space s - poly(n).

At high-level, the idea is to first represent the long t-step computation of the machine
M to be verified as a collection of O(t) small poly(n)-step computations, and then
use recursive composition to aggregate many SNARK proofs for the correctness of
each of these small computations into a single SNARK proof. Indeed, by repeatedly
invoking the prover P of the “inefficient” preprocessing SNARK (G, P, V) only to prove
the correctness of small computations, we would “localize” the effect of the SNARK’s
inefficiency. Specifically, when running the generator G in the offline phase in order to
produce (o, 7), we would only have to budget for a time bound B = poly(n), thereby
making running G cheap. Furthermore, if the collection of small computations can be
computed in time ¢ and space s (up to poly(n) factors), then running P on each of these
small computations in order to produce the final proof would only take time ¢ - poly(n)
and space s - poly(n). Overall, we would achieve complexity preservation. Let us make

this intuition somewhat more concrete.

Starting point: incrementally-verifiable computation. A natural starting point
towards fulfilling the above plan is trying to use of the idea of incrementally-verifiable
computation (IVC) [149]. Recall that the goal in IVC is to transform a given computa-

tion into a new computation that after every step outputs its current state and a proof



5.1. OVERVIEW 153

of its correctness so far, while preserving the time and space efficiency of the original
computation (up to poly(n) factors).

Specifically, to be convinced that there exists a witness w for which the machine
M accepts w within ¢ steps, it suffices to be convinced that there is a sequence of '
states Sg, S1, ..., Sy of M (with ¢’ < t) that (a) starts from an initial state, (b) ends in
an accepting state, and (c) every state correctly follows the previous one according to
the transition function of M.

This suggests the following solution, which we can think of as happening “in the
mind” of the new SNARK prover P*. Using the SNARK prover P, a first party P;
proves to a second party P, that the state S; was generated by running the first step
of M correctly. Then, again using P, P, proves to a third party P3 that, not only
did he evaluate the second step of M correctly and obtained the state So, but he
also received state Sy carrying a valid proof (i.e., accepted by the SNARK verifier V)
claiming that S; was generated correctly. Then, P; uses P to prove to the fourth party
Py that, not only did he evaluate the third step of M correctly and obtained the state
Ss, but he also received state So carrying a valid proof claiming that So was generated
correctly, and so on until the last party who, upon receiving a state carrying a proof
of validity, proves that the last state is accepting. A verifier at the end of the chain
gets a single, easy-to-verify, proof aggregating the correctness of all the steps in M'’s
computation. Hopefully, by relying on the proof of knowledge property of the SNARK,
it will be possible to recursively extract from any convincing prover a full transcript of

the computation attesting to its correctness.

From the above IVC-based approach to our eventual goal of complexity-preserving
SNARKSs without preprocessing there is still a significant gap; we now describe the

difficulties and how we overcome them.

Challenge 1: IVC with preprocessing SNARKSs, and the size of local com-
putations. In his construction of IVC, Valiant relies on the existence of publicly-
verifiable SNARKSs that do not have expensive preprocessing. In our setting, we have
only a preprocessing SNARK at hand, so we have to ensure that each of the computa-
tions whose correctness we are proving is shorter than the time bound B associated with
the preprocessing. Specifically, B must be larger than the running time of the SNARK

verifier V plus a single computation step of M. This is reminiscent of the bootstrapping
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paradigm in fully-homomorphic encryption [88], where, in order to bootstrap a some-
what homomorphic scheme, homomorphic evaluation should support the decryption
operation plus a single computation step. Whereas in bootstrapping of homomorphic
encryption the challenge is to get the decryption circuit to be small enough, in our
setting the running time of V (even for a preprocessing SNARK) is already poly(n)-
small, and the challenge is to get the computation required to perform one step of M
to be small enough. Indeed, running step i in the “middle” of the computation requires
computation proportional to size of the corresponding state S;. Such a computations
may thus be as large as the space s used by M, which in turn could be as large as
Q(t). If, instead, we could ensure that each local computation being proven is of size

poly(n), then we could set B = poly(n) and thereby avoid expensive preprocessing.

To achieve this goal, we invoke a “computational” reduction [24, 39] that trans-
forms M into machine M’ that requires only poly(n) space and preserves the proof of
knowledge property (i.e., any computationally-bounded adversary producing a witness
that M’ accepts can be efficiently used to find a witness that M accepts). The idea is
that M’ emulates M but does not bother to explicitly store its memory; instead, reads
from memory are implemented non-deterministically, and their correctness is verified
via dynamic Merkle hashing. These non-deterministic reads, and corresponding Merkle
verification paths, can be appended to the witness for the computation, whose length,
crucially, does not affect the time to run a step of the machine. (To ensure that the
new computation steps are small enough, we also ensure that each step only looks at a

small chunk of the witness).

This strategy also ensures that the resulting SNARK is complexity-preserving. In-
deed, reducing M to the “small-space” M’ and its representation as a O(t)—step step-
wise computation can be done “on the fly”, using the same time ¢ and space s as the

original computation, up to poly(n) factors.

Challenge 2: extractor efficiency and the depth of the computation. As
mentioned, to prove that the above approach is secure, we need to rely on proof of
knowledge, in order to perform recursive extraction. This means that a proof of se-
curity based on recursive knowledge extraction will work for only a constant number
of recursive compositions (due to the polynomial blowup in extractor size for each

such composition). However, the step-wise computation we described has polynomial



5.1. OVERVIEW 155

depth. Valiant showed that, if the knowledge extractor is extremely efficient (linear
in the prover’s size), then the problem can be avoided by aggregating proofs along a
tree rather than along a path. We avoid Valiant’s assumption by extending his idea
into aggregating proofs along “wide proof trees” of constant depth (similarly to the
construction of SNARKs from extractable collision-resistant hash functions presented

in the previous subsection.)

The case of designated-verifier SNARKSs. So far we have assumed that the
SNARK (G, P,V) is publicly verifiable. What happens in the designated-verifier case?
In this case, it is not clear how a party can prove that he verified a received proof without
actually knowing the corresponding private verification state (which we cannot allow
because doing so would void the security guarantee of the SNARK). We solve this
problem by showing how to carefully use fully-homomorphic encryption to recursively

compose proofs without relying on intermediate parties knowing the verification state.

5.1.5 More Related Work

We address several additional related works.

A prior (somewhat) succinct argument from a Knowledge of Exponent as-
sumption. Mie [130] observes that the PCP4+MT+PIR approach works as long as
the PIR scheme is database aware — essentially, a prover that is able to provide valid

7

answers to PIR queries must “know” their decrypted values, or, equivalently, must
“know” a database consistent with those answers (by arbitrarily setting the rest of
the database). Mie then shows how to make the PIR scheme of Gentry and Ramzan
[90] PIR-aware, based on Damgard’s Knowledge of Exponent assumption [67]; unfortu-

nately, while the communication complexity is very low, the receiver in [90], and thus

also the verifier in [130], are inefficient relative to the database size.

Other SNARKSs from ECRHs. Goldwasser, Lin, and Rubinstein [105] consider a
notion of ECRH similar to ours and construct (designated-verifier) SNARKSs using a
similar approach to ours. (A joint extended version of [105] and [29] that also includes
applications of extractable one-way functions to zero-knowledge can be found in [28]).

Damgard et al. [68] consider the problem of succinct non-interactive secure compu-

tation. They also consider a notion of ECRH, which, unlike ours, requires seemingly
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stronger interactive extractability assumptions; their notion does not seem to be im-

plied by the existence of SNARKs.

Complexity-preserving SNARKs from extractable FHE. In [33], the MIP-
based approach of Aiello et al. [4] is augmented so to yield a provably-secure SNARKS,
assuming a strong form of fully-homomorphic encryption with an extractable homomor-
phism property. The SNARKSs constructed in [33] are, in fact, complexity-preserving.
However, that construction is for designated verifiers and also relies on a rather specific

knowledge assumption.

Chapter Organization

In Section 5.2, we give the relevant definitions for SNARKSs. In Section 5.3, we define
ECRHs and GECRH, and present the corresponding construction of designated-verifier
SNARKs. In Section 5.4, we present the SNARKSs bootstrapping transformation.

5.2 Basic Definitions

The universal relation and NP restrictions. We define the universal relation Ry
[14], which provide a canonical representation for verification-of-computation problems.

We also define NP restrictions of Ry,.

Definition 88. The universal relation is the set Ry of instance-witness pairs
(y,w) = ((./\/l,m,t),w), where M is a Turing machine that accepts (x,w) after at
most t steps. We denote by Ly the universal language corresponding to Ry.

For any ¢ € N, R. C Ry is an NP restriction of Ry, consisting of those pairs

(y,w) = (M, z,t),w) for which t < |z|°. Denote by L. the corresponding language.

5.2.1 SNARKSs

A succinct non-interactive argument of knowledge (SNARK) for NP is a triple of al-
gorithms (G, P, V) that works as follows. The generator G, on input the security pa-
rameter n and a time bound B, samples a reference string ¢ and a corresponding
verification state 7. The honest prover P(o,y,w) produces a proof = for the statement
y = (M,z,t) € R, given a valid witness w, provided that ¢ < Bj; then V(e,7,y, )

verifies . We shall use the notation V.(7,y,r) for V(c, 7,9, 7).
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The SNARK is fully-succinct if G runs “fast”, almost independently of B; otherwise,

it is of the preprocessing kind.

Definition 89. A triple of algorithms (G, P,V), where G is probabilistic and P,V are
deterministic, is a SNARK for NP if the following holds:

1. Completeness

For every security parameter n € N, every time bound B € N, and every instance-

witness pair (y,w) = ((M,x,t),w) € R. with t < |z|® < B,

(0,7) < G(1", B)
Pr | V.(r,y,m) =1 =1
7 P(o,y,w)

2. Adaptive proof of knowledge

For every ¢ € N, and every polynomial-size prover P* there exists a polynomial-
size extractor Ep« such that for every security parameter n € N, every auziliary

input z € {0, l}POIY("), and every time bound B € N,

i (o,7) < G(1", B)
Ve(r,y,m) =1
Pr (y,7) < P*(z,0) | <negl(n) .
(y,w) ¢ Re

w 4 Ep=(2,0)

3. Efficiency

There exists a universal polynomial p such that, for every ¢ € N, for every large
enough security parameter n € N, every time bound B € N, and every instance
y = (M, z,t) with t < B,

p(n) for fully-succinct SNARKs

G(1™, B) runs in time ;
p(n+ B) for preprocessing SNARKs

p(n+ M|+ |z|+t)  for fully-succinct SNARKs
e P(o,y,w) runs in time ;
p(n+ M|+ |x| + B) for preprocessing SNARKs

o V.(1,y,m) runs in time p(n + | M| + |z|);

an honestly generated proof has size p(n).
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We distinguish between the case where the proof of knowledge guarantee holds even

if the verification state 7 is made public to the case that 7 needs to remain private.

Definition 90 (public vs. designated verification). A SNARK is publicly-verifiable
(a puSNARK) if proof of knowledge holds when the verification state T appears in the

clear as part of the reference string o, given to the prover. Otherwise, the SNARK is

designated-verifier (a duSNARK).
We make several remarks regarding the above definitions.

Remark 91 (Universal SNARKs vs. SNARKs for NP). The SNARKs given in Defi-
nition 89 are for NP relations R, C Ry. We stress that for such SNARKs, while the
proof of knowledge guarantee only holds with respect to the NP relation R. C Ry, the
polynomial p governing the efficiency of the SNARK is still required to be universal and

independent of c.

Remark 92 (The extractor £ and auxiliary input). Above, we require that any
polynomial-size family of circuits P* has a specific polynomial-size family of extrac-
tors Ep«; in particular, we allow the extractor to be of arbitrary polynomial-size and to
be “more non-uniform” than P* (this is referred to as individual auxiliary-input in Re-
mark 60). In addition, we require that for any prover auziliary input z € {0, 1}pOIY("),
the polynomial-size extractor manages to perform its witness-extraction task given the
same auxiliary input z (this is referred to as common auxiliary-input in Remark 60).
This aspect of the definition is, in fact, too strong assuming indistinguishability ob-
fuscation. Indeed, as we shall see SNARKs imply (generalized) extractable one-way
functions, and are thus subject to the same limitations presented in Section 4.5.

The definition can be naturally relaxed to consider only specific distributions of aux-
iliary inputs according to the required application, as well as a-priori bounded auxiliary

put, which are not subject to any known limitations.

Remark 93 (Turing machines vs. RAMs). For simplicity of exposition, in the above
definitions, and throughout this chapter, we model the computations to be verified via
Turing machines. However, all of the results presented also carry over to more realistic

models of computation such as random-access machines. See [30] for details.
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5.3 Extractable Collision-Resistant Hash Functions
and Designated-Verifier SNARKSs

In this section, we define extractable collision-resistant hash functions, discuss con-

structions, and show how they can be used to construct designated-verifier SNARKSs.

5.3.1 ECRHs

In this section, we define extractable collision-resistant hash functions (ECRHs) and

generalized extractable collision-resistant hash functions (GECRHs).

Definition 94 (ECRH). Let m,¢' < £, be polynomially bounded length functions. An

efficiently computable family of functions
H= {he {0,114 5 10,1}¢® | e € {0,1)™™) ¢ N} ,

associated with an efficient (probabilistic) key sampler Ky, is an ECRH if it is:

1. Collision-resistant: For any polysize A, and security parameter n € N:

u,u’ <+ A(e)
Pr < negl(n) .

e Ky (17) he(u’) _ he(u)

2. Extractable: For any polysize adversary A, there exists a polysize extractor £

such that, for any polynomial b, security parameter n € N, and z € {0, 1}b(") :

v+ Ale; 2) u < E(e;z)
Pr A < negl(n) .

ek | gy . he(u) =v he(u') # v

Remark 95 (Image verification). Similarly to the case of EOWFs (see Remark 57),
one can require that H has an extra image verification property. Our main ECRH-based

construction (presented in Section 5.3.3) does not require any verifiability features.

Remark 96 (Auxiliary input). Above, we require that any polynomial-size family of
circuits A has a specific polynomial-size family of extractors £; in particular, we allow
the extractor to be of arbitrary polynomial-size and to be “more non-uniform” than A

(this is referred to as individual auxiliary-input in Remark 60). In addition, we require
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that for any auziliary input z € {0, 1}1’013’(”), the polynomial-size extractor manages to
perform its preimage-extraction task given the same auziliary input z (this is referred
to as common auxiliary-input in Remark 60). This aspect of the definition is too strong
assuming indistinguishability obfuscation. Indeed, ECRHs are, in particular, EOWFs,
and are thus subject to the same limitations presented in Section 4.3.

While for presentational purposes the above definition may be simple and conve-
nient, for our main application (i.e., SNARKs), we can actually settle for definition
that is weaker—it can be restricted to a specific “benign distribution” on auziliary in-
puts, which is also of a-priori bounded polynomial size (similarly to bounded auziliary
input EOWF's in Definition 58). In this relazed setting, no negative results are known.
(Naturally, when relying on ECRHs with respect to such restricted auziliary-input distri-
butions, the resulting SNARKs will account for the same auziliary-input distributions.)

See also Remark 108.

5.3.1.1 Generalized Extractable Collision-Resistant Hash Functions

We define Generalized ECRHs (GECRHs) akin to GEOWFs (Definition 61), which
allow to express the tradeoff between extractability and different forms of collision-
resistance in a flexible way. Concretely, the family 7 is now associated with a relation
R (he(u),u) on image-witness pairs (v,u') € {0,1}¢ x {0,1}**. Given a random key
e, it is infeasible to find an input u € {0,1}* and witness «’ € {0,1}***, such that
ul|0F # u' and R (he(u),u’) = 1. In contrast, a non-black-box extractor that is given
a code that produces an image he(u), for u € {0,1}¢, can find a witness v’ € {0, 1}¢F
such that R (he(u),u’) = 1.

As for GEOWFs, we consider two variants of GECRHs: The first is publicly-
verifiable GECRHs, where for (v = fe(u),u’), the relation R (v,u’), can be efficiently
tested given v and u' only (and the key e if the function is keyed). The second is
privately-verifiable GEOWFs, where the relation R7 (v, /), might not be efficiently
testable given only (v = fe(u), '), but it is possible to efficiently test the relation given
u in addition.

We note that standard ECRHs, as given in Definition 94 are, in particular,
GEOWFs, where the relation RZ{(U, u') is such that k = 0, and simply tests whether
v = he(u).
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Definition 97 (GECRHs). An efficiently computable family of functions
H= {he {0,114 - £0,1}¢® | e € {0,1)™™) ¢ N} :

associated with an efficient (probabilistic) key sampler Ky, is a GECRH, with respect

to a relation RM(v,u') on triples (e,v,u') € {0, 1}W+HE )+ +EM) if it s

1. R™-Collision-resistant: For any polysize A and security parameter n € N:

u,u’ + Ale)

P ! k(n) < negl(n) .
e<—ICHr(1n) u # ul|0 < negl(n)

R (he(u),u') =1

2. R"-Extractable: For any polysize adversary A, there exists a polysize extractor

E such that, for any polynomial b, security parameter n € N, and z € {0, 1}6(”):

v Ale; 2) u < E(e; z)
Pr A < negl(n) .

ekn™ | g, . he(u) = v RIE(v,u') #1

We further say that the function is

e Publicly-verifiable if R¥(h.(u),u') can always be efficiently computed by a
tester T (e, he(u),u').

e Privately-verifiable if R* (he(u),u’) can be efficiently computed by a tester a

tester T (e, u,u’).

Remark 98 (Does R*-collision-resistance imply (standard) collision-resistance?). In
principle, R -hardness may not imply collision-resistance of H. Although this is not
needed for our purposes, we may further require that the relation R™ includes all pairs

(he(u),u), and thus ensure that R™-collision-resistance does imply collision-resistance.

Remark 99 (Is any GECRHs also a GEOWF?). As mentioned before any (standard)
ECRH is a FOWF, which follows directly from the known fact that any CRH is a
OWF. A similar argument shows that any GECRHs is also a GEOWFs (with the same
verification features). In particular, the limitations we show in Section 4.3 on GEOWFs

apply to prozimity GECRHs as well.
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Remark 100 (GECRHs vs. Proximity ECRHs). In [29], a different variant of ECRHs
called proximity ECRHs s defined. There a proximity relation ~ is defined on the range
of the function. Collision-reistant is strengthened to require that not only is finding a
collision u # ', he(u) = he(u') is hard, but also finding u' such that he(u) ~ he(u')
1s hard. FExtractability is weakened so that the extractor only has to work when the
adversary outputs v that is the image of some u € {0, 1}8, and is allowed to output u’
from an extended domain {0,1}F* such that he(u) ~ he(u') is hard GECRHs allow
the relation to be even more general. Any proximity ECRH with relation ~ implies a

GECRH with relation R, such that R(he(u),vw') =1 iff he(u) ~ he(u').

5.3.1.2 ECRH Constructions

In this section we discuss a candidate construction for an ECRH, based on a Knowledge
of Exponent assumption and the hardness of discrete logs, and a general construction

of a GECRHs from any SNARK.

A candidate ECRH from t-KEA. The Knowledge of Exponent assumption (KEA)
[67] states that any adversary that, given a generator g and a random element g in
some appropriate group, manages to produce g*, g**, must “know” the exponent x. The
assumption was later extended in [22, 113], by requiring that given g", ¢g"%, ¢"2, "2
it is infeasible to produce f, f* without “knowing” x1,xs such that f =g

171 gxgrg —

g¥1r1te2r2 - The t-KEA assumption is a natural extension to t = poly(n) pairs g"i, g*".

Assumption 101 (¢-KEA). There exists an efficiently-samplable ensemble G = {G,, }
where each (G, g) € G, consists of a group of prime order p € (2"~1,2") and a generator
g € G, such that the following holds. For any polysize adversary A there exists a
polynomial-size extractor €4 such that for any polynomial b, any n € N, and any

auziliary input z € {0,110

(f, 1) < Ag", 9%, 2) x < Ealg", 9", 2)
© f)’r ; A < negl(n) ,
,9)Yn « X,r
(a,r)f]—ZpXZ;g f/ =f g< ) # f
where |G| =p, r = (r1,...,1), ¢ = (¢",...,9"), x = (z1,...,2¢), and (-,-) denotes

inner product.

A related assumption was made by Groth [111]; there, instead of random ry,..., 7,
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the exponents are powers of the same random element, i.e., 7; = r*. (As formalized in
[111], the assumption does not account for auxiliary inputs, but it could naturally be
strengthened to do so.)

Our assumption can be viewed as a simplified version of Groth’s assumption; in
particular, we could use Groth’s assumption directly to get ECRHs. Furthermore,
Groth’s assumption is formally stated in bilinear groups, while in our setting bilinearity
is not necessary. When considered in (non bilinear) groups where t-DDH is assumed to
hold, the two assumptions are actually equivalent.® Therefore, as Groth shows that his
assumption holds in the generic group model (independently of the bilinear structure)
and as t-DDH is also known to hold in this model, our assumption holds in the generic

group model as well.

Remark 102 (Auxiliary input). When stated for arbitrarily long auxiliary-input the
above assumption is too strong, assuming indistinguishability obfuscation; we can nat-
urally restrict it to only consider auziliary input of an a-priori bounded polynomial size

b(n), or to specific distributions. (See also Remark 96.)

We now describe a construction of an ECRH H compressing n - t(n) bits to 2n bits:

e The key sampler Ky (1%ecp): samples (G,g) + G, and (o,r) Z Ly X Zﬁ,, and

output e := (G, g*, g**).

e To compute he(xy,...,2): output the pair (g{*, glorx)) =
(Hie[t] 9" T ey gmixi) :
The extractability of H easily follows from the t-KEA assumption. We show that H is

collision-resistant based on the hardness of computing discrete logarithms in G.

Claim 5.3.1. If C finds a collision within H w.p. €, then we can compute discrete

logarithms with probability e /t.

Proof sketch. Given ¢", where r < Z,, choose a random i € [t|] and sample
Q,T1y . Ti—1,Tigls.--,T¢. Denote r; = r and r = (ry,...,ry). Feed C with g%, g°*.
By our initial assumption and the independent choice of i, C outputs x,x’ such

that z; # 2 and g*r) = ¢&'r) with probability at least e/t. It follows that

ri=(ri—2)7t > (z;— )Ty O
j€m]—{i}

5¢-DDH asserts that, over suitable groups, tuples of the form ¢, gzz, R gzt are indistinguishable
from random tuples.
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From SNARKSs to GECRHs. We show that SNARKSs imply a natural construction
of GECRHs; that is, GECRHs are not only sufficient, but also necessary, for SNARKs.

Proposition 103. If there exist (even designated-verifier, and even preprocessing)
SNARKs for NP and (standard) CRHs, then there exist a generalized GECRH H

with a publicly-verifiable relation R™M.

Proof sketch. Let ‘H be a CRH that compresses c¢(n) -n bits to n bits, where ¢(n) > 2 is
a compression parameter. Let (P, G, V) be a SNARK for NP such that, given security
parameter 7, the length of any proof is bounded by 7¢. We define an ECRH compressing

¢-n bits to 2n bits, H. Any function is associated with a key é sampled as follows:
1. draw a key for the CRH e + H,
2. draw public and private parameters (o,7) < G (nl/ 4), and
3. set € = (e,0).

Then, for an input w and letting v = he(u), we define hg(u) = (v,7) where 7 =

P(o,thm, x) is a proof of knowledge for the NP-statement
thm := “there exists u € {0,1}“" such that he(u) =v" .

We now show that the above is a GECRH with respect to the relation Rﬂ((v, ), u’)
on {0,1}?" x {0,1}¢(™™  that returns 1 iff Ju : he(u) = v.

The generalized collision-resistance of H follows directly from the collision-resistance
of H, because any colliding pair (u,u’) under R7 is a colliding pair for H. The gen-
eralized extractability property of H follows from the (adaptive) proof of knowledge
of the SNARK (P,G,V); that is, for any image-computing polysize adversary A, the
ECRH extractor is set to be the SNARK witness-extractor £4. (We note that, for the
proposition to go through, it is crucial for the SNARK to hold against adaptive provers;
indeed, the adversary gets to choose on which inputs to compute the hash function,

and these may very well depend on the public parameters.) ]

Why GECRH and not ECRH? At first glance, it is not clear why the above does
not imply an (“exact”) ECRH rather than a GECRH. The reason lies in the fact that

the extractor is only guaranteed to output one of many possible witnesses (preimages).
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In particular, given an honest image (he(u),m,) (corresponding to some preimage ),
the extractor may output «’ such that h.(u") = he(u) but applying the honest prover

to u’ (or, more precisely, the NP-statement proving knowledge of u’) results in a proof

Ty 7 Ty

5.3.2 Preliminaries for SNARK Construction

In addition to ECRHs, we shall rely on several other basic building blocks, which we

Nnow overview.

5.3.2.1 Merkle Trees

Merkle tree (MT) hashing [127] enables a party to use a CRH to compute a succinct
commitment to a long string ¢ and later to locally open to any bit of ¢ (again in
a succinct manner). Specifically, given a function h: {0,1}(™ — {0,1}" randomly
drawn from a CRH ensemble, the committer divides £ into || /¢(n) parts (padding with
0’s if needed) and evaluates h. on each of these; the same operation is applied to the
resulting string, and so on, until one reaches the single n-bit root. For |£| = (¢£/n)4*!,
this results in a tree of depth d, whose nodes are all the intermediate n-bit hash images.
An decommitment to a leaf in & (or any bit within it) includes all the nodes and their
siblings along the path from the root to the leaf, and is of size ¢d. Typically, {(n) = 2n,
resulting in a binary tree of depth log |¢]. In this work, we shall also be interested in

“wide trees” with polynomial fan-in (relying on CRHs with polynomial compression);

see Section 5.3.3.1.

5.3.2.2 Private Information Retrieval

A (single-server) polylogarithmic private information retrieval (PIR) scheme [50] con-

sists of a triple of algorithms (PEnc, PEval, PDec) where:

e PEncgr(1™,7) outputs an encryption C; of query i to a database DB using ran-

domness R,
e PEval(DB, C;) outputs a succinct blob e; “containing” the answer DB[i], and
e PDecp(e;) decrypts the blob e; to an answer DBJi].

Formally:
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Definition 104. A triple of algorithms (PEnc,PEval, PDec) is a PIR if it has the

following properties:

1. Correctness. For any database DB, any query i € {1,...,|DB|}, and security

parameter n € N,

C; < Encgr(1",4)
PI’%r PDecr(e;) = DBJi] : =1,

e; < PEval(DB, C;)

where PEval(DB, C;) runs in poly(n,|DB|) time.

2. Succinctness. The running time of both PEncr(1™,i) and PEval(DB,C;) is
bounded by
poly(n, log [DBJ) .

In particular, the sizes of the two messages C; and e; are also so bounded.

3. Semantic security. The query encryption is semantically secure for multiple
queries, i.e., for any polynomial-size A, security parameter n € N, and any two

tuples of queries i = (i1 ---iq),i" = (i - - -ig) € {0, 1}poly(n),
Pr [A(EncR(ln,i)) = 1] —Pr {A(EncR(ln,i/)) =1| <negl(n) ,

where Encg(1™,1) the coordinate-wise encryption the tuple i.

PIR schemes with the above properties have been constructed under various hardness

assumptions such as PHA [50] or LWE [48].

A-priori unknown database size. In our application, we will need the PIR server
to be able to specify the database DB only after receiving a (random) query. The client
will not know the database’s size when generating his query, but will only know some
superpolynomial bound, such as |DB| < 2108’ n  We will require that the PIR scheme
allows the server to deduce from an encrypted (long) query r € {0, 1}1°g2" a shorter
p-bit query 7 € {0, 1}” that works for |DB| = 2°, and that 7 is uniformly random when
r is is.

This can be done by simply emulating log® n independent instances of any PIR
scheme, where for a random r < {0, 1}1°g2 " the receiver encrypts each one of its log? n

prefixes. The sender then chooses the right one, according to the database size.
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5.3.2.3 Probabilistically Checkable Proofs of Knowledge

A (verifier-efficient) probabilistically checkable proof (PCP) of knowledge for the uni-
versal relation Ry is a triple of algorithms (Pyep, Vpcps Fpcp), Where Pyep is the prover,
Vocp is the (randomized) verifier, and Epcp is the knowledge extractor.

Given (y,w) € Ry, Pyep(y, w) generates a proof £ of length poly(¢) and runs in time
poly(|y|,t). The verifier Vpécp(y, ) runs in time poly(|y|) = poly(|M|+|z|+logt), while
accessing polylog(t) locations in the proof ¢ and using p = O(logt) random bits. We

require:

1. Completeness. For every (y,w) = ((M,x,t), w) € Ru, €  Pocp(y, w):

VE (y,r) = 1} —1.

e o [T

2. Proof of knowledge (POK). There is a constant ¢ such that for any y =
(M, z,t) if

P [Vf ) =1]>1—¢
7’<—{0,f}1’(t) pcP(y 7’) - ©

then Fyep(y,§) outputs a witness w such that (y,w) € Ry, and runs in time
poly(yl,t)-
(Note that proof of knowledge in particular implies that the soundness error is at

most €.)

PCPs of knowledge as defined above can be based on the efficient-verifier PCPs of
[19, 26]. (See [149] for a simple example of how a PCP of proximity can yield a PCP
with a proof of knowledge.) Moreover, the latter PCPs’ proof length is quasi-linear in
t; for simplicity, we shall settle for a bound of #2.

We shall typically invoke the verifier Vjcp for ¢(n) times to reduce the proof-of-
knowledge threshold to (1 — €)™, where n is the security parameter and g(n) =

w(logn). Namely, extraction should succeed whenever Pr, Vpgcp(y, r)=1[ > (1-¢)9,

where r = (r;);c|q and focp(y, ) = Nielg Vpgcp(y,ri).

5.3.3 Construction of SNARKSs from ECRHs

In this section, we describe and analyze our construction of adaptive SNARKSs for NP
based on ECRHs, and then explain how the same construction can rely on GECRH,

by appropriately augmenting the analysis.
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Our modified approach. We modify the PCP+MT+PIR approach of [71] and show
that the knowledge assumption of [71] (which involves the entire PIR+MT structure)
can be replaced by the simpler generic assumption that ECRHs exist. Furthermore,
our modification enables us to improve the result from a two-message succinct argu-
ment with non-adaptive soundness to an adaptive SNARG of knowledge (SNARK) —
this improvement is crucial cryptographic applications. Specifically, we perform two

modifications:

1. We instantiate the Merkle tree hash using an ECRH and, unlike the traditional
construction where a CRH compressing 2n bits to n bits is used, we use a
polynomially-compressing ECRH compressing n? bits to n bits; in particular,

d+1_long strings the resulting tree will be of depth d (rather than dlogn).”

for n
As we shall see later, doing so allows us to avoid superpolynomial blowup of the

final knowledge extractor that will be built via composition of ECRH extractors.

2. In order to ensure that the first message of the verifier does not depend on the the-
orem being proved, the database that we use does not consist of (authenticated)
bits of &; rather, the r-th entry of the database corresponds to the authenticated
answers to the queries of V,fcp (y,r) where y is chosen by the prover and, of course,
the authentication is relative to a single string £ (to avoid cheating provers claim-
ing one value for a particular location of £ in one entry of the database, and
another value for the same location of ¢ in another entry of the database). An
additional requirement for this part is the use of a PIR scheme that can support

databases where the exact size is a-priori unknown (see Section 5.3.2.2).

5.3.3.1 Construction Details

We start by providing a short description of our MT and then present the detailed

construction of the protocol in Figure 5.1.

The shallow Merkle tree. By padding when required, we assume without loss of
generality that the compressed string € is of size n?*! (where d is typically unknown
to the verifier). A node in the MT of distance j from the root can be represented

by a string i = i1---4; € [n}/ containing the path traversal indices (and the root is

"We note that any (n°, nsl)—compressing ECRH would have sufficed (for any constants € > ¢€’); for
the sake of simplicity, we stick with (n2, n)-compression.
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represented by the empty string). We then label the nodes with n-bit strings according
to £ and the hash h, : {0,1}"" — {0,1}" as follows:

e The leaf associated with i = iy ---ig € [n]¢ = [n9 is labeled by the i-th n-bit

block of ¢, denoted by #; (here i is interpreted as number in [n9]).

e An internal node associated with i =iy ---i; € [n]’ is labeled by he(bi1biz - - - lin),

denoted by ¢;.

e Thus, the label of the root is he(€142 ... ¢, ), which we denote by ¢y = MT,.

The MT commitment is the pair (d, ;). A decommitment dcom; to a leaf i consists

of all the labels of all the nodes and their siblings along the corresponding path. To

verify the decommitment information, evaluate the hash h from the leaves upwards.

Specifically, for each node i’ = ij along the decommitment path labeled by ¢; = ¢;; and

his siblings’ labels £i1, b2, - . ., 41y, bi(j41)s - - - » Lin, verify that he(lir, ..., bin) = 6.
We prove:

Theorem 105. The construction in Figure 5.1 yields a (fully succinct) designated-
verifier SNARK for NP.

The completeness of the construction follows directly from the completeness of the
PCP and PIR. In Section 5.3.3.2, we give a security reduction establishing the POK

property (against adaptive provers).

5.3.3.2 Proof of Security

A high-level overview of the proof and main technical challenges are presented in Sec-
tion 5.1.3. We now turn to the detailed proof, which concentrates on establishing and

proving the validity of the knowledge extractor.

Proposition 106 (adaptive proof of knowledge). For any ¢ € N, and any polynomial-
size P* there exists a polynomial-size extractor Ep«, such that for alln € N and any

auziliary input z € {0, 1}1’01}’(”) .

(yv 7T) «— P*(Z, €, PEnCR(I')) (y7 w) — 573* (111’ Z, €, PEnCR(I'))
Pr A < negl(n) ,

erR VC((ln,e,R, 1‘),?/7”) =1 w ¢ Rc(y)

where e < Ky (1) is a key for an ECRH, r are the PCP coins and R are the PIR

coins.
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Ingredients.
e A universal efficient-verifier PCP of knowledge (Pycp, Vicp; Epcp) for Ru; for (M, z,t),w) €
Ru, a proof € is s.t. |¢] < t* and the non-repeated verifier uses p = O(logt) coins and
polylog(t) queries.

e A succinct PIR (PEnc, PEval, PDec) supporting an a-priori unknown database size.®
e An ECRH compressing n? bits to n bits.
Setup G(1™).
e Generate private verification state:
— Sample coins for ¢ = w(logn) repetitions of Vyep: r = (r1,...,7q) £ {0, 1}(10g2 nxa,
— Sample coins for encrypting ¢ PIR-queries: R £ {0, 1}p01y<n).
— Sample an ECRH key: e + Ky (17).
— Set 7:= (e, r, R).
e Generate corresponding verifier-generated reference string;:
— Compute Cy < PEncr(1",r).
— Set 0 := (e, Ch).
Proof generation by P.
e Input: 1", 0, (y,w) € R, where y = (M, z,t) and ¢t < |z|°.
e Proof generation:
— Compute a PCP proof € « Poep(y, w) of size |¢] = n?+ < 2.
— Compute an MT commitment for &: €y = MT.(§) of depth d.

— Let p = O(logt) < log®n be the amount of coins required by Vpe,. Compute a
database DB with 2° entries; in each entry # € {0,1}” store the decommitments
dcom; for all the locations of ¢ that are queried by V&, (y,7).”

— Compute Cycom; « PEval(DB,C:). Here each coordinate r; € {0, 1}1052" of r is
interpreted by the PIR as a shorter query #; € {0,1}”.

— The proof is set to be m := (d, £y, Cacom; )-
Proof verification by V.
e Input: ¢,1",7,y,m, where y = (M, z,t), ™ = (d, £y, Cacom, )-
e Proof verification:
— Verify that n®t! <2 < |z]?¢.¢
— Decrypt PIR answers dcomi = PDecR(C’dwmf)7 and verify opened paths (against he
and £p).
— Let £|# be the opened values of ¢ in the locations corresponding to ¢ (where again
7 is the interpretation of r € {0, 1}1°g2" as 7 € {0,1}"). Check whether Vil (y, 1)
accepts.

— In case any of the above fail, reject.

“Such a PIR interprets a “long” query r € {0, 1}1°g2" as a shorter one # € {0,1}”, where
p <log?n, and # is the p-bit prefix of  (see Section 5.3.2.2).

"Voep’s queries might be adaptive; such behavior can be simulated by the prover.

“This is the single place where the verification algorithm depends on c.

Figure 5.1: A SNARK for NP.
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Proof. Before describing the extraction procedure behind Proposition 106, we state
a useful lemma concerning multiple-preimage extraction. Specifically, our extraction
procedure will be based on recursive extraction along a Merkle tree structures; we will
be interested in adversaries producing a vector of images ¢. Here it will be convenient
to invoke an extractor that can extract a vector of preimages # containing a preimage
for each valid image in ¢. This notion of extraction follows rather directly from the

“single-instance” extraction notion of Definition 94.

Lemma 107 (Vector extraction). Let H be an ECRH (as in Definition 94). Then
for any polysize A there exists a polysize extractor EZ"‘ such that, for any polynomial b,

security parameter n € N, and z € {0, 1}b(”) :

T+ Ale; 2) i+ EW(e; 2)
Pr i : A A < negl(n) .

et Kn(l®) Ju: he(u) =T he(@) # T

We now turn to describing the extraction procedure and then prove that it satisfies
Proposition 106. In order to simplify notation, we will address provers P* that get as
input only (e, Cy), where Cy = PEncg(r); the analysis can be extended to the case that

P* also gets additional auxiliary input z € {0, 1}PoW ().

The extraction procedure. As outlined in Section 5.1.3, extraction is done in two
phases: first, we recursively extract along all the paths of the Merkle tree (MT); doing
so results in a string (of leaf labels) é ; then, we apply to é the PCP witness-extractor
Epcp. As we shall see, 5 will exceed the knowledge-threshold € of the PCP and hence
Epcp will produce a valid witness.

We now describe the recursive extraction procedure of the ECRH-based MT. Given
a polysize prover P*, let d be such that |P*| < n?. We derive 2¢d circuit families of
extractors, one for each potential level of the MT. Define & = £X. to be the ECRH
extractor for P*; like P*, £ also expects input (e, Cy) € {0, 1}P°¥(™) and returns a string
(01,...,0y) € {0,1}™ " (which will be a preimage in case P* produces a valid image).
We can interpret the string output by £ as a vector of n elements in the range of the
ECRH. We then rely on the vector extractor given by Lemma 107, and define & := Eg'f

to be the extractor for £;. In general, we define £ 11 := ng to be the extractor for &,

where &1 expects input (e, Cy) of the same format as £;. The extractor £;41(h,Cr)
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extracts a vector (lzk i€ n), ke [n]) e {0,1}"*"’  Throughout, we will denote
by Ej+1(h, Ce)[i] the corresponding (¢, . . ., fiy,).

Recall that for any i € [n)? and k € [n], the ECRH extractor £ is only guaranteed
to output a preimage f3, whenever the corresponding &; outputs a vector in the range
such that the ancestor ; is a true image. For simplicity, we assume that in case &;
does not output a true image, €11 still outputs some string of length n? (without any

guarantee on this string).

Overall, the witness extractor Ep» operates as follows. Given input (1", e, Cy):
1. invoke P*(e, Cy) and obtain (y,7);

2. obtain the depth d from =, and abort if d > 2¢d;

3. otherwise, extract the labels ({3, : i € [n]‘i_l, k € [n]) < &E;(e, Cr);

4. letting € be the extracted PCP-proof given by the leaves, apply the PCP witness

extractor @ < Epep(y, f) and output .

We now turn to prove that, except with negligible probability, whenever the verifier
is convinced, the extractor Ep« outputs a valid witness. The proof is divided into two

main claims as outlined in Section 5.1.3.

A reminder and some notation. Recall that prior to the prover’s message, the
randomness for the PCP verifier is of the form r = (r;);¢[q € {0, 1}(og”n)xa (and ¢ =
w(logn) is some fixed function). Once the verifier receives (y, ), where y = (M, x,t)
and m = (CZ, ?p, Cdcom), it computes the amount of coins required p = O(logt) < log?n
and interprets each r; as its prefix 7; € {0,1}”. The corresponding PCP proof § (or

the extracted €) is of size n%*!. We shall denote by & = E;(e, PEncg(r)) the full set of

leaves extracted.

Relying on collision-resistance and ECRH extraction, we show that (almost) whenever
the verifier is convinced, we extract a proof é that locally satisfies the queries induced

by the encrypted PEncg(r).

Claim 5.3.2 (local consistency). Let P* be a polynomial-size prover strategy, where

[P*| < n?, and let (E1,...,Eq) be its ECRH extractors as defined above. Then for all
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n €N,

(y,m) < P*(e,PEncg(r)) .

- § « &;(1", e, PEncp(r))
(e Rr%:;rg(ln) y= (M’ €, t)7 ™= (d7 60, Cdcom) N . S negl(n) R
N Vpﬁw(y’f) =0
V(1™ (e, R,r),y,m) =1

where t € {0,1}P*? consists of the prefizes of each r € {0, 1}(10g2 mxq,

Proof. Let us say that a tuple (e, R,r) is “bad” if it leads to the above event. Assume
towards contradiction that for infinitely many n € N, there is a noticeable fraction £(n)
of bad tuples (e, R,r). We show how to find collisions in H.

Given e, sample coins R for the PIR encryption and coins r for the PCP verifier
to simulate PEncr(r). Given that the resulting (e, R,r) is bad, let us show how to
produce a collision in he.

First, invoke P*(e,PEncgr(r)) to obtain (y,7), where y = (M,x,t) and © =
(d, Ly, Cdcom)- Next, decrypt Cycom (using R) and obtain a set S of ¢ - polylog(t)
opened paths (each r; in r = (r;);c[q induces at most polylog(t) queries). Each
path corresponds to some leaf i € [n]Cz and contains d strings of length n? each:
I,.. .,12 € {o, 1}”2XJ; each string l;- contains the label of the j-th node along the
path and the labels of all its siblings.

Next, note that d < 2cd. Indeed, if the verifier accepts then: nd < |z|%¢, and in our

case |z| < |P*| < n?. Accordingly, we can invoke the extractors

{c‘,’j(e,PEncR(r))[ih---,ij] 1J € [dN]} ;

and for each opened path i € S, obtain the extracted iil, e ’ifi € {0, 1}”2”?.

Let &|g = (liz>ies be the leaves P* opened and let £|g = (i;) s be the extracted
leaves. Since (e, R,r) are bad, it holds that foclg (z,7) =1 while Vpgc‘g (z,t) = 0; in par-
ticular, there exist some i € S such that lii %+ iiz. We focus from hereon on this specific
i. Let j € [d] be the smallest index such that l;- # i; (we just established that such an
index exists); then it holds that l}_l = i}_l. Furthermore, since (h, R,r) are bad, V
accepts; this in turn implies that h, compresses 1} to the 7;_1-th block of 1}71 = 1}717
which we will denote by ¢*. However, the latter is also the output of £;_1(e, PEncp(r)),

i} is

in coordinate 4; - - -4;_1, which in turn implies that £;(e, PEncg(r))[i1 - ij-1] =
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also compressed by h. to the same ¢£* (except when extraction fails, which occurs with

negligible probability). It follows that l} #* i; form a collision in hA.. O

The second step in the proof of Proposition 106 is to show that, if the aforemen-
tioned extractor outputs a proof é that convinces the PCP verifier with respect to the
encrypted randomness, then the same proof é must be globally satisfying (at least for
witness extraction); otherwise, the polynomial-size extractor can be used to break the

semantic security of the PIR.

Claim 5.3.3 (from local satisfaction to extraction). Let P* be a polysize prover and

let Ep« be its polynomial-size extractor. Then for all n € N,

t <zl (y,m) <= P*(e, PEncg(r))
(e,R,rE—rg(ln) Vpgcp(yv r)=1 Cy=M,at),m = (da 9, Cdcom) <negl(n) ,
| B O # Ry € Ep (e, PEnC() |

where t € {0,1}P*1 is the interpretation of r € {0, 1}(1"g2 mX4 gs a vector of prefizes

(as detailed above).

Proof. Assume towards contradiction that for infinitely many n € N the above event
occurs with noticeable probability § = (n); we show how to break the semantic security
of PEnc. First note that whenever the event occurs, by the PCP extrcation guarantee,
it holds that Prfg{071}qu[Vl§~Cp(y7 r) = 1] < (1—¢)9, where ¢ is the (constant) knowledge
threshold of the PCP (see Section 5.3.2.3), and ¢ = w(log n) is the number of repetitions.

To break semantic security, we consider the following CPA game, where a breaker
B hands its challenger two independent strings of PCP randomness, (rp,ri) €
{0,1}(10g2 ™*2 " and gets back PEncg(ry) for a random b € {0,1}. Now, B samples
a random e, and runs P*(e, PEncg(rp)) and Ep« (1", e, PEncgr(rp)) to obtain an instance
y = (M, x,t) from the prover and an extracted PCP proof §~ from the extractor. Then,
B computes the amount of coins required for Viep, p = p(t), and derives the corre-
sponding p-prefixes (tg, 1) of (rg,r1).

The breaker now runs the PCP extractor Epcp on input (y, é ) to obtain a string w
and verifies whether it is a valid witness for y (which can be done in poly(|z|) = poly(n)

time). In case the witness w is valid or focp(y, ro) = focp(y, r1), the breaker B outputs
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a random guess for the bit b. Otherwise, the breaker outputs the single b’ such that
Vpgcp(yvf'b’) =1

We now analyze the success probability of B. We define two events F' and E over a
random choice of (e, R, Tg, I'1, b); note that any choice of (e, R, ¥, 1, b) induces a choice
of y = (M, z,t) and £. Define F to be the event that t < |z|¢ and Epep(y, €) fails to

output a valid witness w; next, define E to be the event that Vpgcp(y, ro) # Vpgcp(y, r1).

First, since we have assumed by way of contradiction that the event in the statement

of the claim occurs with probability §, we know that

Pr V&, (y,8) = 1| F] = PT‘EF] .

pcp

Second, since Epc, cannot extract a valid witness from § and £1_; are random coins

independent of (£,y), we also know that

br [Vpécp(yaflfb) =1|F]<(1-¢).

#1_p{0,1}P%a

Combining these two facts, we deduce that

Pr[E | F]

(y, f'b) =1A Vpgcp(y7f'1—b) =0 ’ F]

> Pr [Vpgcp(yaf'b) =1 ‘ F] —Pr [Vpgcp(yafl—b) =1 ‘ F]

ZPI[V£~

pcp

> Pr [Vpip(y,f'b) =1 ‘ F] —(1-¢)= Pr(EF] —negl(n) ,

so that, in particular, we can also deduce that

Pr[FAE]>6—negl(n) .
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In addition, we deduce that

Pr [B guesses b ! FA E]

>1-Pr[Vi,(y.t10) =1| FAE]

 Pr[Vge(y 1) = 1AE| F]

=1

Pr[E | F]
ST Gl
- 0/Pr[F]
>1—negl(n) .

We now deduce that the breaker B guesses b with a noticeable advantage; indeed,

Pr [B guesses b] = Pr [F/\E] Pr [B guesses b ’ F/\E]+

(1—Pr[F/\E’DPr[Bguessesb‘F\/E]

= Pr[F/\E]Pr[Bguessesb ‘ F/\E] + (1—Pr[F/\ED %
:%%—Pr[F/\E] <Pr[B guesses b ‘ F/\E] —;)
1 1
> 5+ (6= neel(n) (5 ~neln))
1 0 —negl(k)
SRR
thus completing the proof of the claim. O

Putting it all together. By Claim 5.3.2 we conclude that whenever the verifier
accepts, Ep almost always extracts a proof 5 which locally satisfies the PCP verifier
on the encrypted randomness. By Claim 5.3.3, we deduce that whenever this occurs, é
must satisfy sufficiently many queries for PCP witness-extraction. This completes the
proof of Proposition 106. O

logn for a security pa-

Universal efficiency. For input y = (M, x,t) (where t < n
rameter n), the proof m = (¢, d, Cgcom,) is essentially dominated by the PIR answers
Cdcom,; this includes ¢ = polylog(n) PIR answers for entries of size O(n?) (recall that
d =log,, t <logn). In the PIR scheme of [48] the size of each PIR-answer is bounded
by E-n-polylog(n)+log D, where FE is the size of an entry and D is the size of the entire

DB. Hence, the overall length of the proof is bounded by a fixed polynomial O(nQ),
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independently of |z|, |w| or ¢. The verifier’s and prover’s running time are bounded
respectively by fixed universal polynomials poly(|y|,n), poly(n,t), again independently

of c.

Remark 108 (Auxiliary input). As noted in Remark 96, in our SNARK construction,
we can actually settle for extraction with respect to restricted forms of auxiliary-input,
for which no limitations are known. (The resulting SNARKs will account for the same

auziliary-input distributions.)

Specifically, in our setting the extractor is required to handle an auzxiliary input con-
sisting of (honestly-generated) PIR-encryptions C' of random strings, whose length is
a-priori bounded by a fized polynomial poly(n) in the security parameter n. We can
further use a PIR scheme where honestly generated ciphers are pseudo-random (e.g.,
the LWE-based PIR scheme of [48] can be setup to have this protpery), we can actually
restrict the auxiliary input to be a random string, as long as the ECRH is has efficient
(even private) image verification. Indeed, an extractor that does noticeably better for
random auziliary-input than for pseudo-random auziliary-input, can be used to distin-
guish the two cases. For this we should be able to efficiently check when that adversary
produces an actual image (whereas the extractor fails to produce a corresponding preim-

age), which is why efficient image verification is needed.

Remark 109 (Parameter scaling). In Kilian’s original protocol, succinctness of the
proof could be improved by making stronger hardness assumptions. For example, for
security parameter n, if one is willing to assume collision-resistant hash functions with
a polylog(n)-long output, the proof length would be polylog(n), rather than poly(n).
Unfortunately, in our construction we use a Merkle tree with poly(n) fan-in; therefore,
we cannot afford the same scaling. Specifically, even if we assume that our hash and PIR
scheme have polylogarithmic-size output, each node in the Merkle tree still has poly(n)
siblings.® Nonetheless, scaling can be performed if we make a stronger extractability
assumption, such as the interactive one of [68], because in such a case there is no need
to consider Merkle trees with polynomial fan-in as binary Merkle trees suffice for the

security reduction.

8We thank Kai-Min Chung and the anonymous referees of ITCS for pointing out the scaling problem.
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5.3.3.3 Replacing ECRHs with GECRHs

We next explain why the same construction presented in the previous section also works
when replacing ECRHs with generalized ECRHs (GECRHs) for any collision-resistant
relation R*.

First, observe that moving from ECRHs to GECRHs only affects the “local consis-
tency” step of our proof (given by Claim 5.3.2). Indeed, in the proof based on ECRHs,
the local-consistency step is where we employ collision-resistance to claim that the
Merkle tree output by the extractor locally agrees with the opened paths (except with
negligible probability).

The same argument still holds with GECRHs. Specifically, now given that the
adversary produces an image v = he(u), for u € {0, 1}8, the ECRH extractor outputs a
“witness” u’ € {0, 1}*** such that R’ (v,u') = 1. The SNARK witness extractor Ep+,
will reduce v’ to its £-bit prefix u”, and proceed as before.

By the GECRH extraction guarantee, it must be that the hash image v of every node
label u that appears in an opened path satisfies R;’L‘(v,u’ ), where u’ is the extracted
node. By generalized collision-resistance, however, it must be that u||0*¥ = u’; for if
they were not, then we could utilize the prover and extractor for finding “generalized
collisions”. Thus it follows that the prefix u” of v’ is the same as u, as in the previous

proof. The other parts of the proof of remain unchanged.

Remark 110 (A weaker form of extraction). For the SNARK application, and even
weaker form of extraction (or generalized) extraction is sufficient. Indeed, in the de-
seribed SNARK construction, the adversary implicitly outputs preimages of the hashes
along the opened paths, under the PIR. More generally, we can thus relax the extraction
requirement and ask that it only holds when the adversary outputs, not only an image,
but also a preimage under some prespecified encoding function. This encoding function
is typically hard to invert (e.g. a PIR encryption) and thus extraction does not become

trivial. See more details in [29)].

5.4 Bootstrapping SNARKSs

In this section, we show how any preprocessing SNARK can be bootstrapped into a fully
succinct SNARK. As a result, relying on preprocessing SNARKs from the literature
[34, 85, 111, 124], we obtain publicly-verifiable (fully succinct) SNARKS in the plain
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model. More generally, we show that any SNARK can be bootstrapped into a new
SNARK with optimal asymptotic efficiency, up to polynomial factors in the security
parameter. In particular, the verifier runs in essentially linear time in its input, and the
prover has to invest essentially as much time and space as in the original computation;
thus we call these complexity-preserving SNARKs.

We first, describe in Section 5.4.1 our most basic transformation for publicly-
verifiable preprocessing SNARKS; then in Section 5.4.2, we describe how to extend
the transformation to the case of designated-verifier SNARKS; in Section 5.4.3, we

address complexity-preserving SNARKSs.

5.4.1 Bootstrapping Publicly-Verifiable Preprocessing SNARKSs

In this section, we show

Theorem 111 (Bootstrapping publicly-verifiable SNARKS). Any publicly-verifiable
preprocessing SNARK for NP can be transformed into a publicly-verifiable fully-
succinct SNARK for NP.

The theorem relies on two main parts. The first shows how to obtain publicly-
verifiable bounded-space SNARKs for read-once computations. The second step is
to show that SNARKSs for such computations can be transformed to fully-succinct

SNARKSs.

5.4.1.1 SNARKS for Bounded-Space Read-Once Computations.

A bounded-space SNARK is a SNARK where the verifier and generator complexity

depend on the space of the proven computation, but not on the time of the computation.

Definition 112. A triple of algorithms (G,P,V) is a bounded-space SNARK for
NP if it is a SNARK where

1. The verifier V.(1,---) only accepts instances y = (M, z,t) such that |y| < 4n,

where n is the security parameter included in T.

2. The following efficiency guarantee holds: there exists a universal polynomial p
such that for any ¢ € N, every large enough security parameter n € N, space
bound S € N, and every instance y = (M, x,t) € R, where M uses at most S

space,
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e the generator G(1™,S) runs in time p(n + S);
e the prover P(o,y,w) runs in time p(n + t);
o the verifier V.(7,y,m) runs in time p(n + S);

e an honestly generated proof has size p(n).

A read-once computation M (x,w) is a computation that can be divided into steps

where at each step a single bit of the witness w is read, and never read again.

Definition 113 (Read-once computation). A computation, given by a Turing Machine
M, input x, a time bound t, and a witness w € {0,1}!, is said to be read once if it
consists of t steps, where at step j € [t], a transition circuit va(sj_l,wj_l) takes as
input a current state Sj_1 and witness bit wj_1, and outputs a next state S;. The
initial state is So = init; the final state Sy is acc if M(z,w) = 1, and rej otherwise. We
further assume that if |(M,x,t)| < 4n, and M uses at most S space, then M, is of

size poly(S,n), for some fixed universal polynomial poly.

5.4.1.2 Constructing Bounded-Space SNARKs from Preprocessing
SNARK, The Case of Public Verification

We show

Proposition 114. Any publicly-verifiable preprocessing SNARK for NP can be trans-
formed into a publicly-verifiable bounded-space SNARK for read-once computations in

NP.

We now describe the construction behind the proposition, following the high-level

ideas presented in Section 5.1.4.

The computation tree. We consider a degree n tree structure of depth d constructed
over an n’step computation. We label a node at level j € {0,1,...,d} by i € [n}’; for

a leaf i € [n]?

, we denote by i the number it represents in {0, 1,...,n%— 1}; for any
node i € [n]?7~7, denote by i the number i’ that its left most descendant leaf i’ := (i, 17)
represents. Each node i € [n]47 in the graph, at distance d — j from the root, is
associated with a pair of states (Si,S;;,i), and represents the statement that M, on
input z, moves from S; to S;;,,;, given some intermediate states and witness bits. Each

leaf corresponds to two adjacent states in the computation and the root € corresponds

to the initial state and final state.
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The prover P will compute a SNARK proof for each one of the statements along
the tree. However, in order to avoid the full complexity of unwinding each of these
computations, the proofs are computed recursively: at each intermediate node the

prover proves that it verified proofs attesting to the correctness of its descendents.

We now describe the bounded-space SNARK (G, P, V) in detail. The main technical

component in the construction is the recursive-verification machine M, defined next.

The recursive-verification machine M. Let 7 be a (public) verification state for a
SNARK for NP, and assume that a security parameter n is determined within 7. Let
y = (M,z,t) € L., where M is a read-once machine (Definition 113) with bounded
space s, and |y| < 4n. The recursive-verification machine M¥%7 takes input x and
witness w. The input x is a tuple (i, s, S, Sj ;i ), Where p is a description of a machine,
t =nd, for some d € N,% i € [n]47, for some j € {0,...,d} and, S;, Sitni €1{0,1}°. The
witness w is a tuple (7,S,w), where 7 = (Tini—1s Titoni—1s -+ Tiyni) € {0, 1}p(m)xn g
a vector of n SNARK proofs, S = (Sictni—15Sitoni—1s -+ Sit(n-1)ni-1) € {0, 1}sx(n=1)
is a vector of n — 1 intermediate states, and w € {0,1} is a witness bit.

MY 7 recursively verifies the correctness of the computation given by y:

e The halting condition: for any leafi € [n]¢, the machine verifies the correctness

of the step specified by the leaf. That is, it verifies that Mx(si, w) = Siy1.

e The recursive step: in any other node i € [n]%~7, j € [d], the machine runs the
SNARK verifier Vz(7,---) to verify the proofs in 7 attesting to the correctness
of the sub-computation corresponding to the subtree rooted at i. Formally, the
verifier V; verifies the computation given by the machine u. (As we shall see when

specifying P and V., the recursion is carried out by letting u be MY" itself.)

The formal description of M¥7 is given in Figure 5.2.

Parameter setting. We explain how to choose the constant ¢ determining the rela-
tion Re, and the time bound tary = tam,v(n, S), referred to in Figure 5.2.

We would like tpq) to bound the computation time of MY7(x,w), for any x =
(i,1,5,8) and w = (7,5, w) of interest. We would then like to choose ¢ such that

tmy < |x|% for any input y of interest.

9The assumption that d has this form is WLOG, by adding dummy steps if needed.
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Setting: Let V; be a SNARK verifier for R; (the choice of ¢ is addressed in the parameter
setting paragraph below). Let 7 be a (public) verification state for V', which includes the
security parameter 1". Let y = (M, z,t), where M is a read-once machine, with bounded

space s < 8 <t < nl°8" and transition circuit M. Let d be such that t = n.
M¥7 (x, w):
1. Parsing input and witness: Parse x as (i,4,S,5’), and w as (7, S, w).

2. Base case: If i € [n]?, verify that M, (S,w) = .

3. Recursive case: If i € [n]?77, for some j € [d], then

e Parse 7 as (m1,...,7y), and (S,g, S’) as (So,S1,--,5n).
e For each k € [n], verify that

VE (7—7 (M?XkutM,V)77Tk) =1 )

where x; = ((i, k), 4, Sk—1, Sk), and tyq,y is a fixed polynomial in (n, S), whose
choice is addressed in the parameter setting paragraph.

Figure 5.2: The recursive-verification machine M¥7.

Recall that y = (M, x,t), and 7 determines the security parameter n. The inputs
and witness we will be interested in will satisfy |u| < [MY7|, |S| = || < S < nloen,

li| < |t| < log?®n, and |y| < 4n.

We inspect the running time of M¥" according to the two possible cases:

1. In the base case, the computation is dominated by running the transition circuit

M (S, w) = S'. This computation is bounded by a fixed polynomial poly \(n, S).

2. In the recursive case, verifies n SNARK proofs attesting to the correctness of
the computation corresponding to a given subtree. The time required to do so
depends on the running time of the SNARK verifier Vz, which can be bounded

by a fixed polynomial polyy,(n,.S).

Indeed, the running time of Vz is bounded by a fixed polynomial poly(|x/|, ||, n),
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where x = (i, 4,S,5’), and

S| =S| < S,

li| <log®n,

] < M| <

O(lyl + |7] + M| +log tary) <

n + poly(n) + poly v((n, S) + logn .

Overall, there is a fixed polynomial poly ,, so that we can set trq,y = poly aq (1, S).

It is left to show that we can choose ¢ such that try < |x|® for any input of
interest; indeed, by padding if necessary, we can ensure |x| < (n 4 5)®1), and thus we
can choose ¢ so that ¢ty < |x|° Crucially, the choice of the constant ¢ does not affect

the running time of V; (see Remark 91), and thus there is no circularity in this choice.

The bounded-space SNARK. We next describe in detail each components of
the space-bounded SNARK (G,P,V) for read once computations in NP, based on
a publicly-verifiable preprocessing SNARK (G, P,V) for Rz. The description is pro-
vided in Figure 5.3. As before, we shall consider a computation tree of arity n, and
depth d where nodes are labeled by {i cenf:0<5< d}. Also as above, for every leaf
i € [n]¢, we denote by i the corresponding number in {0,1,...,n}, and for i € [n]¢ 7,

we denote by i the number corresponding to its left most descendant leaf (i, 17).

Remark 115 (Prover complexity). For simplicity of exposition, in the above descrip-
tion, we think about computing at each step, all the proofs corresponding to the current
level of the tree. This may require that the prover uses space t > S. In Section 5.4.3,

we explain how the tree can be computed in a more careful manner, using space O(S)

Proof of security. We now show that (G, PP, V) is a bounded-space SNARK for read-
once computations in NP. The completeness and efficiency properties of the system
immediately follow from those of the SNARK (G, P,V). We concentrate on proving
the adaptive proof of knowledge property.

Recall that for any ¢ € N, and any (malicious) polysize prover P*, we would like
to construct a corresponding polysize extractor E such that, when P* convinces V. of

a statement y = (M, x,t), where |y| < 4n, t < |z|® and M uses space at most S, the
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e The generator. Given the security parameter 1", and space bound S, the generator
G, computes B = poly (1, S), where poly, ), is computed as described above,
runs the preprocessing SNARK generator G(1™, B) in order to obtain a reference
string o and (public) verification state 7, and then outputs (o, 7).

Without loss of generality, we shall assume that o includes 7 in the clear, and that
7 includes the security parameter 1" in the clear.

e The prover. Given y = ((M,z,t),w) € R, where |y| < 4n, w € {0,1}! and t = n?
for some d € N, the prover P gradually constructs the computation tree augmented
with SNARK proofs attesting to the correctness of the computation given by y:

— For a leaf i € [n]4\ {17}:

1. Given state Sj_1 of M(z,w), compute the next state S; = ./,\/lvm(Si_l, w;).

2. Invoke P(o,---) to compute a SNARK proof m; for (y;,w;i) € Rz, where
Yi = (My’T, Xi» t./\/m;), Xi = (i’ M7, Si—17 Si? tMy), wy = (J_, 1, wi), and ¢,
tamy =tmp(n,S) were specified in the parameter setting paragraph.

— For anode i € [n]¢7, where j € [d],
1. Let (S, §, S/) = (Si, S(i,1)> ceey S(i,n—l)a S(i,n))7 where S(i,}c) = Si+knj.
2. Let @ = (ﬂ(i,l)aﬂ-(iﬂ)a e aﬂ-(i,n))'
€ Rz, where

3. Invoke P(o,---) to compute a SNARK proof m; for (y;,w;)
7, S, 1).

Yi = (My’T>Xi>tM,V)7 Xi = (ia My’Tus7SI7tM,V)7 Wi = (

— The final proof is m. corresponding to the root €.

Wi
S,

e The verifier. Given ¢, y = (M, z,t), and proof 7.,

1. Verify that |y| < 4n, ¢t < |z|°, and that M uses space at most S < ¢.°
2. Verify that
Ve <7-; (Mnyv Xe>s tM,V) ) 71—5) =1 ’
where x. = (e, M¥7,init, acc), init and acc represent the initial state and final

accepting state of M (respectively), and taqp = tag,v(n, S) were specified in
the parameter setting paragraph.

“We insist that there is an explicit space bound in M’s description.

Figure 5.3: A bounded-space SNARK for read once computations in NP

extractor can find a witness w € {0, 1}, such that (y,w) € R., with all but negligible
probability. To achieve this goal, we employ a recursive extraction strategy, which we

now describe.

Before describing the extraction procedure, we state a useful lemma concerning
multiple-witness extraction (similar to Lemma 107). Specifically, our extraction pro-
cedure will be based on recursive extraction down the computation tree; we will be
interested in provers producing a vector of instances i and SNARK proofs 7. Here it

will be convenient to invoke an extractor that can extract a vector of witnesses W con-
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taining a witness for each accepting statement in . This notion of extraction follows

rather directly from the “single-instance” extraction notion of Definition 89.

Lemma 116 (adaptive proof of knowledge for instance vectors). Let (G,P,V) be a
SNARK for NP (as in Definition 89). Then for any ¢ € N, and any polynomial-
size prover P* there exists a polynomial-size extractor Ep= such that for any security

parameter n € N, every auziliary input z € {0, 1}p°13’(”), and every time bound B € N,

(0,7) < G(1", B)
. VC(T7 yiaﬂ-i) =1
Pr| 347 s.t. (7, 7) < P*(z,0) | < negl(n) .

(ylvwz) ¢ 7-\J'c
u_f%é’fp*(z,a)

We now turn to describe the extractor Ep«. Given the prover P*, we construct ¢
(families of ) polysize extractors &1, ..., &, one for each potential level in the computa-
tion tree. To make notation lighter, we do not explicitly write the auxiliary input z that
may be given to P* and its extractor Ep+ (e.g., any random coins used by P*); similarly
for the SNARK provers and their extractors discussed below. The proof naturally holds
for any auxiliary input distribution Z, provided that the underlying SNARK is secure
with respect to Z.

The extractors are constructed as follows:

e Use the prover P* to construct a SNARK prover P} that works as follows:
on input o, P; computes (y,m.) < P*(o), constructs the instance y. :=

(MY, (e, MY, init, acc), ta1,y), and outputs (ye, 7).

Then define & := Ep:r to be the SNARK extractor for the SNARK prover Py.
Like Py, & also expects input o; £ returns (7, S, w) that is (with all but negligible
probability) a valid witness for the SNARK statement y., assuming that Vz (and

thus also Vz) accepts 7.

e Use &; to construct the new SNARK prover P; that works as follows: on input
o, P computes (7, S,w) + & (o) and then outputs (7, ®), where the vector of
SNARK statements ¥ contains an entry y; := (M¥7, (¢, M¥7,S;_1,S;),tm,y) for
each i € [n]. Then define & := Epy to be the SNARK extractor for the SNARK
prover P;. Given o (with all but negligible probability) £ should output a witness

for each accepting statement and convincing proof (y;, ;) in (¥, 7).
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e In general, for each 1 < j < ¢ we similarly define P; that com-
putes {(ﬁ(i),g(i),w(i)) rie [n}j_l} — Eij—1(o) and then outputs
{7V, 7D) i€ [nJ~'}, where the vector of SNARK statements ! con-
tains an entry yg) = (MY7,((i, k),My’T,Slgzl,S;Ci)),tMy) for each k € [n].
Then define &; := 57;; to be the SNARK extractor for the SNARK prover P.

We now define the extractor Ep«. On input o, Ep« runs P*(o) and obtains the instance
y = (M,z,t). It then computes d := log, t. If d > ¢ Ep+ aborts, and otherwise
it runs £4(o) and obtains {(ﬁ(i), SW wy:je [n]d}. It then outputs as the witness
w = {w(i) ti € [n]?} as the witness for y.

Note that each &; is of polynomial size, because each £; is constructed via a constant
number of recursive invocations of the SNARK proof of knowledge, and each such
invocation incurs an arbitrary polynomial blowup in the size of the extractor relative
to its prover. Thus, we deduce that Ep+ is also of polynomial size.

It is left to argue that w extracted by Ep~ is a valid witness for y:

Proposition 117. Let P* be a polysize prover for the bounded-space SNARK, and let
Ep+ be its corresponding extractor as defined above. Then for any n € N, and space

bound S € N:

(o,7) + G(1™,5)
Ve(r,y,m) =1
Pr (y,7) < P*(0) | < negl(n) .

(y,w) & Re
w <— E]}D*(O’)

Proof. We assume throughout that |y| < 4n, t = n?, for d < ¢, and that M is a
read-once machine that uses space at most S; indeed, V explicitly checks all of these
conditions. For each node i € [n}7,5 € {0,...,d}, we consider the corresponding input
xi = (MY7, (i, MY7,S;, Sy pa—iil), tm,v) and witness w; = (ﬁ(i),g(i),w(i)) induced by
the recursive extraction procedure, and show that MY 7 (x;,w;) = 1. If this is the case,
then by the construction of M, the extracted {Si, Sit1, wh e [n]d}, satisfy

So = init, S; = My (Si_1,w™),S; = acc |

Implying that M(y,w) = 1.

The fact that MY 7 (j,w;) = 1 is shown by induction on the level of the computation
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tree. For the base case, we show that, except with negligible probability, whenever the
prover P* convinces the verifier V to accept (y, ), the extractor £ outputs w. = (7, S,
w) such that, for each i € [n], and letting y; := (M¥%", (i, M¥7,S;_1,S;), tpm,v), it holds
that Vz(7,y;, m) = 1.

Indeed, the fact that V.(r,y,m) = 1 implies that V(7,ye,7) = 1, where y. =
(M¥7, (¢, M¥7,init,acc), tp,p). By the SNARK proof of knowledge property, whenever
V accepts, with all but negligible probability, the extractor £ outputs a valid witness
we = (#,S,w) for the statement y., implying that M¥7 (x.,w.) = 1. By construction
of the machine MY", the extracted witness satisfies Vz(7, y;, m;) = 1, for any i € [n], as
claimed.

For the inductive step, assume that MY7(x;,w;) = 1, for i € [n}7,j € [d], input
Xi = (MY, (i, MY7, S5, S; 1 i), tam,y) and witness w; = (ﬁ(i),g(i),w(i)). Then, by
the definition of M¥7, for any k € [n], ygr) = (MY7, ((i, k), M¥7, 51(21, Sg)),tMy), it
holds that Vz(r, y(i’k),wg)) = 1. Then by the SNARK proof of knowledge guarantee,
the extractor £;11 outputs a witness wj ), for each x(r = ((i, k),I\\/JIy’T,SgZI,Sg)),
such that MY7 (X x), Wik ) = 1, as required.

This concludes the proof of Proposition 117. O

5.4.1.3 From Bounded-Space SNARKS to Fully-Succinct SNARKSs

In this section, we show that bounded-space SNARKSs as constructed in the previous

subsection are sufficient for obtaining fully-succinct SNARKs.

Proposition 118. Assuming the existence of collision-resistant hashing, any bounded-
space SNARK for read-once computations in NP can be converted into a fully-succinct

SNARK for NP.

The transformation behind the proposition consists of two steps. The first step is
to reduce any instance y = (M, x,t), which may such that |y| > n, into an instance
y' = (M’ 2/ t') of size, say, 3n.

The second step is to reduce any instance y = (M, x,t), where M might potentially
use a large amount of space, into a new instance y' = (M’ 2/, t"), where M’ only uses
bounded space and runs in similar time up to factors in the security parameter.

Both reductions are computational in the sense that any computationally bounded
adversary that produces an accepting witness w’ for 3’ can used to produce a witness

w for y, assuming it cannot break some underlying computational assumption.
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The first transformation - input checking machines. The transformation op-
erates by taking a potentially large instance y = (M, x,t), and compressing it into
v = he(y) using a collision-resistant hash function. Then we consider a new machine

M (1", w') that expects a witness w' = (y,w), and first verifies that h.(y) = v.

Lemma 119. Let ‘H be a family of collision-resistant hash functions. There exist

efficiently computable (deterministic) functions M1, W{, W1 and T| such that:

1. Syntax: For every Turing machine M, n € N, e € supp(Ky(1")), M’ := M/ (y,e)

s a turing machine.
2. Witness Reductions:

e For every n € N, instance y = (M, z,t) € Ry, witness w € Ry(y), e €
supp(Kr (™), let w' = Wi(y,w), and ' = T{(t, |y|, n). Then,

(M 1™ ¢),w") € Ry

e For every c € N, every polynomial-size adversary A, and n € N,

(y,w') = Ale)
y/7wl ERC Y= M7$7t
g’r ( ) ( ) < negl(n) .
e 1
T () g Ry |y = (M (g€, 3, Tyl m)
w <+ Wi (w')
3. Efficiency:

o [y = IMJ +n+¢] = 3n.

o T1(t,|yl,n) =t + |y| - n*, where cy is a constant that depends only on H;
e The transformations M (y,e) runs in linear time;

e The transformations W{(y,w), Wi(w’) run in linear time and logarithmic

space.

Proof sketch. Assume that for security parameter n, each e € supp(Ky(1™)) is of length
n and he : {0,1}* — {0,1}". The machine M’ = M{(y,e) will have v = h.(y))

hardwired into its description, given input (1™, w’), it first parses w’ = (y,w), checks
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that he(y) = v, and then emulate M (y, w). We then naturally define W1 (y, w) = (y, w),
and Wi(y,w) = w. T{(t,y,n) = t + |y| - poly(n), where poly is a fixed polynomial
determined by the hashing family H.

The witness reduction and efficiency properties readily follow from the collision-

resistance and efficiency of H. O

The second transformation - machines with unreliable memory. We rely on
the online memory checking techniques of Blum at el. [39], which show how compu-
tations relying on large reliable memory can be converted into computations that only
rely on a small reliable memory, and large unreliable memory that may be tampered
with. Under computational assumptions, and assuming that tampering is bounded,
this transformation only introduces polynomial overhead in the security parameter,

independently of the time or space used in the computation.

Ben-Sasson et al. [24] formalize the above for non-deterministic random-access
machines, under the assumption of collision-resistant hashing. As in the rest of this

thesis, here we shall restrict attention to Turing machines.

Lemma 120 (Follows from [39],[24]). Let H be a family of collision-resistant hash
functions. There exist efficiently computable (deterministic) functions My, W3, Wa and

Ty such that:

1. Syntax: For every Turing machine M, n € N, e € supp(Ky(1")), M’ :=

Mj(M,e) is a read-once turing machine.

2. Witness Reductions:

e For every n € N, instance y = (M, x,t) € Ry, witness w € Ry(y), e €
supp(Ky (1™), let w' = Wi(y,w, e), and t' = T4(t,n). Then,

((M',x,t’),w/)) € Ry .
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e For every c € N, every polynomial-size adversary A, and n € N,

(y, w') < Ale)
y/’w/ ERC Y= M,Jf,t
. (v, w') ( ) < negl(n) .
e—Kqy (17) (y,w) € Ry | v = (Ms(M,e),x, Ts(t,n))
w < Wa(y,w',e)
3. Efficiency:

o M’ = M}(M,e) is a poly(n)-space machine and T4(t,n) = t-n*, where cy
is a constant that depends only on H; also |y'| = |[M'| + |z| + |t'| < |y| + n.

e The transformations M5(M,e) and W (y,w’, e) run in linear time;

e The transformation Wi(y,w,e) runs in time (JM| + |x| 4+ t) - poly(n) and
space (|[M| + |z| + s) - poly(n), where s is the space complexity of M(z,w).

The high-level idea. The idea behind the lemma is to transform M into a machine
M’ that uses the hash function h. to delegate its memory into the “untrusted witness”
w’ by dynamically maintaining a Merkle tree over w’. Every time the machine reads a
bit from its memory in the untrusted witness, it first authenticates the bit according to
the currently held Merkle root; the authentication information itself is provided within
w’. Likewise, when it writes a bit, it updates the Merkle root. These operation only
requires locally handling hash values along any given path, and can be done with fixed
poly(n) space.

We can further assume WLOG that M’ is a read-once machine, by first augmenting
M so that every witness bit that it reads, is written into its memory.

For more details details see [24, 39].

Putting the transformations together. We now describe in Figure 5.4 how given
a bounded-space SNARK (G, P, V) for read once computations in NP, we invoke the
above transformations to obtain a fully-succinct SNARK (G, P, V) for NP.

Parameters and completeness. The function c¢(|y|) essentially reflects the over-
head in computation time given by the two transformations. For completeness, we

need to choose it so ensure that whenever y € L., then ys € L...(y)); indeed, choosing
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e The generator. Given the security parameter 1™, let S(n) = poly(n) be the fixed
polynomial bound on the space given by transformation from Lemma 120. The
generator G invokes the bonded-space SNARK generator G(17,S(n)) in order to
obtain a reference string o and verification state 7. In addition, it samples a key for
a collision-resistant hash e + Ky (1™). It outputs (o,e) as the reference string and
(1,€) as the verification state.

e The prover. Given y = ((M,x,t),w) € R,

1. Apply first transformation to (y,w) to obtain

(y1,w1) = (M, 21, t1),w1) = (Mi(y, €), 1", Ti (¢ [yl n), Wiy, w)) -
2. Apply second transformation to (y1,w;) to obtain

(Y2, w2) = (Mo, 2, 12), w2) = (Mp(My, €), 21, Ty(t,n)), Wa(y,w,e)) .

3. Invoke P(o, Y2, w2) to compute a SNARK proof 7 attesting that yo € Ryy.
e The verifier. Given ¢, y = (M, z,t), and proof m,

1. Verify that t < |z|°.

2. Apply both transformations to y to obtain ys.

3. Invoke V. ..y (T, y2, ), for c(|y|) = c3 -log,, |y|, such that cy is the fixed con-
stant depending only on the hashing family H addressed in Lemmas 119,120.

Figure 5.4: A fully-succinct SNARK for NP

c(ly|) = ep - log,, |y, by the efficiency properties of two transformations, we have:

t1
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Since ya = (Ma, 1", t2), it follows that yz € L..(y|), as required.

lyl)>

Also for completeness, we need make sure that Mo is a read-once machine that uses

space at most S(n), which is, indeed, guaranteed by the second transformation. We
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also need to make sure that |ys| < 4n. Indeed

ly1| = 3n

ly2| < fyi] +n < 4n .

Proof of knowledge. We now sketch why the proof of knowledge property holds.
Note that for any polysize P*, there exists a constant d € N, such that for any security
parameter n, the corresponding circuit P}, is of size at most n®. In particular, the size
of any y it outputs is bounded by n¢, and ¢/ = ¢ - ¢(|y|) is bounded by ¢ - ¢ - d. Thus,
we can think of P* as a malicious prover P* for the bounded-space SNARK, and can
invoke the extractor Ep«, with respect to the constat ¢ and the relation R, .

By the extraction guarantee, whenever V. and thus V. is convinced, Ep« will pro-
duce a witness wsy for ys. We then apply the two efficient transformations, first Wa,
and the Wy, to obtain a witness w for the original instance y. Since Ep~ is of polysize,

we are guaranteed that, with all but negligible probability, indeed w € R.(y).

5.4.2 Bootstrapping Designated-Verifier Preprocessing SNARKSs

In the previous section, we have proved a bootstrapping theorem for publicly-verifiable
SNARKSs. In this section, we show a bootstrapping theorem for the case of designated-
verifier SNARKSs.

Theorem 121 (Bootstrapping designated-verifier SNARKS). Any designated-verifier
preprocessing SNARK for NP can be transformed into a designated-verifer fully-
succinct SNARK for NP.

Like in the case of public verification, the theorem relies on two parts. The first
shows how to obtain designated-verifier bounded-space SNARKs for read-once com-
putations. The second step is to show that SNARKs for such computations can be
transformed to fully-succinct SNARKs. The second step is, in fact, identical in both

cases of public verification and designated verification. We thus focus on the first step.

5.4.2.1 Constructing Bounded-Space SNARKs from Preprocessing
SNARK, The Case of Designated Verification

We show
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Proposition 122. Any designated-verifier preprocessing SNARK for NP can be trans-
formed into a designated-verifier bounded-space SNARK for read-once computations in

NP.

The challenge and its answer. When we try to adapt the bounded-space SNARK
construction for the publicly-verifiable case (see Section 5.4.1.2) to the designated-
verifier case, we encounter the following difficulty: how can we prove in an intermediate
node in the computation tree that we have verified a proof for the correctness of the
computation in its corresponding subtree, when the prover cannot verify the proof on
its own? More concretely: the prover does not know the verification state 7 (because
it is secret) and, therefore, cannot provide a witness for such a theorem.

We show how to circumvent this difficulty, using fully-homomorphic bit encryption
(FHE). The high-level idea is as follows. We encrypt the private verification state 7 and
attach its encryption ¢ to the public reference string o. Then, in any intermediate node,
instead of verifying the proofs received from its sons, we homomorphically evaluate the
SNARK verifier ¥V on the encrypted verification state c”, as well as the statement and
proof at hand. In order to enforce correctness, the prover provides at each node, as part
of the proof, the result of the homomorphic evaluation ¢, and a proof that it “knows”
a previous proof, such that ¢ is indeed the result of evaluating V on ¢” on this proof
(and some corresponding statement). The verifier V, can apply the SNARK verifier
V to check that: (a) the SNARK proof is valid, (b) the decryption of ¢ is indeed “1”.
Doing the above as is, may cause the size of the proofs to blow up due to appending ¢
at each node. We avoid this by homomorphically multiplying the encryptions ¢ along

the way, so that at each time the proof contains a single encrypted bit.

We now describe the bounded-space SNARK (G, P, V) in detail, focusing mostly on the
differences from the case of public verification, which will often appear in boxes. Once
again, the main technical component in the construction is the recursive-verification

machine M, defined next.

The recursive-verification machine M. Let 7 be a (private) verification state for
a SNARK for NP, corresponding to security parameter n. Let y = (M, x,t) € L.,

where M is a read-once machine (Definition 113) with bounded space s, and |y| < 4n.

Let be an encryption of 7.
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The recursive-verification machine My’ takes input y and witness w. The in-
put x is a tuple (i,u,, Si,Sitni), Where as in the case of public verification, p
is a description of a machine, t = n¢, i € [n]¢7, for some j € {0,...,d}, and
Si,Siqgni € {0,1}%. In addition, the input now includes an encryption of a
bit. The witness w is a tuple (7, , §,w), where as in the public verification case,
T = (Tigni-1, Titoni—1s- -+ Tigni) € {0,137 s a vector of n SNARK proofs,
S = (Sictni—15Siani—1s -+ Sitm-1)ni-1) € {0, 1}5%("=1) is a vector of n—1 intermediate
states, and w € {0, 1} is a witness bit. In addition the witness now includes a vector

of n bit encryptions.

MY¥<" recursively verifies the correctness of the computation given by y:

e The halting condition: for any leafi € [n]?, the machine verifies the correctness

of the step specified by the leaf. That is, it verifies that va(Si, w) = Sit1.

e The recursive step: in any other node i € [n]9/,j € [d], the machine

homomorphically | runs the SNARK verifier V on ¢ for the proofs in 7 attesting

to the correctness of the sub-computation corresponding to the subtree rooted at
i. It homomorphically multiplies the resulting verification bits, and compares to

the input encryption bit .

The formal description of M¥<" is given in Figure 5.5.

Parameter setting. The constant ¢ determining the relation Rz, and the time bound
tmy =tmy(n,S), referred to in Figure 5.5, are chosen similarly to the case of public
verification. The additional homomorphic operations incur a multiplicative polynomial

overhead in the security parameter n.

The bounded-space SNARK. We now describe each components of the space-
bounded SNARK (G, P, V) for read once computations in L., for any ¢ € N, based on a
designated-verifier preprocessing SNARK (G, P, V) for Rz. The description is provided
in Figure 5.6. As before, we shall consider a computation tree of arity n, and depth d
where nodes are labeled by {i € [n}7 : 0 < j < d}. Also as above, for every leaf i € [n]?,
we denote by i the corresponding number in {0, 1,...,n}, and for i € [n]?7, we denote

by i the number corresponding to its left most descendant leaf (i, 17).
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Setting: Let V be a SNARK verifier for R; (the choice of ¢ is addressed in the parameter
setting paragraph below). Let 7 be a (private) verification state for V), corresponding to

security parameter 1™, and let be an encryption of 7. Let y = (M, x,t), where M is

a read-once machine, with bounded space s < § < t < n!°8™  and transition circuit M,.
Let d be such that ¢t = n®.

MY (x, w):
1. Parsing input and witness: Parse y as (i,u,,S,S’), and w as (ﬁ,,S,w).

2. Base case: If i € [n]?, verify that M, (S,w) = .

3. Recursive case: If i € [n]977, for some j € [d], then

e Parse 7 as (m,...,7n), | € as (&1,...,&n) |, and (S,5,5') as (So,S1,...,Sn).

e For each k € [n], homomorphically compute

é}: = EBval (VE('7 (.U’a XkatM,V)vTrk)acT) )

where x, = ((i, k),u,, Sk—1,Sk), and taqy is a fixed polynomial in (n, S),
whose choice is addressed in the parameter setting paragraph below.

e Verify that

G=Eval | [T @& e ]|

ken]

if ¢, = L, do not include it in the above homomorphic product.

. . . . . T
Figure 5.5: The recursive-verification machine M¥< .

Proof of security. We now show that (G,P,V) is a bounded-space (designated-
verifier) SNARK for read-once computations in R.. The completeness and efficiency
properties of the system immediately follow from those of the SNARK (G,P,V), and
from the correctness of the FHE scheme. We concentrate on proving the adaptive proof

of knowledge property.

Recall that for any ¢ € N, and any (malicious) polysize prover P*, we would like
to construct a corresponding polysize extractor Ep« such that, when P* convinces V of
a statement y = (M, z,t), where |y| < 4n, t < |z|® and M uses space at most S, the
extractor can find a witness w € {0,1}!, such that (y,w) € R., with all but negligible
probability. As in the case of public verification, to achieve this goal, we employ a

recursive extraction strategy, which we now describe.

Given the prover P*, we construct ¢ (families of) polysize extractors &1, ..., &, one
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for each potential level in the computation tree. As before, to make notation lighter, we
do not explicitly write the auxiliary input z that may be given to P* and its extractor
Ep-.

The extractors are constructed as follows:

e Use the prover P* to construct a SNARK prover P; that works as follows: on
input (o,c”), Pj computes (y,m.,¢.) < P*(0,c”), constructs the instance y. =

(MY, (g, &, M¥<" init, acc), tary), and outputs (ye, 7me).

Then define & := Ep: to be the SNARK extractor for the SNARK prover Py.
Like P, & also expects input (o,c7); £ returns (7, g, §,w) that is (with all but
negligible probability) a valid witness for the SNARK statement y., assuming
that V (and thus also V) accepts 7.

e Use & to construct the new SNARK prover P; that works as follows:
on input (o,c”), P; computes (ﬁ,g,g,w) < &i(o,c™) and then outputs
(y,7), where the vector of SNARK statements ¢ contains an entry y; :=
(MY, (3,8, M¥<",S;_1,S;),tam,y) for each i € [n]. Then define & = Epy to
be the SNARK extractor for the SNARK prover P;. Given (o,c”) (with all but
negligible probability) & should output a witness for each accepting statement

and convincing proof (y;, m;) in (¥, 7).

e In general, for each 1 < j < ¢ we similarly define P; that com-
putes {(ﬁ(i),g(i), §(i),w(i)) rie [n}jfl} — ¢&j_i1(o,c") and then outputs
{(gj’(i),ﬁ(i)) :i€ [n)f7!}, where the vector of SNARK statements 79 contains an
entry yg r) = (MY-<" (i, k),é(ivk),My’cT,S,(Cizl,S,(ci)),tM,y) for each k € [n]. Then
define &; := 573; to be the SNARK extractor for the SNARK prover P;.

We now define the extractor Ep-. On input (o,c”), Ep+ runs P*(o,c”) and obtains
the instance y = (M, z,t). It then computes d := log, t. If d > ¢ Ep- aborts, and
otherwise it runs £4(o, c”) and obtains {(ﬁ(i),é(i), SW M)y e [n]d}. It then outputs
as the witness w = {w : i € [n]¢} as the witness for y.

Note that each &; is of polynomial size, because each &; is constructed via a constant
number of recursive invocations of the SNARK proof of knowledge, and each such
invocation incurs an arbitrary polynomial blowup in the size of the extractor relative
to its prover. Thus, we deduce that Ep+ is also of polynomial size.

It is left to argue that w extracted by Ep« is a valid witness for y:
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Proposition 123. Let P* be a polysize prover for the bounded-space SNARK, and let
Ep+ be its corresponding extractor as defined above. Then for any n € N, and space

bound S € N:

s (0,7, (r,5K)) « G(1™, S)
pr| TP (y,7) « P*(0,c7) | < negl(n) .
(y,w) ¢ Re

w 4 Ep«(0,c")

Proof. We assume throughout that |y| < 4n, t = n?, for d < ¢, and that M is a
read-once machine that uses space at most S; indeed, V explicitly checks all of these
conditions. For each node i € [n)/,5 € {0,...,d}, we consider the corresponding
input y; := (MY, (i, &, M¥<" | S;, Sitna-iil)s ta,y) and witness w; = (7, é(i),g(i),w(i))
induced by the recursive extraction procedure, and show that MY<" (yi,wj) = 1. If
this is the case, then by the construction of M, the extracted {Si, Sit1s wh e [n]d},
satisfy

Sp = init, S; = Mx(Si_l,w(i)),St = acc ,

Implying that M(y,w) = 1.

The fact that MY< (x,w;) = 1 is shown by induction on the level of the com-
putation tree. For the base case, we show that, except with negligible probabil-
ity, whenever the prover P* convinces the verifier V to accept (y,m.,¢.), the ex-
tractor & outputs w. = (7, g, §, w) such that letting x; = (4,8, MY ,S;_1,S;),
&Y = Eval (vg(-, (MY<, Xi,tMy),m),cT), yi = (MY, x4, taqy), it holds that:

1. & = Eval (TLe (€.)),
2. for each i € [n], Decg (&) = 1,
3. for each i € [n], Va(7, i, m) = 1.

First, the fact that V.((7,sk),y, (7e,¢:)) = 1 implies that Vz(7,y.,7.) = 1, where
Y. = (MY, (g, &, MY init,acc),trrp). Next, we would like to invoke the SNARK
proof of knowledge property; however, we need to deal with the fact that the prover
gets as extra auxiliary input an encryption ¢’ of the secret verification state 7. We
invoke semantic security: we first consider an alternative experiment where the prover

get an encryption c® of 07l rather than of 7.
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We first argue that, in the alternative experiment, whenever V accepts (and except
with negligible probability), the first of the three conditions above must hold; namely,
¢. = Eval <Hi€[n}, (e, éz)) , where now c7 is replaced everywhere with c?. Indeed, in the
the alternative experiment, the SNARK prover P; is only given the auxiliary input c?,
which is independent of the verification state 7; hence, the SNARK proof of knowledge
can be invoked. Specifically, except with negligible probability, whenever V (and hence

—
~

also V) accepts, it must be that the extractor £ outputs a valid witness (7, ¢, §, w) for
the statement y. = (Myvco, (5,657Myvco, init, acc), taq,) output by P; (when given c°
rather than c7).

In particular, by construction of M, we deduce that (7, g, §, w) satisfies the first of
the three conditions above. Next, note this first condition can be efficiently tested given
only (we, c?), by running the (deterministic) algorithm V), Eval. In particular, neither sk
nor 7 are required for such a test. We can thus deduce that in the original experiment,
where PJ and &; are given 7, the first condition holds with all but negligible probability.

We now note that, whenever V accepts, Decg(¢:) = 1, thus the fact that the first
condition holds, together with the correctness of homomorphic evaluation, implies that
the last two of the three conditions must also hold. Indeed, since each one of the ciphers
in g, and ¢” must also decrypt to 1, or their homomorphic product would decrypt to
0 rather than 1. This already implies the second condition. By the way that &V is
computed, the third condition holds, i.e., for each i € [n], Vz(7,y;, m) = 1.

To complete the proof, we can proof in a similar manner the inductive step. That
is, assuming that the two last of the three conditions are satisfied at the j-th level of
the tree, we can deduce that the first condition holds for level j + 1. This is done by
first establishing condition one in an alternative experiment where ¢7 is replaced by c,
and then invoking semantic security to deduce the same for the original experiment.
We then deduce, from the first condition, the last two conditions as we did for the base

case.

This concludes the proof of Proposition 123. 0

5.4.3 Complexity Preservation

In this section, we observe that the SNARKSs constructed satisfy essentially optimal
efficiency properties, meaning that each of the components G, P,V has the best possible

asymptotic complexity up to multiplicative factors in the security parameter. We call
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such SNARKSs complexity preserving.

Definition 124. A triple of algorithms (G,P,V) is a complexity-preserving
SNARK for NP if it is a fully-succinct SNARK for NP with a stronger efficiency
guarantee: There exists a universal polynomial p such that, for every ¢ € N, every large

enough security parameter n € N, and y = (M, z,t) € R,

e the generator G(1™) runs in time p(n);

the prover P(o,y,w) runs in time (|JM|+ |z| +t) - p(n);

the prover P(o,y, w) runs in space (M| + |z| + s) - p(n), where s is a bound on

the space used by M;

the verifier V.(1,y,m) runs in time (|[M|+ |z|) - p(n);

an honestly generated proof has size p(n).

Theorem 125 (Bootstrapping SNARKSs - restated). Assuming collision-resistant hash
functions any SNARK can be transformed into a complexity-preserving SNARK.

Proof sketch. We claim that the same bootstrapping procedure described in Sections
5.4.1,5.4.2 and summarized in Figure 5.4, with a small change to the prover’s strategy
described in Sections 5.4.1.2, 5.4.2.1 is already complexity preserving. We briefly recall
the complexity of each component, and in particular note the slight change required

for the prover.

The prover. For simplicity of exposition, in Sections 5.4.1.2,5.4.2.1 the prover P of
the bounded-space SNARK constructs the computation tree, and augments it with
SNARK proofs, level by level. This, in particular, causes the space used by the prover
to be as large as the computation time ¢.

Instead, we could have the prover P gradually construct the tree of proofs along
with the computation, and delete SNARK proofs and other information that is no
longer relevant as it proceeds. Specifically, the prover is going to store the information,
including SNARK proofs and statements, corresponding to at most n nodes, at each
level of the computation tree and at each point in time. Whenever n consecutive proofs
and statements are obtained, the prover can aggregate them into a single proof in the

level above, and delete all the corresponding information. Overall, since there are only
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¢ levels, the space used by the prover is at most S - poly(n), where S is the bound on
the space of the underlying space-bounded machine, which after the transformations
in Section 5.4.1.3 is poly(n).

The above does not count, however, the space required to produce the witness w’
produced by the transformations in Section 5.4.1.3, which is s - poly(n), where s is the

bound on the space used by the original M.

The generator. Since the SNARK is fully-succinct the generator runs in time

poly(n) as required.

The verifier. The verifier first reduces its instance y to an instance y; of size O(n), by
applying the first transformation from Section 5.4.1.3, which requires time |y|- poly(n).
It then applies the second transformation and the bounded-space SNARK, both taking

time poly(|y1,n), and thus overall the running time of the verifier is |y| - poly(n).

The length of the proof. The proof produced by the prover is, in fact, produced
by the prover of the bounded-space SNARK, and is thus guaranteed to be of size
poly(n. O
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e The generator. Given the security parameter 1", and space bound S, the generator
G, computes B = poly (1, S), where poly ), is computed as described above,
runs the preprocessing SNARK generator G(1™, B) in order to obtain a reference
string o and (private) verification state 7. In addition, it samples a secret key sk
for an FHE scheme, and computes an encryption ¢” + Encg (7). Finally, it outputs

(7,6) = ((,5K)(0,<")) |

e The prover. Given y = ((M,z,t),w) € R, where |y| < 4n, w € {0,1} and t = n?
for some d € N, the prover P gradually constructs the computation tree augmented
with SNARK proofs attesting to the correctness of the computation given by y:

— For aleaf i € [n]?\ {14}:
1. Given state S;_1 of M(z, w), compute the next state S; = Mvm(Si_l, wy).
2. Invoke P(o,---) to compute a SNARK proof m; for (yi,wi) € Rg,
where 3 = (MY, xi,tmv), x5 = (L[ & MY, S0, S tamy), wi =

(L,,L,wi), ¢ = 1, and ¢ tamy = ta,v(n,S) were specified in the
parameter setting paragraph.

— For a node i € [n]4=7, where j € [d],

1. Let (S, §, S = (S;, S(i,l)a oo ;S(i,n—l); S(i,n))7 where S(i,k) = Si+knj .

2. Let 7 = (ﬂ-(i,l)a T(§,2)) - - - aﬂ(i,n)) and gz (é(i,l)a é(i,2)a . 7é(i7n)) .

3. For k € [n] homomorphically compute

& = Eval (VE(-, (My’CT,X(iyk),tM,V),w(i,k)),cT) ,

where x5, = ((i,k), MY, &; 1), S(ik—1),Sik)), and taq,v is a fixed poly-
nomial in (n,S), addressed in the parameter setting paragraph.
4. Compute

éi = EVal H ('7 ')? (éz}i,k)’ é(lvk)) ;
ke[n]

if €4,1) = L, do not include it in the above homomorphic product.
5. Invoke P(o,--+) to compute a SNARK proof m; for (yi,w;) € Re, where

Yi = (MyYCTa Xis tM,V)a Xi = (i7 7 M%CT?Sv S/a tM,V)a wij = (7?77 §a J—)
— The final proof is (¢, &) corresponding to the root e.
e The verifier. Given c € N, y = (M, z,t), and proof (7, C.),

1. Verify that |y| < 4n, t < |z|¢, and that M uses space at most S < ¢.°
2. Verify that:

Ve(r, (M7 ey b)) =1\ [Decwe(e) = 1],
where y. = (E,, M¥<" | init, acc), init and acc represent the initial state and

final accepting state of M (respectively), and taq,y = taq,1(n, S) were specified
in the parameter setting paragraph.

“We insist that there is an explicit space bound in M’s description.

Figure 5.6: A bounded-space (designated-verifier) SNARK for read-once computations
in NP



Chapter 6

Conclusion and Future Research

In this thesis, we have explored new approaches towards extraction of knowledge from
adversarial code. A connecting thread, present in most of our results, is the contrast
between code obfuscation and knowledge extraction. Indeed, the goal of obfuscation is
exactly to foil any efficient extraction of significant knowledge from the code.

While we have exhibited several new ways of extracting knowledge from adversarial
code, there is still a long way towards a more complete understanding of the knowledge
vs. obfuscation tradeoff. For once, the recent burst of research and candidate con-
structions for obfuscation may lead to a dramatic change in our understanding of this
question. Indeed, for the first time after many years, there is evidence that perhaps
there is a general way to immunize programs against efficient knowledge extraction.
Still, the existence of various types of extractable, or unobfuscatable, functions sets
certain limits on the reach of such an obfuscation procedure. Thus, there is room to
further enhance and leverage on knowledge extraction techniques; as we have seen, the
ability to extract from specific (or contrived) programs may just be enough to get any
given application.

Another point to be noted is that code obfuscation does not say anything about
the possibility of non-uniform (or non-universal) extraction. Indeed, when trying to
extract from an adversarial code, it may be sufficient to be able to extract only given
appropriate non-uniform advice that may be inefficiently derived from the code of the
adversary. This inefficient derivation may very well “deobfuscate” the adversary.

In any case, future progress in either direction, obfuscation or extraction, would

shed new light on the other.
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