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Abstract. Secure Messaging apps are used by billions of people daily.
However, due to imminent threat of a “Harvest Now, Decrypt Later”
attack, secure messaging providers must react now in order to make their
protocols hybrid-secure: at least as secure as before, but now also post-
quantum (PQ) secure. Since many of these apps are internally based
on the famous Signal’s Double-Ratchet (DR) protocol, making Signal
hybrid-secure is of great importance.
In fact, Signal and Apple already deployed various Signal-based variants
with varying levels of hybrid security: PQXDH (only on the initial hand-
shake), and PQ3 (on the entire protocol), by adding a PQ-ratchet to
the DR protocol. Unfortunately, due to the large communication over-
heads of the Kyber scheme used by PQ3, real-world PQ3 performs this
PQ-ratchet approximately every 50 messages. As we observe, the effec-
tiveness of this amortization, while reasonable in the best-case commu-
nication scenario, quickly deteriorates in other still realistic scenarios;
causing many consecutive (rather than 1 in 50) re-transmissions of the
same Kyber public keys and ciphertexts (of combined size 2272 bytes!).
In this work, we present a new Signal-based, hybrid-secure messaging pro-
tocol with improved complexity compared to PQ3: the “Triple Ratchet”
protocol.

– First, Triple Ratchet uses erasure codes to make the communication
inside the PQ-ratchet provably balanced. This results in much better
worst-case communication guarantees compared to PQ3.

– Second, we design a novel variant of Kyber, called Katana, with signif-
icantly smaller combined length of ciphertext and public key (which
is the relevant efficiency measure for “PQ-secure ratchets”). For 192
bits of security, Katana improves this key efficiency measure by over
37%: from 2272 to 1416 bytes. In doing so, we identify a critical secu-
rity flaw in prior suggestions to optimize communication complexity
of lattice-based PQ-ratchets, and fix this flaw using recent advances
in lattice security proof techniques.

This protocol has been developed with the Signal team, and some ideas
discussed in this work have been brought into production by Signal, as
explained in their blog post: https://signal.org/blog/spqr/.

⋆ Thomas Prest is the designated presenter for this talk.
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1 Background

The Signal Protocol, used by Signal, WhatsApp, Google RCS, and Face-
book Messenger to protect the communications of billions of people world-
wide, has widely been considered to be the gold standard for secure mes-
saging. At its core, the Double Ratchet protocol [MP16a] provides impor-
tant security properties called forward secrecy (FS) and post-compromise
security (PCS), which informally state that if a user is compromised at a
given time t, the confidentiality of messages before (resp. after) that time
is preserved. Signal and the Double Ratchet protocol have been widely
deployed with heavily scrutinized open source implementations, and have
been formally analyzed in [CCD+20,ACD19,BFG+22,KBB17,BBD+21].

Post-Quantum Security. While this gives us confidence in the protocol
today, these security guarantees are contingent on Diffie-Hellman (DH)
assumptions for elliptic curves that can be broken by a quantum computer
using Shor’s algorithm [Sho94]. This is not only a future threat, since
protocol transcripts collected today can be recorded and saved until a
quantum computer is available, then decrypted in a Harvest Now, Decrypt
Later (HNDL) attack.

Motivated by these concerns, Alwen et al. [ACD19] showed how to gen-
eralize the Signal protocol to work with any key encapsulation mechanism
(KEM). As a result, one could potentially replace the DH-based Signal
with a post-quantum variant; for example, using recently standardized
Kyber (i.e., ML-KEM) [SAB+22]. Unfortunately, the resulting protocol is
not sufficient for practical use, for two reasons.
1. Hybrid security. We want to preserve Signal’s classical DH-based

security. Thus, practically relevant post-quantum extensions of Signal
should provide what is called hybrid security, and meaningfully com-
bine the DH-based Double Ratchet with some post-quantum variant.

2. Communication cost. Kyber has a noticeable impact on the com-
munication complexity, making it often impractical in the real world.

PQXDH and PQ3 As a result, the industry’s transition to post-quantum
Signal has been somewhat slower. First, Signal Messenger recently de-
ployed PQXDH [KS23], an update to the X3DH [MP16b] handshake
component of the Signal Protocol, and formally verified that the updated
protocol provides HNDL protection without removing any of the previous
DH-based security guarantees [BJKS24]. Since this was only an update
to the initial protocol handshake, it does not provide any post-quantum
PCS, one of the key features of the original Double Ratchet protocol.
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To address this issue, Apple recently deployed PQ3 [App24], — a
protocol similar to Signal, — that continuously adds Kyber-768 freshly
shared secrets to the “root secrets” of the Double Ratchet protocol. Sim-
plifications of the resulting PQ3 protocol have been analyzed by [Ste24]
and machine verified by [LSB24], but they do not fully capture what
is done in the real world. Concretely, [Ste24] only models Kyber public
keys and ciphertexts as being sent with every asymmetric ratchet mes-
sage. As we mentioned above, this is quite expensive, and Apple decided
to perform a post-quantum ratchet approximately every 50 messages (or
whenever they have not sent a fresh Kyber public key within a week), in
order to amortize the large communication cost of Kyber keys and cipher-
texts [Jac24]. Heuristically (and somewhat oversimplifying), this means
that users have 50 “cheap” epochs (which do not help with post-quantum
PCS), followed by 1 “expensive” epoch (which gives post-quantum PCS,
but at a much slower rate than DH-based PCS).4

Communication Efficiency of PQ3. While the deployment of PQ3 was an
amazing, and greatly celebrated advance of post-quantum cryptography
in the real-world, there are at least two avenues where it can be substan-
tially improved in terms of its communication efficiency. (And we address
these deficiencies in this work, as our main contribution.)

First, while PQ3’s “amortization trick” might provide a reasonable
trade-off in the best-case scenario, when the communication pattern be-
tween the users is roughly balanced, the effectiveness of this amortization
quickly deteriorates in less balanced, but still realistic real-world scenar-
ios. This is because each of Signal’s sending epochs lasts roughly until the
peer responds (and advances the public ratchet). So it might be possible

— and certainly happens from time to time — that the “expensive epoch”
happens exactly when one of the users is offline for an extended period of
time,5 resulting in many consecutive re-transmissions repeating the same
(long!) Kyber public keys and ciphertexts.

Second, we already mentioned that Kyber’s public key and ciphertext
(and each “expensive epoch” message in PQ3 sends both) is much larger
than the single DH group element sent by classical Signal. Concretely,
(1088+1184=2272) bytes compared to 32 bytes, which is 71 times longer!
Thus, any concrete efficiency improvement over using the generic (post-
quantum) KEM advocated by [ACD19] will likely result in much faster
PCS. For example, it allows reduction of the number 50 in PQ3’s heuris-

4 This heuristics is related to “on-demand” ratcheting suggested by [CDV21].
5 E.g., when using devices which are periodically turned off.
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tic amortization, while maintaining similar communication complexity. In
that regard, [ACD19,DG19,LKS23] already described lattice-based proto-
cols (either directly for Kyber, or equivalent variants over other rings)
which seemingly achieve this goal. Unfortunately, the protocol of [DG19]
achieves almost no saving (less than 2%, as noticed by the authors) as com-
pared to using the generic Kyber, while the protocols of [ACD19,LKS23]
contain a critical subtle security flaw (which we found in this work) invali-
dating these analyses. Thus, prior to this work we did not have optimized
variants of Kyber which would significantly reduce the communication
complexity of post-quantum Signal or its variants.

2 Out contributions

In this work, we provide a practical hybrid-secure Double Ratchet pro-
tocol called the Triple Ratchet protocol.6 Our name is taken from the
fact that we use (i) a post-quantum public ratchet, (ii) a classical public
ratchet, and (iii) symmetric ratchet. Compared to PQ3, it addresses both
of the communication deficiencies mentioned above. An overview of our
result is given in Fig. 1. At a high level, our work consists of two technical
contributions.

Erasure codes. We use erasure codes to evenly distribute the communica-
tion inside the “post-quantum” ratchet (i.e., PQ CKA protocol in Fig. 1),
without any amortization heuristics. This is illustrated in Fig. 1. At a
high level, instead of sending one long message every 50 epochs, we en-
code the resulting message using an erasure code, and send a fresh chunk
of this encoding with every message. For example, we could set parame-
ters so that the long message will be decoded from any 50 chunks. Then,
in a fully balanced setting we would still achieve PCS in 50 epochs and
same communication as PQ3, but without any amortization. However, we
start getting big savings in the unbalanced cases, when some epochs are
long-lasting. For such epochs, PQ3’s strategy could be viewed as using a
hugely inefficient repetition code, leading to a big communication penalty;
e.g., a factor of up to 50 in our “PQ3-inspired” example. We detail this
and give an overview of some of the technical challenges we resolved in
our presentation.

A new CKA: Katana. We design a novel Continuous Key Agreement (CKA)
protocol based on Kyber, which we call Katana-CKA, which could be used

6 This should not be confused with the protocol by [BFG+22] with the same name.
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inside our Triple Ratchet protocol. This is illustrated in Fig. 1. Recall,
CKA was a generic building block used by [ACD19] to abstract out the
design of the Double Ratchet Protocol. [ACD19] then presented a generic
KEM-based CKA, where every message contained a KEM public key and
ciphertext. When applied to Kyber at security level 192 bits, this gives
CKA messages of size 2272 bytes. In contrast, for the same security level
Katana-CKA uses messages of size 1416 bytes, saving over 37% over the
generic construction.

PQ KEM
(e.g., Kyber)

Apple’s PQ3
(hybrid security)

PQ Ratcheting
KEM (Katana) PQ CKA Protocol Triple Ratchet

(hybrid security)

CLassical
CKA Protocol

Signal’s Dou-
ble Ratchet

EC
EC

Fig. 1: Different types of PQ KEM can be compiled into a PQ CKA protocol with dif-
ferent security and efficiency profiles. A classical CKA protocol leads to Signal’s Double
Ratchet protocol. This classical CKA and a PQ CKA based on Kyber, combined in a
natural manner, leads to Apples’s PQ3. Instead, using a PQ CKA based on Katana and
performing erasure encoding for the hybrid composition leads to our Triple Ratchet pro-
tocol. The blue boxes and arrows indicate our construction. ECC = “Erasure codes”.

A security flaw and a fix. We notice that Katana-CKA is closely related to
what previous works called “optimized” lattice-based CKA [ACD19,LKS23],
but instantiated with a carefully chosen variant of Kyber. As we men-
tioned, however, we identify a critical flaw in the previous analyses of
this “optimized” KEM, and non-trivially fix them with a novel proof re-
lying on the recently introduced Hint-MLWE assumption [KLSS23].

In more detail, we first generalize the KEM-based CKA from [ACD19]
to work with what we call a Ratcheted KEM (RKEM). On a high level,
RKEM abstracts KEM properties in a way which allows a freshly sampled
ciphertext also be used as “part” of a different KEM public key. In essence,
this is precisely why the original DH-based CKA of Signal saved a factor
of 2 in communication, when compared to the generic KEM-based DH
construction. And this is why RKEM is precisely fitted for the use inside a
CKA. Once we define RKEM and show that it generically implies CKA, it
allows us to focus on a cleaner RKEM primitive, which we then construct
from the Hint-MLWE assumption. We call the resulting RKEM Katana,
which explains the name Katana-CKA for our new CKA.
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Comparison with PQ3. We wrap up by providing an efficiency analysis
of our Triple Ratchet protocol by comparing it with Apple’s PQ3 and
a variant of our Triple Ratchet instantiated with Kyber (i.e., we use the
standard PQ KEM to construct the PQ CKA protocol in Fig. 1). The
latter variant illustrates the effectiveness of only relying on erasure codes.
The efficiency comparison is found in Table 1. Here, we assume a simple
model of unbalanced communication where every sender has a probabil-
ity p of sending another message before receiving all incoming messages,
independent of previous events. In row one we use p = 0 to capture
perfectly balanced communication. In row two we use p = 0.5 to con-
servatively approximate the sending behavior of two online parties using
typing indicators and read receipts, and we see that at this point both
Triple Ratchet instantiations have an advantage over PQ3. Finally, in
row 3, we use p = 0.9 to approximate the behavior of a device that is
offline for hours at a time, where PQ3 is more than 4 times as expensive
as Triple Ratchet with Katana. The talk will include more discussion on
our efficiency analysis and the tradeoff between security.

PQ3 TR with
Kyber-768

TR with
Katana (λ = 192)

p = 0 8 144 11 270 8 722
p = 0.5 12 760 11 615 8 989
p = 0.9 49 688 14 375 11 125

Table 1: Expected communication cost in bytes to attain PCS for PQ3 and
Triple Ratchet. See text for the parameter p. PQ3 is assumed to send two
Kyber-768 encapsulation keys and ciphertexts every 50 messages. Triple
Ratchet with Kyber-768 (resp. Katana) uses a post-quantum CKA based
on Kyber-768 (resp. Katana with λ = 192). This includes base message cost
of 36B for PQ3 and 46B for Triple Ratchet to account for the overhead
of sending counters and DH keys but excludes the 64B signature used by
PQ3 for fair comparison.

Original work. This submission is based entirely on Triple Ratchet: A
Bandwidth Efficient Hybrid-Secure Signal Protocol [DJK+25], an article
by the same set of authors which has been published at IACR EURO-
CRYPT 2025 and has also been presented at IACR Real World Crypto
2025.
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SSTIC presentation outline. If accepted at SSTIC, our presentation will
be in French. While the original submission was aimed at cryptographers,
we aim to make this presentation more geared towards an audience of
security practitioners. We will first present the threat model and design
rationale of the original Double Ratchet protocol. We will then highlight
how this design breaks when trying to port it naively to the post-quantum
setting. Finally, we will present our improved protocol and explain how
it is tailored to the quirks and unique properties of post-quantum crypto-
graphic primitives.
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