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Abstract

Despite the excitement around them, Blockchains today still suffer from major limitations. Popular
blockchains have high transaction fees, limited privacy, and substantial ecological impact. These
issues are largely due to the fact that in decentralized blockchain systems, each action performed by
one party gets seen and verified by all parties in the network. In this dissertation, we develop solu-
tions to these limitations. They rely on a common proof paradigm, in which a prover can generate
a certificate that the actions it performed were in accordance with a set of rules. Importantly, the
certificates can be highly efficient and privacy-preserving, even if the actions are not. We develop
four such proof systems, each tailored to resolve one of the limitations of blockchains. Bulletproofs,
a zero-knowledge proof system that is designed for private blockchain transactions. HyperPlonk, an
efficient SNARK that enables outsourcing the processing of entire blocks of transactions. Verifiable
Delay Functions, a key component for ecologically friendly blockchains, and ProtoStar, an incremen-
tally verifiable proof system designed for building efficient Verifiable Delay Functions and succinct
blockchains. These tools are not merely theoretical but have already found practical applications

and are securing systems worth billions of dollars.
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Chapter 1

Introduction

Since their inception in 2008[Nak08], blockchains have received an enormous amount of hype and
speculation. But beyond all of the noise, real transformational utility of blockchains is building.
For example, blockchains are being used to avoid currency controls by oppressive governments!,
and a whole new decentralized finance space removes barriers to accessing financial tools such as
loans or currency exchanges. In 2022, over 800 billion usd of trades happened on such decentralized
exchanges. Further, stablecoin (digital copies of the dollar and euro that live on a blockchain)
transfers exceeded 7.4 trillion dollars, more than Mastercard’s and American Express’ volume?. A
blockchain is a public shared ledger that is accessible to everyone in the blockchain network. This
gives blockchains a high level of transparency, including the ability for all users in the network
to check the correctness of the state. Additionally, blockchains are controlled by a decentralized
consensus instead of a centralized network operator. Together these features enable transparent,
powerful networks without the need for a monopolistic centralized coordinator, that can become a
single point of failure. Despite their hype, adoption, and promise, blockchains today still face several

significant issues that hinder their utility:

High fees Blockchains such as Bitcoin and Ethereum have fees that can reach tens of dollars®,
especially in times of congestion. A key driver for digitalization is the reduction of costs. However,
with at least the largest blockchains today, we see that despite their digital nature, they have

significant costs per transaction.

Bad privacy Bitcoin was originally hailed for its privacy features. Satoshi proposed a privacy
model where the public keys or addresses are decoupled from real-world identities. However, since
then, several papers [Mei+13; And+13] as well as multiple companies*, have shown the significant
limitations of this model. In currencies like Bitcoin or Ethereum every transaction amount, as well

as the senders’ and receivers’ addresses, are visible to everyone. This allows tracing the flow of funds



CHAPTER 1. INTRODUCTION 2

through the system. As soon as some endpoints are de-anonymized, it is often possible to backtrace
the identities of many parties transacting in the system. This concern is a particular hindrance
to companies that want to use blockchains for important economic activities. For instance, using
Ethereum to pay all their employees would yield in the salaries of these employees being publicly

leaked. Running a supply chain using such a blockchain could leak vital information to competitors.

Ecological Impact Perhaps the most prominent criticism of blockchains, and in particular Bit-
coin is its environmental impact. Bitcoin relies on so-called Proof-of-work consensus. This consensus
requires burning energy in order to gain voting power in the protocol. This has led to significant
and wasteful energy consumption. Bitcoin is estimated to currently have energy consumption on
the level of nation-states such as the Netherlands or the Philipines. In times of climate change
and energy crisis, such wasteful consumption is unacceptable. It is, therefore, paramount to de-
velop alternatives that preserve the attractive properties of proof-of-work consensuses, such as its

decentralized, permissionless nature, while not relying on wasteful energy consumption.

Data broadcasting as the core issue There is a common theme to the issues of blockchains
today. It is related to the data that is posted on the blockchain. In blockchains, generally, one
user creates some data, e.g. a transaction or a transaction block, and then broadcasts it to every
user in the network. Every user then verifies the integrity of the data, e.g. checking the correctness
of the transaction. This stands in contrast to traditional centralized client-server architectures. In
a centralized architecture, only one server (or one cluster) needs to process data. This redundant
processing enables the high level of transparency in blockchains, as each user can independently
verify the integrity of the blockchains state. However, it also is a key cause for the issues blockchains
face today. If many transactions are issued and processed, then this can lead to congestion. In order
to ensure that every node has sufficient capacity to receive and process all transactions, we need to
limit the total throughput a blockchain network can process. This is especially true when we want a
diverse, heterogeneous set of nodes in a wide variety of locations. However, this congestion naturally
increases competition between transactions and drives up fees. This is not just theoretical but the
relationship between congestion and high fees has often been observed in practice.

An additional issue with the broadcasting of transactions is related to privacy. If transactions
contain sensitive information, then an attacker listening to the network can trivially gather this
information. In traditional blockchains such as Bitcoin and Ethereum, information such as the
sender, the receiver, the amount transferred, and smart contract programs and states are publicly
visible. On the contrary, the privacy model of traditional centralized financial systems relies on
trusted parties. No information is revealed publicly, and as long as users trust their bank, they have
sufficient financial privacy for their bank transactions.

Finally, the broadcasting of data requires consensus or agreement between all nodes on what

data has been sent. Bitcoin pioneered using a so-called proof-of-work based consensus[Nak08].
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In that system, the voting power within the consensus is roughly proportional to the amount of
computation a node has performed. This leads to a competition between nodes who can perform
the most computation, which indirectly leads to a competition of who can burn the most energy. The
computation itself, finding partial per-images of hashes, has no inherent utility. This is incredibly

wasteful and leads to massive energy consumption on the level of nation-states.

1.1 The proof paradigm

In this dissertation, we apply a powerful proof paradigm to tackle these issues. The core idea of
the proof paradigm is to use certificates or proofs that attest that data has certain properties. In
the blockchain setting, instead of broadcasting the data directly, a user broadcasts a proof of data
validity, and nodes process the proofs instead of the data directly. The proofs are cryptographic in
nature and give strong guarantees® about the integrity of the underlying data. Importantly, while the
data, itself, may be large and reveal private information, we aim to design proofs that are succinct,
efficient to verify, and do not reveal information beyond the integrity of the underlying data. The
issues of blockchains are caused by an asymmetry, where one user’s action requires verification by
all other users. Proof systems can have an inverse asymmetry where one prover produces a proof
that is easy to check for everyone else.

In this dissertation, we develop four different types of proof systems specifically tailored to address
the issues that blockchains face today: In Chapter 2, we introduce Bulletproofs, a zero-knowledge
proof system, designed for private transactions that hide the contents of the transaction, while still
ensuring their validity. Bulletproofs has been deployed in private cryptocurrencies such as Monero
or ZCash[Hop+22], which provide strong privacy guarantees. In Chapter 3, we design HyperPlonk,
a highly efficient proof system that is tailored for large statements, such as proving that an entire
Ethereum block was correctly processed. This is a vital component of so-called rollups. The idea of a
rollup is to bundle transactions and post only a small summary of the transactions on the blockchain.
It provides a proof that all the transactions were valid and the state was correctly updated. The
proof is much shorter and more efficient to verify than the original transactions. HyperPlonk has
precisely these properties and in addition, is designed to be very efficient to compute, even for large
and complex statements. It is currently being implemented by the Ethereum Foundation[KMT22]
as part of their efforts to facilitate rollups.

In Chapter 4, we define and introduce Verifiable Delay Functions (VDFs). VDFs are a proof-
based cryptographic primitive that enables many mutually distrusting parties to generate shared,
unbiased and unpredictable randomness. Such randomness is a vital component of modern proof-of-
space and proof-of-stake consensus systems. These consensus systems serve as ecologically friendly
replacements for the wasteful proof-of-work. VDF's are part of the roadmap for Ethereum’s proof of

stake consensus, ensuring an unbiased, efficient, and fair leader election®. In Chapter 5, we introduce
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ProtoStar. ProtoStar enables incrementally verifiable computation. It’s a proof system for showing
that ¢ steps of computation were executed correctly, such that verifying the proof is independent of
t. This directly yields a VDF construction, if the underlying ¢-step computation is sequential, e.g.
a chain of hashes. Furthermore, ProtoStar can be used to prove that all transaction blocks, in a
blockchain, are valid, such that checking the proof is efficient, and that it can be efficiently updated,
once a block is added to the chain.

We now give a more detailed introduction to each of the proof systems developed in this disser-

tation:

1.2 Bulletproofs: Privacy through zero-knowledge.

Bulletproofs is a zero-knowledge proof system. A zero-knowledge proof enables a prover to convince
a verifier that some statement is valid without revealing any information other than the fact that
the statement is true. Bulletproofs can be applied to two different types of statements: firstly, it
applies to general computations, expressed as arithmetic circuits, i.e. a computation consisting of
additions and multiplications. Secondly, we design a specifically efficient variant of Bulletproofs for
so-called range proofs. A range proof shows that some value inside a commitment is within some
small range of numbers. Bulletproofs is characterized by two important features: The proofs do not
rely on a trusted setup and are built on the well-studied discrete logarithm assumption, as well as
the Fiat-Shamir transform, to achieve non-interactive proofs. This stands in contrast to the highly
efficient pairing-based SNARK systems[Grol6; KZG10]. Unlike Bulletproofs, they rely on trusted
setups, where a private-coin setup algorithm produces proving and verification keys. The soundness
of the proof system is reliant on these private coins being deleted post-setup. While it is possible
to distribute the trust of these setups using multi-party computation[BGG19; Gro+18], they have
led to significant, exploitable vulnerabilities in cryptocurrencies such as ZCash[Ben+14a]. Other
alternatives to pairing-based SNARKs are hash-based proof systems such as STARKs[Ben+19a].
However, these proof systems have proofs of about 100s of kilobytes for even medium-sized statements
(e.g. 10k constraints).

The other key feature of Bulletproofs is that they are highly succinct. The statements are
logarithmic in the size of the statement with small concrete constants. A Bulletproof for a circuit of
a million gates is less than 1.7KB, and 32 range proofs of 64-bit length in less than 1kb. Bulletproofs?
remain, to this day, the shortest proofs without trusted setup.

Bulletproofs are built on an inner-product argument (IPA) which was pioneered by Bootle et
al.[Boo+16]. This is a special proof system for showing that given two committed vectors a and b
and a scalar ¢, ¢ = (a,b). We improve the inner-product argument and reduce the proof size by

a factor of 3 to just 2logy(n) group elements for vectors of size n. At the core of this IPA there

1Up to additive constants which were improved in Bulletproofs+[Chu+20] and Bulletproofs+-+[Eag22]



CHAPTER 1. INTRODUCTION )

is a randomized reduction from a statement about vectors of length n to vectors of length n/2.
Repeating this reduction log,(n) time yields the final protocol. We then use this improved IPA
to build an argument for general arithmetic circuits. The constraints imposed by the arithmetic
circuits are decomposed into multiplication constraints (corresponding to multiplication gates) and
linear combination constraints (corresponding to additions and multiplications by constants). These
constraints are then compiled down to claims about inner products, which can be proven using
the TPA. We also design a specialized range-proof protocol. The range proof shows that a value
inside a homomorphic Pedersen commitment[Ped92] is within some small positive range. While,
in theory, this statement could be proven using our arithmetic circuit protocol and implementing
the commitment function as such a circuit, our protocol is far more direct and efficient. It takes
advantage of the homomorphic nature of the commitment and of Bulletproofs proof system. The
value inside the commitment can be directly fed into the proof statement. Concretely, to show that
a value v is in a range B = [0, 2¥), we show that v can be decomposed into k bits b = by, ..., b, and
that (b, (1,2,4,...,281)) = v.

1.2.1 Application to confidential transactions

Bulletproofs is designed to improve the privacy of blockchain payments. In traditional blockchain
transactions, such as Bitcoin transactions, the transferred amount is publicly visible. Any Bitcoin
transaction destroys one or more specific records (called a UTXOs) and creates one or more new
records such that the total value of the created UTXOs equals the total value of the destroyed
UTXOs. Transaction validation checks the authenticity of a transaction by verifying a signature
and possibly some additional transaction rules. It also checks the balance of the transaction by com-
paring the value of the created and destroyed UTXOs. However, this directly leaks the transacted
amount. Confidential transactions [Max16] resolve this privacy issue by leveraging cryptographic
commitments (See Definition 3.4). A cryptographic commitment is the digital analog of an enve-
lope. The commitment of some value v is hiding, in that it reveals no information about v. It is
also binding in that it can only be opened to v and no other value v’. Confidential transactions
commit to the transferred amounts. However, this seems to hinder the ability that the transaction
remains balanced. Furthermore, we need to guarantee that all created records have positive value,
as otherwise, an adversary could use a transaction to print money. All of these statements can be
proven using a range proof. This proof is then attached to the transaction. The specific system

design leads to a few important design constraints for the range proofs:

Small proofs Because in blockchain systems, we need to broadcast transactions to the entire
network, it is vital that the proof itself is small. Additionally, we need that the proof reveals no
information about the newly created records other than that the transaction is balanced. Finally,

in confidential transactions, there is a particular need for strong security. While, strong security,
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is important in all cryptography applications, the potential damage of an attack on confidential

transactions is particularly high.

Strong security without trusted setup If an attacker could break the so-called soundness
property of a confidential transaction’s range proof, then they can create a transaction that creates
records with more value than the input records. In a blockchain-based cryptocurrency, this would be
equivalent to printing money out of thin air. Even more detrimental, because of the private nature
of confidential transactions, such an attack would be undetectable. This would enable an attacker
to cause maximal damage to the blockchain system. Because of this, confidential transactions need
range proofs that are very secure, i.e. rely on minimal cryptographic assumptions and no or minimal
trusted setups. Bulletproofs satisfies both of these properties and additionally has more features

tailored to the confidential-transactions application.

Aggregate range proofs Bulletproofs enables proving that multiple values are within the same
range using a single proof. The proof scales logarithmically. Thus proving that & values are
within a range only has an additive additional cost of [log,(k)]64 bytes. This is particularly

useful if a transaction has many outputs.

Batch verification A node within a blockchain network needs to verify entire blocks of transac-
tions. If these are confidential transaction then each will have a range proof associated with
them. We propose a batch-verification algorithm for Bulletproofs that enables verifying k& Bul-
letproofs faster then k times the cost of verifying a single Bulletproofs. The marginal cost of
verifying a 64-bit range proof is only about 5z, the cost of verifying an ECDSA signature. This
is a relevant comparison as non-confidential transaction validation requires digital signature

verification (which cannot be batched).

Collaborative proof generation Due to the aggregated range proofs feature, Bulletproofs are
particularly efficient for transactions with many outputs. We design a protocol that enables
multiple users to generate a single proof for all of their transactions. This protocol does not
require the users to share any secret values and has minimal overhead over a single-user proof

generation.

Generic Circuit proofs for more complex statements Bulletproofs do not just provide the
ability proof that a committed value is within a range. It can also be used to prove that
some circuit was evaluated correctly. We combine the technique and enable proving a circuit
where some of the inputs are committed. This makes Bulletproofs more composable with more
complex protocols. For example, one could prove that a confidential transaction satisfies the

balance property and additionally that some other transaction rules are satisfied.
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Impact

Bulletproofs has been deployed in several blockchain systems. Within a year of publishing the first
pre-print Monero [Mon], the largest (both by market capitalization and by number of transactions)
blockchain with private transactions, adopted Bulletproofs. Replacing the previously used range
proofs, which were significantly larger and slower to verify, led to a significant reduction in transaction

7. Bulletproofs was further adopted

size. This, in turn, led to a 97% decrease in transaction fees
by other blockchains and systems, such as Grin, Beam, Signal’s MobileCoin and Chase Bank’s
Quorum?®. In addition ZCash recently transitioned to a poof system that is based on Bulletproofs’
improved inner-product-argument®. This massive deployment has been made possible by a large
variety of high-quality industry implementations of Bulletproofs. A recent paper[Dao+23] lists 15
such implementations. Bulletproofs has also received attention from academia. The protocol has
been extended to bilinear groups[Biin+21b; Lee21], groups of unknown-order[BFS20; BCS21], and
lattices[Boo+20; ACK21; BF22]. Even though Bulletproofs itself does not have succinct verification,
later work showed how to build IVC from using its inner product argument[BGH19; Biin+20].

Several papers have performed security analyses of several aspects of Bulletproofs. Showing that
it is non-malleable[Gan+21; DG23], secure in the random-oracle[Wik21; AFK22], and given a tighter
security analysis[JT20; GT21]. Other works have given alternative security proofs of Bulletproofs
through elegant reductions to 3-protocols|]AC20] and sumcheck arguments[BCS21].

1.3 HyperPlonk: A proof system for the zkEVM

Zero-knowledge proofs, such as Bulletproofs, enable a prover to convince a verifier that some state-
ment is true without revealing why it’s true. Some zero-knowledge proofs (but not Bulletproofs)
have an equally powerful but orthogonal property called verifiable computation. These proofs enable
showing that a statement is true, and checking the proof is (exponentially) faster than checking the
statement itself. This enables outsourcing computation. A powerful server can run some compu-
tation and attach a proof that this computation was performed correctly. The verifier only checks
the proof and is convinced that the computation has been done correctly. Proof systems that sat-
isfy this verifiable-computation property are also referred to as SNARKs?. Modern SNARKSs are
usually built from two separate components. A polynomial interactive-oracle proof (PIOP)[BFS20;
Chi+20] and a polynomial-commitment[KZG10]. The PIOP is an information-theoretic interactive
proof system where the prover’s messages are oracles to (possibly multi-variate) polynomials. The
verifier is public-coin, i.e. all its messages are random challenges. The verifier the checks the proof
by evaluating the polynomial oracles. The polynomials itself may be large in size so to make this effi-

cient we replace the oracles with so-called polynomial commitments. This is a succinct commitment

2Technically, the S in SNARKSs refers to succinct or short proofs. This is a necessary but not sufficient requirement
for verifiable computing. Bulletproofs has succinct proofs, but the verifier runs in time linear in the statement.
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to a polynomial. There exists a specialized SNARK for these commitments that enables the prover
to convince a verifier that the polynomial was correctly evaluated. The Bulletproofs IPA can be
used to build a polynomial commitment. Given any such PIOP for some statement and any secure
polynomial commitment, as well as a secure cryptographic hash function, we can build a SNARK
for that statement[BFS20; Chi+20]. The security and efficiency properties of that statement are the
sum of the properties of the PIOP and the polynomial commitment.

This recipe is attractive because it enables separately designing each component. Additionally,
it has been used to build SNARKSs that are highly efficient and only require a minimal, universal
and updatable trusted setup[Mal+19; Chi+20; GWC19; Set20]. Most previous PIOPs were built
using univariate polynomials and required the prover to multiply large polynomials. This can be
done most efficiently using a Fast-Fourrier-Transform in time O(dlog(d)) for degree d polynomials.
The degree of these polynomials is usually proportional to the size of the circuit n. Unfortunately,

FFTs introduce several limitations when applied to large polynomials (E.g. d > 1M):

e They become a bottleneck of the computation. For smaller sizes, the computation is usually
bottlenecked by the polynomial commitment. However since this operation scales linearly in

n and FFTs scale super-linearly in n, they eventually become a bottleneck.

e They necessitate the use of FFT-friendly fields. These are fields such that there exists an n-th
root of the identity element 1. This requires using particular elliptic curves and limits the

composability with other protocols.

e The FFTs have complex memory accesses. They require loading the entire polynomial into
memory which becomes a bottleneck if the FFT becomes too large. Other components of the

proof system are data-parallel, i.e. there is no minimum memory size required.

e Plonk, the most widely used PIOP, has achieved part of its popularity due to the use of high-
degree gates. These are gates that do not just perform addition or multiplication but higher
degree operations, such as (2% + y) - z for three inputs x,y, 2. In Plonk and similar systems,
the prover needs to compute and send so-called quotient polynomials. These polynomials are
of degree D - n where D is the highest degree of any gate and n is the number of gates in the
circuit. These quotient polynomials limit the utility of high-degree gates if D gets too large
(in practice, D < 5).

With these limitations in mind we designed HyperPlonk. HyperPlonk is a multi-variate PIOP that
mirrors the features and arithmetization of Plonk[GWC19] but does not require the use of FFTs.
Instead, it is built on the famous sumcheck protocol[Lun+92]. Instead of interpolating the witness as
a univariate polynomial over roots of unity, HyperPlonk uses multi-linear polynomials and encodes
the witness over the boolean hypercube. We carefully replace each sub-component of Plonk to get
rid of the requirement of FFTs. This yields a PIOP where the prover is fully linear in the witness

instead of quasi-linear. Accompanying this HyperPlonk has a few additional attractive features:
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High degree gates Using multi-linear polynomials we now are able to use much higher degree
custom gates. The reason is that within the sum-check protocol, the prover needs to compute

and send polynomials of size D instead of size n - D.

Efficient Lookup We design an efficient lookup protocol that enables proving that some value is
within a table of values. This can be useful for range proofs if the table contains all values
within a range. Unlike previous online lookups®, the prover is fully linear in the size of the
table.

Soundness in small fields HyperPlonk can be instantiated such that it is sound even in small,
polynomial-size fields. Concretely, the soundness error is only O(%) instead of O(%) for

univariate PIOPs.

Batch evaluation of polynomial commitments Using the same sumcheck protocol, we build
an efficient batch evaluation protocol, that enables reducing k& multi-linear polynomial evalua-
tions to a single polynomial evaluation. The protocol applies to any homomorphic polynomial

commitment.

Orion+ We also propose Orion+, an improvement on Orion[XZS22b]. Orion+ has significantly

smaller proofs (7kb vs 3MB) while retaining the same asymptotic, linear prover complexity.

1.3.1 Application to Rollups and ZK-EVMs

We designed HyperPlonk specifically for large complex statements. One set of applications where
this is useful are so-called rollups and the ZK-EVM. In these rollups, a sequencer collects a list
of transactions and then proves that these transactions lead to a specific state transition. Using
verifiable computing, it is possible to create proofs that are significantly more efficient to verify than
replaying all the rolled-up transactions. Current efforts aim to roll-up entire blocks with thousands
of transactions. On Ethereum, these transactions can be more than just simple transfers of funds but
complex programs, called smart contracts. Efforts to build rollups for the Ethereum VM (EVM) are
referred to as ZK-EVMs*. Current implementation efforts of the ZK-EVM!?, heavily rely on high-
degree gates and lookups. There are also multiple companies'! trying to build hardware solutions to
facilitate efficient rollups. HyperPlonk is designed with these features and to be particularly hardware
friendly. For these reasons, the Ethereum foundation has started to build its own HyperPlonk
implementation (based on the implementation reported in this paper) and include it in their ZK-

EVM efforts!2.

3Recently, there has also been an effort in offline lookups where the table can be preprocessed.[Zam+-21; EFG22].
These have different applications and can potentially be combined.

4This is mainly a misnomer as the zero-knowledge or ZK property is not important here. We only require that the
proofs or SNARKSs have the verifiable computing property.
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1.4 Verifiable Delay Functions

Early blockchains, such as Bitcoin[Nak08] and Ethereum, were built using proof-of-work consensus.
This means that participants’ voting power is proportional to the amount of computation or work
they perform. Concretely, in Bitcoin, nodes continuously attempt to solve a computational puzzle,
and the person solving it first gets elected as leader, i.e proposes the next block of transactions. The
process is random, such that a node controlling x percent of the network’s computational power,
measured in hashes per second, has an x percent chance of solving the puzzle first. Randomness is
vital for the consensus, ensuring that an adversary will not be able to produce all transaction blocks,
even if it controls a plurality of the computational power. Nodes get rewarded for producing such a
block with newly minted Bitcoin and transaction fees.

Unfortunately, this process is incredibly wasteful. The block production and thus the rewards
are proportional to the entire systems computational power. Thus, nodes are incentivized to try
to solve the puzzle as fast as possible, acquire more computational power, and burn more energy.
Unfortunately, the puzzle itself has no inherent use'®. Bitcoin is estimated to use about 100 TWh
per year. That is on the level of nation states such as the Netherlands or the Philippines'4. From
another perspective, the energy consumption of a single Bitcoin transaction is equivalent to the
power 20 US Households consume in a day. This underscores the imperative for exploring alternative
solutions. Fortunately, such solutions exist with proof-of-space and proof-of-stake consensus systems.
Informally, in proof-of-space, the voting power is proportional to the storage a user allocates, and
in proof-of-stake, it is proportional to the amount tokens a user owns and allocates. Both methods
do not require heavy computation and are thus much more environmentally friendly than proof of
work. They are now being widely deployed in modern blockchains. Ethereum recently upgraded to
a proof-of-stake consensus'®, which is estimated to have reduced Ethereum’s energy consumption
by 99.95%. Proof-of-stake and proof-of-space are not without technical difficulties and limitations.
One important one is related to leader election. Proof-of-work directly provides a mechanism for
randomly electing a leader proportional to the work. For neither of the other protocols, this is the
case. Focussing on proof-of-stake, we have a list of public keys and associated weights (the staked
values) to these keys. A consensus protocol, in every round, needs to select a key proportional to the
weights. The owner of that key then gets to publish the next block. It is important that this selection
is unbiased, even in the face of an adversary that controls some f fraction of stake. Additionally, we
need the selection to be unpredictable up to some point ¢ as otherwise, an adversary could register
keys that have higher chances of winning the leader selection.

These properties can be achieved though a so-called random beacon[Rab83]. A random beacon is
a protocol for periodically emitting uniform, unbiased, and unpredictable values. It can be thought
of as a multi-party protocol between n parties, such that if a beacon value appears at time ¢, then for
any time t’ < t —k, no adversary can predict the beacon value with more than negligible probability,

and no adversary can bias the output of the beacon by more than a negligible amount. There are
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several ways to produce a random beacon: One could rely on a trusted party, but this is undesirable
in many applications. Alternatively, one could use a commit-and-reveal protocol where parties
commit to some random value and then, after some time, reveal it. This is the kind of protocol that
is currently used in Ethereum|[Ran]. Unfortunately, it is possible to bias it as a node can simply
choose not to reveal the value. Ethereum deals with this by economically incentivizing nodes to
open, but these incentives do not provide strong guarantees. Thirdly, one can rely on threshold
cryptography[Syt+17] to generate a shared secret. The protocols require that f < 1/3rd. They also
have a minimum communication complexity of n? broadcasts, i.e. each party needs to send n values

to every other party.

1.4.1 An unbiasable, ecological and communication-efficient beacon from
VDFs

With these limitations in mind, we introduce Verifiable Delay Functions in Chapter 4. Verifiable
Delay Functions are a novel cryptographic primitive that, among many other applications, enables
building a secure random beacon, which is secure against n — 1 corruptions and only has an O(n)
communication complexity. VDFs are characterized by the three properties that make up its name.
A VDF is a function that maps each input from some domain to a unique output in its image.
Evaluating the VDF incurs a delay. That is, it T sequential steps to evaluate, and no parallel
polynomial-time adversary can evaluate it faster than €I'. Finally, it is wverifiable, in that it is
possible to verify that the VDF was evaluated correctly in time polylog7. This verification may
take in an optional proof. The beacon construction from VDFs is simple and elegant. We assume a
common ledger or some other verifiable broadcast channel. Each party posts some random value r
to the ledger in some time window [to,to + t]. ¢ has to be large enough such that all honest parties
are able to post a message within that time-frame. Then all posted values, are hashed using a secure
hash function. We then apply a VDF to the output with parameters such that €I" > t. After time
T some party (could be any honest party), posts the verifiable VDF output. This output is hashed
and becomes the random beacon. To get an intuition for why this is a secure beacon, consider and
adversary that controls n — 1 parties and one honest party. Let’s also assume that the hash function
is modeled as a random oracle. The honest party sends its value at the beginning of the time window.
This gives the adversary time ¢ to decide what values to post. However, it cannot evaluate the VDF
in time ¢, as €I’ > t. Thus, unless it has precomputed the input to the VDF, it cannot learn the
output before tg + €I', and thus the beacon value. Precomputing the input is improbable for an
exponential input domain, as the single honest party chooses its value randomly. Finally, since the
VDF is a deterministic function, an adversary that can bias the output significantly must also be
able to guess the output with non-negligible probability. This contradicts the delay property of the
VDF.

In this dissertation, we formally define VDFs, including the security definitions that enable
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this beacon construction. We also give several constructions of VDFs. From incremental verifiable
computation as well as from plain verifiable computation, and give several optimizations and concrete

underlying primitives that improve the practicality of these constructions.

1.4.2 Impact

VDFs had a significant theoretical and practical impact. Multiple blockchains such as Chial6 |

17 8 use variants of VDFs in their ecological consensus systems. Furthermore,

Filecoin'” , and Solana'
Ethereum is planning to use a VDF based on incrementally verifiable computation and a delay
function that is nearly identical to the construction in our paper[KMT22]. There has also been
significant academic interest in VDF's. Pietrzak[Piel9a] and Wesolowski [Wes19] gave elegant direct
VDF constructions in groups of unknown order. De Feo, Masson, Petit, and Sanso[De +19] gave
a VDF construction that does not require a proof using isogenies. VDFs have also been used
to show complexity theoretic connections between unique games (PPAD hardness) and repeated
squaring[Cho+19; Eph+20b; LV20]. Further, they have been used to achieve dynamic availability
for proof-of-stake and proof-of-space protocols[DKT21]. Dynamic availability is the ability for honest

nodes to sync with the current state after being offline without additional trust assumptions.

1.5 ProtoStar: Proofs for VDFs and Succinct Blockchains

Verifiable Delay Functions can be built by taking a sequential computation, e.g. chaining of hashes,
and using a SNARK to prove that the computation was executed correctly. This construction has
several disadvantages. Firstly, the SNARK can only be constructed after the computation is done.
Also computing the SNARK, tends to be many orders of magnitude more expensive than performing
the underlying computation. This means that an adversary can learn the output of the VDF, long
before an honest party is able to construct a convincing proof of the VDFs correctness. Secondly,
this construction is incompatible with continuous VDFs[Eph+20a]. In continuous VDFs, the delay
function can always be evaluated for one more step, and at every point, the output can be efficiently
verified. Using a SNARK to achieve the verifiability property of a continuous VDF would imply that
the entire SNARK needs to be recomputed at every step. Fortunately, we describe another VDF
construction in Chapter 4 that does not suffer from these drawbacks. It is built on Incrementally
Verifiable Computation(IVC)[Val08]. IVC enables proving that a t-step computation was performed
correctly, with two important properties: Checking the proof takes at most polylog(t) time and
given the state of the computation and a proof for the first ¢ steps, any prover can continue the
computation and efficiently update the proof. Beyond it’s application to VDFs, IVC has many more

applications to Blockchains and beyond:

Succinct Blockchains IVC can be used to build blockchain protocols such that new nodes, or

nodes that were offline, only need to download and check a constant amount of data. The idea is
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that along with every transaction block, block producers construct an IVC proof that the entire
blockchain, including the consensus and all transactions, up to that point was valid. Nodes then
download the state or a succinct commitment to the state along with the IVC proof and are
convinced that the blockchain contains only valid transactions and that the consensus is correct.
This is particularly useful in the sleepy model of consensus[PS17] that allows honest nodes to
go offline for long periods of time. This vision of succinct blockchains has been realized in the
Mina Blockchain system[Bon+-20b], that utilizes a precursor of ProtoStar[BGH19; Biin+20].

Rollups IVC can be used to compress the verification of multiple blocks in a Blockchain. However,
it can also be used to compress the verification of many transactions within a block. This can
be used to build rollups as described in Section 1.3 or simply to speed up the verifications of
blocks. One interesting property of IVC and its generalization, Proof Carrying Data[Bit+13al,
is that they enable multiple distributed provers to construct a single proof together. This
would allow multiple rollup servers to construct rollup proofs for a distinct set of transactions
and then generate a single proof for the entire rollup block. Each prover’s proving work is only

proportional to the number of transactions in their set.

Proofs of VMs More generally, IVC can be used to prove the correct execution of a t-step virtual
machine. This machine could be the Ethereum Virtual Machine (EVM) or a more classic
architecture such as web assembly. Such proofs, again, have the ability to outsource verifica-
tion. Such VMs consist of a control unit, that indicates what instruction to execute, an logical
unit that executes the specific instructions, and a memory unit that stores the VMs state.
ProtoStar is designed to efficiently support these units with minimal overhead. In systems
such as ProtoStar, the verification is naively as expensive as a single step of the VM. However,
ProtoStar could be combined with SNARKSs, such as HyperPlonk, in order to compress even

that final verification step.

1.5.1 Efficient and Flexible IVC from accumulation

IVC is clearly a very powerful primitive with a myriad of applications. However, until recently,
constructing IVC was very expensive, as it relied on so-called recursive SNARKs. The idea is to
take a SNARK and prove that a step of computation was executed correctly. Then construct a
second SNARK that proves the next step of the computation and proofs that the previous SNARK
was correct. This continues for perpetuity. Implementing this recursive step introduced a significant
overhead that limited the practicality of these systems[Ben+14b]. Recently, starting with the break-
through of Halo[BGH19], which is built on the batch-verification of Bulletproofs (see Section 3.3.8),
a series of papers[Biin+20; Biin+21a; KST22; KS22; KS23] have started to remove these practical
limitations. The key insight is that it is unnecessary to prove that the entire SNARK was correct.

Instead, we can batch or accumulate the verification checks and only prove that this accumulation
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was performed correctly. This has led to IVC constructions with significantly improved practi-
cal efficiency and additional greatly reduced the cryptographic requirements for constructing IVC.
It is now possible to construct IVC without a trusted setup, simply from the discrete logarithm
assumption, without the need for FFTs[Biin+21a]. In Chapter 5 we introduce ProtoStar, a new

accumulation-based IVC scheme that advances the state of the art in several significant dimensions.

General Recipe ProtoStar is built on a general recipe for constructing such accumulation schemes
that unifies the previous, seemingly ad-hoc constructions. We show that it is possible to
build secure and efficient accumulation schemes from very simple building blocks, namely any

special-sound protocol with an algebraic verifier.

High degree circuits Unlike prior work, which was only able to handle addition and multiplication
gates, ProtoStar is able to handle computations that are of high degree. Both the recursive
circuit and the provers work have only a minimal dependence on the degree of the gate. This
makes ProtoStar significantly more expressive and suitable for complex statements, such as

virtual machine computations.

Lookup Gates ProtoStar is able to handle lookup gates, i.e. checking that some value is in some
pre-computed table, such that the provers work is linear in the number of lookups and inde-
pendent of the table size. This is the most efficient lookup argument of any proof system (IVC
or SNARK) to date.

Non-uniform IVC ProtoStar natively and efficiently supports non-uniform circuits. That is, each
computation step can execute one of a fixed number of circuits. This efficiently implements
the control unit of a virtual machine. The prover’s cost is only linear in the executed circuit,

not all circuits.
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Chapter 2

Bulletproofs: Privacy through

Zero-Knowledge

2.1 Introduction

Blockchain-based cryptocurrencies enable peer-to-peer electronic transfer of value by maintaining
a global distributed but synchronized ledger, the blockchain. Any independent observer can verify
both the current state of the blockchain as well as the validity of all transactions on the ledger. In
Bitcoin, this innovation requires that all details of a transaction are public: the sender, the receiver,
and the amount transferred. In general, we separate privacy for payments into two properties: (1)
anonymity, hiding the identities of sender and receiver in a transaction and (2) confidentiality, hiding
the amount transferred. While Bitcoin provides some weak anonymity through the unlinkability of
Bitcoin addresses to real world identities, it lacks any confidentiality. This is a serious limitation for
Bitcoin and could be prohibitive for many use cases. Would employees want to receive their salaries
in bitcoin if it meant that their salaries were published on the public blockchain?

To address the confidentiality of transaction amounts, Maxwell [Max16] introduced confidential
transactions (CT), in which every transaction amount involved is hidden from public view using a
commitment to the amount. This approach seems to prevent public validation of the blockchain; an
observer can no longer check that the sum of transaction inputs is greater than the sum of transaction
outputs, and that all transaction values are positive. This can be addressed by including in every
transaction a zero-knowledge proof of validity of the confidential transaction.

Current proposals for CT zero-knowledge proofs [Poe+19] have either been prohibitively large
or required a trusted setup. Neither is desirable. While one could use succinct zero-knowledge
proofs (SNARKs) [Ben+13; Gen+13] they require a trusted setup, which means that everyone

needs to trust that the setup was performed correctly. One could avoid trusted setup by using
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a STARK [Ben+19a], but the resulting range proofs while asymptotically efficient are practically
larger than even the currently proposed solutions.

Short non-interactive zero-knowledge proofs without a trusted setup, as described in this paper,
have many applications in the realm of cryptocurrencies. In any distributed system where proofs

are transmitted over a network or stored for a long time, short proofs reduce overall cost.

2.1.1 Our Contributions

We present Bulletproofs, a new zero-knowledge argument of knowledge' system, to prove that a
secret committed value lies in a given interval. Bulletproofs do not require a trusted setup. They
rely only on the discrete logarithm assumption, and are made non-interactive using the Fiat-Shamir
heuristic.

Bulletproofs builds on the techniques of Bootle et al. [Boo+16], which yield communication-
efficient zero-knowledge proofs. We present a replacement for their inner-product argument that
reduces overall communication by a factor of 3. We make Bulletproofs suitable for proving statements
on committed values. Examples include a range proof, a verifiable shuffle, and other applications
discussed below. We note that a range proof using the protocol of [Boo+16] would have required
implementing the commitment opening algorithm as part of the verification circuit, which we are

able to eliminate.

Distributed Bulletproofs generation. We show that Bulletproofs support a simple and efficient
multi-party computation (MPC) protocol that allows multiple parties with secret committed values
to jointly generate a single small range proof for all their values, without revealing their secret values
to each other. One version of our MPC protocol is constant-round but with linear communication.
Another variant requires only logarithmic communication, but uses a logarithmic number of rounds.
When a confidential transaction has inputs from multiple parties (as in the case of CoinJoin), this
MPC protocol can be used to aggregate all the proofs needed to construct the transaction into a

single short proof.

Proofs for arithmetic circuits. While we focus on confidential transactions (CT), where our
work translates to significant practical savings, we stress that the improvements are not limited to
CT. We present Bulletproofs for general NP languages. The proof size is logarithmic in the number
of multiplication gates in the arithmetic circuit for verifying a witness. The proofs are much shorter
than [Boo+16] and allow inputs to be Pedersen commitments to elements of the witness. We also

give a proof system for R1CS that allows proving statements about a committed vector of values.

Optimizations and evaluation. We provide a complete implementation of Bulletproofs that
includes many further optimizations described in Section 2.7. For example, we show how to batch the

verification of multiple Bulletproofs so that the cost of verifying every additional proof is significantly

1Proof systems with computational soundness like Bulletproofs are sometimes called argument systems. We will
use the terms proof and argument interchangeably.
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reduced. We also provide efficiency comparisons with the range proofs currently used for confidential
transactions [Max16; ano] and with other proof systems. Our implementation includes a general
tool for constructing Bulletproofs for any NP language. The tool reads in arithmetic circuits in the
Pinocchio [Par+13] format which lets users use their toolchain. This toolchain includes a compiler
from C to the circuit format. We expect this to be of great use to implementers who want to use

Bulletproofs.

2.1.2 Applications

We first discuss several applications for Bulletproofs along with related work specific to these appli-

cations. Additional related work is discussed in Section 2.1.3.

Confidential Transactions and Mimblewimble

Bitcoin and other similar cryptocurrencies use a transaction-output-based system where each trans-
action fully spends the outputs of previously unspent transactions. These unspent transaction
outputs are called UTXOs. Bitcoin allows a single UTXO to be spent to many distinct outputs,
each associated with a different address. To spend a UTXO a user must provide a signature, or more
precisely a scriptSig, that enables the transaction SCRIPT to evaluate to true [Bon+15]. Apart from
the validity of the scriptSig, miners verify that the transaction spends previously unspent outputs,
and that the sum of the inputs is greater than the sum of the outputs.

Maxwell [Max16] introduced the notion of a confidential transaction, where the input and output
amounts in a transaction are hidden in Pedersen commitments [Ped92]. To enable public validation,
the transaction contains a zero-knowledge proof that the sum of the committed inputs is greater
than the sum of the committed outputs, and that all the outputs are positive, namely they lie in
the interval [0,2"], where 2" is much smaller than the group size. All current implementations of
confidential transactions [Max16; MP15; Poe+19; NM+16] use range proofs over committed values,
where the proof size is linear in n. These range proofs are the main contributor to the size of a
confidential transaction. In current implementations[Max16], a confidential transaction with only
two outputs and 32 bits of precision is 5.4 KB bytes, of which 5 KB are allocated to the range proof.
Even with recent optimizations the range proofs would still take up 3.8 KB.

We show in Section 2.7 that Bulletproofs greatly improve on this, even for a single range proof
while simultaneously doubling the range proof precision at marginal additional cost (64 bytes). The
logarithmic proof size additionally enables the prover to aggregate multiple range proofs, e.g. for
transactions with multiple outputs, into a single short proof. With Bulletproofs, m range proofs
are merely O(log(m)) additional group elements over a single range proof. This is already useful
for confidential transactions in their current form as most Bitcoin transactions have two or more
outputs. It also presents an intriguing opportunity to aggregate multiple range proofs from different

parties into one proof, as would be needed, for example, in a CoinJoin transaction [Max13]. In
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Section 2.4.5, we present a simple and efficient MPC protocol that allows multiple users to generate
a single transaction with a single aggregate range proof. The users do not have to reveal their secret
transaction values to any of the other participants.

Confidential transaction implementations are available in side-chains[Poe+19], private blockchains[And17],
and in the popular privacy-focused cryptocurrency Monero [NM+16]. All these implementations
would have subsequently switched to using Bulletproofs. In Monero this led to a 97% reduction in

transaction fees?.

Mimblewimble. Recently an improvement was proposed to confidential transactions, called Mim-
blewimble [Jed16; ano|, which provides further savings.

Jedusor [Jed16] realized that a Pedersen commitment to 0 can be viewed as an ECDSA public key,
and that for a valid confidential transaction the difference between outputs, inputs, and transaction
fees must be 0. A prover constructing a confidential transaction can therefore sign the transaction
with the difference of the outputs and inputs as the public key. This small change removes the
need for a scriptSig which greatly simplifies the structure of confidential transactions. Poelstra [ano]
further refined and improved Mimblewimble and showed that these improvements enable a greatly
simplified blockchain in which all spent transactions can be pruned and new nodes can efficiently
validate the entire blockchain without downloading any old and spent transactions. Along with
further optimizations, this results in a highly compressed blockchain. It consists only of a small subset
of the block-headers as well as the remaining unspent transaction outputs and the accompanying
range proofs plus an un-prunable 32 bytes per transaction. Mimblewimble also allows transactions
to be aggregated before sending them to the blockchain.

A Mimblewimble blockchain grows with the size of the UTXO set. Using Bulletproofs, it would
only grow with the number of transactions that have unspent outputs, which is much smaller than
the size of the UTXO set. Overall, Bulletproofs can not only act as a drop-in replacement for the
range proofs in confidential transactions, but it can also help make Mimblewimble a practical scheme
with a blockchain that is significantly smaller than the current Bitcoin blockchain. Subsequent, to
the initial publication of Bulletproofs both public Mimblewimble implementations, Grin and Beam,

adopted Bulletproof’s range proofs.

Provisions

Dagher et al. [Dag+15] introduced the Provisions protocol which allows Bitcoin exchanges to prove
that they are solvent without revealing any additional information. The protocol crucially relies on
range proofs to prevent an exchange from inserting fake accounts with negative balances. These
range proofs, which take up over 13GB, are the main contributors to the proof sizes of almost 18GB
for a large exchange with 2 million customers. The proof size is in fact linear in the number of

customers. Since in this protocol, one party (the exchange) has to construct many range proofs at

2https ://bitcoinmagazine.com/culture/monero-transaction-fees-reduced-97-after-bulletproofs-upgrade
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once, the general Bulletproofs protocol from Section 2.4.3 is a natural replacement for the NIZK
proof used in Provisions. With the proof size listed in Section 2.7, we obtain that the range proofs
would take up less than 2 KB with our protocol. Additionally, the other parts of the proof could be
similarly compressed using the protocol from Section 2.5. The proof would then be dominated by
one commitment per customer, with size 62 MB. This is roughly 300 times smaller then the current

implementation of Provisions.

Verifiable shuffles

Consider two lists of committed values x1,...,2, and y1,...,y,. The goal is to prove that the
second list is a permutation of the first. This problem is called a wverifiable shuffie. It has many
applications in voting [Fur+03; Nef01], mix-nets [Cha82], and solvency proofs [Dag+15]. Neff [Nef01]
gave a practical implementation of a verifiable shuffle and later work improved on it [Grol0a; GI08].
Currently the most efficient shuffle [BG12] has size O(y/n).

Bulletproofs can be used to create a verifiable shuffle of size O(logn). The two lists of commit-
ments are given as inputs to the circuit protocol from Section 2.5. The circuit can implement a shuffle
by sorting the two lists and then checking that they are equal. A sorting circuit can be implemented
using O(n - log(n)) multiplications which means that the proof size will be only O(log(n)). This is
much smaller than previously proposed protocols. Given the concrete efficiency of Bulletproofs, a
verifiable shuffle using Bulletproofs would be very efficient in practice. Constructing the proof and

verifying it takes linear time in n.

NIZK Proofs for Smart Contracts

The Ethereum [Wool4] system uses highly expressive smart contracts to enable complex transac-
tions. Smart contracts, like any other blockchain transaction, are public and provide no inherent
privacy. To bring privacy to smart contracts, non-interactive zero-knowledge (NIZK) proofs have
been proposed as a tool to enable complex smart contracts that do not leak the user inputs [Kos+16;
MSH17; Cam+17]. However, these protocols are limited as the NIZK proof itself is not suitable for
verification by a smart contract. The reason is that communication over the blockchain with a smart
contract is expensive, and the smart contract’s own computational power is highly limited. SNARKs,
which have succinct proofs and efficient verifiers, seem like a natural choice, but current practical
SNARKS [Ben+13] require a complex trusted setup. The resulting common reference strings (CRS)
are long, specific to each application, and possess trapdoors. In Hawk [Kos+16], for instance, a
different CRS is needed for each smart contract, and either a trusted party is needed to generate it,
or an expensive multi-party computation is needed to distribute the trust among a few parties. On
the other hand, for small applications like boardroom voting, one can use classical sigma protocols
[MSH17], but the proof-sizes and expensive verification costs are prohibitive for more complicated

applications. Recently, Campanelli et al. [Cam+17] showed how to securely perform zero-knowledge
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contingent payments (ZKCPs) in Bitcoin, while attacking and fixing a previously proposed protocol
[Max]. ZKCPs enable the trustless, atomic and efficient exchange of a cryptocurrency vs. some
digital good. While ZKCPs support a wide area of applications they fundamentally work for only
a single designated verifier and do not allow for public verification. For some smart contracts that
have more than two users, public verification is often crucial. In an auction, for example, all bidders
need to be convinced that all bids are well formed.

Bulletproofs improves on this by enabling small proofs that do not require a trusted setup. The
Bulletproofs verifier is not cheap, but there are multiple ways to work around this. First, a smart
contract may act optimistically and only verify a proof if some party challenges its validity. Incentives
can be used to ensure that rational parties never create an incorrect proof nor challenge a correct
proof. This can be further improved by using an interactive referee delegation model [CRR11],
previously proposed for other blockchain applications [BGB17; TR]. In this model, the prover
provides a proof along with a succinct commitment to the verifier’s execution trace. A challenger
that disagrees with the computation also commits to his computation trace and the two parties
engage in an interactive binary search to find the first point of divergence in the computation. The
smart contract can then execute this single computation step and punish the party which provided
a faulty execution trace. The intriguing property of this protocol is that even when a proof is
challenged, the smart contract only needs to verify a single computation step, i.e. a single gate of
the verification circuit. In combination with small Bulletproofs, this can enable more complex but
privacy preserving smart contracts. Like in other applications, these NIZK proofs would benefit from
the MPC protocol that we present in Section 2.4.5 to generate Bulletproofs distributively. Consider
an auction smart contract where bidders in the first round submit commitments to bids and in the
second round open them. A NIZK can be used to prove properties about the bids, e.g. they are in
some range, without revealing them. Using Bulletproofs” MPC multiple bidders can combine their

Bulletproofs into a single proof. Furthermore, the proof will hide which bidder submitted which bid.

Short Non-Interactive Proofs for Arithmetic Circuits without a Trusted Setup

Non-interactive zero-knowledge protocols for general statements are not possible without using a
common reference string, which should be known by both the prover and the verifier. Many efficient
non-interactive zero-knowledge proofs and arguments for arithmetic circuit satisfiability have been
developed [Mic94; KP98; GS08; Gen+13; Ben+13; Ben+18b], and highly efficient protocols are
known. However, aside from their performance, these protocols differ in the complexity of their
common reference strings. Some, such as those in[Ben+13], are highly structured, and sometimes
feature a trapdoor, while some are simply chosen uniformly at random. Security proofs assume that
the common reference string was honestly generated. In practice, the common reference string can
be generated by a trusted third party, or using a secure multi-party computation protocol. The

latter helps to alleviate concerns about embedded trapdoors, as with the trusted setup ceremony
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used to generate the public parameters for [Ben+14al.

Zero-knowledge SNARKS have been the subject of extensive research [Grol0Ob; Bit+12a; Gen+13;
Bit+13a; Par+13; Ben+13; Grol6]. They generate constant-sized proofs for any statement, and have
extremely fast verification time. However, they have highly complex common reference strings which
require lengthy and computationally intensive protocols [BGG19] to generate distributively. They
also rely on strong unfalsifiable assumptions such as the knowledge-of-exponent assumption.

A uniformly-random common reference string, on the other hand, can be derived from common
random strings, like the digits of 7 or by assuming that hash functions behave like a random oracle.
Examples of non-interactive protocols that do not require a trusted setup include [Mic94; Boo+16;
Boo+17; Ben+17a; Ben+18b).

Ben-Sasson et al. present a proof system [Ben+17b] and implementation [Ben+17a] called Scal-
able Computational Integrity (SCI). While SCI has a simple setup, and relies only on collision-
resistant hash functions, the system is not zero-knowledge and still experiences worse performance
than [Ben+13; Boo+16]. The proof sizes are roughly 42 MB large in practice for a reasonable circuit.
In subsequent work Ben-Sasson et al. presented STARKs [Ben+18b], which are zero-knowledge and
more efficient than SCI. However even with these improvements the proof size is still over 200 KB
(and grows logarithmically) at only 60-bit security for a circuit of size 2!7. A Bulletproof for such
a circuit at twice the security would be only about 1 KB. Constructing STARKS is also costly in
terms of memory requirements because of the large FFT that is required to make proving efficient.

Ames et al. [Ame+17] presented a proof system with linear verification time but only square
root proof size building on the MPC in the head technique. Wahby [Wah+18] recently present
a cryptographic zero-knowledge proof system which achieves square root verifier complexity and
proof size based on the proofs for muggles [GKRO8] techniques in combination with a sub-linear

polynomial commitment scheme.

2.1.3 Additional Related Work

Much of the research related to electronic payments that predates Bitcoin [Nak08] focused on efficient
anonymous and confidential payments [CHLO5; Cha82] . With the advent of blockchain-based cryp-
tocurrencies, the question of privacy and confidentiality in transactions has gained a new relevance.
While the original Bitcoin paper [Nak08] claimed that Bitcoin would provide anonymity through
pseudonymous addresses early work on Bitcoin showed that the anonymity is limited [Mei+413;
And+13]. Given these limitations, various methods have been proposed to help improve the privacy
of Bitcoin transactions. CoinJoin [Max13], proposed by Maxwell, allows users to hide informa-
tion about the amounts of transactions by merging two or more transactions. This ensures that
among the participants who join their transactions, it is impossible to tell which transaction in-
puts correspond to which transaction outputs. However, users do require some way of searching

for other users, and furthermore, should be able to do so without relying on a trusted third party.
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ESORICS:RufMorKat14 [RMK14] tried to fulfill this requirement by taking developing the ideas
of CoinJoin and proposing a new Bitcoin mixing protocol which is completely decentralized. Mon-
ero [Mon] is a cryptocurrency which employs cryptographic techniques to achieve strong privacy
guarantees. These include stealth addresses, ring-signatures [Sab13], and ring confidential trans-
actions [NM+16]. ZeroCash [Ben+14a] offers optimal privacy guarantees but comes at the cost of

expensive transaction generation and the requirement of a trusted setup.

Range proofs. Range proofs are proofs that a secret value, which has been encrypted or committed
to, lies in a certain interval. Range proofs do not leak any information about the secret value, other
than the fact that they lie in the interval. Lipmaa [Lip03] presents a range proof which uses integer
commitments, and Lagrange’s four-square theorem which states that every positive integer y can be
expressed as a sum of four squares. Groth [Gro05] notes that the argument can be optimized by
considering 4y + 1, since integers of this form only require three squares. The arguments require
only a constant number of commitments. However, each commitment is large, as the security of
the argument relies on the Strong RSA assumption. Additionally, a trusted setup is required to
generate the RSA modulus or a prohibitively large modulus needs to be used [San99]. Camenisch et
al. [CCs08] use a different approach. The verifier provides signatures on a small set of digits. The
prover commits to the digits of the secret value, and then proves in zero-knowledge that the value
matches the digits, and that each commitment corresponds to one of the signatures. They show that
their scheme can be instantiated securely using both RSA accumulators [Bd94] and the Boneh-Boyen
signature scheme [BB04]. However, these range proofs require a trusted setup. Approaches based on
the n-ary digits of the secret value are limited to proving that the secret value is in an interval of the
form [0,n* —1]. One can produce range proofs for more general intervals by using homomorphic
commitments to translate intervals, and by using a combination of two different range proofs to
conduct range proofs for intervals of different widths. However, [CLs10] presented an alternative
digital decomposition which enables an interval of general width to be handled using a single range

proof.

2.2 Preliminaries

Before we present Bulletproofs, we first review some of the underlying tools. In what follows, a
PPT adversary A is a probabilistic interactive Turing Machine that runs in polynomial time in the

security parameter A. We will drop the security parameter A from the notation when it is implicit.
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2.2.1 Assumptions
Definition 2.1 (Discrete Log Relation). For all PPT adversaries A and for all n > 2 there exists
a negligible function p(X) such that

(G, +) = Setup(1*), Gy,...,G, +$G;
al,...,0y € Zp (—A(G,Gl,...,Gn)

P :3a; #0A [ ai- Gi = 0c € G| < p(N)

i=1

We say Y1, a; - G; = Og is a non trivial discrete log relation between g1, ..., g,. The Discrete
Log Relation assumption states that an adversary can’t find a non-trivial relation between randomly

chosen group elements. For n > 1 this assumption is equivalent to the discrete-log assumption.

2.2.2 Commitments

Definition 2.2 (Commitment). A non-interactive commitment scheme consists of a pair of proba-
bilistic polynomial time algorithms (Setup, Commit). The setup algorithm p < Setup(1*) generates
public parameters p for the scheme, for security parameter A\. The commitment algorithm Commit,
defines a function M x R — C for message space M, randomness space R and commitment space
C determined by p. For a message x € M, the algorithm draws r <% R uniformly at random, and

computes commitment com = Commit,(x;7).
For ease of notation we write Commit = Commit,,.

Definition 2.3 (Homomorphic Commitments). A homomorphic commitment scheme is a non-
interactive commitment scheme such that M, R and C are all abelian groups, and for all 1,5 € M,

1,72 € R, we have
Commit(z1;71) + Commit(ze; 7o) = Commit(xy + x2;71 + 72)

Definition 2.4 (Hiding Commitment). A commitment scheme is said to be hiding if for all PPT

adversaries A there exists a negligible function p(X\) such that.

p Setup(1>‘);
P b=V (20, m1) € M? < A(p),b <s{0,1},7 +s R,

com = Commit(zp;7), b < A(p, com)

- 5 < NO‘)

where the probability is over b,r,Setup and A. If u(\) = 0 then we say the scheme is perfectly
hiding.

Definition 2.5 (Binding Commitment). A commitment scheme is said to be binding if for all PPT
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adversaries A there exists a negligible function p such that.

p + Setup(1?),

P | Commit(xg; o) = Commit(x1;71) A zo # 21 < u(N)

T, T1,70,71 < A(p)
where the probability is over Setup and A. If u(\) = 0 then we say the scheme is perfectly binding.

In what follows, the order p of the groups used is implicitly dependent on the security parameter

A to ensure that discrete log in these groups is intractable for PPT adversaries.

Definition 2.6 (Pedersen Commitment). M, R =Z,, C = (G, +) of order p.
Setup: G, H <3G
Commit(z;r) = (x-G+r-H)

Definition 2.7 (Pedersen Vector Commitment). M =Z7, R = Z,, C = (G, +) with G of order p
Setup: G = (Gy,...,Gp),H <3G
Commit(x = (z1,...,zp);7)=r - H+(x,G)=r-H+> ,2;-G; €G

The Pedersen vector commitment is perfectly hiding and computationally binding under the
discrete logarithm assumption. We will often set r = 0, in which case the commitment is binding

but not hiding.

2.2.3 Zero-Knowledge Arguments of Knowledge

Bulletproofs are zero-knowledge arguments of knowledge. A zero-knowledge proof of knowledge is a
protocol in which a prover can convince a verifier that some statement holds without revealing any
information about why it holds. A prover can for example convince a verifier that a confidential
transaction is valid without revealing why that is the case, i.e. without leaking the transacted
values. An argument is a proof which holds only if the prover is computationally bounded and
certain computational hardness assumptions hold. We now give formal definitions.

We will consider arguments consisting of three interactive algorithms (Setup, P, V), all running
in probabilistic polynomial time. These are the common reference string generator Setup, the prover
P, and the verifier V. On input 1%, algorithm Setup produces a common reference string o. The
transcript produced by P and V when interacting on inputs s and ¢ is denoted by tr < (P(s), V(t)).
We write (P(s),V(t)) = b depending on whether the verifier rejects, b = 0, or accepts, b = 1.

Let R C {0,1}* x {0,1}* x {0,1}* be a polynomial-time-decidable ternary relation. Given o, we

call w a witness for a statement u if (o, u, w) € R, and define the CRS-dependent language
Lo={z]|3w: (o,z,w) € R}

as the set of statements x that have a witness w in the relation R.
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Definition 2.8 (Argument of Knowledge). The triple (Setup, P,V) is called an argument of knowl-
edge for relation R if it satisfies the following two definitions.

Definition 2.9 (Perfect completeness). (Setup, P, V) has perfect completeness if for all non-uniform

polynomial time adversaries A

P

(0,u,w) € R or (P(o,u,w),V(o,u)) =1 (u,w) + A(o)

o < Setup(1*) ]

Definition 2.10 (Computational Witness-Extended Emulation). (Setup, P, V) has witness-extended
emulation if for all deterministic polynomial time P* there exists an expected polynomial time em-
ulator Ext such that for all pairs of interactive adversaries Ay, As there exists a negligible function

w(A) such that

[ — Setup(1?*), (u, s) < )
P [y (tr) = 1| 7 SeuP(): (o) € ol |
I tr < (P*(o,u, s),V(o,u))
_ < u(A
o + Setup(1?), < u
./41 (tT) =1
P . . (ua 3) A AQ(G)v
A(tr is accepting = (o,u,w) € R) o
(tr,w) < Ext™ (o,u)
where the oracle is given by O = (P*(o,u,s),V(o,u)), and permits rewinding to a specific point

and resuming with fresh randomness for the verifier from this point onwards. We can also define
computational witness-extended emulation by restricting to non-uniform polynomial time adversaries

Aq and As.

We use witness-extended emulation to define knowledge-soundness as used for example in [Boo+16)
and defined in [GI08; Lin03]. Informally, whenever an adversary produces an argument which sat-
isfies the verifier with some probability, then there exists an emulator producing an identically
distributed argument with the same probability, but also a witness. The value s can be considered
to be the internal state of P*, including randomness. The emulator is permitted to rewind the
interaction between the prover and verifier to any move, and resume with the same internal state for
the prover, but with fresh randomness for the verifier. Whenever P* makes a convincing argument
when in state s, Ext can extract a witness, and therefore, we have an argument of knowledge of w

such that (o, u,w) € R.

Definition 2.11 (Public Coin). An argument of knowledge (Setup, P,V) is called public coin if all
messages sent from the verifier to the prover are chosen uniformly at random and independently of

the prover’s messages, i.e., the challenges correspond to the verifier’s randomness p.

An argument of knowledge is zero knowledge if it does not leak information about w apart from



CHAPTER 2. BULLETPROOFS: PRIVACY THROUGH ZERO-KNOWLEDGE 28

what can be deduced from the fact that (o, z,w) € R. We will present arguments of knowledge that
have special honest-verifier zero-knowledge. This means that given the verifier’s challenge values, it

is possible to efficiently simulate the entire argument without knowing the witness.

Definition 2.12 (Perfect Special Honest-Verifier Zero-Knowledge). A public coin argument of
knowledge (Setup,P,V) is a perfect special honest verifier zero-knowledge (SHVZK) argument of
knowledge for R if there exists a probabilistic polynomial time simulator Sim such that for all pairs

of interactive adversaries Ay, A

Setup(1*), (u, w, As(o), |
Pr| (o,u,w) € R and Ay(tr) =1 o < Setup(1%), (u,w, p) < Az(0)

tr « (P(o,u,w),V(o,u; p))

o = Setup(1*), (u, w, p) = As(0),

r| (o,u,w) and A4 (tr) b S p)

where p is the public coin randomness used by the verifier.

In this definition the adversary chooses a distribution over statements and witnesses but is
still not able to distinguish between the simulated and the honestly generated transcripts for valid
statements and witnesses.

We now define range proofs, which are proofs that the prover knows an opening to a commitment,
such that the committed value is in a certain range. Range proofs can be used to show that an integer
commitment is to a positive number or that two homomorphic commitments to elements in a field

of prime order will not overflow modulo the prime when they are added together.

Definition 2.13 (Zero-Knowledge Range Proof). Given a commitment scheme (Setup, Commit)
over a message space M which is a set with a total ordering, a Zero-Knowledge Range Proof is a
SHVZK argument of knowledge for the relation Rrange:

RRange : (P, (com, [, 7), (x,p)) € RRange ¢ com = Commit(z;p) ANl <z <7

2.2.4 Notation

Let G denote a cyclic additive group of prime order p and let Z,, denote the ring of integers modulo p.
Let G™ and Zj; be vector spaces of dimension n over G and Z, respectively. Let Z denote Zj, \ {0}.
Generators of G are denoted by G, H,V,U € G. Group elements are capitalized and blinding factors
are denoted by Greek letters, i.e. C' = a-G+aH € G is a Pedersen commitment to a. If not otherwise
clear from context z,y,z € Z7 are uniformly distributed challenges. z < Z; denotes the uniform
sampling of an element from Z5. Throughout the paper, we will also be using vector notations
defined as follows. Bold font denotes vectors, i.e. a € F™ is a vector with elements aq,...,a, € F.

Capitalized bold font denotes matrices, i.e. A € F™"*™ is a matrix with n rows and m columns such
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that a; ; is the element of A in the ith row and jth column. For a scalar ¢ € Z;, and a vector a € Zj,
we denote by b = c-a € Zj the vector where b; = c - a;. Furthermore, let (a,b) = S ai b
denotes the inner product between two vectors a,b € F” and aob = (a; - b1,...,a, - b,) € F" the
Hadamard product or entry wise multiplication of two vectors.

We also define vector polynomials p(X) = Zf:o pi - X' € Z'[X] where each coefficient p; is a

vector in Zy. The inner product between two vector polynomials I(X),7(X) is defined as

d i
UX),r(X)) =Y (lixg) - X7 € Z,[X] (2.1)
i=0 j=0
Let t(X) = (I{X),r(X)), then the inner product is defined such that t(z) = (I(z),r(x)) holds for
all z € Z,, i.e. evaluating the polynomials at z and then taking the inner product is the same as
evaluating the inner product polynomial at x.

For a vector G = (G1,...,Gy) € G" and a € Z7 we write C = (a,G) = Y"1, a; - G; € G. This
quantity is a binding (but not hiding) commitment to the vector a € Z,,. Given such a commitment
C and a vector b € Z; with non-zero entries, we can treat C' as a new commitment to aob. To
so do, define G% = (b;') - G, such that C = > (a; - b;) - G%. The binding property of this new
commitment is inherited from the old commitment.

Let a || b denote the concatenation of two vectors: if a € Z7 and b € Z;* then a| b € Z3+™.

For 0 < ¢ < n, we use Python notation to denote slices of vectors:
apg = (a1,...,a0) € F’, ay) = (g1, -, 0n) € F*¢,
For k € Zj we use k™ to denote the vector containing the first n powers of k, i.e.
K" = (1,k K, ... ,k"") € (Z})".

For example, 2" = (1,2,4,...,2" ). Equivalently k=" = (k™1)" = (1, k%, ..., kT,
Finally, we write {(Public Input; Witness) : Relation} to denote the relation Relation using the
specified Public Input and Witness.

2.3 Improved Inner-Product Argument

Bootle et al. [Boo+16] introduced a communication efficient inner-product argument and show how
it can be leveraged to construct zero-knowledge proofs for arithmetic circuit satisfiability with low
communication complexity. The argument is an argument of knowledge that the prover knows the
openings of two binding Pedersen vector commitments that satisfy a given inner product relation.

We reduce the communication complexity of the argument from 6log,(n) in [Boo+16] to only
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2log,(n), where n is the dimension of the two vectors. We achieve this improvement by modify-
ing the relation being proved. Our argument is sound, but is not zero-knowledge. We then show
that this protocol gives a public-coin, communication efficient, zero-knowledge range proof on a
set of committed values, and a zero-knowledge proof system for arbitrary arithmetic circuits (Sec-
tions 2.4 and 2.5). By applying the Fiat-Shamir heuristic we obtain short non-interactive proofs
(Section 2.4.4).

Overview. The inputs to the inner-product argument are independent generators G,H € G", a
scalar ¢ € Z,,, and P € G. The argument lets the prover convince a verifier that the prover knows

two vectors a, b € Z; such that
P={(a,G)+ (b,H) and  c¢=(a,b).

We refer to P as a binding vector commitment to a,b. Throughout the section we assume that the
dimension n is a power of 2. If need be, one can easily pad the inputs to ensure that this holds.

More precisely, the inner product argument is an efficient proof system for the following relation:
Ripa={(GHEG", P€G, c€Zy,;abeZ)): P=(aG)+(bH)Ac=(ab)}. (22)

The simplest proof system for (2.2) is one where the prover sends the vectors a,b € Z, to the
verifier. The verifier accepts if these vectors are a valid witness for (2.2). This is clearly sound,
however, it requires sending 2n elements to the verifier. Our goal is to send only 2log,(n) elements.

We show how to do this when the inner product ¢ = (a,b) is given as part of the vector
commitment P. That is, for a given P € G, the prover proves that it has vectors a, b € Z; for which

P={(a,G)+ (b,H)+ (a,b) - U. More precisely, we design a proof system for the relation:
{(GHeG", UPcG;abecZ): P=(aG)+(bH)+ (ab) U}. (2.3)

We show in Protocol 2.1 below that a proof system for (2.3) gives a proof system for (2.2) with the
same complexity. Hence, it suffices to give a proof system for (2.3).

To give some intuition for how the proof system for the relation (2.3) works let us define a hash
function H : Z2"+t1 — G as follows. First, set n’ = n/2 and fix generators G,H € G",U € G. Then
the hash function H takes as input a,a’,b,b’ € ZZ/ and ¢ € Zp, and outputs

H(a> ala b, blvc) = <a7 G[:n’]> + <a/> G[n’]> + <bv H[n/]> + <b/a H[n’:]> +c-U €G.

Now, using the setup in (2.3), we can write P as P = H (a[:n/], ap,, by b, (a, b)) Note that
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H is additively homomorphic in its inputs, i.e.

H(aj,a'y,by,b'y,¢1) - H(ag,a's,ba, b’y c2) = H(ay +ap, a'y +a’s, by + by, b’y +by, 1 + ).

Consider the following protocol for the relation (2.3), where P € G is given as input:
e The prover computes L, R € G as follows:
L =H( 0", apy), by, 0%, (apw),byy) )
R =H( apy, 0%, 0", bru, (ap bew) )
and recall that P = H( apn, A, brng, by, (a,b) )
It sends L, R € G to the verifier.
o The verifier chooses a random x <$ Z, and sends x to the prover.
e The prover computes a’ = za,, + zfla[n/:] € Zg, and b’ = :rflb[m/] +abp, € ZZI
and sends a’,b’ € Zz', to the verifier.

e Given (L, R,a’,b’), the verifier computes P’ = 22 - L + P + 2~ 2 - R and outputs “accept” if

P'=H (z7'a’, za/, zb/, z7'D/, (a’,b")). (2.4)

It is easy to verify that a proof from an honest prover will always be accepted. Indeed, the left hand
side of (2.4) is

2?2 L+P+z 2R=H (a[:n/] + x72a[n/:], an[:n’] +apy, xzb[n/:] + b[:n’], b[n’:] + £C72b[:n/], (a’,b’))

which is the same as the right hand side of (2.4).

In this proof system, the proof sent from the prover is the four tuple (L, R,a’,b’) and contains
only n + 2 elements. This is about half the length of the trivial proof where the prover sends the
complete a,b € Z to the verifier.

To see why this protocol is a proof system for (2.3) we show how to extract a valid witness
a,b € Z; from a successful prover. After the prover sends L, R we rewind the prover three times to
obtain three tuples (z;,a’;,b’;) for i = 1,...,3, where each tuple satisfies (2.4), namely

L@ . p.RE) = H(x;'a';, z@, abli, o)

7

1b’i, (a'i7b’1->). (25)
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Assuming x; # +x; for 1 <1 < j <3, we can find 11, v, 3 € Z), such that

3 3 3
2 -2

E zjv; =0 and E v; =1 and E xz; “v; =0.

i=1 i=1 i=1

Then setting

3
—1_/ / n
azg (vi-zyaly, vi-xdly) €2y
i=1

3
and b= Z(Vl . Jiib/i, vy - Jii_lb/i) S ZZ
i=1

we obtain that P = H (a[:nz],a[n/:],b[m/],b[n/:],c) where ¢ = Zf’:l v; - (a'y,b’;). We will show in
the proof of Theorem 2.1 below that with one additional rewinding, to obtain a fourth relation
satisfying (2.5), we must have ¢ = (a, b) with high probability. Hence, the extracted a, b are a valid

witness for the relation (2.3), as required.
Shrinking the proof by recursion. Observe that the test in (2.4) is equivalent to testing that
P'=(@, (27" G+ Gpy))+ (b, (2 -Hypy+ 27 - Hpyy)) + (@,0) - U

Hence, instead of the prover sending the vectors a’, b’ to the verifier, they can recursively engage
in an inner-product argument for P’ with respect to generators (z ! - G+ Gy, - Hppp +
@~' - Hp,, U). The dimension of this problem is only n’ = n/2.

The resulting log, n depth recursive protocol is shown in Protocol 2.2. This log, n round pro-
tocol is public coin and can be made non-interactive using the Fiat-Shamir heuristic. The total
communication of Protocol 2.2 is only 2[log,(n)] elements in G plus 2 elements in Z,. Specifically,

the prover sends the following terms:
(Ll, Rl)a RS (L10g2 ny Rlog2 n), a, b

where a,b € Z, are sent at the tail of the recursion. The prover’s work is dominated by 8n group
exponentiations and the verifier’'s work by 4n exponentiations. In Section 2.3.1 we present a more
efficient verifier that performs only 1 multi-exponentiation of size 2n + 2log(n). In Section 2.7 we

present further optimizations.

Proving security. The inner product protocol for the relation (2.2) is presented in Protocol 2.1.
This protocol uses internally a fixed group element v € G for which there is no known discrete-log
relation among G, H,u. The heart of Protocol 2.1 is Protocol 2.2 which is a proof system for the
relation (2.3). In Protocol 2.1 the element w is raised to a verifier chosen power z to ensure that the

extracted vectors a, b from Protocol 2.2 satisfy (a,b) = c.
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Pip’s input: (G,H; P,¢;a,b)
Vip’s input: (G, H; P;c)

Vip: X «s$Zy (2.6)

Vip = Pp:x (2.7)

P« P+(z-c)-U (2.8)

Run Protocol 2.2 on Input (G,H,c-U, P"; a,b) (2.9)

Protocol 2.1: Proof system for Relation (2.2) using Protocol 2.2. Here u € G is a fixed group element
with an unknown discrete-log relative to G, H € G".

The following theorem shows that Protocol 2.1 is a proof system for (2.2).

Theorem 2.1 (Inner-Product Argument). The argument presented in Protocol 2.1 for the rela-
tion (2.2) has perfect completeness and statistical witness-extended-emulation for either extracting a

non-trivial discrete logarithm relation between G, H,u or extracting a valid witness a,b.

The proof for Theorem 2.1 is given in Section 2.9.

2.3.1 Inner-Product Verification through Multi-Exponentiation

Protocol 2.2 has a logarithmic number of rounds and in each round the prover and verifier compute
a new set of generators G’, H’. This requires a total of 4n exponentiations: 2n in the first round, n
in the second and 575 in the jth. We can reduce the number of exponentiations to a single multi-
exponentiation of size 2n by delaying all the exponentiations until the last round. This technique
provides a significant speed-up if the proof is compiled to a non interactive proof using the Fiat-
Shamir heuristic (as in Section 2.4.4).

Let g and h be the generators used in the final round of the protocol and x; be the challenge
from the jth round. In the last round the verifier checks that a-G+b-H + (a-b) - U = P, where
a,b € Z, are given by the prover. By unrolling the recursion we can express these final g and h in
terms of the input generators G, H € G as:

n n
g:Zsi~Gi€G, h:25;1~Hi€G
i=1

i=1

where s = (s1,...,8,) € Z; only depends on the challenges (71, ..., Ziog,(n)). Thescalars si,..., s, €



CHAPTER 2. BULLETPROOFS: PRIVACY THROUGH ZERO-KNOWLEDGE

34

Improved inner product argument Iljp,:

(pp = (G,H,U); P;(a,b)) € Ripa : P =(a,G) + (b,H) + (a,b) - U

1:

10 :

11:

12 :

13 :

Prover Pi,.(pp; P € G;a,b)

CcL < <a[:n’]>b[n’:]> € ZP
cr (@, bpn) € Zp
L+ <a[:nr]‘|b[nr:]7 G[n’:]HH[:n’]> +c.-U€eGG

R (apnq||bins, G [[Hpnry) +cr - U € G

G 2 ' G+ 2 Gy
H 2 H . +a ' Hyy
P o L+P+a' R
a' ¢« x-ap + o Ay

b 27" b + 2bpyy

ifn=1..............
a,b
else ................
LR
T

Verifier Vi (pp; P)

*
T 8 Ly

G a7t G[m/] +x- G[nr:]
H 2 -Hp+a7 " Hpy
P2 L+P+2"'-R

Protocol 2.2: Improved Inner-Product Argument
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Z,, are calculated as follows:

log,(n) . . . .
> 1 the jth bit of i — 1 is 1
fori=1,...,n: s; = H xs-(z’j) where b(i,j) = J
j=1 —1 otherwise

Now the entire verification check in the protocol reduces to the following single multi-exponentiation

of size 2n + 2logy(n) + 1:

log,(n)
_ ? —
(a-8,G)+{b-s""  H)+(a-b)-U=P+ Ej a3 Lj+x;% Rj.
j=1

Because a multi-exponentiation can be done much faster than n separate exponentiations, as we

discuss in Section 2.7, this leads to a significant savings.

2.4 Range Proof Protocol with Logarithmic Size

We now present a novel protocol for conducting short and aggregatable range proofs. The protocol
uses the improved inner product argument from Protocol 2.1. First, in Section 2.4.1, we describe
how to construct a range proof that requires the verifier to check an inner product between two
vectors. Then, in Section 2.4.2, we show that this check can be replaced with an efficient inner-
product argument. In Section 2.4.3, we show how to efficiently aggregate m range proofs into one
short proof. In Section 2.4.4, we discuss how interactive public coin protocols can be made non-
interactive by using the Fiat-Shamir heuristic, in the random oracle model. In Section 2.4.5 we
present an efficient MPC protocol that allows multiple parties to construct a single aggregate range
proof. Finally, in Section 2.4.6, we discuss an extension that enables a switch to quantum-secure

range proofs in the future.

2.4.1 Inner-Product Range Proof

We present a protocol which uses the improved inner-product argument to construct a range proof.
The proof convinces the verifier that a commitment V' contains a number v that is in a certain range,
without revealing v. Bootle et al. [Boo+16] give a proof system for arbitrary arithmetic circuits,
and in Section 2.5 we show that our improvements to the inner product argument also transfer to
this general proof system. It is of course possible to prove that a commitment is in a given range
using an arithmetic circuit, and the work of [Boo+16] could be used to construct an asymptotically
logarithmic sized range proof (in the length of v). However, the circuit would need to implement
the commitment function, namely a multi-exponentiation for Pedersen commitments, leading to a

large complex circuit.
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We construct a range proof more directly by exploiting the fact that a Pedersen commitment V'
is an element in the same group G that is used to perform the inner product argument. We extend
this idea in Section 2.5 to construct a proof system for circuits that operate on committed inputs.

Formally, let v € Z, and let V' € G be a Pedersen commitment to v using randomness . The
proof system will convince the verifier that v € [0,2" — 1]. In other words, the proof system proves

the following relation which is equivalent to the range proof relation in Definition 2.13:
Rrange = {(G,H eG;Vin;v,vy€Zy):V=v-G+~v-HAve0,2" - 1]} (2.10)

Let ar, = (a1,...,an) € {0,1}"™ be the vector containing the bits of v, so that (ar,2") = v. The
prover Prange commits to az, using a constant size vector commitment A € G. It will convince the
verifier that v is in [0,2" — 1] by proving that it knows an opening az, € Z; of A and v,y € Z, such
that V=v-G+v- H and

(ar,2")=v and apoar=0" and agp=a;—1" (2.11)

This proves that aq, ..., a, are all in {0, 1}, as required and that ay, is composed of the bits of v. The
high level goal of the following protocol is to convert these 2n+1 constraints as a single inner-product
constraint. This will allow us to use Protocol 2.1 to efficiently argue that an inner-product relation
holds. To do this we take a random linear combination (chosen by the verifier) of the constraints.
If the original constraints were not satisfied then it is inversely proportional in the challenge space
unlikely that the combined constraint holds.

Concretley, we use the following observation: to prove that a committed vector b € Z;; satisfies
b = 0" it suffices for the verifier to send a random y € Z,, to the prover and for the prover to prove
that (b,y™) = 0. If b # 0™ then the equality will hold with at most negligible probability n/p.
Hence, if (b, y™) = 0 the verifier is convinced that b = 0.

Using this observation, and using a random y € Z, from the verifier, the prover can prove
that (2.11) holds by proving that

(ap,2")=v and (ap, aroy”)=0 and (a,—1"—agr, y") =0. (2.12)

We can combine these three equalities into one using the same technique: the verifier chooses a

random z € Z, and then the prover proves that

22 (ar,2")+z-{ap —1" —ag, y") + (ar , agoy”) =2 - 0.

This equality can be re-written as:

<asz~1" , y”o(aR+z~1”)+22~2">:zQ~v+§(y,z) (2.13)
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where §(y, 2) = (2 —22%)- (1", y™) —23(1",2") € Z, is a quantity that the verifier can easily calculate.
We thus reduced the problem of proving that (2.11) holds to proving a single inner-product identity.

If the prover could send to the verifier the two vectors in the inner product in (2.13) then the
verifier could check (2.13) itself, using the commitment V' to v, and be convinced that (2.11) holds.
However, these two vectors reveal information about a;, and therefore the prover cannot send them
to the verifier. We solve this problem by introducing two additional blinding terms s,sr € Z; to
blind these vectors.

Specifically, to prove the statement (2.10), Prange and Vyange engage in the following zero knowledge

protocol:

Prange 01 input v,~ computes: (2.14)
ar € {0,1}" s.t.(ap,2") = v (2.15)
ar<ar—1"€Z, (2.16)
87y (2.17)
A~ a-H+(ar,G)+ (ap,H) € G /) commitment to ar, and ap (2.18)
SL,SR ¢S 7Z, // choose blinding vectors s, Sg (2.19)
psZ, (2.20)
S+ p-H+(s.,G)+ (sg,H) € G /) commitment to sy, and sg (2.21)

Prange = Viange : 4,5 (2.22)

Viange : Y, 2 <8 Zy, // challenge points (2.23)

Viange = Prange 1 4,2 (2.24)

With this setup, let us define two linear vector polynomials [(X),(X) in Zj[X], and a quadratic
polynomial ¢(X) € Z,[X] as follows:

I(X)=(ap—2z-1") +s;- X € Z3[X]
r(X)=y"o(ag+2-1"+sp-X)+2%-2" € ZP[X]
HX) = (U(X),r(X)) =to+t1- X +t2- X* € Z,[X]

where the inner product in the definition of ¢(X) is as in (2.1). The constant terms of [(X) and
r(X) are the inner product vectors in (2.13). The blinding vectors sy, and sg ensure that the prover
can publish [(z) and r(z) for one x € Z; without revealing any information about ar, and ag.

The constant term of ¢(z), denoted t¢, is the result of the inner product in (2.13). The prover
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needs to convince the verifier that this ¢¢ satisfies (2.13), namely
to=v-22+0(y,2).

To so do, the prover commits to the remaining coefficients of ¢(X), namely ¢,to € Z,. It then
convinces the verifier that it has a commitment to the coefficients of ¢(X) by checking the value of

t(X) at a random point = € Zj. Specifically, they do:

Prange computes:
Ti, T2 <8 Zy
T,«t-G+7,-HeG, i={1,2} /) commit to tq,ts
range — Vrange : 11,1
range : T <8 Zy

P
V
Vrange - Prange T // a random challenge
P

(2.25)
(2.26)
(2.27)
(2.28)
(2.29)
(2.30)
range COMputes: (2.31)
l«l(r)=ay—2z-1"+s,-v€Z) (2.32)
rer(x)=y"o(ap+z-1"+sg-a)+2>-2" €L} (2.33)
e (L) ez, )= tw) (2.34)
T T2l 4T+ 2% yET, // blinding value for t  (2.35)
pHé—a+p €y // a,p blind A, S (2.36)
(2.37)

IDrange — Vrange ST, iyt 1T

The verifier checks that 1 and r are in fact I(x) and r(z) and checks that t(z) = (l,r). In order
to construct a commitment to ar o y" the verifier switches the generators of the commitment
from H € G to H = (y~") o H. This has the effect that A is now a vector commitment to

(ar, agoy™) with respect to the new generators (G, H’, h). Similarly S is now a vector commitment
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to (sp, sg oy™). The remaining steps of the protocol are:

H «+ (y"*Y-H;eG, Vie[l,n] J H=y 'oH

iG + ., H L2y §(y, 2)G - xTy + 2Ty /) check that t = t(x) = to + tiz + to2z®  (2.38)
P—A+z-S (2.39)
-z-(1,G)
+{(z-y"+22-2"),H) € G /) compute a commitment to I(x),r(x)
P p-H+(,G)+ (r,H) )/ check that 1,r are correct (2.40)
i< (LryeZ, //  check that t is correct (2.41)

Equation (2.38) is the only place where the verifier uses the given Pedersen commitment V' to v.

Corollary 2.2 (Range Proof). The range proof presented in Section 2.4.1 has perfect completeness,

perfect special honest verifier zero-knowledge, and computational witness extended emulation.

Proof. The range proof is a special case of the aggregated range proof from section 2.4.3 with m = 1.

This is therefore a direct corollary of Theorem 2.3. O

2.4.2 Logarithmic Range Proof

Finally, we can describe the efficient range proof that uses the improved inner product argument.

In the range proof protocol from Section 2.4.1, Prange transmits 1 and r, whose size is linear in n.
Our goal is a proof whose size is logarithmic in n.

We can eliminate the transfer of 1 and r using the inner-product argument from Section 2.3.
These vectors are not secret, and hence a protocol that only provides soundness is sufficient.

To use the inner-product argument, observe that verifying (2.40) and (2.41) is the same as
verifying that the witness L, r satisfies the inner product relation (2.2) on public input (G, H, P -
w-H, t ) That is, P € G is a commitment to two vectors 1, r € Zj whose inner product is t. We can
therefore replace (2.37) with a transfer of (7., u, f), as before, and an execution of an inner product
argument. Then instead of transmitting 1 and r, which has a communication cost of 2 - n elements,
the inner-product argument transmits only 2- [log,(n)] + 2 elements. In total, the prover sends only

2 - [logy(n)] + 4 group elements and 5 elements in Z,.

2.4.3 Aggregating Logarithmic Proofs

In many of the range proof applications described in Section 2.1.2, a single prover needs to perform
multiple range proofs at the same time. For example, a confidential transaction often contains
multiple outputs, and in fact, most transactions require a so-called change output to send any

unspent funds back to the sender. In Provisions [Dag+15] the proof of solvency requires the exchange
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to conduct a range proof for every single account. Given the logarithmic size of the range proof
presented in Section 2.4.2, there is some hope that we can perform a proof for m values which is
more efficient than conducting m individual range proofs. In this section, we show that this can be
achieved with a slight modification to the proof system from Section 2.4.1.

Concretely, we present a proof system for the following relation:

{(GGHeG, VeG™ ; viyeZ)):Vi=n;-H+v;-GAv; €[0,2" —1] Vje[l,m]} (2.42)

The prover is very similar to the prover for a simple range proof with n - m bits, with the fol-
lowing slight modifications. 1In line (2.15), the prover should compute a; € Z;™ such that
(2", arl(j-1)n:jn-1]) = v; for all j in [1,m], i.e. ap is the concatenation of all of the bits for

every v;. We adjust [(X) and r(X) accordingly so that
l(X):(aL—z-ln‘m)+sL-XeZZ'm[X] (2.43)

r(X)=y"mo(ap+2 1" +sp- X)+ Y 2. (00‘71)'" | 2" || 0<m*j>'”) ezZr™  (2.44)
j=1

In the computation of 7,, we need to adjust for the randomness of each commitment Vj, so that

Ty =T - +T7 22+ Z;nzl P ;. Further, (5(y, z) is updated to incorporate more cross terms.
m .
8(y,2) = (2 — 23) - (177 ™) = 372742 1m 2
j=1

The verification check (2.38) needs to be updated to include all the V; commitments.
P Gry HZ6(y,2)-G+2%- (2", V) +a- Ty +2° T (2.45)

Finally, we change the definition of P (2.39) such that it is a commitment to the new r.

P=A+z-S—2-(1,G)+2-(y""H)+> " 2" H(; 1)n.jn 1)
j=1

The aggregated range proof which makes use of the inner product argument uses 2- [logy(n-m)| +4
group elements and 5 elements in Z,. Note that the proof size only grows by an additive term of
2 - logy(m) when conducting multiple range proofs as opposed to a multiplicative factor of m when

creating m independent range proofs.

Theorem 2.3. The aggregate range proof presented in Section 2.4.3 has perfect completeness, perfect

honest verifier zero-knowledge and computational witness extended emulation.

The proof for Theorem 2.3 is presented in Section 2.10. It mirrors the proof of Theorem 2.4,
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which is described in greater detail in Section 2.11.

2.4.4 Non-Interactive Proof through Fiat-Shamir

So far we presented the proof as an interactive protocol with a logarithmic number of rounds.
The verifier is a public coin verifier, as all the honest verifier's messages are random elements
from Zj. We can therefore convert the protocol into a non-interactive protocol that is secure and
full zero-knowledge in the random oracle model using the Fiat-Shamir transform[BR93]. All random
challenges are replaced by hashes of the transcript up to that point, including the statement itself.
Subsequent works have shown that this approach is secure, even for multi-round protocols|Wik21;
AFK21].

For example, one could set y = H(st, 4,S) and z = H(A, S,y), where st is the statement. For a
range proof st would be {V,n}, and for a circuit proof it would be the description of the circuit. It is
very important to include the statement st in the hash as otherwise an adversary can prove invalid
statements, as shown by Dao et al.[Dao+23|. Since implementing Fiat-Shamir can be error-prone,
we recommend using an established library to do so, such as Merlin®, which was developed as part
of an implementation of Bulletproofs in Rust?.

To avoid a trusted setup we can use a hash function to generate the public parameters G, H, G, H
from a small seed. The hash function needs to map {0,1}* to G, which can be built as in [BLS04].
This also makes it possible to provide random access to the public parameters. Alternatively, a

common random string can be used.

2.4.5 A Simple MPC Protocol for Bulletproofs

In several of the applications described in Section 2.1.2, the prover could potentially consist of
multiple parties who each want to generate a single range proof. For instance, multiple parties may
want to create a single joined confidential transaction, where each party knows some of the inputs and
outputs and needs to create range proofs for their known outputs. The joint transaction would not
only be smaller than the sum of multiple transactions, it would also hide which inputs correspond to
which outputs and provide some level of anonymity. These kinds of transactions are called CoinJoin
transactions [Max13]. In Provisions, an exchange may distribute the private keys to multiple servers
and split the customer database into separate chunks, but it still needs to produce a single short
proof of solvency. Can these parties generate one Bulletproof without sharing the entire witness with
each other? The parties could certainly use generic multi-party computation techniques to generate
a single proof, but this might be too expensive and incur significant communication costs. This
motivates the need for a simple MPC protocol specifically designed for Bulletproofs which requires

little modification to the prover and is still efficient.

Shttps://github.com/zkcrypto/merlin
4https://github.com/zkcrypto/bulletproofs


https://github.com/zkcrypto/merlin
https://github.com/zkcrypto/bulletproofs

CHAPTER 2. BULLETPROOFS: PRIVACY THROUGH ZERO-KNOWLEDGE 42

Note that for aggregate range proofs, the inputs of one range proof do not affect the output of
another range proof. Given the composable structure of Bulletproofs, it turns out that m parties
each having a Pedersen commitment (V%) ; can generate a single Bulletproof that each Vj, commits
to a number in some fixed range. The protocol either uses a constant number of rounds but com-
munication that is linear in both m and the binary encoding of the range, or it uses a logarithmic
number of rounds and communication that is only linear in m. We assume for simplicity that m is
a power of 2, but the protocol could be easily adapted for other m. We use the same notation as in
the aggregate range proof protocol, but use k as an index to denote the kth party’s message. That
is A®) is generated just like A but using only the inputs of party k.

The MPC protocol works as follows, we assign a set of distinct generators (G(*), H(’“))km:1 to each
party and define G as the interleaved concatenation of all G*) such that g; = QF%_]I) mod m-+1),
Define H and H®*) in an analogous way.

We first describe the protocol with linear communication. In each of the 3 rounds of the protocol,
the ones that correspond to the rounds of the range proof in Section 2.4.1, each party simply
generates its part of the proof, i.e. the A®*) S(k);Tl(k),TQ(k); T;E;k), p®) ) 1) p(F) ysing its inputs
and generators. These shares are then sent to a dealer (which could be one of the parties), who simply
adds them homomorphically to generate the respective proof component, e.g. A = 22:1 A®) and
Ty = 22:1 Tz(k). In each round, the dealer generates the challenges using the Fiat-Shamir heuristic
and the combined proof components and sends them to each party. Finally, each party sends 1), r(*¥)
to the dealer who computes 1, r as the interleaved concatenation of the shares. The dealer runs the
inner product argument and generates the final proof. The protocol is complete as each proof
component is simply the (homomorphic) sum of each parties’ proof components, and the challenges
are generated as in the original protocol. It is also secure against honest but curious adversaries as
each share constitutes part of a separate zero-knowledge proof.

The communication can be reduced by running a second MPC protocol for the inner product
argument. The generators were selected in such a way that up to the last log,(l) rounds each
parties’ witnesses are independent and the overall witness is simply the interleaved concatenation
of the parties’ witnesses. Therefore, parties simply compute L*) R*) in each round and a dealer
computes L, R as the homomorphic sum of the shares. The dealer then again generates the challenge
and sends it to each party. In the final round the parties send their witness to the dealer who
completes Protocol 2.2. A similar protocol can be used for arithmetic circuits if the circuit is
decomposable into separate independent circuits. Constructing an efficient MPC protocol for more

complicated circuits remains an open problem.

2.4.6 Perfectly Binding Commitments and Proofs

Bulletproofs, like the range proofs currently used in confidential transactions, are computationally

binding. An adversary that could break the discrete logarithm assumption could generate acceptable
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range proofs for a value outside the correct range. On the other hand, the commitments are perfectly
hiding and Bulletproofs are perfect zero-knowledge, so that even an all powerful adversary cannot
learn which value was committed to. Commitment schemes which are simultaneously perfectly-
binding and perfectly-hiding commitments are impossible, so when designing commitment schemes
and proof systems, we need to decide which properties are more important. For cryptocurrencies,
the binding property is more important than the hiding property [Fcw]. An adversary that can
break the binding property of the commitment scheme or the soundness of the proof system can
generate coins out of thin air and thus create uncontrolled but undetectable inflation rendering the
currency useless. Giving up the privacy of a transaction is much less harmful as the sender of the
transaction or the owner of an account is harmed at worst. Unfortunately, it seems difficult to create
Bulletproofs from binding commitments. The efficiency of the system relies on vector commitments
which allow the commitment to a long vector in a single group element. By definition, for perfectly
binding commitment schemes, the size of the commitment must be at least the size of the message
and compression is thus impossible. The works [GSV98; GVWO01] show that in general, interactive
proofs cannot have communication costs smaller than the witness size, unless some very surprising
results in complexity theory hold.

While the discrete logarithm assumption is believed to hold for classical computers, it does not
hold against a quantum adversary. It is especially problematic that an adversary can create a
perfectly hiding UTXO at any time, planning to open to an arbitrary value later when quantum
computers are available. To defend against this, we can use the technique from Ruffing and Malavolta
[Few] to ensure that even though the proof is only computationally binding, it is later possible to
switch to a proof system that is perfectly binding and secure against quantum adversaries. In order
to do this, the prover simply publishes v - G, which turns the Pedersen commitment to v into an
ElGamal commitment. Ruffing and Malavolta also show that given a small message space, e.g.
numbers in the range [0,2"], it is impossible for a computationally bounded prover to construct a
commitment that an unbounded adversary could open to a different message in the small message
space.

Note that the commitment is now only computationally hiding, but that switching to quantum-
secure range proofs is possible. Succinct quantum-secure range proofs remain an open problem,
but with a slight modification, the scheme from Poelstra et al. [Poe+19] can achieve statistical
soundness. Instead of using Pedersen commitments, we propose using ElGamal commitments in
every step of the protocol. An ElGamal commitment is a Pedersen commitment with an additional
commitment g” to the randomness used. The scheme can be improved slightly if the same g" is used
in multiple range proofs. In order to retain the hiding property, a different & must be used for every

proof.
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2.5 Zero-Knowledge Proof for Arithmetic Circuits

Bootle et al. [Boo+16] present an efficient zero-knowledge argument for arbitrary arithmetic circuits
using 6log,(n) + 13 elements, where n is the multiplicative complexity of the circuit. We can use our
improved inner product argument to get a proof of size 21og,(n)+ 13 elements, while simultaneously
generalizing to include committed values as inputs to the arithmetic circuit. Including committed
input wires is important for many applications (notably range proofs) as otherwise the circuit would
need to implement a commitment algorithm. Concretely a statement about Pedersen commitments
would need to implement the group exponentiation for the group that the commitment is an element
of.

Following [Boo+16], we present a proof for a Hadamard-product relation. A multiplication gate
of fan-in 2 has three wires; ‘left’ and ‘right’ for the input wires, and ‘output’ for the output wire. In
the relation, ay, is the vector of left inputs for each multiplication gate. Similarly, ag is the vector of
right inputs, and ap = ay oag is the vector of outputs. [Boo+16] shows how to convert an arbitrary
arithmetic circuit with n multiplication gates into a relation containing a Hadamard-product as

above, with an additional @ < 2 - n linear constraints of the form
(Wr.g,aL) +(Wrg,ar) + (Wo 4, 20) = ¢4

for 1 <¢ < Q, with wp 4, Wg 4, Wo 4 € Z, and ¢4 € Zy.

We include additional commitments V; as part of our statement, and give a protocol for a more
general relation, where the linear consistency constraints include the openings v; of the commitments
V;. For simplicity and efliciency we present the scheme with V; being Pedersen commitments. The
scheme can be trivially adapted to work with other additively homomorphic schemes by changing

the commitments to ¢(X) and adapting the verification in line (2.50).

2.5.1 Inner-Product Proof for Arithmetic Circuits

The high level idea of the protocol is to convert the Hadamard-product relation along with the
linear constraints into a single inner product relation. Similar to the range proof protocol the prover
verifiably produces a random linear combination of the Hadamard and the linear constraints to
form a single inner product constraint. If the combination is chosen randomly by the verifier, as
in our protocol, then with overwhelming probability the inner-product constraint implies the other

constraints.
In Section 2.5.2 we show that the inner product relation can be replaced with an efficient inner

product argument which yields short proofs for arbitrary circuits where input wires can come from
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Pedersen commitments. Formally we present a proof system for the following relation.

{(G,He€G,G,HEG",V€G™, WL, W, Wy € ZZ*" Wy € Z&*™ c € ZY;ar,ar,a0 € Z},v,y € L) :
Vi=v;-G+~;-HVj € [1,m]/\aLoaR:ao/\WL-aL+WR-aR+Wo-ao:Wv-v+c}
(2.46)

Let Wy € ngm be the weights for a commitment V;. The presented proof system only works
for relations where Wy, is of rank m, i.e. the columns of the matrix are all linearly independent. This
restriction is minor as we can construct commitments that fulfill these linearly dependent constraints
as a homomorphic combination of other commitments. Consider a vector wi, = a- Wy € Ly for
a vector of scalars a € Z$ then we can construct commitment V' = (a- Wy, V). Note that if
the relation holds, then we can conclude that (wr, ;j,ar) + (Wg,j,ar) + (Wo j,a0) = (W}, V) +c.
The protocol is presented in Protocol 2.3. It is split into two parts. In the first part P commits to
I(X),r(X),t(X) in the second part P convinces V that the polynomials are well formed and that
(1(X), 7(X)) = H(X).

Theorem 2.4. The proof system presented in Protocol 2.3 has perfect completeness, perfect honest

verifier zero-knowledge and computational witness extended emulation.

The proof of Theorem 2.4 is presented in Section 2.11.

2.5.2 Logarithmic-Sized Protocol

As for the range proof, we can reduce the communication cost of the protocol by using the inner
product argument. Concretely transfer (2.47) is altered to simply 7., i, f and additionally P and V
engage in an inner product argument on public input (G,H', P — i1 - H, f). Note that the statement
proven is equivalent to the verification equations (2.52) and (2.49). The inner product argument
has only logarithmic communication complexity and is thus highly efficient. Note that instead of
transmitting 1, r the inner product argument only requires communication of 2-[log,(n)]+2 elements
instead of 2-n. In total the prover sends 2-[log,(n)] + 8 group elements and 5 elements in Z,. Using
the Fiat-Shamir heuristic as in 2.4.4 the protocol can be turned into an efficient non interactive

proof. We report implementation details and evaluations in Section 2.7.

Theorem 2.5. The arithmetic circuit protocol using the improved inner product argument (Proto-
col 2.2) has perfect completeness, statistical zero-knowledge and computational soundness under the

discrete logarithm assumption.

Proof. Completeness follows from the completeness of the underlying protocols. Zero-knowledge
follows from the fact that 1 and r can be efficiently simulated, and because the simulator can simply
run Protocol 2.2 given the simulated witness (1,r). The protocol also has a knowledge-extractor,
as the extractor of the range proof can be extended to extract 1 and r by calling the extractor

of Protocol 2.2. The extractor uses O(n?) valid transcripts in total, which is polynomial in X if
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Input: (G,H € G,G,H € G"; W, Wg,Wo € 23",
Wy € Z$*™ c € Z9;ar,ar,a0 € Z, v € 7))
P’s input: (G, H,G,H; W, Wgr, Wo, Wy, c;ar,ar,a0,7)
V’s input: (G, H,G,H; W, Wgr, Wo, Wy, c)
Output: {V accepts,V rejects }

P computes:

a,B,p 8Ly
Ar=a-H+(ar,G) + (ar,H) € G //  commit to ar,agr
Ao =p-H+(a0,G)<cG //  commitment to ao
SL,SR <$ ZZ //  choose blinding vectors s, Sgr
S=p-H+ (s,G)+ (sg, H) € G //  commitment to sL,Sr
P—V:Ar, Ao, S
V:y,z s 7Z,
V-oP:yz
P and V compute:
y' =Lyt .y ) ey //  challenge per witness
Zgjl =(2,2°,...,29) € Z;? //  challenge per constraint
8(y,2)=(y "o (Zm_l 'WR)’Z[QLTI -Wp) //  independent of the witness

P computes:
I(X)=ar-X+ao- X +y "oz} Wg)- X
+sr- X € ZMX]
T(X):y"oaR~X—y”+zﬁ:Tl-(WL~X+WO)
+y"osr- X® € Z2[X]

H(X) = (I(X), (X)) = Zt X' € Zp[X]

w=Wr-ar+Wgr-ar+ Wpo-ao

to = (ar,aroy") — (a0, y") + (z(1} ', W) + (y,2) € Z, /o tr=d(y,z) + (230 e+ Wy - v)
T 8 Zp Vie€]l,3,4,5,6]

Ti=ti- G+r-H Yicll,3,4,5,6]

P—V:T\,T5,Ts,T5,Ts // commitments to ti,ts,ta,ts,t6

Protocol 2.3: Part 1: Computing commitments to [(X),r(X) and ¢(X)




CHAPTER 2. BULLETPROOFS: PRIVACY THROUGH ZERO-KNOWLEDGE

47

V:iz<sZ,
V—-P:zx
P computes:
1=1(z) € Zy
r=r(z) €Z,
t=(r)cz,
6
Te = Z ezt 4+t (zﬁjl,wv y) €Ly
i=1,i#£2
p=a-z+8-2°+p-2° €,
P—V:r,utlr
V computes and checks:
H =y """ H, Viecll,n]
Wy = (207" Wi, H)
Wr=(y "o(z;" - Wr),G)
Wo = (21" - Wo,H')

f-G—i—T,;-H;m2-(5(y,z)+<zﬁjl,c))~G
6
+(x2~(zﬁf]'l~Wv),V>+x-Tl+le~Ti
i=3
P=x-A+(a°)- Ao — (y" H) +z- W,
+z-Wr+Wo+(z%)-8

P< - H+(,G)+ (r,H)
if all checks succeed: V accepts

else: 'V rejects

4

4
4

4
4
4
4

4

4

4
4

Random challenge

blinding value for t

Blinding value for P

H = (y '"n,H)
Weights for ar,
Weights for ar
Weights for ao

Check that t is correct

commitment to l(z),r(z)

Check that 1 = l(z) and r = r(x)

(2.47)

(2.48)

(2.49)

Protocol 2.3: Part 2: Polynomial identity check for (I(z),r(z)) = t(x)
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n = O(X). The extractor is thus efficient and either extracts a discrete logarithm relation or a valid
witness. However, if the generators G, H, G, H are independently generated, then finding a discrete
logarithm relation between them is as hard as breaking the discrete log problem. If the discrete
log assumption holds in G then a computationally bounded P cannot produce discrete-logarithm

relations between independent generators. The proof system is therefore computationally sound. [

2.6 Bulletproofs for R1CS with committed witness

In Section 2.5, we introduce an argument for arithmetic circuits using a Hadamard relation. This
argument enables proving properties about Pedersen committed values. However, it does not support
proving statements about values inside a vector commitment. Also, the characterization of NP is
slightly less standard than the commonly use R1CS representation|Gen+13; Chi+20], which enjoys
wide library support[con22]. Additionally a recent result showed that proof systems for R1CS can
be transformed into proof systems for higher degree statements, through a generalization called
CCS[STW23].

We, therefore, will use the succinct argument of knowledge IIi,, to build a succinct argument of
knowledge for the following R1CS relation, where a prefix of the witness is committed in a vector

commitment T'. Formally we define this prefixed R1CS for some parameters n,m,r € N:

Rrics = {(A,B,C7 T); (x, a)} where
(1) ABCezZ™, TeG, xe€Z, acly’, z:=(xa)ely,
(2) (Az)o(Bz) = (Ca), (2.53)

oo

where P «+ (( [j >> € G is defined such that P = (a, G) + (b, G). We also make use of the

)

Generator Transformation We also enable multiplying the committed values by constants, through

y
Z

x||u

v

])) (Note that u € Z, " and v € Z, can be set to 0..

following homomorphic operations.

/
Additive Homomorphism For P <« (( [Z] )) and P’ « << La)/] )) ,let P+ P = ((

(a+a,G)+(b+Db,G)

a+a’

b+ Db’

re-defining the generators. This is indicated thorugh multiplication by a matrix M =

boz
bozH', such that G' =y 10 G, ie. G} = yi_1 - G; and analogously for H;.

with non-zero entries. The transformation is denoted by Mo P := << [a ° y} >> = (aoy,G') +
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Setup: The prover and verifier have an Rrics statement (A, B, C,T) and the commitment key

G,H € G"™™ and u € G. The prover has a witness z := (x,a) € Ly,
e step 1: The prover sends to the verifier

Al
0" || Bz

e step 2: The verifier samples a, 5,7, <$ Z, and sends them to the prover.

e step 3: Both the prover and verifier locally compute
[ ay € Zp,w + (@™, B™) + 6% - (a™,c o)
c« pu"A+pB"B —~y"C €Ly, (encodes the R1CS program)
6+ (6,...,6,1" ") ey, 6« (1/5,...,1/6,1" ") € 2,

zod ! || 4o Az

SWeDomwa+§ﬁ4M®T*Dog:([o" I Bz

1 m
where D := v
1 1
Pesit (( )) .

The role of 6 € Z,, is to defend against spurious non-zero entries in 7" and S’.

)) e,

- an || -pm

cod | —a™

e step 4: The prover computes

u ¢ (zod '+t (Y"odz)-pm ) eZptm,

v + (cod, Bz — a™ ) €zZptm.

If z € Zj, is a valid witness then P = (( lul )) and (u,v) = w.
v

That is, (u, v) is a valid witness for the Rip, statement (P, w).

e step 5: The prover and verifier compute H € G such that,
H]=HYi€ [L,n|\H), ; =~ Hy,y;Vj€[l,m]

and compute pp = (G € G"™ H' € G"™™). Then they run Protocol 2.1 on input
(pp; P, wiu,v)
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The proof system requires committing to two vectors of length n + m and the prover sends just
one commitment before the inner-product argument. Thus, the resulting communication complexity
is just 2log,(n + m) + 3 elements.

Note that the proof system itself is not zero-knowledge. It can be made zero-knowledge using
hiding commitments and the zero-knowledge variant of the inner product argument, presented in
[Chu-+20].

Theorem 2.6. The proof system presented in this section has perfect completeness and knowledge-

soundness for Rrics against polynomial time adversaries under the discrete logarithm assumption.

Proof. For completeness observe that

(w,v) = (6toz+0%’a™, 80 (uW"A+B"B —~"C)) + (y" o Az — 8™, Bz — ™)
= pu"Az + "Bz — v"Cz + ™ (Az o Bz) — o™ Az — " Bz + (™, 3™) + (a™, 6?5 o c)
= (a™,B™) + 6*(a",d oc)

The last equation holds if Az o Bz = Cz which is precisely the requirement for a valid witness.

To show that the protocol has witness-extended emulation, we show that it has (max(n+ 1, m +
1),m + 1,m + 1,6, 31°82("+7))_ special soundness (see Definiton 5.3) for the relation Ri, o g(z) =
(,w) € Rrics V (pp, W) € Rdiog, Where Ryiog is the relation that describes non-trivial discrete
logarithm relation for the generators in pp. The first 4 levels of the transcript tree correspond to
a, 8,7 and ¢ respectively, whereas the last log, (n+m) correspond to the inner product argument. In
order to show that the protocol has special soundness, we show that we can construct an extractor
Ext that computes a witness from any appropriately sized transcript trees. Ext first computes
witnesses for the inner product relation Rip, using the lower log,(n + m) levels. This yields a
(max(n 4+ 1,m 4+ 1),m + 1,m + 1, 6)-tree where each leaf ¢ is labeled with a commitment P) € G
a scalar w® e F, and vectors v® u®  such that P = ZEZ] )) and <v(4),u(£)> = w®,
P(ﬁ) and w® are derived from the transcript, where as u and v(® are computed by calling the

inner-product-argument’s extractor. From the verification equation, we can write.

S'+67'T = (P- (([520/1 | —ﬁﬂ)) )oD!
cod || —a™

Now given two transcripts labled with distinct challenges ¢ and 6’ we can extract openings for S’

and T, such that
g s1 € F7||sg € F""||s5 € F™
sy € F7||sh € F"~"||sh € F™
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T— t1 € ]FTHtQ S FniTHtg € Fm™
t) € FT||th e F*~"||¢h € T™

If for any transcript leaf ¢ these openings are not consistent with the extracted v,, uy, then we

and

can compute break of the binding property of the commitment, i.e. a non-trivial discrete logarithm
between the generators. This happens with negligible probability by assumption. Otherwise, given

these witnesses we get that
u=t;-6 s +0%a" ||ty 0 + sy + 52" ||(07 s 4 83) 4™ — BT

and
V=t 0T s e Oty 0T sy e[ty 0T sy —a

, for each leaf ¢ with w = (a, 3). This implies that
(u,v) = Z §d; = (™, B™) + 6*(a",doc) (2.54)

Focussing on the constant coefficient in § we get that
do = (t1,cp.) + (51,81) + (82,85 +cr +1,n]) + (¥ 0 s3,85) — (@™, 4™ 0 s3) — (B™, s5)

and

dy = <an, 8/1||8/2> + <an ' arvc[r+1,n]>

Since for any given «, 3,7y (2.54) holds for 6 distinct §, we have that dy = (a™,8™) and dy =
(@"7"-a”, ¢prq1,n)). This implies that (™, s1]|s5) = 0. Since this holds for n + 1 different values of

a we have that s||sh, = 0". Plugging this in we get that
dy = (t1ls2, €) + (v 0 83, 55) — (&, 4" 0 53) — (8™, 55) = (™, B™)
Expanding ¢ = p™ A+ 8™ B — 4™C, and using that u = o we get that,
(tr][s2, ™ A) = (™ 53) + (talls2, 87 B) = (B™, 53) — (t1lls2,7"C) + (¥"s3,53) =0 (2.55)

By construction of the transcript tree (2.55) holds for m + 1 values of «, 3,7. Given that (2.55)
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is a tri-variate degree m polynomial in «, 8,y the equality must hold everywhere and we get that,

A(t1||82) = 83
B(t1lls2) = s3
C(t1][s2) = s3 053
This shows that z = (¢1]|s2) is a valid witness. As the transcript tree size, max(m + 1,n + 1) -

(m +1)3 . 3lo82(n+m) “ig polynomial in A we can use Lemma 3 [AC20] to show that the protocol has

knowledge soundness, with negligible knowledge error. O

2.7 Performance

2.7.1 Theoretical Performance

In Table 2.1 we give analytical measurements for the proof size of different range proof protocols.
We compare both the proof sizes for a single proof and for m proofs for the range [0,2" — 1]. We
compare Bulletproofs against [Poe+19] and a ¥-protocol range proof where the proof commits to

each bit and then shows that the commitment is to 0 or 1. The table shows that Bulletproofs have a

Table 2.1: Range proof size for m proofs. m =1 is the special case of a single range proof

m range proofs for range [0,2" — 1]

‘ # G elements ‘ # Z, elements
¥ Protocol [CD9S§] mn Imn +1
Poelstra et al. [Poe+19] | 0.63 - mn 1.26 - mn+1
Bulletproofs 2(logy(n) +logy(m)) +4 | 5

significant advantage when providing multiple range proofs at once. The proof size for the protocol
presented in Section 2.4.3 only grows by an additive logarithmic factor when conducting m range

proofs, while all other solutions grow multiplicatively in m.

2.7.2 An Optimized Verifier Using Multi-Exponentiation and Batch Ver-

ification

In many of the applications discussed in Section 2.1.2 the verifier’s runtime is of particular interest.
For example, with confidential transactions every full node needs to check all confidential transactions
and all associated range proofs. We therefore now present a number of optimizations for the non-
interactive verifier. We present the optimizations for a single range proof but they all carry over to

aggregate range proofs and the arithmetic circuit protocol.
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Single multi-exponentiation. In Section 2.3.1 we showed that the verification of the inner product
can be reduce to a single multi-exponentiation. We can further extend this idea to verify the
whole range proof using a single multi-exponentiation of size 2n + 2log,(n) + 7. Notice that the
Bulletproofs verifier only performs two checks (2.41) and (Protocol 2.2, line 2). The idea is to delay
exponentiation until those checks are actually performed and then to combine them into a single
check. We, therefore, unroll the inner product argument as described in Section 2.3.1 using the
input from the range proof. The resulting protocol is presented below with x, being the challenge
from Protocol 2.1, and x; being the challenge from round j of Protocol 2.2. L; and R; are the L, R

values from round j of Protocol 2.2. The verifier runs the following verification procedure:

input: proof m = {A, S, Ty, Ts, (L, Rj);ozggn) €G, 7,t,pabe Zp} (2.56)
compute challenges from 7 : {y, z, z, z,, (xj);-():gf(n)} (2.57)
§(y,2) = (z — 2%) - (A", y™) — 23(1", 2™) (2.58)

(2.59)

(f—é(y,z))-G+T$-H—z2~V—x~T1—x2~T2;OGE(G

b ) 1 if the jth bit of i —11is 1 (2.60)
%)) = .
—1 otherwise

fori=1,...,n: (2.61)
log, n o _ logy n o .
li = H xs(lﬂ) a4z € Zp7 r; = ylfl . ( H l,j—b(l,]) b= 22 . 2171) —z € Zp (262)
Jj=1 j=1
1= (Li,...,l,) € Z" (2.63)
I‘:(Tl,...ﬂ"n)ezg (264)
LG+, H)+x,-(a-b—1)-G+pu-H-A—x-8 (2.65)
log(n) log, (n) )
- > @ L= ) w;"Rj=0€G (2.66)
Jj=1 j=1

Here Qg is the identity in G. We can combine the two multi-exponentiations in line (2.59) and (2.66)
by using a random value ¢ <8 Z,. This is because if c- A + B = 0g € G for a random c then with
high probability A=1A B = 1.

Various algorithms are known to compute the multi-exponentiations (2.66) and (2.59) efficiently.
As explained in [Ber+12], algorithms like Pippenger’s [Pip80] perform a number of group operations

that scales with Oﬁ, i.e. sub-linearly. For realistic problem sizes these dominate verification

time.

Computing scalars. A further optimization concerns the computation of the I; and r; values.

logo n_b(%
=1 %

Instead of computing z() = HJ ) for each i, we can compute each challenge product using
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only one multiplication in Z, by applying batch division. First we compute z!) = (H;O:gf "x;)7 to
get the first challenge value using a single inversion. Then computing z(?) = x(l)x%, 23 = w(l)xg,

and for example z(7) = m(3)x§. In general in order to compute z(*) we let k be the next lower power

of 2 of i — 1 and compute (V) = z(=F) . T3 41 which takes only one additional multiplication in Z,
and no inversion. Further, note that the squares of the challenges are computed anyway in order to

check equation (2.66).

Batch verification. A further important optimization concerns the verification of multiple proofs.
In many applications described in Section 2.1.2 the verifier needs to verify multiple (separate) range
proofs at once. For example a Bitcoin node receiving a block of transactions needs to verify all
transactions and thus range proofs in parallel. As noted above, verification boils down to a large
multi-exponentiation. In fact, 2n + 2 of the generators only depend on the public parameters, and
only 2log(n) + 5 are proof-dependent. We can therefore apply batch verification[BGR98] in order
to reduce the number of expensive exponentiations. Batch verification is based on the observation
that checking = - G = Og Ay - G = Og can be checked by drawing a random scalar « from a large
enough domain and checking (ax + y) - G = Og. With high probability, the latter equation implies
that x - G = 0g Ay - G = Og, but the latter is more efficient to check. The same trick applies
to multi-exponentiations and can save 2n exponentiations per additional proof. This is equivalent
to the trick that is used for combining multiple exponentiations into one with the difference that
the bases are equivalent. Verifying m distinct range proofs of size m now only requires a single
multi-exponentiation of size 2n + 2+ m - (2 -log(n) + 5) along with O(m - n) scalar operations.

Note that this optimization can even be applied for circuits and proofs for different circuits if
the same public parameter are used.

Even for a single verification we can take advantage of the fact that most generators are fixed
in the public parameters. Both the verifier and the prover can used fast fixed-base exponentiation

with precomputation [Gor98] to speed-up all the multi-exponentiations.

2.7.3 Implementation and Performance

To evaluate the performance of Bulletproofs in practice we give a reference implementation in C
and integrate it into the popular library libsecp256k1 which is used in many cryptocurrency clients.
libsecp256k1 uses the elliptic curve secp256k1® which has 128 bit security.

In their compressed form, secp256k1 points can be stored as 32 bytes plus one bit. We use all
of the optimizations described above, except the pre-computation of generators. The prover uses
constant time operations until the computation of 1 and r. By Theorem 2.2, the inner product
argument does not need to hide 1 and r and can therefore use variable time operations. The verifier

has no secrets and can therefore safely use variable time operations like the multi-exponentiations.

Shttp://wuw.secg.org/SEC2-Ver—1.0.pdf
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All experiments were performed on an Intel i7-6820HQ system throttled to 2.00 GHz and using
a single thread. Less than 100 MB of memory was used in all experiments. For reference, verifying
an ECDSA signature takes 86 us on the same system. Table 2.2 shows that in terms of proof size
Bulletproofs bring a significant improvement over the 3.8 KB proof size in [Poe+19]. A single 64-bit
range proof is 688 bytes. An aggregated proof for 32 ranges is still just 1 KB whereas 32 proofs from
[Poe+19] would have taken up 121 KB. The cost to verify a single 64-bit range proof is 3.9 ms but
using batch verification of many proofs the amortized cost can be brought down to 450 us or 5.2
ECDSA verifications. Verifying an aggregated proof for 64 ranges takes 61 ms or 1.9 ms per range.
The marginal cost of verifying an additional proof is 2.67 ms or 83 us per range. This is less than
verifying an ECDSA signature, which cannot take advantage of the same batch validation.

To aid future use of Bulletproofs we also implemented Protocol 2.3 for arithmetic circuits and
provide a parser for circuits in the Pinocchio [Par+13] format to the Bulletproofs format. This
hooks Bulletproofs up to the Pinocchio toolchain which contains a compiler from a subset of C to
the circuit format. To evaluate the implementation we analyze several circuits for hash preimages
in Table 2.3 and Figure 2.3.

Specifically, a SHA256 circuit generated by jsnark® and a Pedersen hash function over an embed-
ded elliptic curve similar to Jubjub” are benchmarked. A Bulletproof for knowing a 384-bit Pedersen
hash preimage is about 1 KB and takes 61 ms to verify. The marginal cost of verifying an additional
proof is 2.1 ms. The SHA256 preimage proof is 1.4 KB and takes 750 ms to verify. The marginal
cost of verifying additional proofs is 41.5 ms. Figure 2.3 shows that the proving and verification
time grow linearly. The batch verification first grows logarithmically and then linearly. For small
circuits the logarithmic number of exponentiations dominate the cost while for larger circuits the

linear scalar operations do.

2.8 A General Forking Lemma

We briefly describe the forking lemma of [Boo+16] that will be needed in the proofs.

Suppose that we have a (2u + 1)-move public-coin argument with o challenges, x1,...,z, in
sequence. Let n; > 1 for 1 <4 < p. Consider []%_, n; accepting transcripts with challenges in the
following tree format. The tree has depth p and [[4 | n; leaves. The root of the tree is labeled with
the statement. Each node of depth i < u has exactly n; children, each labeled with a distinct value
of the ith challenge ;.

This can be referred to as an (ni,...,n,)-tree of accepting transcripts. Given a suitable tree
of accepting transcripts, one can compute a valid witness for our inner-product argument, range
proof, and argument for arithmetic circuit satisfiability. This is a natural generalization of special-

soundness for Sigma-protocols, where y = 1 and n = 2. Combined with Theorem 2.7, this shows that

6See https://github.com/akosba/jsnark.
7See https://z.cash /technology /jubjub.html.
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Figure 2.1: Sizes for range proofs
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Table 2.2: Range proofs: performance and proof size

Problem size | Gates | = Size Timing (ms)
(bytes) | prove ‘ verify ‘ batch
Range proofs (range X aggregation size)
8 bit 8 482 3.7 0.9 0.28
16 bit 16 546 7.2 1.4 0.33
32 bit 32 610 15 24 0.38
64 bit 64 675 29 3.9 0.45
64 bit x 2 128 739 57 6.2 0.55
per range 64 370 29 3.1 0.28
64 bit x 4 256 803 111 10.4 0.71
per range 64 201 28 2.6 0.18
64 bit x 8 512 932 213 18.8 1.08
per range 64 117 27 2.4 0.13
64 bit x 16 1024 932 416 33.2 1.58
per range 64 59 26 2.1 0.10
64 bit x 32 2048 996 812 61.0 2.67
per range 64 32 25 1.9 | 0.083
64 bit x 64 4096 1060 1594 114 4.91
per range 64 17 25 1.8 | 0.077
64 bit x 128 8192 1124 | 3128 210 9.75
per range 64 8.8 25 1.6 | 0.076
64 bit x 256 | 16384 1189 | 6171 392 | 21.03
per range 64 4.6 24 1.5 | 0.082
64 bit x 512 | 32768 1253 | 12205 764 50.7
per range 64 2.5 24 1.5 0.10

The first 4 instances are n-bit range proofs and the later ones are m aggregated 64-bit proofs and the normalized
costs per range. “Batch” is the marginal cost of verifying an additional proof, computed by batch-verifying 100

proofs, subtracting the cost to verify one, and dividing by 99.
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Table 2.3: Protocol 2.3: Performance numbers and proof sizes

Input size | Gates | 7 Size Timing (ms)
(bytes) | prove | verify | batch

Pedersen hash preimage (input size)

48 bit 128 864 88 6.4 0.72
96 bit 256 928 172 10.6 0.93
192 bit 512 992 335 19.1 1.33
384 bit 1024 1056 659 33.6 2.12
768 bit 2048 1120 1292 61.6 3.66
1536 bit 4096 1184 | 2551 | 114.9 6.93
3072 bit 8192 1248 | 5052 | 213.4 | 13.20

Unpadded SHA256 preimage
512 bit | 25400 | 1376 | 19478 | 749.9 | 41.52

Bulletproofs for proving knowledge of = s.t. H(z) = y for different sized z’s. The first 7 rows are for the Pedersen
hash function and the final row is for SHA256. “Batch” is the marginal cost of verifying an additional proof,

computed by batch-verifying 100 proofs, subtracting the cost to verify one, and dividing by 99.

the protocols have witness-extended emulation, and hence, the prover cannot produce an accepting
transcript unless they know a witness. For simplicity in the following lemma, we assume that
the challenges are chosen uniformly from Z, where |p| = A, but any sufficiently large challenge
space would suffice. The success probability of a cheating prover scales inversely with the size of
the challenge space and linearly with the number of accepting transcripts that an extractor needs.
Therefore if []/_, n; is negligible in 22, then a cheating prover can create a proof that the verifier

accepts with only negligible probability.

Theorem 2.7 (Forking Lemma, [Boo+16]). Let (Setup,P,V) be a (2k + 1)-move, public coin in-
teractive protocol. Let x be a witness extraction algorithm that succeeds with probability 1 — p(\)
for some negligible function p(X) in extracting a witness from an (nq,...,ng)-tree of accepting tran-
scripts in probabilistic polynomial time. Assume that Hle n; is bounded above by a polynomial in

the security parameter A. Then (Setup, P,V) has witness-extended emulation.

The theorem is slightly different than the one from [Boo+16]. We allow the extractor x to fail
with negligible probability. Whenever this happens the Emulator Ext as defined by Definition 2.10
also simply fails. Even with this slight modification, this slightly stronger lemma still holds as Ext
overall still only fails with negligible probability.
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2.9 Proof of Theorem 2.1

Proof. Perfect completeness follows directly because Protocol 2.1 converts an instance for relation
(2.2) into an instance for relation (2.3). Protocol 2.2 is trivially complete. For witness extended
emulation we show that there exists an efficient extractor y that uses n? transcripts, as needed by
Theorem 2.7.

First we show how to construct an extractor y; for Protocol 2.2 which on input (G, H, U, P),
either extracts a witness a, b such that relation (2.3) holds, or discovers a non-trivial discrete loga-
rithm relation between G, H, U. Note that the hardness of computing a discrete log relation between
G’,H',U implies the hardness of computing one between G, H,U as defined in Protocol 2.2. We
will, therefore, use an inductive argument showing that in each step we either extract a witness or
a discrete log relation.

If n = |G| = 1, then the prover reveals the witness (a,b) in the protocol and the relation
P = ¢g®hbu®? can simply be checked directly.

Next, we show that for each recursive step that on input (G, H, U, P), we can efficiently extract
from the prover a witness a, b or a non-trivial discrete logarithm relation between G, H,U. The
extractor runs the prover to get L and R. Then, by rewinding the prover four times and giving it
four challenges x1, 2, %3, x4, such that x; # +x; for 1 <i < j <4, the extractor obtains four pairs
a’;,b/; € Zg, such that

(a’h (1’;1 . G[n/] —+x; - G[n/])>
L+ P+x?R= (b, (; Hppy + 27" Hyy)) fori=1,...,4. (2.67)
—|—<a’i, b/z> . U
We can use the first three challenges x1, x2, 3, to compute v, V2, v3 € Z, such that
3 3 3
ZW'%ZZL Z%‘ZO, Zui-xi_?:O.
i=1 i=1

i=1

Then taking a linear combination of the first three equalities in (2.67), with v1,15,v3 as the co-
efficients, we can compute ar, by € Z; and ¢, € Z, such that L = (ar,,G)Y + (bp,H) + ¢ - U.
Repeating this process with different combinations, we can also compute ap,ar,bp,br € Z; and

cp,CRr € Zy such that

Rz(aR,G>—|—<bR7H)+cR-U7 P:<aP,G>+<bp,H>+Cp'U.

Now, for each x € {x1, 2,23, 24} and the corresponding a’, b’ € Z;}/ we can rewrite (2.67) as:
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(ap -2 +ap+agp-22,G) 4+ (by - 2> +bp+br-2 2 H) + (cp - 2*> +cp+cr-x72)- U
=2> L+P+2"2 R
= (a’ . 3?_1, G[n’]> + (a’ . ,’B7G[n/:]> + <b/ . CC,H[:n/]> + <bl . LL'_l,H[n/:]> + ((a’,b’)) -U.

This implies that

a -2l = ar /] 2+ ap ]t agr, ) T

a/ T = aL,[n/:] : IQ + aP,[n':] + aR,[n':] : I72
b’ - xTr = bL,[:n’] . .732 + bP,[:n’] —+ bR,[:n’] . .1372 (268)
b’ - I_l = bL,[n/:} : 1‘2 + bP,[n’:] + bR,[n’:} : $_2

(@' ,b'y=cp -2 +cp+cr-a?

If any of these equalities do not hold, we directly obtain a non-trivial discrete logarithm relation
between the generators (G1,...,Gy, H1,...,H,,U).

If the equalities hold, we can deduce that for each challenge = € {x1, xo, x5, 24}
a ] - 20+ (Apn] — AL ) €+ (AR ] — Ap ) 2T — ARy 20 =0 (2.69)
bL,[n’:] . QJS =+ (bP,[n/:] — bL,[:n’]) - x4 (bR,[n’:] — bP,[:n’]) . 1'71 — bR,[:n’] . 5673 = O (270)

The equality (2.69) follows from the first two equations in (2.68). Similarly, (2.70) follows from the
third and fourth equations in (2.68).

The only way (2.69) and (2.70) hold for all 4 challenges x1, x2, z3, x4 € Z) is if

ar /] = AR,[n":] = bR,[:n/] = bL,[n/:] =0,
aL,[n’:] = aP,[:n’]v aR,[:n’] = aP7[n’:] (271)
bL,[:n’] = bP,[n’:]7 bR,[n’:] = bP,[:n’]~

Plugging these relations into (2.68) we obtain that for every x € {x1,z2, 23,24} we have that

1

a/ = ap7[:n/] T+ ap7[n/:] T and b/ = bp,[:n/] . IE71 + bp7[n/:] X,
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Now, using these values we can see that the extracted cr,cp and cr have the expected form:

cr -2 +cp+tegp-x = (a,b)

= <aP7[:n’] i +aP,[n’:] ' x_l y bP,[:n’] : x_l +bP,[n’:] : 'T>

= <aP,[:n’]7bP,[n/:]> : 372 + <aP,[:n/]7 bP,[:n’]> + <aP,[n’:]7 bP,[n’:]> + <aP,[n’:]7 bP,[:n’]> . x_Q

= (@p ), bp ) - 2° + (ap, bp) + (ap g, bp ) - 277

Since this relation holds for all x € {z1, 22, 3, x4} it must be that
<ap, bp> = Cp.

The extractor, thus, either extracts a discrete logarithm relation between the generators, or the
witness (ap,bp) for the relation (2.3).

Using Theorem 2.7 we can see that the extractor uses 41°82(") = n? transcripts in total and thus
runs in expected polynomial time in n and .

We now show that using Protocol 2.1 we can construct an extractor x that extracts a valid witness
for relation (2.3). The extractor uses the extractor x; of Protocol 2.2. On input (G, H,u, P,c) x
runs the prover with on a challenge x and uses the extractor x; to obtain a witness a, b such that:
P+(z-¢)-U=(a,G)+ (b,H) + (z-(a,b)) - U. Rewinding P, supplying him with a different
challenge z’ and rerunning the extractor x; yields a second witness (a’,b’). Again the soundness of
Protocol 2.2 implies that P+2'-¢-U = (a’, G)+ (b, H) + (¢/- (a’,b’)) - U. From the two witnesses,

we can compute:

(z—2")-¢)-U=(a—a',G)+ (b—b" H)+ (z- ((a,b)) — 2’ - ((a’,b))) - U

Unless a = a’ and b = b’ we get a not trivial discrete log relation between G, H and U. Otherwise
we get (z—2')-¢)-U=((x—2") -(a,b))-U = ¢ = (a,b). Thus, (a,b) is a valid witness
for relation (2.3). Since x forks the prover once, and uses the efficient extractor x; twice, it is
also efficient. Using the forking lemma (Theorem 2.7) we conclude that the protocol has witness

extended emulation. O

2.10 Proof of Theorem 2.3

Proof. Perfect completeness follows from the fact that tg = 6(y, z)+22- (2™, v) for all valid witnesses.
To prove perfect honest-verifier zero-knowledge we construct a simulator that produces a distribution
of proofs for a given statement (G, H € G,G,H € G*™,V € G™) that is indistinguishable from
valid proofs produced by an honest prover interacting with an honest verifier. The simulator chooses

all proof elements and challenges according to the randomness supplied by the adversary from their
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respective domains or computes them directly as described in the protocol. S and T} are computed

according to the verification equations, i.e.:

S = 71’71 ! (7/1' “H+A— <Z A1 la G> + <Z ! yn-m - r7HI> + Z<Zj+1 ' znﬂH/[(j—l)‘m:j"rn]»

Jj=1

Ty=—a ' (=7 -H+ 6y, 2) —1,G) + (2% - 2™, V) + 22 - T))

Finally, the simulator runs the inner-product argument with the simulated witness (1,r) and the
verifier’s randomness. All elements in the proof are either independently randomly distributed or
their relationship is fully defined by the verification equations. The inner product argument remains
zero knowledge as we can successfully simulate the witness, thus revealing the witness or leaking
information about it does not change the zero-knowledge property of the overall protocol. The
simulator runs in time O(V + Pinnerproduct) and is thus efficient.

In order to prove computational witness extended emulation, we construct an extractor x as
follows. The extractor x runs the prover with n - m different values of y, (m + 2) different values
of z, and 3 different values of the challenge . Additionally it invokes the extractor for the inner
product argument on each of the transcripts. This results in 3 - (m + 2) - n - m - O(n?) valid proof
transcripts.

For each transcript the extractor x first runs the extractor XinnerProduct for the inner-product
argument to extract a witness 1, r to the inner product argument such that - H 4+ (1, G) + (r, H) =
P A (l,r) = t. Using 2 valid transcripts and extracted inner product argument witnesses for dif-
ferent = challenges, we can compute linear combinations of (2.40) such that in order to compute
a,p,ar,apr,sr,sg such that A =a-H+(ar,G) + (ag, H), as wellas S = p- H+ (s, G) + (sg, H).

If for any other set of challenges (z,y, z) the extractor can compute a different representation
of A or S, then this yields a non-trivial discrete logarithm relation between independent generators
H, G, H which contradicts the discrete logarithm assumption.

Using these representations of A and S, as well as 1 and r, we then find that for all challenges

x,y and z

l=a;, —2-1""+sp -z

r=y""o(ap+z-1""+sp-x)+ Y 2. (o<j*1>'"\|2“|\o<m*j>-”)
j=1

If these equalities do not hold for all challenges and 1, r from the transcript, then we have two distinct
representations of the same group element using a set of independent generators. This would be a

non-trivial discrete logarithm relation.
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For given values of y and z, we now takes 3 transcripts with different x’s and uses linear combi-

nations of equation (2.45) to compute 71, 79, t1, t2 such that
T1 :tl'G+Tl'H/\T2:t1'G+TQ'H

Additionally we can compute a v,y such that v- G +vy- H = Z;nzl 271 . V; Repeating this for m
different z challenges, we can compute (v;,7;)7.; such that v; -G +~; - H = V; Vj € [1,m]. If for
any transcript d(y,z) + 0L, 2T vup + b -ty -2 # t then this directly yields a discrete log
relation between G and H, i.e. a violation of the binding property of the Pedersen commitment. If

not, then for all y, z challenges and 3 distinct challenges X = z;,j € [1,3]:
2
Zti X' = p(X)=0
i=0

with tg = d(y, z) + Z;nzl 292 (v;,2") and p(X) = Z?:o pi - X = (I(X),r(X)). Since the polyno-
mial ¢(X) — p(X) is of degree 2, but has at least 3 roots (each challenge x;), it is necessarily the
zero polynomial, i.e. ¢(X) = ({(X), r(X)).
Since this implies that ty = pg, the following holds for all y, z challenges:
Y AT (v, 2) 4 0(y, )

Jj=

(aL,y"™oag) +z-(aL —ar,y"™) + Xy # T aL (- 1)nyn)» 2"

_22 . <1nm7ynm> _ Z;’L:l Zj+2 . <1n’ 2n> c Zp

If this equality holds for n - m distinct y challenges and m + 2 distinct z challenges, then we can

infer the following.

apoap=0"" € Zy™
ap=a; —1"™ ez
Uj = <aL,[(jfl)-n:j-n]72n> S va_] S [1,m]

The first two equations imply that aj, € {0,1}"™. The last equation imply that v; € [0,2"!] for
all j € [1,m]. Since GY"H" =V, Vj € [1,m] we have that (v,~) is valid witness for relation (2.42).
The extractor rewinds the prover 3 - (m + 2) - n-m - O(n?) times. Extraction is efficient and the
number of transcripts is polynomial in A because n,m = O()\). Note that extraction either returns
a valid witness or a discrete logarithm relation between independently chosen generators. We define
X' being equal to x but failing whenever y extracts a discrete log relation. By the Discrete Log
Relation assumption this happens with at most negligible probability. We can, therefore, apply the

forking lemma and see that computational witness emulation holds.
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2.11 Proof of Theorem 2.4

Proof. Perfect completeness follows from the fact that

to = 6(y,2) + <Z[?:T1’WL -ap + Wg-ag + Wp -apg) = §(y,2) + <zﬁf]r1,WV ‘v+4c) (2.72)

whenever the prover knows a witness to the relation and is honest.
To prove perfect honest-verifier zero-knowledge we construct an efficient simulator that produces

a distribution of proofs for a given statement

(GHEG.GHEG" VG, (WiyWhe Wo )Ly € 2, (wy )y €2 c € 73 )

and the verifier’s randomness that is indistinguishable from valid proofs produced by an honest

prover interacting with an honest verifier. The simulator acts as follows:

Compute z,y, z using V’s randomness
Wy To <8 Lp
Lr<sZ,
t=(,r)
Ar, Ao <3G
S=-2(z Ar+a® Ao~ (L,G)— (y" +r.H) +a- W+ - Wr+Wo —pu-H )

T3, T4, T5,T6 <3G

Ti=—a' ( —m Hta? (0, 2) + (@2 0) — G+ (e (3 W), V) + S0t T )

Output: (Az, Ao, Sy, 2z T1, (T3)$; @5 Ta, 1, T, 1, 1)

The values Ay, Ap,1,r, u, 7, produced by an honest prover interacting with an honest verifier are
random independent elements, i.e. if s, p,a, 71, (7:)$, p as well as z,y, z are chosen independently
and randomly. # is the inner product of L r as in any verifying transcript. The simulated S is fully
defined by equations (2.52). The honestly produced T are perfectly hiding commitments and as such
random group elements. Their internal relation given ¢ and 7, is fully defined by equation (2.50),
which is ensured by computing 77 accordingly. Therefore, the transcript of the proof is identically
distributed to an honestly computed proof with uniformly selected challenges. The simulator runs
in time O(V) and is thus efficient.

In order to prove computational witness extended emulation we construct an extractor x as

follows. The x runs the prover with n different y, (Q + 1) different z and 7 different = challenges.
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This results in 7- (Q + 1) - n valid proof transcripts. We takes 3 valid transcripts for = € {z1, x2, 3}
and fixed y and z. From the transmitted 1,r,# for each combination of challenges, we compute

V1, Vs, v3 such that
3

3 3
E I/wal-:l/\g I/i~x2:§ I/i~:cf:()
i=1 i=1

i=1
Taking the linear combinations of equation (2.52) with (v, v2,v3) as coefficients, we compute a €
Zy,ar,ar € Zy such that o+ H + (ap, G) + (ar,H) = A;. If for any other set of challenges we can

compute different o', a’; ,a’y such that
o - H + (af, G) + (ap, H) = Ar = afl +(ar, G) + {ar, H),

then this yields a non-trivial discrete log relation between independent generators H, G, H which
contradicts the discrete log relation assumption. Similarly, we can use the same challenges and
equation (2.52) to compute unique 3, p € Zy,a0,1,20,Rr,SL,Sr € Z;, such that 8- H + (a0 1, G) +
(ap.r,H) =Ap and p- H + (sp,G) + (sg, H) = 5.

Using Equation (2.52), we can replace Ay, Ap, S with the computed representations and read

1,r,t from the transcripts. We then find that for all challenges z, v, z:

I:aL-a:—l—ao,L-x2+y7"0(zﬁjl~WR)-X—|—SL-x3

I‘:ynoaR'x—y"—l—Zﬁj—l-(WL-w—i—WO)—&-y”oaO’R-xZ—i—y"osR-x?’

t=(r)

If these equalities do not hold for all challenges and 1, r from the transcript, then we necessarily have
a non-trivial discrete log relation between the generators G, H and h.

We now show that ¢, indeed has the form described in (2.72). For a given y, z the extractor
takes 6 transcripts with different 2’s and uses linear combinations of equation (2.50) to compute
(1i,t;),4 € [1,3,...,6] such that T; = t; - G + 7; - H. Note that the linear combinations have to
cancel out the other z* - T} terms as well as z2 - (zﬁj‘l - Wy, V). Using these (7;,t;) we can compute
v,y such that v -G+ v - H = (zle:J]rl - Wy, V). Repeating this for m different z challenges, we
can compute (vj,7;)jL; using linear combinations of v -G +v- H = (zﬁjl - Wy, V) such that
vj-G+~;-H =V; Vj € [1,m]. This will however only succeed if the weight vectors wy; are linearly
independent, i.e if the matrix Wy has rank m. This necessarily implies that Q > m. If for any
transcript ¢y - @ + Yo g t; - ¢ 4+ 22 - ((z[cf]“l, Wy -v +c)+6(y, 2)) # ¢ then this directly yields a a
discrete log relation between G and H.

If not, then for all y, z challenges and 7 distinct challenges z = x;,j € [1,7]:

6
Zti cx—p(x)=0 (2.73)
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with ¢5 = <Z[Q12:T1, Wy -v+c)+6(y,2) and p(x) = S0, pi - &' = (1(z),r(x)) . Since the polynomial
t(z) — p(z) is of degree 6, but has at least 7 roots (each challenge x;), it is necessarily the zero
polynomial, i.e. t(x) = (I(x),r(x)). Finally, we show that this equality implies that we can extract
a witness (ar,ar,a0 € Zy, v, € Z,') which satisfies the relation.

The quadratic coefficient of p is:
p2=(ar,y" cag) —(ao,L,y") + (Zﬁf]rl7WL ra + Wgq-ar+Wo-ao,r) +0(y,2) € Zy

The polynomial equality implies that any challenge y, z, p2 = t2. Using a fixed y and (Q+1) different
z challenges we can infer that all coefficients of p2(z) — t2(%) have to be zero. Using n different y

challenges, i.e. n- (Q + 1) total transcripts we can infer the following equalities:

arocar —aop,L = 0" e Z; (2.74)

VVL~aL—f—VVR~aR—|—VVO~ao7L:VVV'V—‘y-(!EZ;2 (275)

From equation (2.74) we can directly infer that aj o ap = ap . Equations (2.75) are exactly the
linear constraints on the circuit gates.

Defining ap = ap,,, we can conclude that (ar,ag,ao,v,7y) is indeed a valid witness. Extraction
is efficient and the number of transcripts is polynomial in A because n, m = O()\). Note that extrac-
tion either returns a valid witness or a non-trivial discrete logarithm relation between independently
chosen generators. We define x’ being equal to y but failing whenever y extracts a discrete log
relation. By the discrete log relation assumption, this happens with at most negligible probability.

We can, therefore, apply the forking lemma and see that computational witness emulation holds. [



Chapter 3

HyperPlonk: A proof system for
the zkKEVM

3.1 Introduction

Proof systems [GMR89; BM88] have a long and rich history in cryptography and complexity theory.
In recent years, the efficiency of proof systems has dramatically improved and this has enabled a
multitude of new real-world applications that were not previously possible. In this paper, we focus
on succinct non-interactive arguments of knowledge, also called SNARKSs [Bit+12a]. Here, succinct
refers to the fact that the proof is short and verification time is fast, as explained below. Recent years
have seen tremendous progress in improving the efficiency of the prover [Wah+18; Mal+19; Xie+19;
Ame+17; Ben+19b; Zha+20; Chi+20; Biin418; GW20a; Set20; Boo+22b; Gol+21; XZS22a).

Let us briefly review what a (preprocessing) SNARK is. We give a precise definition in Section 3.2.
Fix a finite field F, and consider the relation R(C,x, w) that is true whenever x € F*, w € F™, and
C(x,w) = 0, where C is the description of an arithmetic circuit over F that takes n + m inputs. A
SNARK enables a prover P to non-interactively and succinctly convince a verifier V that P knows a
witness w € F™ such that R(C,x, w) holds, for some public circuit C and x € F".

In more detail, a SNARK is a tuple of four algorithms (Setup,Z,P,V), where Setup(1*) is a
randomized algorithm that outputs parameters gp, and Z(gp,C) is a deterministic algorithm that
pre-processes the circuit C and outputs prover parameters pp and verifier parameters vp. The
prover P(pp,x, w) is a randomized algorithm that outputs a proof 7, and the verifier V(vp,x, ) is a
deterministic algorithm that outputs 0 or 1. The SNARK must be complete, knowledge sound, and
succinct, as defined in Section 3.2. Here succinct means that if C contains s gates, and x € F™, then
the size of the proof should be O, (log s) and the verifier’s running time should be Oy (n +1logs). A

SNARK is often set in the random oracle model where all four algorithms can query the oracle. If

67
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the Setup algorithm is randomized, then we say that the SNARK requires a trusted setup; otherwise,
the SNARK is said to be transparent because Setup only has access to public randomness via the
random oracle. Optionally, we might want the SNARK to be zero-knowledge, in which case it is
called a zkSNARK.

Modern SNARKSs are constructed by compiling an information-theoretic object called an Inter-
active Oracle Proof (IOP) [BCS16] to a SNARK using a suitable cryptographic commitment scheme.
There are several examples of this paradigm. Some SNARKSs use a univariate polynomial commit-
ment scheme to compile a Polynomial-IOP to a SNARK. Examples include Sonic [Mal+19],Marlin [Chi+20],
and Plonk [GW20a]. Other SNARKSs use a multivariate linear (multilinear) commitment scheme to
compile a multilinear-IOP to a SNARK. Examples include Hyrax [Wah+18], Libra [Xie+19], Spar-
tan [Set20], Quarks [SL20], and Gemini [Boo+22b]. Yet other SNARKS use a vector commitment
scheme (such as a Merkle tree) to compile a vector-IOP to a SNARK. The STARK system [Ben+18b]
is the prime example in this category, but other examples include Aurora [Ben+19b], Virgo [Zha+20],
Brakedown [Gol+21], and Orion [XZS22a]. While STARKSs are post-quantum secure, require no
trusted setup, and have an efficient prover, they generate a relatively long proof (tens of kilobytes
in practice). The paradigm of compiling an IOP to a SNARK using a suitable commitment scheme
lets us build universal SNARKSs where a single trusted setup can support many circuits. In earlier

SNARKS, such as [Grol6; Gen+13; Bit+13b], every circuit required a new trusted setup.

The Plonk system. Among the IOP-based SNARKS that use a Polynomial-IOP, the Plonk sys-
tem [GW20a] has emerged as one of the most widely adopted in industry. This is because Plonk
proofs are very short (about 400 bytes in practice) and fast to verify. Moreover, Plonk supports
custom gates, as we will see in a minute. An extension of Plonk, called PlonKup [Pea+22], further
extends Plonk to incorporate lookup gates using the Plookup IOP of [GW20a].

One difficulty with Plonk, compared to some other schemes, is the prover’s complexity. For a
circuit C with s arithmetic gates, the Plonk prover runs in time O (slog s). The primary bottlenecks
come from the fact that the prover must commit to and later open several degree O(s) polynomials.
When using the KZG polynomial commitment scheme [KZG10], the prover must (i) compute a
multi-exponentiation of size O(s) in a pairing-friendly group where discrete log is hard, and (ii)
compute several FFTs and inverse-FFTs of dimension O(s). When using a FRI-based polynomial
commitment scheme [Ben+18a; KPV19; Zha+20], the prover computes an O(cs)-sized FFT and
O(cs) hashes, where 1/c¢ is the rate of a certain Reed-Solomon code. The performance further
degrades for circuits that contain high-degree custom gates, as some FFTs and multi-exponentiations
have size proportional to the degree of the custom gates.

In practice, when the circuit size s is bigger than 22°, the FFTs become a significant part of the
running time. This is due to the quasi-linear running time of the FFT algorithm, while other parts

of the prover scale linearly in s. The reliance on FFT is a direct result of Plonk’s use of univariate
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polynomials. We note that some proof systems eliminate the need for an FFT by moving away from
Plonk altogether [Set20; Boo+22b; Gol+21; XZS22a; Dral9].

Hyperplonk. In this paper, we introduce HyperPlonk, an adaptation of the Plonk IOP and its
extensions to operate over the boolean hypercube B, := {0,1}*. We present HyperPlonk as a
multilinear-IOP, which means that it can be compiled using a suitable multilinear commitment
scheme to obtain a SNARK (or a zkSNARK) with an efficient prover.

HyperPlonk inherits the flexibility of Plonk to support circuits with custom gates, but presents
several additional advantages. First, by moving to the boolean hypercube we eliminate the need for
an FFT during proof generation. We do so by making use of the classic SumCheck protocol [Lun+92],
and this reduces the prover’s running time from Oy(slogs) to Ox(s). The efficiency of SumCheck is
the reason why many of the existing multilinear SNARKs [Wah+18; Xie+19; Set20; SL20; Boo+22b)]
use the boolean hypercube. Here we show that Plonk can similarly benefit from the SumCheck
protocol.

Second, and more importantly, we show that the hypercube lets us incorporate custom gates
more efficiently into HyperPlonk. A custom gate is a function G : F* — F, for some £. An arithmetic
circuit C with a custom gate G, denoted C[G], is a circuit with addition and multiplication gates
along with a custom gate G that can appear many times in the circuit. The circuit may contain
multiple types of custom gates, but for now, we will restrict to one type to simplify the presentation.
These custom gates can greatly reduce the circuit size needed to compute a function, leading to a
faster prover. For example, if one needs to implement the S-box in a block cipher, it can be more
efficient to implement it as a custom gate.

Custom gates are not free. Let G : F* — F be a custom gate that computes a multivariate
polynomial of total degree d. Let C[G] be a circuit with a total of s gates. In the Plonk IOP,
the circuit C[G] results in a prover that manipulates univariate polynomials of degree O(s - d).
Consequently, when compiling Plonk using KZG [KZG10], the prover needs to do a group multi-
exponentiation of size O(sd) as well as FFTs of this dimension. This restricts custom gates in Plonk
to gates of low degree.

We show that the prover’s work in HyperPlonk is much lower. Let G : F* — F be a custom gate
that can be evaluated using k arithmetic operations. In HyperPlonk, the bulk of the prover’s work
when processing C[G] is only O(sklog? k) field operations. Moreover, when using KZG multilinear
commitments [PST13], the total number of group exponentiations is only O(s + dlog s), where d is
the total degree of G. This is much lower than Plonk’s O(sd) group exponentiations. It lets us use

custom gates of much higher degree in HyperPlonk.

Making Plonk and its Plonkup extension work over the hypercube raises interesting challenges,
as discussed in Section 3.1.1. In particular, adapting the Plookup IOP [GW20a], used to implement

table lookups, requires changing the protocol to make it work over the hypercube (see Section 3.3.7).
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The resulting version of HyperPlonk that supports lookup gates is called HyperPlonk+ and is described
in Section 3.5. There are also subtleties in making HyperPlonk zero knowledge. In Section 3.8, we

describe a general compiler to transform a multilinear-IOP into one that is zero knowledge.

Batch openings and commit-and-prove SNARKSs. The prover in HyperPlonk needs to open
several multilinear polynomials at random points. We present a new sum-check-based batch-opening
protocol (Section 3.3.8) that can batch many openings into one, significantly reducing the prover
time, proof size, and verifier time. Our protocol takes O(k - 2#) field operations for the prover for
batching k of u-variate polynomials, compared to O(k?u-2#) for the previously best protocol [Tha20].
Under certain conditions, we also obtain a more efficient batching scheme with complexity O(2*),

which yields a very efficient commit-and-prove protocol.

Improved multilinear commitments. Since HyperPlonk relies on a multilinear commitment
scheme, we revisit two approaches to constructing multilinear commitments and present significant
improvements to both.

First, in Section 3.7 we use our commit-and-prove protocol to improve the Orion multilinear
commitment scheme [XZS22a]. Orion is highly efficient: the prover time is strictly linear, taking
only O(2*) field operations and hashes for a multilinear polynomial in p variables (no group ex-
ponentiations are used). The proof size is O(Au?) hash and field elements, and the verifier time is
proportional to the proof size. In Section 3.7 we describe Orion+, that has the same prover complex-
ity, but has O(u) proof size and O(u) verifier time, with good constants. In particular, for security
parameter A = 128 and p = 25 the proof size with Orion+ is only about 7 KBs, compared with
5.5 MB with Orion, a nearly 1000x improvement. Using Orion+ in HyperPlonk gives a strictly linear
time prover.

Second, in Section 3.9, we show how to generically transform a univariate polynomial commitment
scheme into a multilinear commitment scheme using the tensor-product univariate Polynomial-IOP
from [Boo+22b]. This yields a new construction for multilinear commitments from FRI [Ben+18a]
by applying the transformation to the univariate FRI-based commitment scheme from [KPV19].
This approach leads to a more efficient FRI-based multilinear commitment scheme compared to the
prior construction in [Zha+20], which uses recursive techniques. Using this commitment scheme in

HyperPlonk gives a quantum-resistant quasilinear-time prover.

Another permutation PIOP for small fields. Looking ahead, the HyperPlonk IOP builds
upon a linear-time polynomial IOP for the permutation check relation. However, for p-variate
polynomials, the linear-time permutation PIOP has soundness error O( %), which limits its usage
with polynomial-sized fields [Boo+22a]. To remedy this, we also propose another permutation PIOP
with a much smaller soundness error, that is, O(%). The tradeoff is that the PIOP has quasi-linear

(rather than linear) prover time.
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’ Application H Rrics \ Spartan H RPLONK+ \ Jellyfish | HyperPlonk
3-to-1 Rescue Hash 288 [Aly+20] | 422 ms 144 [Sys22] 40 ms 88 ms
Zexe’s recursive circuit 222 [Xio+22] | 6 min [| 217 [Xio+22] | 13.1s 5.1s
Rollup of 50 private tx 225 39 min 220 [Sys22] 110 s 38.2's

Table 3.1: The prover runtime of Hyperplonk, Spartan [Set20], and Jellyfish Plonk, for popular
applications. The first column (next to the column of the applications) shows the number of R1CS
constraints for each application. The third column shows the corresponding number of constraints
in HyperPlonk+. Note that the Zexe and the Rollup applications are using the BW6-761 curve. For
more detail see Section 3.6.5.

Evaluation results. After applying the optimizations in Appendix 3.10, when instantiated with
the pairing-based multilinear commitment scheme of [PST13], the proof size of Hyperplonk is pu+ 5
group elements and 4u + 29 field elements!. Using BLS12-381 as the pairing group, we obtain
4.7K B proofs for u = 20 and 5.5K B proofs for y = 25. For comparison, Kopis [SL20] and Gem-
ini [Boo+22b], which also have linear-time provers, report proofs of size 39KB and 18KB respectively
for ;4 = 20. In Table 3.1 and Table 3.6 we show that our prototype HyperPlonk implementation out-
performs an optimized commercial-strength Plonk system for circuits with more than 2% gates.
It also shows the effects of PLONK arithmetization compared to R1CS by comparing the prover
runtime for several important applications. Hyperplonk outperforms Spartan [Set20] for these ap-

plications by a factor of over 60. We discuss the evaluation further in Section 3.6.

3.1.1 Technical overview

In this section we give a high level overview of how to make Plonk and its extensions work over
the hybercube. We begin by describing Plonk in a modular way, breaking it down into a sequence
of elementary components shown in Figure 3.1. In Section 3.3 we show how to instantiate each
component over the hybercube.

Some components of Plonk in Figure 3.1 rely on the simple linear ordering of the elements of a
finite cyclic group induced by the powers of a generator. On the hypercube there is no natural simple
ordering, and this causes a problem in the Plookup protocol [GW20a] that is used to implement a
lookup gate. To address this we modify the Plookup argument in Section 3.5 to make it work over

the hypercube. We give an overview of our approach below.

A review of Plonk. Let us briefly review the Plonk SNARK. Let C[G] : F*™™ — F be a circuit
with a total of s gates, where each gate has fan-in two and can be one of addition, multiplication,

or a custom gate G : F? — F. Let x € F” be a public input to the circuit. Plonk represents the

1The constants depend linearly on the degree of the custom gates. These numbers are for simple degree 2 arithmetic
circuits.
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resulting computation as a sequence of n + s + 1 triples?: =

N = { (Lo, i, ) € FS}i:o,...,n+s' (3.1)
This M is a matrix with three columns and n + s+ 1 rows. The first n rows encode the n public
input; the next s rows represent the left and right inputs and the output for each gate; and the final
row enforces that the final output of the circuit is zero. We will see how in a minute.
In basic (univariate) Plonk, the prover encodes the cells of M using a cyclic subgroup 2 C F of
order 3(n+ s+ 1). Specifically, let w € Q be a generator. Then the prover interpolates and commits
to a polynomial M € F[X] such that

M(W*) = L;;, MW =R;, MwW**?) =0; fori=0,...,n+s.

Now the prover needs to convince the verifier that the committed M encodes a valid computation
of the circuit C. This is the bulk of Plonk system.

Hyperplonk. In HyperPlonk we instead use the boolean hypercube to encode M. From now on,
suppose that n+s+1 is a power of two, so that n+s+1 = 2*. The prover interpolates and commits
to a multilinear polynomial M € F[X#*2] = F[X1,..., X, o] such that

M(0,0, (7)) = L;, M(0,1,(i)) = R;, M(1,0,(i)) =O;, fori=0,...,n+s. (3.2)

Here (4) is the p-bit binary representation of i. Note that a multilinear polynomial on p+ 2 variables
is defined by a vector of 2#12 = 4 x 2* coefficients. Hence, it is always possible to find a multilinear
polynomial that satisfies the 3 x 2# constraints in (3.2). Next, the prover needs to convince the
verifier that the committed M encodes a valid computation of the circuit C. To do so, we need to
adapt Plonk to work over the hypercube.

Let us start with the pre-processing algorithm Z(gp,C) that outputs prover and verifier pa-
rameters pp and vp. The verifier parameters vp encode the circuit C[G] as a commitment to four
multilinear polynomials (S, Sa,S3,0), where S1, S, S3 € F{X*#] and o € F[X#T2]. The first three
are called selector polynomials and o is called the wiring polynomial. We will see how they are
defined in a minute. There is one more auxiliary multilinear polynomial I € F[X*] that encodes the
input x € F™. This polynomial is defined as I({i)) = x; for i = 0,...,n — 1, and is zero on the rest
of the boolean cube B,,. The verifier, on its own, computes a commitment to the polynomial I to
ensure that the correct input x € F™ is being used in the proof. Computing a commitment to I can
be done in time Oy(n), which is within the verifier’s time budget.

With this setup, the Plonk prover P convinces the verifier that the committed M satisfies two

2A more general Plonkish arithmetization [Zca22] supports wider tuples, but triples are sufficient here.
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polynomial identities:

The gate identity: Let Sp, 53,55 : F#* — {0,1} be the three selector polynomials that the pre-
processing algorithm Z(gp, C) committed to in vp. To prove that all gates were evaluated correctly,

the prover convinces the verifier that the following identity holds for all x € B,, := {0, 1}*:

0:Sl(x)-(M(Oﬂ,x)—i—M(O,Lx)) + Sa(x)- M(0,0,x)- M(0,1,x)

Lixg R Lix R
(3.3)
+ Ss(x) - G( M(0,0,%), MO, 1,x) ) — M(1,0.x) + I(x)
—_— Y—— ——
Lix R Olx)
where [x] = Ef;ol x;2" is the integer whose binary representation is x € B,,. For eachi = 0,...,n+s,

the selector polynomials Sy, .52, 53 are defined to do the “right” thing:

e for an addition gate: S1((1)) =1, S2((i)) =S3({(i)) =0 (s0Oi=Li+ R; )
e for a multiplication gate:  S1({i)) = S3((i)) =0, S2((i)) =1 (s0oO;i=L;-R;)

o for a G gate: S1((8)) = S2({z)) =0, S3((8)) =1 (so O; = G(Li, R;) )
e wheni<nori=mn-+s  Si({i)) =S2((i)) = S5((i)) =0 (so O; = I({i)) ).

The last bullet ensures that O; is equal to the i-th input for ¢ = 0,...,n — 1, and that the final

output of the circuit, O, s, is equal to zero.

The wiring identity: Every wire in the circuit C induces an equality constraint on two cells in the
matrix M. In HyperPlonk, the wiring constraints are captured by a permutation ¢ : B2 — B, 4o.

The prover needs to convince the verifier that
M(x) = M(6(x)) forall x € B,4s:={0, 1}#+2, (3.4)

To do so, the pre-processing algorithm Z(gp,C) commits to a multilinear polynomial ¢ : F**+2 — F
that satisfies o(x) = [6(x)] for all x € B, 15 (recall that [6(x)] is the integer whose binary represen-
tation is 6(x) € Bj42). The prover then convinces the verifier that the following two sets are equal
(both sets are subsets of F?):

{(xme)} = {(16(0] M(x)) }

XE BM+2

(3.5)

XEDB, 42

This equality of sets implies that (3.4) holds.

Proving the gate identity. The prover convinces the verifier that the Gate identity holds by
proving that the polynomial defined by the right hand side of (3.3) is zero for all x € B,,. This is
done using a ZeroCheck IOP, defined in Section 3.3.2. If the custom gate G has total degree d and
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there are s gates in the circuit, then the total number of coefficientsx of the polynomial in (3.3) is
(d+ 1)(s +n + 1) which is about (d - s). If this were a univariate polynomial, as in Plonk, then
a ZeroCheck would require a multi-exponentiation of dimension (d - s) and an FFT of the same
dimension. When the polynomial is defined over the hypercube, the ZeroCheck is implemented
using the SumCheck protocol in Section 3.3.1, which requires no FFTs. In that section we describe
two optimizations to the SumCheck protocol for the settings where the multivariate polynomial has
a high degree d in every variable:

e First, in every round of SumCheck the prover sends a polynomial commitment to a univariate
polynomial of degree d, instead of sending the polynomial in the clear as in regular SumCheck.
This greatly reduces the proof size.

e Second, in standard SumCheck, the prover opens the univariate polynomial commitment at
three points: at 0, 1, and at a random r € F. We optimize this step by showing that opening
the commitment at a single point is sufficient. This further shortens the final proof.

The key point is that the resulting ZeroCheck requires the prover to do only about s + d - u group
exponentiations, which is much smaller than d - s in Plonk. The additional arithmetic work that
the prover needs to do depends on the number of multiplication gates in the circuit implementing
the custom gate G, not on the total degree of G, as in Plonk. As such, we can support much larger
custom gates than Plonk.

In summary, proof generation time is reduced for two reasons: (i) the elimination of the FFTs,

and (ii) the better handling of high-degree custom gates.

Proving the wiring identity. The prover convinces the verifier that the Wiring identity holds
by proving the set equality in (3.5). We describe a set equality protocol over the hypercube in
Section 3.3.4. Briefly, we use a technique from Bayer and Groth [BG12], that is also used in Plonk,
to reduce this problem to a certain ProductCheck over the hypercube (Section 3.3.3). We then use
an idea from Quarks [SL20] to reduce the hypercube ProductCheck to a ZeroCheck, which then
reduces to a SumCheck. This sequence of reductions is shown in Figure 3.1. Again, no FFTs are

needed.

Table lookups. An important extension to Plonk supports circuits with table lookup gates. The
table is represented as a fixed vector t € F2"~1. A table lookup gate ensures that a specific cell in
the matrix M is contained in t. For example, one can set t to be the field elements in {0,1,..., B}
for some B (padding the vector by 0 as needed). Now, checking that a cell in M is contained in t
is a simple way to implement a range check.

Let f,t: B, — F be two multilinear polynomials. Here the polynomial ¢ encodes the table t,
where the table values are ¢(B,,). The polynomial f encodes the cells of M that need to be checked.
An important step in supporting lookup gates in Plonk is a way for the prover to convince the
verifier that f(B,) C t(B,), when the verifier has commitments to f and ¢. The Plookup proof
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HyperPlonk+
{
HyperPlonk
— ~
Gate Identity Wiring Identity Plookup
\ /
MultiSetEquality
I
’ ProductCheck

/

’ ZeroCheck ‘
!

’ SumCheck ‘

Figure 3.1: The multilinear polynomial-IOPs that make up HyperPlonk.

system by Gabizon and Williamson [GW20a] is a way for the prover to do just that. More recently
preprocessed alternatives to lookup have been developed[Zap+22a; PK22]. These perform better if
the table is known, e.g. a range of values but are in general orthogonal to Plookup.

The problem is that Plookup is designed to work when the polynomials are defined over a cyclic
subgroup G C F* of order ¢ with generator w € G. In particular, Plookup requires a function
next : F — F that induces an ordering of G. This function must satisfy two properties: (i) the

sequence

w, next(w), next(next(w)), ..., next(?~Y (w) (3.6)

should traverse all of G, and (ii) the function next should be a linear function. This is quite easy
in a cyclic group: simply define next(z) := wa.

To adapt Plookup to the hypercube we need a linear function next : F#* — F* that traverses
all of B, as in (3.6), starting with some element xo € B,,. However, such an F-linear function
does not exist. Nevertheless, we construct in Section 3.3.7 a quadratic function from F¥ to F# that
traverses B,,. The function simulates 5,, using a binary extension and has a beautiful connection to
similar techniques used in early PCP work[BSS08]. We then show how to linearize the function by
modifying some of the building blocks that Plookup uses. This gives an efficient Plookup protocol
over the hypercube. Finally, in Section 3.5 we use this hypercube Plookup protocol to support lookup
gates in HyperPlonk. The resulting protocol is called HyperPlonk+-.
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3.1.2 Additional related work

The origins of SNARKSs date back to the work of Kilian [Kil92] and Micali [Mic94] based on the
PCP theorem. Many of the SNARK constructions cited in the previous sections rely on techniques
introduced in the proof of the PCP theorem.

Recursive SNARKSs [Val08] are an important technique for building a SNARK for a long com-
putation. Early recursive SNARKs [CT10; Bit+12b; Ben+14b; COS20] built a prover for the entire
SNARK circuit and then repeatedly used this prover. More recent recursive SNARKSs rely on ac-
cumulation schemes [BGH19; Biin+20; Bon+21; Biin+21a; KST21] where the bulk of the SNARK
verifier runs outside of the prover.

Many practical SNARKs rely on the random oracle model and often use a non-falsifiable as-
sumption. Indeed, a separation result due to Gentry and Wichs [GW11] suggests that a SNARK
requires either an idealized model or a non-falsifiable assumption. An interesting recent direction
is the construction of batch proofs [CJJ21a; CJJ21b; WW22] in the standard model from standard
assumptions. These give succinct proofs for computations in P, namely succinct proofs for com-

putations that do not rely on a hidden witness. SNARKSs give succinct proofs for computations in

NP.

3.2 Preliminaries

Notation: We use A to denote the security parameter. For n € N let [n] be the set {1,2,...,n};
for a,b € N let [a,b) denote the set {a,a+ 1,...b—1}. A function f(\) is poly()) if there exists a
¢ € N such that f(A\) = O(X9). If for all ¢ € N, f()\) is o(A7€), then f()) is in negl(\) and is said to
be negligible. A probability that is 1 — negl()\) is overwhelming. We use F to denote a field of
prime order p such that log(p) = Q(X).

A multiset is an extension of the concept of a set where every element has a positive multiplicity.
Two finite multisets are equal if they contain the same elements with the same multiplicities.

Recall that a relation is a set of pairs (x, w). An indexed relation is a set of triples (1,x;w).
The index 1 is fixed at setup time.

In defining the syntax of the various protocols, we use the following convention concerning public
values (known to both the prover and the verifier) and secret ones (known only to the prover). In
any list of arguments or returned tuple (a,b,c;d, e), those variables listed before the semicolon are
public, and those listed after it are secret. When there is no secret information, the semicolon is

omitted.

Useful facts. We next list some facts that will be used throughout the paper.

Lemma 3.1 (Multilinear extensions). For every function f : {0,1}* — T, there is a unique mul-
tilinear polynomial f € F[Xi,...,X,] such that f(b) = f(b) for all b € {0,1}*. We call f the
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multilinear extension of f, and f can be expressed as

fX)y= > f(b)-eq(b,X)

be{0,1}~
where eq(b,X) :=[T/_, (b:X; + (1 — b;)(1 — X;)).

Lemma 3.2 (Schwartz-Zippel Lemma). Let f € F[Xy,...,X,] be a non-zero polynomial of total
degree d over field F. Let S be any finite subset of IF, and let r1,...,7, be p field elements selected
independently and uniformly from set S. Then

HﬁﬁnumJ—mééy

Linear codes. We review the definition of linear code.

Definition 3.1 (Linear Code). An (n,k,§)-linear error-correcting code E : F¥ — F" is an injective
mapping from F* to a linear subspace C in F™, such that (i) the injective mapping can be computed
in linear time in k; (ii) any linear combination of codewords is still a codeword; and (iii) the relative
hamming distance A(u,v) between any two different codewords u,v € F* is at least §. The rate of
the code E is defined as k/n.

3.2.1 Proofs and arguments of knowledge.

We define interactive proofs of knowledge, which consist of a non-interactive preprocessing phase

run by an indexer as well as an interactive online phase between a prover and a verifier.

Definition 3.2 (Interactive Proof and Argument of Knowledge). An interactive protocol II =
(Setup,Z,P,V) between a prover P and verifier V is an argument of knowledge for an indexed rela-
tion R with knowledge error 6 : N — [0,1] if the following properties hold, where given an index 1,
common input x and prover witness w, the deterministic indexer outputs (vp,pp) < Z(1) and the

output of the verifier is denoted by the random wvariable (P(pp,x, w),V(vp,x)):

o Perfect Completeness: for all (i,x,w) € R

gp + Setup(1*)

Pr P ’x7w,VV,X =1
(P(pp ), V(vp, x)) (vp, pp) < Z(gp, 1)

=1
o 0-Soundness (adaptive): Let L(R) be the language corresponding to the indexed relation R such
that (1,x) € L(R) if and only if there exists w such that (1,x,w) € R. II is d-sound if for

every pair of probabilistic polynomial time adversarial prover algorithm (Ay, Ag) the following
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holds:

gp + Setup(1?)
Pr [ (Aa(1,x,st), V(vp,x)) = 1A (,x) € L(R)| (1,x,st) + Ai(gp) | < O([i]+ |x]).
(vp,pp) < Z(gp,1)

We say a protocol is computationally sound if § is negligible. If Ay, As are unbounded and ¢ is
negligible, then the protocol is statistically sound. If A = (A1, As) is unbounded, the soundness
definition becomes for all (1,x) € L(R)

gp + Setup(1?)

Pr | (As i,x, , V(vp, x)) =
Wl gp). Vive: ) 1(Vp,pp)<—I(gp,i)

< O([a] + |x)

o 0-Knowledge Soundness: There exists a polynomial poly(-) and a probabilistic polynomial-time

oracle machine & called the extractor such that given oracle access to any pair of probabilistic

polynomial time adversarial prover algorithm (Ai,As) the following holds:

A
(Ag(i,x,st), V(vp,x)) = 1 ‘gp “— Setu;(l )
Pr A (i,x,st) <—I 1(g[?) < 8((il + )
(i,x,w) € R (vp, pp) < Z(gp. 1)

w ¢ ExtAvAe (gp,1,x)

An interactive protocol is “knowledge sound”, or simply an “argument of knowledge”, if the
knowledge error 0 is negligible in A. If the adversary is unbounded, then the argument is called

an interactive proof of knowledge.

e Public coin An interactive protocol is considered to be public coin if all of the verifier messages
(including the final output) can be computed as a deterministic function given a random public

mput.

e Zero knowledge: An interactive protocol (P,V) is considered to be zero-knowledge if there is
a PPT simulator S such that for every PPT adversary A = (A1, As), auziliary input z €
{0, 13PN it holds that

gp + Setup(1?)
Pr| (P(pp,x,w), As(st,i,x)) = 1A (i,x,w) € R | (I,x,w,st) + A1(z,gp) | —
(vp, pp) < Z(gp,1)

(gp,0) + S(1*)
Pr| (S(o,z,pp,x), Aa(st,1,x)) = 1A (I,x,w) € R | (i,x,w,st) + A;i(z,gp) < negl(}).
(vp, pp) < Z(gp,1)
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We say that (P,V) is statistically zero knowledge if A is unbounded; and say it perfectly zero
knowledge if negl(X) is replaced with zero. (P,V) is honest-verifier zero knowledge (HVZK) if

the adversary Ag honestly follows the verifier algorithm.

We introduce both notions of soundness and knowledge soundness. Knowledge soundness implies
soundness, as the existence of an extractor implies that (i,x) € £(R). Furthermore, we show in
Lemma 3.3 that soundness directly implies knowledge soundness for certain oracle relations and

oracle arguments.

PolyIOPs. SNARKSs can be constructed from information-theoretic proof systems that give the
verifier oracle access to prover messages. The information-theoretic proof is then compiled using a
cryptographic tool, such as a polynomial commitment. We now define a specific type of information-

theoretic proof system called polynomial interactive oracle proofs.

Definition 3.3. A polynomial interactive oracle proof (PIOP) is a public-coin interactive proof for
a polynomial oracle relation R = {(1,x;w)}. The relation is an oracle relation in that i, and x can
contain oracles to p-variate polynomials over some field F. The oracles specify p and the degree in
each variable. These oracles can be queried at arbitrary points in F* to evaluate the polynomial at
these points. The actual polynomials corresponding to the oracles are contained in the pp and the
w, respectively. We denote an oracle to a polynomial f by [[f]]. In every protocol message, the P
sends multi-variate polynomial oracles. The verifier in every round sends a random challenge.

We measure the following parameters for the complexity of a PIOP:

e The prover time measures the runtime of the prover.

o The verifier time measures the runtime of the verifier.

e The query complexity is the number of queries the verifier performs to the oracles.

e The round complezity measures the number of rounds. In our protocols, it is always equivalent

to the number of oracles sent.

The size of the proof oracles is the length of the transmitted polynomials.

e The size of the witness is the length of the witness polynomial.

Proof of Knowledge. As a proof system, the PIOP satisfies perfect completeness and unbounded

knowledge-soundness with knowledge-error §. Note that the extractor can query the oracle at arbi-

trary points to efficiently recover the entire polynomial.

Non-interactive arguments. Interactive public-coin arguments can be made non-interactive us-
ing the Fiat-Shamir transform. The Fiat-Shamir transform replaces the verifier challenges with
hashes of the transcript up to that point. The works by [AFK21; Wik21] show that this is secure

for multi-round special-sound protocols and multi-round oracle proofs.
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Soundness and knowledge soundness.

Lemma 3.3 (Sound PIOPs are knowledge sound). Consider a §-sound PIOP for oracle relations
R such that for all (1,x,w) € R, w consists only of polynomials such that the instance contains
oracles to these polynomials. The PIOP has 0 knowledge-soundness, and the extractor runs in time

O(fw|)

Proof. We will show that we can construct an extractor Ext that can produce w* such that (i, x, w*) €
R if and only if (i,x) € £(R). This implies that the soundness error exactly matches the knowledge
soundness error. For each oracle of a p-variate polynomial with degree d in each variable, the extrac-
tor queries the polynomial at (d+ 1) distinct points to extract the polynomial inside the oracle and
thus w*. If (1,x,w*) € R then by definition (i,x) € £(R). Additionally assume that (i,x) € L(R)
but (i,x,w*) € R. Then there must exists w’ # w* such that (i,x,w’) € R. Since the relation
only admits polynomials as witnesses and these polynomials are degree d and p-variate, then there
cannot be two distinct witnesses that agree on (d 4+ 1)* oracle queries. Therefore w’ = w* which
leads to a contradiction. The extractor, therefore, outputs the unique, valid witness for every (1, x)

in the language, and thus, the soundness and knowledge soundness error are the same. O

3.2.2 Multilinear polynomial commitments.

Definition 3.4 (Commitment scheme). A commitment scheme I' is a tuple I' = (Setup, Commit,
Open) of PPT algorithms where:

e Setup(1*) — gp generates public parameters gp;

o Commit(gp;x) — (C;r) takes a secret message x and outputs a public commitment C' and
(optionally) a secret opening hint r (which might or might not be the randomness used in the

computation).

e Open(gp,C,z,7) — b € {0,1} verifies the opening of commitment C to the message x provided
with the opening hint r.

A commitment scheme I is binding if for all PPT adversaries A:

gp + Setup(lA)
(07 :1;071:177"077"1) < A(gp)

Pr|bp=0b 0Nz Ty
0 s 0F bo < Open(gp, C,x0,70)

< negl(\)

b1 < Open(gp, C, x1,71)
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A commitment scheme T is hiding if for any polynomial-time adversary A:

gp + Setup(1*)

(o, w1, st) < A(gp)
Pr|b=0b": b<s{0,1} —1/2| = negl(\).
(Co;7p) < Commit(gp; x)
b« A(gp, st, Cp)

If the adversary is unbounded, then we say the commitment is statistically hiding. We addition-

ally define polynomial commitment schemes for multi-variate polynomials.

Definition 3.5. (Polynomial commitment) A polynomial commitment scheme is a tuple of protocols
I’ = (Setup, Commit, Open, Eval) where (Setup, Commit, Open) is a binding commitment scheme for

a message space R[X| of polynomials over some ring R, and

e Eval((vp,pp),C,z,y,d,u; f) = b € {0,1} is an interactive public-coin protocol between a PPT
prover P and verifier V. Both P and V have as input a commitment C, pointsz € F* andy € F,
and a degree d. The prover has prover parameters pp, and the verifier has verifier parameters
vp. The prover additionally knows the opening of C' to a secret polynomial f € .7-",(;[1). The

protocol convinces the verifier that f(z) = y.

A polynomial commitment scheme is correct if an honest committer can successfully convince
the verifier of any evaluation. Specifically, if the prover is honest, then for all polynomials f € .E(Lgd)
and all points z € F*,

gp +— Setup(lA)

(C;7) + Commit(gp, f)

y < f(2)

b+ Eval(gp, ¢, 2,y,d, i; f,7)

Pr|ib=1 :

We require that Eval is an interactive argument of knowledge and has knowledge soundness, which

ensures that we can extract the committed polynomial from any evaluation.

Multi-variate polynomial commitments can be instantiated from random oracles using the FRI
protocol [Zha+20], bilinear groups [PST13], groups of unknown order [BFS20] and discrete logarithm

groups. We give a table of polynomial commitments with their different properties in Table 3.2:

Virtual oracles and commitments. Given multiple polynomial oracles, we can construct vir-
tual oracles to the functions of these polynomials. An oracle to g([[f1]]; .-, [[fx]]) for some function
g is simply the list of oracles {[[f1]],-..,[[fx]]} as well as a description of g. In order to evaluate
g([[f1]], - -+ [[fx]]) at some point x we compute y; = f;(x)Vi € [k] and output g(y1,...yx). Equiva-

lently given commitments to polynomials, we can construct a virtual commitment to a function of
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Prover time:

Scheme Commit+ Eval Verifier time Proof size n=2% | Setup | Add.
KZG-based [PST13] BL n Gy log(n) P log(n) Gy 0.8KB | Univ. | Yes
Dory [Lee21] BL nGi1+ /nP log(n) Gr 6log(n) Gr 30KB | Trans. | Yes
Bulletproofs [Biin+18] || DL n G n G 2log(n) G 1.6KB | Trans. | Yes
FRI-based (§3.9) RO | nlog(n)/pF 4+ n/pH | log?(n) _lf)‘gp H | log?(n)— lggp H | 250KB | Trans. | No
Orion RO nH + 7 + k rec. Mog? nH Mog?n H 5.5MB | Trans. | No
Orion + (§3.7) BL n/kGy +nH+ log(n)P 4logn G 7KB Univ No

: (kAH + 2F) rec. ! '

Table 3.2: Multi-linear polynomial commitment schemes for p-variate linear polynomials and n = 2#.
The prover time measures the complexity of committing to a polynomial and evaluating it once.
The commitment size is constant for all protocols. Unless constants are mentioned, the metrics
are assumed to be asymptotic. In the 4th row, p denotes the rate of Reed-Solomon codes. In
the 5th and 6th rows, k denotes the number of rows of the matrix that represents the polynomial
coefficients. The 6th column measures the concrete proof size for n = 22°, i.e. pu = 25 and 128-bit
security. Legend: BL=Bilinear Group, DL=Discrete Logarithm, RO=Random Oracle, H= Hashes,
P= pairings, G= group scalar multiplications, rec.= Recursive circuit size, univ.= universal setup,
trans.= transparent setup, Add.=Additive

these polynomials in the same manner. If g is an additive function and the polynomial commitment
is additively homomorphic, then we can use the homomorphism to do the evaluation. A common
example is that given additive commitments C, C, to polynomials f(X), ¢(X), we want to con-
struct a commitment to (1 —Y)f 4+ Yg. Then (Cf,Cy) serves as such a commitment and we can

evaluate it at (y,x) by evaluating (1 — y)C; +y - C, at x.

3.2.3 PIOP compilation

PIOP compilation transforms the interactive oracle proof into an interactive argument of knowledge
(without oracles) II. The compilation replaces the oracles with polynomial commitments. Every
query by the verifier is replaced with an invocation of the Eval protocol at the query point z. The
compiled verifier accepts if the PIOP verifier accepts and if the output of all Eval invocations is 1.
If 1T is public-coin, then it can further be compiled to a non-interactive argument of knowledge (or
NARK) using the Fiat-Shamir transform.

Theorem 3.1 (PIOP Compilation [BFS20; Chi+20]). If the polynomial commitment scheme T’
has witness-extended emulation, and if the t-round Polynomial IOP for R has negligible knowledge
error, then I1, the output of the PIOP compilation, is a secure (non-oracle) argument of knowledge
for R. The compilation also preserves zero knowledge. If T is hiding and Eval is honest-verifier
zero-knowledge, then II is honest-verifier zero-knowledge. The efficiency of the resulting argument
of knowledge I1 depends on the efficiency of both the PIOP and I':

e Prover time The prover time is equal to the sum of (i) prover time of the PIOP, (ii) the oracle

length times the commitment time, and (iii) the query complezity times the prover time of T.
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o Verifier time The verifier time is equal to the sum of (i) the verifier time of the PIOP and (ii)
the verifier time for I' times the query complexity of the PIOP.

e Proof size The proof size is equal to sum of (i) the message complexity of the PIOP times the
commitment size and (i) the query complexity times the proof size of I'. If the proof size is

O(log®(|wl)), then we say the proof is succinct.

Batching. The prover time, verifier time, and proof size can be significantly reduced using batch
openings of the polynomial commitments. After batching, the proof size only depends on the number

of oracles plus a single polynomial commitment opening.

3.3 A toolbox for multivariate polynomials

We begin by reviewing several important PolylOPs that will serve as building blocks for HyperPlonk.
Some are well-known, and some are new. Figure 3.1 serves as a guide for this section: we define

the PolylOPs listed in the figure following the dependency order.

Notation. From here on, we let B, := {0,1}* C F* be the boolean hypercube. We use J—',Sﬁd) to
denote the set of multivariate polynomials in F[X7, ..., X,] where the degree in each variable is at

) can be expressed as a virtual oracle

most d; moreover, we require that each polynomial in ]—"fd
to ¢ = O(1) multilinear polynomials. that is, with the form f(X) := g(h1(X),..., (X)) where
h; € ]-',(Fl) (1 < i < ¢) is multilinear and ¢ is a c-variate polynomial of total degree at most d.
Looking ahead, we restrict ourselves to this kind of polynomials so that we can have sumchecks for
the polynomials with linear-time provers.

For polynomials f,g € }",(Fd), we denote merge(f,g) € Fﬁi‘li) as

merge(f, g) = h(Xo, ey XP«) = (1 — Xo) . f(Xh Ce ’XH) + XO : g(Xl, ey Xl»’«) (37)

so that h(0,X) = f(X) and h(1,X) = ¢g(X). In the following definitions, we omit the public pa-
rameters gp := (I, u, d) when the context is clear. We use 6gﬁ‘gck to denote the soundness error of the

PolyIOP for relation Rcpeck with public parameter (I, d, 1), where check € {sum, zero, prod, mset, perm, lkup}.

3.3.1 SumCheck PIOP for high degree polynomials

In this section, we describe a PIOP for the sumcheck relation using the classic sumcheck proto-
col [Lun+92]. However, we modify the protocol and adapt it to our setting of high-degree polyno-

mials.

Definition 3.6 (SumCheck relation). The relation Rsun is the set of all tuples (x; w) = ((v, [[f]]); f)
where f € ffbgd) and ZbeB“ f(b) =wv.
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Scheme P time V time | Num of queries | Num of rounds | Proof oracle size | Witness size
SumCheck || O(2*dlog*d) | O(u) p+1 1 du o(2")
ZeroCheck || O(2*dlog*d) | O(u) p+1 I du O(2")
ProdCheck || O(2#dlog*d) | O(yu) 2 w1 o(2") o(2")
MsetEqChk || O(2#dlog®d) | O(u) p+2 p+1 o(2") O(k2M)
PermCheck || O(2*dlog®d) | O(u) w2 p+1 o(2") o(2")

Plookup || O(2*dlog®d) | O(u) ©+3 w2 o(2") o(2")
BatchEval O(2"k) O(kp) 1 w+logk O(p + logk) O(k2#)

Table 3.3: The complexity of PIOPs. d and p denote the degree and the number of variables of
the multivariate polynomials; k in MsetCheck is the length of each element in the multisets; k in
BatchEval is the number of evaluations.

Construction. The classic SumCheck protocol [Lun+92] is a PolyIOP for the relation Rguwm.
When applying the protocol to a polynomial f € ffbgd), the protocol runs in p rounds where in
every round, the prover sends a univariate polynomial of degree at most d to the verifier. The verifier
then sends a random challenge point for the univariate polynomial. At the end of the protocol, the
verifier checks the consistency between the univariate polynomials and the multi-variate polynomial
using a single query to f.

Given a tuple (x;w) = (v, [[f]]; f) for p-variate degree d polynomial f such that .5 f(b) = v:
e Fori=p,un—1,...,1:

— The prover computes r;(X) := >, p  f(b, X, iy1,...,a,) and sends the oracle [[r;]]

to the verifier. r; is univariate and of degree at most d.
— The verifier checks that v = r;(0) + r;(1), samples «; + T, sends «; to the prover, and

sets v < ri(ay).

e Finally, the verifier accepts if f(aq,...,a,) =v.

Theorem 3.2. The PIOP for Rsuyu is perfectly complete and has knowledge error 6%1 = du/|F|.

We refer to [Tha20] for the proof of the theorem.

Sending r as an oracle. Unlike in the classic sumcheck protocol, we send an oracle to r;, in

each round, instead of the actual polynomial. This does not change the soundness analysis, as
the soundness is still proportional to the degree of the univariate polynomials sent in each round.
However, it reduces the communication and verifier complexity, especially if the degree of r is large,
as in our application of Hyperplonk with custom gates.
Moreover, the verifier has to evaluate r; at three points: 0, 1, and «;. As a useful optimization,
the prover can instead send an oracle for the degree d — 2 polynomial
ri(X)—(1—=X) r(0) — X -r(1)

i) = X-(1-X) ’
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along with r;(0). The verifier then computes r;(1) + v — r;(0) and
riai) < i) - (1 — ;) - a; + (1 — ;) - 7(0) + i - 74(1).
This requires only one query to the oracle of 7} at «; and one field element per round.

Computing sumcheck for high-degree polynomials. Consider a multi-variate polynomial
F(X) :== h(g1(X),...,9.(X)) such that h is degree d and can be evaluated through an arithmetic
circuit with O(d) gates. In the sumcheck protocol, the prover has to compute a univariate polynomial
r;(X) in each round using the previous verifier messages a1,...,a;—1. We adapt the algorithm
by [Thal3; Xie+19] that showed how the sumcheck prover can be run in time linear in 2 using
dynamic programming. The algorithm takes as input a description of f as well as the sumcheck
round challenges aj,...,a,. It outputs the round polynomials ri,...,r,. The sumcheck prover
runs the algorithm in parallel to the sumcheck protocol, taking each computed r; as that rounds

message:

Algorithm 1 Computing r1,...,r, [Thal3; Xie+19]

1: procedure SUMCHECK PROVER(h, g1(X), ..., g.(X))

2 For each g; build table A; : {0,1}* — F of all evaluations over B,

3 for i+ p...1do

4: For each b € B,_; and each j € [¢], define rU®)(X) := (1 — X)A;[b,0] + X A;[b,1].
5: Compute 7®(X) « h(rP(X),...,r(@P (X)) for all b € B;_; using Algorithm 2 .
6: ri(X) HZbeBi,lrb(X)-

7 Send 7;(X) to V.

8 Receive o; from V.

9: Set A;[b] < rU:¥)(;) for each b € B;_;.

10: end for

11: end procedure

In [Thal3; Xie+19], r®(X) := h(r®(X),... ,r@¥) (X)) is computed by evaluating h on d
distinct values for X, e.g. X € {0,...,d} and interpolating the output. This works as h is a degree
d polynomial and each r7® is linear. Evaluating r7'® on d points can be done in d steps. So the total
time to evaluate all 7% for j € [c] is ¢+ d. Furthermore, the circuit has O(d) gates, and evaluating
it on d inputs, takes time O(d?). Assuming that ¢ ~ d the total time to compute r(®) with this
algorithm is O(d?) and the time to run Algorithm 1 is O(2#d?).

We show how this can be reduced to O(2* - dlog?d) for certain low depth circuits, such as
h = [[,7c(X). The core idea is that evaluating the circuit for h symbolically, instead of at d

individual points, is faster if fast polynomial multiplication algorithms are used.

d

We will present the algorithm for computing h(X) = [[;_, 7;(X), then we will discuss how to

extend this for more general h. Assume w.l.o.g. that d is a power of 2.
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Algorithm 2 Evaluating h := ]

j=1Tj

Require: rq,...,rq are linear functions

1: procedure h(ri(X),...,rq(X))

2 t1,; < r; for all j € [d].

3 for i+ 1...logd do

4 for j € [d/2'] do

5: ti+17j (X) — ti,gj_l(X) . ti,gj (X) > Using fast polynomial multiplication

6 end for

7 end for

8 return i = tyog, (4),1

9: end procedure

In round i there are d/2° polynomial multiplications for polynomials of degree 2¢=!. In FFT-
friendly® fields, polynomial multiplication can be performed in time O(dlog(d)).* The total running
time of the algorithm is therefore Ziozgf(d) 42i-1log(271) = Ziozgf(d) O(d - i) = O(dlog?(d)).

Algorithm 2 naturally extends to more complicated, low-depth circuits. Addition gates are
performed directly through polynomial addition, which takes O(d) time for degree d polynomi-
als. As long as the circuit is low-depth and has O(d) multiplication gates, the complexity remains
O(dlog?(d)). Furthermore, we can compute 7¥(X) for k < d using only a single FFT of length
deg(r) - k for an input polynomial r. The FFT evaluates r at deg(r) - k points. Then we raise each
point to the power of k. This takes time O(deg(r) - k(log(deg(r)) + log(k))) and saves a factor of

log(k) over a repeated squaring implementation.

Batching. Multiple sumcheck instances, e.g. (s, [[f]]) and (s’, [[g]]) can easily be batched together.
This is done using a random-linear combination, i.e. showing that (s+as’, [[f]] +[lg]]) € L(Rsum)
for a random verifier-generated o [Wah+18; CFS17]. The batching step has soundness .
Complexity. Overall, Algorithm 1 calls Algorithm 2 for each point in the boolean hypercube
and then on each point in a cube of half the size. The total runtime of Algorithm 1 is, therefore,
O(2"dlog2 d) if h is degree d and low-depth. We summarize the complexity of the PIOP for Rsum
with respect to f € ffbgd), below:

e The prover time is tpf,,, = O(2* - dlog® d) F-ops (for low-depth f that can be evaluated in

time O(d)).
e The verifier time is tv/, , = O(u).
e The query complexity is qf,, = + 1, 4 queries to univariate oracles, one to multi-variate f.

e The round complexity and the number of proof oracles is rcf, = p.

3These are fields where there exists an element that has a smooth order of at least d.

4Recent breakthrough results have shown that polynomial multiplication is O(dlog(d)) over arbitrary finite
fields [HVDH22] and there have been efforts toward building practical, fast multiplication algorithms for arbitrary
fields [BS+22]. In practice, and especially for low-degree polynomials, using Karatsuba multiplication might be faster.
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e The number of field elements sent by P is u.
f

o The size of the proof oracles is ply,,, = d - p; the size of the witness is ¢ - 2*.

3.3.2 ZeroCheck PIOP

In this section, we describe a PIOP showing that a multivariate polynomial evaluates to zero every-
where on the boolean hypercube. The PIOP builds upon the sumcheck PIOP in Section 3.3.1 and
is a key building block for product-check PIOP in Section 3.3.3. The zerocheck PIOP is also helpful
in HyperPlonk for proving the gate identity.

Definition 3.7 (ZeroCheck relation). The relation R zgro is the set of all tuples (x;w) = (([f]]); f)
where f € fﬁgd) and f(x) =0 for all x € B,,.

We use an idea from [Set20] to reduce a ZeroCheck to a SumCheck.

Construction. Given a tuple (x;w) = (([[f]]); f), the protocol is the following:

e V sends P a random vector r +s F#
o Let f(X):= f(X) - eq(X,r) where eq(x,y) := [T/, (ziy; + (1 — z:)(1 — y)) .

e Run a sumcheck PolyIOP to convince the verifier that ((0, ILF1D); f) € Rsum-

Batching. It is possible to batch two instances (([[f]]); f) € Rzrro and (([[9]]);9) € Rzero by
running a zerocheck on (([[f + ag]]); f + ag) for a random a € F. The soundness error of the

. 1
batching protocol z.

Theorem 3.3. The PIOP for R zero is perfectly complete and has knowledge error 6%1 = du/|F|+
3™ = O(dp/|FY).

sum

Proof. Completeness. For every (([[f]]); f) € Rzero: f is also zero everywhere on the boolean

hypercube, thus the sumcheck of f is zero, and completeness follows from sumcheck’s completeness.

Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.
We note that [[f]] € L(Rzero) (i-e., (([[f]]);f) € Rzrro) if and only if the following auxiliary

polynomial
oY) = Y f(x) - eqlx,Y)
X€EB,,
is identically zero. This is because eq(z,y) for a x,y € B, is 1 if x = y and 0 otherwise. So
9(y) = f(y) for all y € B,,. Therefore, for any [[f]] ¢ L(Rzero), the corresponding g is a non-zero
polynomial and by Lemma 3.2,

gr) = 3 F(x)- eqlxr) = 0

xeBM
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with probability du/|F| over the choice of r, thus the probability that the verifier accepts is at most
dp/|F| plus the probability that the SumCheck PIOP verifier accepts when ((0, [[f]]); f) ¢ Rsum,
which is du/|F| + 6&f1# as desired. O

sum

Complexity. We analyze the complexity of the PIOP for Rzgro with respect to f € ]-',(Fd).
e The prover time is tpf,,, = tpfum = O(dlog?d - 2*) F-ops.

e The verifier time is tv/, , = O(u).

e The query complexity is qf,., = qSum w+ 1.

e The round complexity and the number of proof oracles is rc/,., = rcf . = u.
e The number of field elements sent by P is nfl = nff = u.

zero sum

e The size of the proof oracles is plf,,, = pl/ = = dpu; the size of the witness is O(2").

3.3.3 ProductCheck PIOP

We describe a PIOP for the product check relation, that is, for a rational polynomial (where both
the nominator and the denominator are multivariate polynomials), the product of the evaluations on
the boolean hypercube is a claimed value s. The PIOP uses the idea from the Quark system [SL20,
§5], we adapt it to build upon the zerocheck PIOP in Section 3.3.2. Product check PIOP is a key
building block for the multiset equality check PIOP in Section 3.3.4.

Definition 3.8 (ProductCheck relation). The relation Rprop s the set of all tuples (x;w) =
(s [LAIL [LIDs f1, fo) where f1 € FED, fo € FEY, fa(b) # 0¥ € By, and [Iyep, f/(x) = s,

where [’ is the rational polynomial f' := f1/fa. In the case that fo = ¢ is a constant polynomial, we

directly set f = f1/c and write (x;w) = ((s, [[f]]); f)-

Construction. The Quark system [SL20, §5] constructs a proof system for the Rprop relation.
The proof system uses an instance of the Rzgro PolyIOP on p + 1 variables. Given a tuple

(3 w) = ((s, [[f1]], [[f21)); fl,fz) we denote by f’ := f1/f2. The protocol is the following:
e P sends an oracle § € F'S +1 ) such that for all x € B,

9(0,x) = f'(x), 0(1,x) = 0(x,0) - 0(x,1), 9(1) = 0.

e Define h := merge(f, g) € ffbirlnax(z D) where

fX) =0(1,X) - 9(X,0)- 9(X,1),  §(X) = f2(X) - 9(0,X) - f1(X).

Run a ZeroCheck PolyIOP for ( [ﬁ] ) € RzERO, i-€., the polynomial v is computed correctly.
e V queries [[9]] at point (1,...,1,0) € F*#T1 and checks that the evaluation is s.

Theorem 3.4. Let d' := max(2,d + 1). The PIOP for Rprop is perfectly complete and has
knowledge error 5d = 0Lt = O(d /| F|).
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Proof. Completeness. First, if the prover honestly generates v, it holds that (([[ﬁ]]), iL) € Rzgro,

and the verifier accepts in the sub-PIOP, given that ZeroCheck is complete. Second, if ((s, [[f1]], [[f2]]); f1, f2) €
RproD, the evaluation 9(1,...,1,0) is exactly the product of f’s evaluations on the boolean hyper-

cube B, (c.f. [SL20, §5]), which is s as desired.

Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.
For any (s, [f1]], [[f2]]) ¢ £L(Rprop) and any o sent by a malicious prover, it holds that either ¢ is
not computed correctly (i.e., (([[ﬁ]]), iz) ¢ RzEro), or the evaluation 9(1,...,1,0) # s and V rejects.
Hence the probability that V accepts is at most max(&%;@”‘l, 0) = 63/””‘1 as claimed. O

€ero

Complexity. Let h be the polynomials described in the construction, we analyze the complexity
of the PIOP for Rprop with respect to f/ := f1/fo where fi, fo € Fi=".

e The prover time is tpgiod = tpi‘ero + 2/ = O(dlog® d - 2*) F-ops. The term 2 is for computing
the product polynomial v.

e The verifier time is tvgiod = tvgerO = O(p).

e The query complexity is qgiod = qilero + 1 = p+ 2, the additional query is for o(1,...,1,0).

e The round complexity and the number of proof oracles is rcg;od = rcfero +1=p+1

e The number of field elements sent by P is nfg;qd = nffem = p.

The size of the proof oracles is plglrod = 21 4 pl = O(2"); the size of the witness is O(24).

zero

3.3.4 Multiset Check PIOP

We describe a multivariate PIOP checking that two multisets are equal. The PIOP builds upon
the product-check PIOP in Section 3.3.3. The multiset check PIOP is a key building block for the
permutation PIOP in Section 3.3.5 and the lookup PIOP in Section 3.3.7. A similar idea has been
proposed in the univariate polynomial setting by Gabizon in a blogpost [Gab].

Definition 3.9 (Multiset Check relation). For any k > 1, the relation R’X/,SET is the set of all tuples

(s w) = ((LAT - (] [lalls - Tlgwll)s (frs s fs g1, g8))

where f;, g; € ]-',(;d) (1 <i < k) and the following two multisets of tuples are equal:

=100, ]} ={ax= ). 0]}

xEB, xXEB,

Basic construction. We start by describing a PolylOP for Ri;¢pr. The protocol can be obtained

from a protocol for Rprop. Given a tuple (([[f]],[[g]]); (f,9)), the protocol is the following:
e V samples and sends P a challenge r < F.

e Set f/'=r+fandg :=r+yg



CHAPTER 3. HYPERPLONK: A PROOF SYSTEM FOR THE ZKEVM 90

e If ¢ # 0Vb € B, run a ProductCheck PolyIOP for ((1, [[f]],[[¢']]); f',¢’) € RproD-

e Else the prover sends b such that ¢’(b) = 0 and the verifier accepts if g(b) = —r (this case
happens with negligible probability).

dyp
mset,1 "7

Theorem 3.5. The PIOP for RY,;spr has perfect completeness and has knowledge error &
UL/ || + 6k, = O((2 + dp)/|F).

prod —

Proof. Completeness. For any (([[f]], [[9]]); (f,9)) € Risgr, it holds that

II (r+rx) =11 (r+9x),

xXEB, XEB,

. If g(b) = —r then the prover will just open g at that point and the verifier accepts. Otherwise

r+g(b) # 0,Yb € By, thus [[cp, (r+f(x)/(r+g(x)) =1,ie, (L [r+ [, [r+g]);r+fr+g) €
Rprop- Therefore completeness holds given that the PolylOP for Rprop is complete.

Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.

For any ([[f]], [lg]]) € L(Ryser) (e, (([F1]. [l91)); (. 9)) & Ruyser)- it holds that

FY)= [ v +fx) #GY) = ] (v +9(x)).
xeB, xeB,
By Lemma 3.2, F(r) # G(r) and G(r) = 0 with probability at least 1 — 2« (2#/|F|). Conditioned on
F(r) # G(r) and G(r) # 0, it holds that ((1,[[r + f]],[[r + g]]);7 + f,7 + g) ¢ Rprop. Hence the
probability that V accepts conditioned on F(r) # G(r) and G(r) # 0 is at most 53“ In summary,

rod’

the probability that V accepts is at most 2#+1 /|F| + 5‘;;‘;(1 as claimed. O

The final construction. Next we describe the protocol for R¥qpr for any k > 1. Given a tuple

(AN, - L) ol - Hgel))s (Froe e oo Fro g1 -5 98))

the protocol is the following:
e V samples and sends P challenges 7o, ..., <3 F.

e Run a Multiset Check PolyIOP for (([[f]], [[g]]),(f,g)) € Rispr, where f,§ € ]:,(Lgd) are
deﬁnedasf::fl +ro-fot+--Frp-frand g:i=g1 +ro-got+ -+ 7Tk gk

d,p -
mset,k T

Theorem 3.6. The PIOP for R’fVISET is perfectly complete and has knowledge error o
21 /|F| + Gty s = O((2¢ + dp) /|FI).

Proof. Completeness. Completeness holds since the PolyIOP for (([[f]], [[g]]); (f,9)) € Risgr is

complete.
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Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.

Given any

([[fl]]v s (el ), - - Hgk]]) ¢L (RIK/ISET) )

let
U:= {fx = [fl(x)a - "fk(x)]}xeBM ) V= {gx = [gl(x)" o ’gk(x)]}xeBM

denote the corresponding multisets. Let W be the maximal multiset such that W C U and W C V.
We set U :=U\W, V' :==V \ W.5 We observe that |U'| = |V/| >0asU # V,and U NV’ = ()
by definition of W. Thus there exists an element x € F¥ where x € U’ but x ¢ V'. It is well-known
that the map ¢, : (z1,...,2) = @1 + raw2 + - -+ + rpxy is a universal hash family [CW77; WC8I;
Sti94], that is, for any x,y € F¥, x # y, it holds that

Pr(oe(x) = 6:(v)] < .-

Thus by union bound, the probability (over the choice of r) that

¢r(x) € {¢r(Y) HAVALS V,}

is at most |V'|/|F| < 2#/|F|. Conditioned on that above does not happen, we have that (([[f]], [lg]])) ¢

L(Riser) and the probability that V accepts in the PolyIOP for Riqpr is at most 5&5%71. In sum-
d,p

mset,1 a8 claimed. O

mary, the soundness error is at most 2#/|F| + §

Complexity. We analyze the complexity of the PIOP for Rysgr with respect to

2k
F .= (fla"'afkvgla"'agk)e(flggd)) .

e The prover time is tpgmset = tp{”f}lset = tp{;;/)g/ =0 (cllog2 d- 2”) F-ops (for k where f =
fitre-fot+-+r-frand G:=g1 +7r2-ga+ -+ 7k - gr can be evaluated in time O(d)).

e The verifier time is tvE_,, = tvﬁ;ég/ = O(p).

e The query complexity is qf_ ., = qﬁ;égl =pu+2

e The round complexity and the number of proof oracles is rcf . = rcg;ég/ =pu+1

e The number of field elements sent by P is nff. . = nfg;ég, = L.

e The size of the proof oracles is pl¥_, = plg;{)gl = O(2"); the size of the witness is O(k - 21).

3.3.5 Permutation PIOP

We describe a multivariate PIOP showing that for two multivariate polynomials f,g € fﬁgd), the

evaluations of g on the boolean hypercube is a predefined permutation o of f’s evaluations on the

SEg.,ifk=1and U= {1,1,1,2} and V = {1,1,2,2}, then W = {1,1,2}, U’ = {1} and V' = {2}.



CHAPTER 3. HYPERPLONK: A PROOF SYSTEM FOR THE ZKEVM 92

boolean hypercube. The permutation PIOP is a key building block of HyperPlonk for proving the

wiring identity.

Definition 3.10 (Permutation relation). The indexed relation R prry is the set of tuples

(x5 w) = (o3 ([[£1], [lg]Ds (f. 9)) »

where o : B,, — By, is a permutation, f,g € ]-',Sgd), and g(x) = f(o(x)) for all x € B,,.

Construction. Gabizon et. al. [GWC19] construct a permutation argument. We adapt their
scheme into a multivariate PolylOP. The construction uses a PolyIOP instance for Rysgr. Given a
tuple (0; (AN, gl (f, g)) where o is the predefined permutation, the indexer generates two oracles
[[sia]], [[so]] such that siq € fﬁél) maps each x € By, to [x] := > x;-2""1 € F, and s, € f,gél)
maps each x € B, to [0(x)].% The PolyIOP is the following:

e Run a Multiset Check PolylOP for

(([Isiall, [L£1], [[soll, [lgl))s (sias f 504 9)) € Riyser -

Theorem 3.7. The PIOP for Rpgrym is perfectly complete and has knowledge error 62’6*;7” =
b O((2* + du)/|F|).

mset,2 —

Proof. Completeness. For any (o; ([[f]], [[9]]); (f.9)) € RpErum;, it holds that the multiset {([x], f(x))}xe B,

(
is identical to the multiset {([o(x)], 9(x))}xep, . Thus

(([siall, (111, [[s 1], [lal))s (sia, £ 50, 9)) € Riusr

and completeness follows from the completeness of the PolylOP for R3qpr-

Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.
The PolyIOP has soundness error 5&’5%2 as the permutation relation holds if and only if the above

multiset check relation holds. O

Complexity. The complexity of the PIOP for Rpgrm with respect to f,g € .E(Lgd) is identical to
the complexity of the PIOP for R qpr With respect to (sid, f, Ss,9)-

3.3.6 Another permutation PIOP for small fields

We describe a different multivariate PIOP for Rpgry. This PIOP directly reduces to Rsum and
has soundness O(p?/|F|) instead of O(2#/|F|). This enables using polynomial-sized fields such as

6Here we further require |F| > 2# so that [x] never overflow.
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in [Boo+22a]. The downside is that the PIOP has quasi-linear (rather than linear) prover time.
This comes from splitting up the permutation into g multi-linear polynomials. We emphasize that
to obtain linear-time provers, the PIOPs used in Section 3.4 and Section 3.5 are the version in
Section 3.3.5, rather than in this section.

For simplicity, we only describe the construction for multi-linear polynomials f, g. It can be easily
extended to higher degree polynomials by adding an additional ZeroCheck and proving equivalence

between a multi-variate and a multi-linear polynomial on the boolean hypercube.

Construction. Our core idea is similar to the protocol in Rgarcy. Given a permutation o :
B, — B,,, we reduce the equality check f(V') = g(o(')) for a given point b’ € B, to a sum-check
via multilinear extension. We then use a zero-check over all b’ to prove the equality for all ¥’ € B,,,
which in turn can be reduced to another sumcheck. The resulting sumcheck is over a polynomial
with 2p variables and individual degree p+ 1, and naively running the protocol takes time quadratic
in 2#. Fortunately, we can utilize that o is a permutation on B, and reduce the prover computation
to (241108 (1)).

We begin by defining a multi-linear version of the permutation o. & = (01(X),...,0,(X)) :
F# — FH, such that for all 7 € [u], 0; is the multi-linear extension of the ith binary digit of o. Note
that 0;(x) € {0,1} for all x € B, and i € [u]. We now rewrite the permutation relation as an Rzgro

relation for a polynomial equality equation.

f((x)) — g(x) = 0vx € B,

We can now expand f(5(x)) — g(x) to its multilinear extension form just as in the protocol for

Rearcu. This becomes

> (f(y)ea(d(x),y) — g(y)eq(x,y)) = 0Vx € B, .

yeB,

Next, we use the standard trick in Section 3.3.2 to reduce the zerocheck to another sumcheck.

Namely, for a random challenge t € F*, we check that

> ety x) - Y (F(y)ea(d(x),y) — g(y)ea(x,y)) = 0. (3.8)

xeB, yeB,

This is a 2u-round sumcheck. Unfortunately, we cannot directly evaluate this sumcheck efficiently.
To see this, consider the second round of the sumcheck after the verifier has sent a challenge ;.

The prover needs to evaluate

eq(o(ar,za,...,2,),y) = eq((o1(ar, Ta, ... xn) .. ou(ar, T2, ... ), ), Y)
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for all (z2,...,2,) € B,_1 and all y € B,,. This takes time O(2%"), i.e. quadratic in the size of the
permutation.

To remedy this we take advantage of the fact that o is a permutation and has an inverse permu-
tation o~! such that o(071(x)) = xVx € B,,. We similarly define =1 : F* — F* as the multi-linear
L. More precisely, 6= = (o7 "(X),...,0, (X)) : F* — F*,
!is the multi-linear extension of the ith binary digit of o~

version of the inverse permutation o~

such that for all ¢ € [u], o; We can

i

then rewrite the sumcheck from Equation 3.8 as

D eqlt,x) - > (Fy)eax,67(y) — g(y)eg(x,¥)) =0 (3.9)

x€B, yE€B,

For any x and y € B, the inner sum is f(y) if x = 0~ !(y) or equivalently f(c(x)) and —g(x) if
x =y and 0 otherwise. Since we sum over the entire boolean hypercube for both x and y and o is
a permutation on B, (3.9) is equivalent to erB“ eq(t,x)(f(o(x)) — g(x))

-1

The prover can run the sumcheck from (3.9) efficiently by treating 6~ as a permutation in the

first © rounds of the sumcheck, where we only consider x values within the hypercube. In the latter
p rounds x has been replaced with verifier challenges ay,...,q, and we can now treat 6! as a
collection of p multi-linear functions. We present the PIOP and the corresponding prover algorithm

in Algorithm 3. The verifier is identical to the Rgywm verifier for the sumcheck equation (3.9).

Algorithm 3 Permutation PIOP with better soundness.

1: procedure PERM2 PROVER(f € .ESSI),g € .ESSI)7U : B, — B,)

2: V sends P a random vector t <« [F*.
3 Run the sumcheck for p rounds on the outer sum as described in Algorithm 1. Note that
in the ith round, for any given value of x € B,,_;, eq((a1,...,®;,%),6 ' (y)) is non-zero for at

most 2¢ values of y € B,,. This is because 5~ ! is a permutation on the boolean hypercube,

thus the eq value is non-zero only if the last u — i values of 6~ *(y) are identical to x. Similarly
eq((ag,...,q;,x),y) # 0 for at most 2* values of y for any given x. The prover can, therefore,
evaluate all inner sumchecks in each round in time O(2#). The prover runs in time O(u2*).

4: Run the inner sumcheck with x = o as described in Algorithm 1 and treating 61 Lo 7,
as multi-linear polynomials. The prover runs in time O(2#ulog®(n)) as the sumcheck has p
rounds and degree pu.

5: end procedure

Theorem 3.8. The PERM2 PIOP described by the sumcheck for Equation (3.9) and the cor-
responding prover from Algorithm 8 for Rprry is perfectly complete and has knowledge error

gL . sutl2e O(u2/|]F|)

perm?2 ° sum

Proof. Completeness. For any (o; ([f]],[l9]]); (f,9)) € Rperu, it holds that f(o(x)) — g(x) =0
for all x € B,,. Moreover, for all x,y € B, it holds that eq(x,67(y)) = 1 if o(x) = y and
eq(x,6"(y)) = 0 otherwise; and eg(x,y) = 1 if x = y and eq(x,y) = 0 otherwise. Thus for
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hx) =Y ep, f(y) eax.671(y)) — 9(y)ea(x,y)
([[r]}; h) € RzerO

and completeness follows from the completeness of the PolylOP for Rzggro.

Knowledge soundness. By Lemma 3.3, it is sufficient to argue the soundness error of the protocol.
The permutation relation holds if and only if the above zerocheck relation holds, which reduces to
a sumcheck for Equation (3.9). The sumcheck PolyIOP is over a virtual polynomial that has 2u
variables and individual degree i + 1. Thus the soundness error is %" "2 = O(u2/|F]). O

Rsum

Complexity. The prover complexity of the PERM2 PIOP with respect to f, g € .7-7(;1) isO(2*u log? (1))
as the prover uses O(u2) in step 3 and O(2*ulog? (1)) in step 4 of the algorithm. The verifier is
simply the sumcheck verifier for a 2u round sumcheck and runs in time O(u). The verifier queries 2u
univariate polynomials and 2 + p multi-linear polynomials (f,g,5~1) each at one point. The PIOP

proof size consists of 2u univariate oracles (one per round of the sumcheck).

3.3.7 Lookup PIOP

This section describes a multivariate PIOP checking the table lookup relation. The PIOP builds
upon the multiset check PIOP (Section 3.3.4) and is a key building block for HyperPlonk+ (Sec-
tion 3.5). Our construction is inspired by a univariate PIOP for the table lookup relation called
Plookup [GW20a]. However, it is non-trivial to adapt Plookup to the multivariate setting because
their scheme requires the existence of a subdomain of the polynomial that is a cyclic subgroup G
with a generator w € G. Translating to the multilinear case, we need to build an efficient function g
that generates the entire boolean hypercube; moreover, g has to be linear so that the degree of the
polynomial does not blow up. However, such a linear function does not exist. Fortunately, we can
construct a quadratic function from F* to F# that traverses B,. We then show how to linearize it
by modifying some of the building blocks that Plookup uses. This gives an efficient Plookup protocol

over the hypercube.

Definition 3.11 (Lookup relation). The indexed relation Rpookup is the set of tuples

(1535 w) = (t; [f]]; (f, addr))

where t € F2"~1, f ¢ f,sgd), and addr : B, — [1,2") is a map such that f(X) = taaqr(x) for all
x € B,.

Before presenting the PIOP for Ryookup, we first show how to build a quadratic function that

generates the entire boolean hypercube.
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A quadratic generator in Fy.. For every p € N, we fix a primitive polynomial p, € Fo[X] where
pp = XF 43 o X*+1 for some set S C [p— 1], so that Fo[X]/(p,) = F5[X] = Fau. By definition
of primitive polynomials, X € F4[X] is a generator of F5[X]\{0}. This naturally defines a generator
function g, : B, — B, as

Gu(bry o by) = (b by, B ),

where b, = b; ®b, (1 <1 < p)ifi € S, and b = b; otherwise. Essentially, for a polynomial
[ € F4[X] with coefficients b, g, (b) is the coefficient vector of X - f(X). Hence the following lemma

is straightforward.

Lemma 3.4. Let g, : B, — B,, be the generator function defined above. For every x € B, \ {0*},
it holds that {g,(j)(x)}ie[zu_l] = B, \ {0*}, where gs)() denotes i repeated application of g,,.

Directly composing a polynomial f with the generator g will blow up the degree of the resulting
polynomial; moreover, the prover needs to send the composed oracle f(g(-)). Both of which affect
the efficiency of the PIOP. We address the issue by describing a trick that manipulates f in a way
that simulates the behavior of f(g(-)) on the boolean hypercube, but without blowing up the degree.

Linearizing the generator. For a multivariate polynomial f € ffbgd), we define fa, € f,sgd) as
Ja,(Xp,.. . X) =X, - f(1L,X],... ,X;Lq) +(1-X,) f(0,Xy,...,X,-1)

where X/ :=1-X; (i <1< p)ifie S, and X] := X, otherwise.
Lemma 3.5. For every p € N, let g, : B, — By, be the generator function defined in Lemma 3.4.
For every d € N and polynomial f € ]-'l(tgd), it holds that fa,(x) = f(gu(x)) for every x € B,.
Moreover, fa, has individual degree d and one can evaluate fa, from 2 evaluations of f.
Proof. By definition, fa, has individual degree d and an evaluation of fa, can be derived from 2
evaluations of f. Next, we argue that fa, (x) = f(gu(x)) for every x € B,,.

First, fa,(0") = f(g,.(0*)) because fa,(0*) = f(0*) and g, (0*) = 0" by definition of fa,,g,.
Second, for every x € B, \ {0#}, by definition of g,,

f(gli(xlv e 7X,LL)) = f(xlhxllv e 7X:L—1)’

where x, = x; ®x,, (¢ <1 < p) for every 7 in the fixed set S, and x; = x; otherwise. We observe

that x; ® x, = 1 — x; when x, = 1 and x; ® x,, = x; when x, = 0, thus we can rewrite

f(Xqu/h'--aX/u—l) :XM-f(l,XT,...,XZ_l)-i-(l—Xu)'f(O,Xl,...,XM_l)

= fa, (x1,...,%,)
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where xf = 1—x; (1 <1 < p) for every i in the fixed set S, and x; = x; otherwise. The last equality
holds by definition of fa,. In summary, f(g.(x1,...,%,)) = fa,(X1,...,%x,) for every B, and the

lemma holds. O

Construction. Now we are ready to present the PIOP for Ryookup, which is an adaptation of
Plookup [GW20a] in the multivariate setting. The PIOP invokes a protocol for R3;gpr. We introduce
a notation that embeds a vector to the hypercube while still preserving the vector order with respect
to the generator function. For a vector t € F2“~1, we denote by t < emb(t) € F.=") the multilinear
polynomial such that ¢(0*) = 0 and t(g,(f)(l,O”’l)) = t, for every i € [2" — 1]. By Lemma 3.4, ¢ is
well-defined and embeds the entire vector t onto B, \ {0*}.

For an index t € F?"~! the indexer generates an oracle [[t]] where ¢ < emb(t). For a tuple
(t; [f]); (f,addr)) where f(B,) C t(B,)\ {0}, let (a1,...,az._1) be the vector where a; € N is the

number of appearance of t; in f(B,). Note that Z?i;l a; = 2*. Denote by h € F2"' =1 the vector

h:= (t17 N ,tl, tQ, N 7ti—1a ti7 N ,ti, ti+1, ce ,t2;4,_2, tgu_l, ce t2;4,_1) .
—— —— —_——
1+aq 14+a; 14+asp 1

We present the protocol below:

e P sends V oracles [[h]], where h < emb(h) € ]-'Erll).

e Define g1 := merge(f,t) € ]:/(5_? and go := merge(f,ta,) € .7-"/(5_?, where merge is defined in

equation (3.7). Run a multiset check PIOP (Section 3.3.4) for
(([lga)); llg2l, [1RI], [ha, 1)) s (F, 8. 2)) € Rigsmr -

e V queries h(0#*!) and checks that the answer equals 0.

dp

Theorem 3.9. The PIOP for Rrpookup is perfectly complete and has knowledge error Jlkup =

Shety = O((2" + dp) /|F]).

mset,2 —

Proof. Completeness. Denote by n := 2¢. For any (t;[[f]]; (f,addr)) € RLookup, let h € F?*~1
be the vector defined in the construction. Gabizon and Williamson [GW20a] observed that

{fufi}ie[n] U {ti, t (i mod (n71))+1}ie[n,1] = {hi, h(i moa (2n71))+1}ie[2n,1] ;

equivalently, by definition of ¢, h and by Lemma 3.5, the following two multisets of tuples are equal

{f(x), f(X)}xeB“ U {t(x)7 tAu (X)}xeBu\{Of‘} = {h(x)7 hAu+1 (X>}x€BH+1\{0#+1} .
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By adding element 0,0 = t(0#),ta, (0*) = h(0#*1), ha ., (0*T1) on both sides, we have

{f(X), f(X)}xeB“ U {t(X), tA;L (X)}XEB“ = {h(x)a hAM+1 (X)}x€3u+1 .

Hence the verifier accepts in the multiset check by completeness of the PIOP for RZ;qpr-

Knowledge soundness. By Lemma 3.3, to argue knowledge soundness, it is sufficient to argue the
soundness error of the protocol. Fix n := 2*, for any (t;[[f]]) ¢ L(RLookup), denote by f € F" the
evaluations of f on B,,. Gabizon et. al. [GW20a] showed that for any h € F?"~1 it holds that

{fia fi}ie[n] U {tivt(i mod (n_l))+1}iE[n—l] 7é {hi7 h(l mod (zn_l))+1}i6[2n—1] )

since t(0*) = 0 and V checks that h(0#T!) = 0, with a similar argument as in the completeness

proof, we have

{f(X), f(X)}xeB“ U {t(X), tA,A, (X)}XEBu 7é {h(X), hAH+1 (X)}XEB‘HA

and the multiset check relation does not hold. Therefore, the probability that V accepts is at most

gdut1

mset,2 s claimed. O

Complexity. Let f, F := (g1,92,h,ha,,,) € (]-15?_?)2 X (,7-15?_11))2 be the polynomials defined in
the construction. We analyze the complexity of the PIOP for Riooxup with respect to f € ffﬁd).

e The prover time is tplfkup =tpf =0 (allog2 d- 2") F-ops.

e The verifier time is tVifkup =tE . =0().

e The query complexity is qlfkup =1+qb=p+3.

e The round complexity and the number of proof oracles is rc{;up =1+rcE o =n+2

e The number of field elements sent by P is m‘lfkup =nff . =

o The size of the proof oracles is plf;up = ort1 4 pIF . = O(2#) where 2¢t1 is the oracle size of

h. The size of the witness is O(2*).

3.3.8 Batch openings

This section describes a batching protocol proving the correctness of multiple multivariate polynomial
evaluations. Essentially, the protocol reduces multiple oracle queries to different polynomials into
a single query to a multivariate oracle. The batching protocol is helpful for HyperPlonk to enable
efficient batch evaluation openings. In particular, the SNARK prover only needs to compute a single
multilinear PCS evaluation proof, even if there are multiple PCS evaluations.

We note that Thaler [Tha20, §4.5.2] shows how to batch two evaluations of a single multilinear
polynomial. The algorithm can be generalized for multiple evaluations of different multilinear poly-

nomials. However, the prover time complexity is O(k?u - 2#) where k is the number of evaluations,
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and g is the number of variables. In comparison, our algorithm achieves complexity O(k - 2#) which
is kp-factor faster. Note that O(k - 2#) is already optimal as the prover needs to take O(k - 2*) time
to evaluate {fi(z;)}ic(x) before batching.

Definition 3.12 (BatchEval relation). The relation R pop is the set of all tuples (x;w) =

((Zi)ie[k]a(yi)ie[k]7(Hfi]])ie[kﬁ(fi)ie[k}) where z; € F*, y; € F, f; € ]:;Sgd) and fi(z;) = y; for
all i € [K].

Remark 3.3.1. The polynomials {fi}ici) are not necessarily distinct. E.g., to evaluate a single

polynomial f at k distinct points, we can set fr = fo=---= fr = f.

Remark 3.3.2. The polynomials {fi}ici) are all p-variate. This is without loss of generality.
E.q., suppose one of the evaluated polynomial fJ’» has only p — 1 variables, we can define f;(Y,X) =
Y- fi(X)+(1=Y)- fi(X) which is essentially f; but with p variables. The same trick easily extends
to f; with arbitrary p' < p variables.

Construction. For ease of exposition, we consider the case where f1,..., fi are multilinear. We
emphasize that the same techniques can be extended for multi-variate polynomials.

Assume w.lo.g that k = 2¢ is a power of 2. We observe that RE , 1oy is essentially a ZeroCheck
relation over the set Z := {2;},c,) € F¥, that is, for every i € [k], fi(2z;) —y; = 0. Nonetheless, Z is
outside the boolean hypercube, and we cannot directly reuse the ZeroCheck PIOP.

The key idea is to interpret each zero constraint as a sumcheck via multilinear extension, so that
we can work on the boolean hypercube later. In particular, for every i € [k], we want to constrain
fi(z;) —y; = 0. Since f; is multilinear, by definition of multilinear extension, this is equivalent to

constraining that

ci = Z fi(b) - eq(b,z;) | —y; =0. (3.10)

beB,

Note that equation (3.10) holds for every i € [k] if and only if the polynomial

S (2. (i) -

i€ [k]

is identically zero, where (i) is ¢-bit representation of ¢ — 1. By Lemma 3.2, it is sufficient to check

that for a random vector t < F?, it holds that
> eqt, (@) ci=> eq(t, (@) [ [ D fi(b) - eq(b,zi) | —yi| =0. (3.11)
i€ (k] i€ (k] beB,

Next, we arithmetize equation (3.11) and make it an algebraic formula. For every (i,b) €

[k] x By, we set value g;p := eq(t, (7)) - fi(b), and define an MLE g for (gib)ic(x), ben, such that
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g((i),b) = gipV(i,b) € [k] x B,; similarly, we define an MLE ég for (eq(b,z;))icx],bep, Where
éq((i),b) = eq(b,2;)V(i,b) € [k] x B, Let s := >,y eq(t, (i) - yi, then equation (3.11) can be

rewritten as

i€[k],beB,
This is equivalent to prove a sumcheck claim for the degree-2 polynomial g* := (Y, X)-éq(Y, X)
over set By;,. Hence we obtain the following PIOP protocol in Algorithm 4. Note that g* = g - ég

is only with degree 2. Thus we can run a classic sumcheck without sending any univariate oracles.

Algorithm 4 Batch evaluation of multi-linear polynomials

1: procedure BATCHEVAL([f; € ]-',(Fl), z; € FH y; € F]E )
2: V sends P a random vector t «s F.

3: Define sum s := 37, ;) eq(t, (i) - vi-

4: Let g be the MLE for (gib)ic[, beB, Where

gib = eq(t, (i) - fi(b).

Let ég be the MLE for (eq(b,2;))ic(x), beB, such that ég((i), b) = eq(b, z;).

P and V run a SumCheck PIOP for (s, [[g*]]; %) € Rsum, where g* := g - éq.

Let (a1, az) € F“* be the sumcheck challenge vector. P answers the oracle query j(a;,as).
V evaluates ég(ai, as) herself, and checks that

g(a17 G,Q) . éq(ala a2)

is consistent with the last message of the sumcheck.
9: end procedure

Remark 3.3.3. If the SNARK is using a homomorphic commitment scheme, to answer query

g(ay,as) the prover only needs to provide a single PCS opening proof for a p-variate polynomial

g'(X) = glar,X) = Y eq((i),a1) - eq(t, (i) - f(X)

i€[k]

on point ay. The verifier can evaluate {eq((i), a1)-eq(t, (1)) }iep) in time O(k), and homomorphically
compute g'’s commitment from the commitments to {fi}ici], and checks the opening proof against

g'’s commitment. Finally, the verifier checks that ¢'(as) matches the claimed evaluation g(ay,as).

Analysis. The PIOP for Rparch is complete and knowledge-sound given the completeness and
knowledge-soundness of the sumcheck PIOP.
Next, we analyze the complexity of the protocol: The prover time is O(k - 2*) as it runs a

sumcheck PIOP for a polynomial ¢g* := g - éq of degree 2 and p + logk variables, where § and
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éq can both be constructed in time O(k - 2#). Note that this is already optimal as the prover
anyway needs to take O(k - 2#) time to evaluate {f;(z;)}icx) before batching. The verifier takes
time O(p + logk) in the sumcheck; the sum s can be computed in time O(k); the evaluation
éq(ar, az) = 3, ed(ar, (i) - €g((i), az) can be derived from a; and the k evaluations {ég((), a2) =
eq(as, z;) }icr) Where each evaluation eq(as,z;) takes time O(u). In summary, the verifier time is

O(kp).

A more efficient batching scheme in a special setting

Sometimes one only needs to open a single multilinear polynomial at multiple points, where each
point is in the boolean hypercube. In this setting, we provide a more efficient algorithm with com-
plexity O(2*) which is k times faster than Algorithm 4. We also note that the technique can be
used to construct an efficient Commit-and-Prove SNARK scheme from multilinear commitments.
Recall the sumcheck equation (3.11) in the general batch opening scheme, when there is only one

polynomial f and assume for simplicity that y; = 0Vi € [k]”, we can rewrite it as

S eatt, @) - | S0 F0) - eatbz) | = S £®) [ S eatt, (i) - eqlb,z,)

i€ (k] beB,, beB,, 1€[k]

Denote by d; = eq(t, (i)). The above is essentially a sumcheck for polynomial f - eg* on set B,
where
e (X) i= Y di-eq(X,z;).
1€ K]
Thus we can reduce the batching argument to a PCS opening on polynomial f.
In the sumcheck protocol, in each round p — i+ 1 € [u], the prover needs to evaluate a degree-2

polynomial 7;(X) on point x; € {0,1,2}, where

ri(X)= Y f(b.X,a) eq(bX,a) (3.12)
beB;_1
and o = (@;y1,...,a,) are the round challenges. Note that the evaluation f(b,z;, ) is easy

to obtain by maintaining a table f(B;_1,{0,1,2}, &) as in Algorithm 1. Next we argue that the
evaluation 7;(z;) can be computed in time O(k) given the evaluations f(B;_1,{0,1,2}, ). Since
there are p rounds and the complexity for maintaining the table is O(2*), the total complexity is
oM + k).

"The algorithm can be easily extended when y; are non-zero.
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We observe that in equation (3.12), since {2;};c[s] are in the boolean hypercube, and

e&*(b,X,a) = Z d; - EQ((baXaa)aZj)
Jelk]

=3 dj-eqlb,z[1.i — 1]) - eq(X,2;[i]) - eqlev,z;]i +1..])
JElk]

by definition of eq, there are at most k choices of b where eg* (b, X, a) is non-zero. In particular, the
£-th (1 < ¢ < k) such vector is ¢; := zg[1..i — 1] such that

eq*(ce, X, a) = Z d; - eq(ze[l..0 — 1],25[1..5 — 1]) - eq(X, z;[1]) - eq(e,z;[i +1..]) .
Jjelk]

we note that for each j € [k], the value eg(c,z;[i + 1..]) can be maintained dynamically; the
value eq(X,z;[i]) can be computed in time O(1). Moreover, eq(z¢[1..i — 1],2;[1..i — 1]) equals 1 if
z¢[1..i—1] = z;[1..i — 1] and equals 0 otherwise. In summary, all non-zero values {eg*(c¢, X, &) }re(x]
can be computed in a batch in time O(k). Therefore for each z; € {0,1,2}, one can evaluate
ri(a;) from evaluations {f(c¢, i, @)}repy in time O(k), by evaluating {eq*(cs, x;, ) }oer) first and

computing the inner product between (eq*(cy, x;, a)) e and (f(ce, 74, a))pef)-

Applications to Commit-and-Prove SNARKSs. Our batching scheme is helpful for building
Commit-and-Prove SNARKs (CP-SNARKS) from multilinear commitments. In the setting of CP-
SNARKS, given two commitments C,C, that commit to vectors f € F”, g € F™ (m < n), and
given two sets Iy C [n], I; C [m], one needs to prove that the values of f(I) is consistent with g(,).
This problem can be solved using a variant of our special batching scheme with complexity O(n).

For simplicity suppose that n = m,® and we assume w.l.o.g that n = 2*. The idea is to
view f g as the evaluations of polynomials f,g € ]-1(;1) on the boolean hypercube B,. Then
the commitments Cy,Cy; can be instantiated with multilinear commitments to polynomials f,g
respectively. The relation that f(I;) = g(I,) is a slightly more general version of the batching
relation: let k = |Iy| = |I4|, it is equivalent to prove that f(z;) = g(u;) for all ¢ € [k], where
z;,u; € B, map to the i-th index of set I, I, respectively.

Similar to equation (3.11), we can define a sumcheck relation

Doealt (D) || D f(B)-eabz) | — | D g(b) - eq(b,w)

i€[k] beB, beB,

=3 fO) | D eqlt, (i) - eqlbzi) | — D g(®) | Y eq(t, (i) - eq(b,wi) | =0,

beB, i€[k] beB, i€ (k]

8the same technique applies for n # m
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which is essentially a sumcheck for the degree-2 polynomial h := f - eqs — g - eq, on set B, where

€qp(X) =Y eqt, (i) - ea(X,zi),  eqy(X) =) eqlt, (i) - eq(X, wi).

i€[k] i€[k]

We can use the same sumcheck algorithm underlying the special batching scheme. The complexity
is O(2*). The CP-SNARK proving is then reduced to two PCS openings, one for commitment Cy

and one for C.

3.4 HyperPlonk: Scalable SNARKSs for scaling Blockchains

Equipped with the building blocks in Section 3.3, we now describe the Polynomial IOP for Hyper-
Plonk. In Section 3.4.1, we introduce Rpr,onk — an indexed relation on the boolean hypercube that
generalizes the vanilla Plonk constraint system [GWC19]. We present a Polynomial IOP protocol

for Rpronk and analyze its security and efficiency in Section 3.4.2.

3.4.1 Constraint systems

Notation. For any m € Z and ¢ € [0,2™), we use (i),, = Vv € B,, to denote the m-bit binary

representation of i, that is, i = Z;”Zl v 2071

Definition 3.13 (HyperPlonk indexed relation). Fix public parameters gp := (IF, l,n, €w,£q,f)
where F is the field, £ = 2V is the public input length, n = 2" is the number of constraints, £,, =
2V Ly = 2% are the number of witnesses and selectors per constraint’, and f : Flatte - F is an

algebraic map with degree d. The indexed relation Rpronk 1S the set of all tuples

(135 w) = ((g,0); (p, [[w]]); w) ,

where o : Byy1,, — Bytu, @5 a permutation, q € ffﬁ,lj)q, pE fﬁ_},), w € ‘7:/55-11/207 such that

e the wiring identity is satisfied, that is, (o ([w]], [w]]);w) € Rprrm (Definition 3.10);
o the gate identity is satisfied, that, is, (([[f]]), f) € Rzero (Definition 3.7), where the virtual

polynomial | € Fy=") is defined as FOX) = F(a((0)0. X1 a({ly — 1), X) (0, X, .

e the public input is consistent with the witness, that is, the public input polynomial p € ]-‘V(SU
is identical to w(OFTVw=Y X)) € F=0,

Rpronk is general enough to capture many computational models. In the introduction, we
reviewed how Rpronk captures simple arithmetic circuits. Rpr,onk can be used to capture higher

degree circuits with higher arity and more complex gates, including state machine computations.

9We can pad zeroes if the actual number is not a power of two.
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State machines. Rpronk can model state machine computations, as shown by Gabizon and
Williamson [GW20b]. A state machine execution with n — 1 steps starts with an initial state
state, € F* where k is the width of the state vector. In each step i € [0,n — 1), given input the
previous state state; and an online input inp, € F, the state machine executes a transition function
[ and outputs state;,; € F*. Let T := (statey,...,state, ;) be the execution trace and define
inp,,_; = L, we say that 7 is valid for input (inpy,...,inp,_;) if and only if (i) state, ,[0] = OF,
and (ii) state;,; = f(state;,inp;) for all i € [0,n — 1).

We build a HyperPlonk indexed relation that captures the state machine computation. W.l.o.g
we assume that n = 2# for some p € N.!0 Let v,, be the minimal integer such that 2¥» > 2k. We
also assume that there is a low-depth algebraic predicate f. that captures the transition function f,

that is, f.(state’,state,inp) = 0 if and only if state’ = f(state,inp). For each i € [0, n):
o the online input at the i-th step is inp; := w({0),,,, (?),);
e the input state of step i is statey, ; := [w ((1)y,, (D)) 5. w (K, (i)u)]:
e the output state of step i is state,, ; == [w ((k+ 1)u,, (D)p), .-, w((2k)w,, (@))];
e the selector for step i is q; 1= q((i)u);

e the transition and output correctness are jointly captured by a high-degree algebraic map f’,
f'(inp;, statey, ;, state,; ;;qi) = (1 — q;) - f.(state,, ;, statey, ;,inp;) + q; - state;, ;[0] .
For all i € [0,n — 1), we set q; = 0 so that state;,; = f;(state;,inp;) if and only if
f'(inp;, state;, ;, state,, ;; i) = fu(state,,, ;,state;, ;,inp;) = 0;
we set q,,—1 = 1 so that state;, ,, ;[0] = 0 if and only if

f’(inpn_l,statein’n_l,stateout’n_l; Qn-1) = statey, , 1[0] =0.

Note that we also need to enforce equality between the i-th input state and the (i — 1)-th output
state for all ¢ € [n — 1]. We achieve it by fixing a permutation o and constraining that the witness

assignment is invariant after applying the permutation.

Remark 3.4.1. We can halve the size of the witness and remove the permutation check by using
the polynomial shifting technique in Section 3.3.7. Specifically, we can remove output state columns

state and replace it with state,, ;. for every i € [0,n).

out,t

10We can pad with dummy states if the number of steps is not a power of two.
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3.4.2 The PolyIOP protocol

In this Section, we present a multivariate PIOP for Rpronk that removes expensive FFTs.

Construction. Intuitively, the PIOP for Rpronk builds on a zero-check PIOP (Section 3.3.2)
for custom algebraic gates and a permutation-check PIOP (Section 3.3.5) for copy constraints;
consistency between the public input and the online witness is achieved via a random evaluation
check between the public input polynomial and the witness polynomial.

Let gp := (IF, ln, by, Ly, f) be the public parameters and let d := deg(f). For a tuple (i;x;w) =
((q,0); (p, [[w]]); w), we describe the protocol in Figure 3.2.

Indexer. Z(g,o0) calls the permutation PIOP indexer ([[sidl],[[Ss]]) ¢ Zperm(c). The oracle

output is ([[q]], [[sia]], [$+]]), where ¢ € fﬁii)q? Sid, S¢ € ]-'I(L%,)w

The protocol. P(gp,i,p,w) and V(gp,, [[d]], [[sid]]; [[So]]) run the following protocol.

]_-(Sl)

1. P sends V the witness oracle [[w]] where w € F 3,/ .

2. P and V run a PIOP for the gate identity, which is a zero-check PIOP (Section 3.3.2) for
([Lf1}; f) € Ramro where f € Fi=Y is as defined in Equation 3.13.

3. P and V run a PIOP for the wiring identity, which is a permutation PIOP (Section 3.3.5) for
(o3 ([[w]]; [[w]]); (w,w)) € ReerMm-

4. V checks the consistency between witness and public input. It samples r «$ F”, queries [[w]]

on input ((0),4v,—v,T), and checks p(r) Z wW((0) ytv—1s T)-

Figure 3.2: PIOP for Rpronk-

Theorem 3.10. Let gp := (]F,Z, N, Ly, g, f) be the public parameters where £y, Ly, = O(1) are some
constants. Let d := deg(f). The construction in Figure 3.2 is a multivariate PolyIOP for relation

Rpronk (Definition 3.18) with soundness error O(ZM\HI#) and the following complexity:

o the prover time is tp}j,,; = O(ndlog®d);

o the verifier time is tv5; = O(u +0);

the query complexity is qffl’on

3 multilinear oracle queries, and 1 query to the virtual polynomial f

o = 21+ 4 +logl,, that is, 2pu 4 log L., univariate oracle queries,

the round complezity and the number of proof oracles is rcfﬁmk =20+ 1+ v,;

the number of field elements sent by the prover is nfi?onk =2u;

gp

plonk = O(n) ; the size of the witness is nly,.

e the size of the proof oracles is pl
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Remark 3.4.2. Two separate sumcheck PIOPs are underlying the HyperPlonk PIOP. We can batch
the two sumchecks into one by random linear combination. The optimized protocol has round com-
plexity p+1+logt,,, and the number of field elements sent by the prover is . The query complexity
p+3+logl,,, that is, p+logl,, univariate queries, 2 multilinear queries, and 1 queries to the virtual

polynomial f

Remark 3.4.3. The prover’s memory consumption is linear to the number of constraints. For space-
bounded provers, we can split the proving work to multiple parallel parties or apply the techniques
from [Boo+22b] to obtain a space-efficient prover with quasilinear proving time. We leave concrete

specifications of space-efficient HyperPlonk provers as future work.
Lemma 3.6. The PIOP in Figure 3.2 is perfectly complete.
Proof. For any ((q, o); (p, [[w]]); w) € RpLoNK, by Definition 3.13, it holds that
° ([[f]], f) € Rzero, thus V passes the check in Step 2 as the ZeroCheck PIOP is complete;

e (o; ([[w]], [w]]);w) € Rperw, thus V passes the check in Step 3 as the permutation PIOP is

complete;

e the public input polynomial p € FI=Y s identical to w(0rtre=r X)) € fy(gl)7 thus their

evaluations are always the same, and V passes the check in Step 4.
In summary, the lemma holds as desired. O

Lemma 3.7. Let gp := (]F,E =2"n = 2 /4, = Q”w,ﬁq,f) be the public parameters and let
d :=deg(f) The PIOP in Figure 3.2 has soundness error

v
gp R d,p 1,pu+vy
5plonk = max {dzerm 5perm s |I[‘T| .

Proof. For any ((q,0); (p, [[w]])) ¢ £(Rero), that is, ((g,); (p, [[w]]); w) ¢ Reroxk, at least one
of the following conditions holds:

. ([[f]Lf) ¢ RzERO;
o (o5 ([[w], [[w]]); w) ¢ Reerwm;
o D(X) # (0", X)

In the first condition, the probability that V passes the ZeroCheck in Step 2 is at most d%% ; in the
second condition, the probability that V passes the permutation check in Step 3 is at most 6},;3‘;;;”“’;
in the last condition, by Lemma 3.2, V passes the evaluation check in Step 4 with probability at
most v/|F|. In summary, for any ((g,0); (p, [w]]);w) ¢ RpLonk, the probability that V accepts is

at most max{dgk, 611tV v/|F|} as claimed. O
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Zero knowledge. We refer to Section 3.8 for the zero-knowledge version of the HyperPlonk PIOP.

3.5 HyperPlonk+: HyperPlonk with Lookup Gates

This section illustrates how to integrate lookup gates into the HyperPlonk constraint system. Then

we present and analyze a Polynomial IOP protocol for the extended relation.

3.5.1 Constraint systems

The HyperPlonk+ indexed relation Rpronk+ is built on Rpronk (Definition 3.13). The difference
is that Rpronky further enables a set of non-algebraic constraints enforcing that some function over
the witness values belongs to a preprocessed table. We illustrate via a simple example. Suppose
we capture a fan-in-2 circuit with n addition/multiplication gates using relation Rppronk. We need
to further constrain that for a subset of gates, the sum of two input wires should be in the range
[0,...,B). What we can do is to set up a preprocessed table table = {0,1,..., B} and a selector
g € F™ so that for every i € [n], qi(i) = 1 if the i-th gate has a range-check, and qy (i) = 0
otherwise. Then we prove a lookup relation that for all i € [n], the value qu (i) - (w1 (i) + w2(i)) is
in table, where wq(7), w2 (i) are the first and the second input wire of gate .

We generalize the idea above and enable enforcing arbitrary algebraic functions (over the selectors
and witnesses) to be in the table. Namely, the index further setups an algebraic functions fix. Each

constraint is of the form

flk (qlk(<0>v <7’>)ﬂ cey q1k(<£lk - 1>7 <Z>)a w(<0>ﬂ <7’>)7 LR w(<€w - 1>ﬂ <7’>)) € table

where {j is the number of selectors, ¢, is the number of witness wires and (i) is the binary
representation of 7. Note that the constraint in the previous paragraph is a special case where

fic = qu(i) - (w1 (i) + w2 (i)). We formally define the relation below.

Definition 3.14 (HyperPlonk+ indexed relation). Let gp; := (IF, ln, by, Ly, f) be the public param-
eters for relation Rpronk (Definition 3.13). Let gpy := (Ui, fir;) be the additional public parameters
where Ly, = 2Y% is the number of lookup selectors and fy, : Flstt — F is an algebraic map. The

indexed relation Rpronky s the set of all triples

(1335 w) = ((i1,12); (p, [[w]]); w)

where 1y := (table eF 1 qye .Fl(f_lyzk) such that

o (i1;x;w) € Rpronk:

e there exists addr : B, — [1,2") such that (table; [[g]]; (g,addr)) € Rpookup (Definition 3.11),
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where g € fﬁgdeg(f”“)) is defined as

9(X) = fu (qw((0)vys X); -5 qu((lie — 1)y, X), w((0),,, X), - w({lw = 1), X)) -
(3.14)

Remark 3.5.1 (Supporting vector lookups). We can generalize R pr,onk+ to support vector lookups
where each “element” in the table is a vector rather than a single field element. Let k € N be the
length of the vector. The lookup table is table € FF*("=1) - the lookup function fy, : F2"*+2" — Fk

is an algebraic map that outputs k field elements.

Remark 3.5.2 (Supporting multiple tables). We can generalize Rpronk+ to support multiple
lookup tables. In particular, the index is can specify k > 1 lookup tables tabley, ..., table; and k

lookup functions fl(kl), ey l(kk); and we require that all of the k lookup relations hold.

3.5.2 The PolyIOP protocol

Construction. The PIOP for Rpronk+ is a combination of the PIOP for Rpronk and the
PIOP for a lookup relation (Section 3.3.7). Let gp := (gp;,gp2) be the public parameters where
gp; = (F7€,n7€w7£q,f) and gpy := (O, fix). We denote dj := deg(fik). For a tuple (i;x;w) =

((11,12); (p, [[w]]); w) where 19 := (table e 1 gy € ]-'l(fr},?k) we describe the protocol in Figure 3.3.

Indexer. Z(ij,ip = (table,qu)) calls the HyperPlonk PIOP indexer vp,jou < Zplonk(i1), and
calls the Lookup PIOP indexer vp, - Tyup(table). The oracle output is vp := ([[qu]], VPs; VPpionk)-

The protocol. P(gp,i,p,w) and V(gp, p,vp) run the following protocol.

1. P sends V the witness oracle [[w]] where w € ]:I(Lilyl

2. Run a HyperPlonk PIOP (Section 3.4.2) for (11;x;w) € RpLONK-

3. Run a lookup PIOP (Section 3.3.7) for (table; [[g]]) € L(RLookup) where g € fﬁgdlk) is as
defined in Equation 3.14.

Figure 3.3: PIOP for RproNk+-

Theorem 3.11. Let gp := (gpy,8p,) be the public parameters, where gp; = (IF, l,n, Ew,ﬁq,f)
and £y, 4y = O(1) are some constants; gpy = (i, fu) and £y, = O(1) is some constant. Let
d = max(deg(f),deg(flk)) and let g be the polynomial defined in Equation 3.14. The construction

in Figure 3.3 is a multivariate PolyIOP for relation Rpronk+ with soundness error (’)(zﬂﬁﬁl'”) and

the following complezity:

o The prover time is tp®

pFl)onk-/- = tpirl)énk + tp?kup = O(nd/ 10g2 d,) F—OpS.

; o -
e The verifier time is tvi) = tvl v, = O(u+£) F-ops.
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The query complexity is qi

oracle queries, 5 multilinear oracle queries, 1 query to the virtual polynomial f, and 1 query

?onk+ = qi‘l);nk—l—qlgkup = 3u+7+logt,,, that is, 3u+log Ly, univariate

to the virtual polynomial g defined in Equation 3.14.

e The round complexity and the number of proof oracles is rcffl’onH = rcffl’;nk + rc?kup =3u+3+

log 4,,.

The number of field elements sent by P is 3.

The size of the proof oracles is O(n) ; the size of the witness is ntly,.

Remark 3.5.3. Similar to Remark 3.4.2, there are 3 separate sumcheck PIOPs underlying the
HyperPlonk+ PIOP. By random linear combination, we can batch the 3 sumchecks into a single
one. The optimized protocol has query complexity p + 7 + log €y, round complexity p + 3 + log,,,

and the number of field elements sent by the prover is p.

Remark 3.5.4. We emphasize that the PolylOP for Rpronk+ naturally works for the more general
versions of Rpronk+ that involve vector lookups (Remark 3.5.1) or multiple tables (Remark 3.5.2).
Because we can transform the problem of building PIOPs for the more general relations to the problem
of building PIOPs for Rpronk+ by applying the randomization and domain separation techniques
in Section 4 of [GW20q.

Lemma 3.8. The PIOP in Figure 3.3 is perfectly complete.
Proof. For any ((ﬁl,table, qix); (p, [[w]]),w) € RpLONK+, by Definition 3.14, it holds that
e (i1;x;w) € RpLoNK, thus V passes the check in Step 2 as the HyperPlonk PIOP is complete;
e (table; [[g]) € L(RLookup), thus V passes the check in Step 3 as the lookup PIOP is complete.
In summary, the lemma holds as desired. O
Lemma 3.9. Let gp := (gp;,gps) be the public parameters. Let n = 2" € gp, denote the number of

constraints. Let fi, € gpy be the lookup gate map and set dy, := deg(fix). The PIOP in Figure 3.3

has soundness error

gp . gP1 dig, 1o
6plonk+ = max {6plonk7 6lkup } .

Proof. For any ((i1,table,qu); (p, [w]])) ¢ L(RprLonk+), that is, ((i1,table,qu); (p, [w]]);w) ¢
RpLONK, at least one of the following conditions holds:

e (i1;x;w) ¢ RpLONK:
e (table; [[g]]) ¢ L(Rrookup), where g € ]-'/(Lgd“‘) is as defined in Equation 3.14.

For the first case, the probability that V accepts in the HyperPlonk PIOP is at most 6§fgnk; for the
de,

second case, the probability that V passes the lookup check is at most 51kup . Thus for every instance

not in L(Rpronk+ ), the probability that V accepts is at most max(§§‘fgnk, 6&1&“). O
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Zero knowledge. We refer to Section 3.8 for the zero-knowledge version of the HyperPlonk+
PIOP.

3.6 Instantiation and evaluation

3.6.1 Implementation

We implement HyperPlonk as a library using about 5600 lines of RUST. Figure 3.4 highlights the
building blocks contributing to our HyperPlonk code base. Our backend is built on top of the
Arkworks [con22]. Specifically, we adopted the finite field, elliptic curve, and polynomial libraries
from this project. We then build our PIOP libraries, including our core zero and permutation checks,
and use merlin transcript [Val22] to turn it into a non-interactive protocol. We also implement a
multilinear KZG commitment scheme variant that is compatible with our batch-evaluation PIOP.
Our implementation is highly modular: one may switch between different elliptic curves, other
multilinear polynomial commitment schemes and various circuit frontends within our framework.
The current version of our code base has a few limitations, which do not affect the benchmarks
reported in this section. Firstly, it is built for benchmarking purposes with mock circuits, but we
aim to support Halo2 and Jellyfish arithmetization as frontends. Secondly, we are not yet supporting

lookup tables and thus HyperPlonk+-.

Hyperplonk
T T T
‘ multilinear-KZG ‘ ‘ NI-multilinear-IOP H Arithmetization ‘
T i B
‘ SumCheck/PermCheck ‘ ! !
T l l
’ ark-bls12-381 ‘ ‘ mle ‘ Jellyfish
T T T merlin
’ ark-ec ‘ ’ ark-ff ‘ ark-poly .
transcript

Figure 3.4: Stack of libraries comprising HyperPlonk. The components in grey we implemented
ourselves. The arithmetization frontends have not yet been linked to the implementation.

3.6.2 Evaluation

We benchmark HyperPlonk on an AWS EC2 instance running Ubuntu 20.04. The server has 64 cores
(AMD EPYC 7R13 at 2.65GHz) and 128 GB of RAM. The hyperplonk benchmarks were run using

a rust implementation available online'!. We utilize a multi-linear KZG commitment built using

Hhttps://github.com/EspressoSystems/hyperplonk
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curve BLS12-381. If not otherwise indicated, we use the same custom gate as the Jellyfish library.

The gate has 5 inputs, 13 selectors, and degree 5.

Proof size and verification time. Our implementation is modeled after the unrolled and op-
timized Hyperplonk scheme described in Section 3.10. The proof size is 176 u+ 1168 bytes. One
caveat is that we do not yet commit to the univariate polynomials in each round of the sum check.
This slightly increases the proof size. The verification time for g = 20 is less than 20ms on a

consumer-grade laptop.

Cost breakdown. We present a cost breakdown of HyperPlonk’s prover cost. The breakdown is
measured on a consumer-grade laptop'?. As we see in Figure 3.5a, the majority of the computation is
spent on committing and (batch) opening the commitment; the actual time spent on the information-
theoretic PIOPs (Perm Check and Circuit Check) is about 30%. The batch opening does not yet
take advantage of the fact that many evaluation points and polynomials are identical. This could
reduce the complexity of the resulting zero-check.

Figure 3.5b gives another breakdown. It shows that the majority of the time (61%) is spent on
multi-linear evaluations. This includes the operations performed within the sumcheck protocol. The
rest of the time is spent on elliptic curve multi-exponentiations. Batching zero-checks and improving
the batch-opening implementation could further reduce the number of MLE operations. We note
that both multi-exponentiations and sumchecks are highly parallelizable and hardware-friendly, thus
we expect further performance improvement on special-purpose hardware (e.g. GPUs).

It is also worth noting that HyperPlonk never requires the explicit multiplication of polynomials.

This enables high-degree custom gates for HyperPlonk.

. 40.6% Batch Open . 37.4% Multi-exp
. 14.2% Perm Check
1734 Cirenss cnec B o0 e opesatsons
25.9% Commit witness
02.0% Rest 01.6% Rest
(a) In terms of building blocks (b) In terms of computations

Figure 3.5: Cost breakdown for vanilla Rpronk with 220 constraints.

129021 Apple MacBook Pro with M1 chip
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Figure 3.6

3.6.3 MultiThreading performance

A key advantage of HyperPlonk is that it does not rely on FFT algorithms that are less parallelizable.
Indeed, in Figure 3.6a we observe an almost linear improvement when num of threads is small. We
also observe that with low parallelization, the prover’s run time is linear in the number of gates.
For example, increase from a single thread to two threads, the prover time is reduced by 45% on
average. In contrast, from 32 to 64 threads, there is almost no additional speedup. We assume that

this is implementation dependent.

3.6.4 High degree gates

It has been shown in VeriZexe [Xio+22] that custom gates, even at degree 5, allow for significant
improvement of circuit size and prover time. For example, one may perform an elliptic curve group
addition with just two gates; while a naive version may require 10+ gates. The better expressibility
of high-degree gates enables VeriZexe to improve 9x of prover time over the previous state-of-the-art
[Bow+20].

However, in a univariate Plonk system, such as [GW20a; Pea+22], high-degree custom gates
increase the size of the required FFTs as well as the number of group operations. This limits their
utility as they get larger. In comparison, in HyperPlonk, high-degree only affects the number of
field operations. Our benchmark result in Figure 3.6b validates this observation and shows that the
prover time from a degree 2 gate to a degree 32 gate only increases by 30%. These more expressive
gates can significantly reduce the number of gates in the circuit which more than offsets the added

cost.
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3.6.5 Comparisons

We compare our scheme with both Jellyfish Plonk!®, and Spartan [Set20]'4. Jellyfish is a highly
optimized implementation of Plonk with lookup arguments. It is the state-of-the-art Plonk prove-
system that uses Arkworks as the backend. Spartan is a sumcheck based ZKP system. Spartan’s
statements are written in Rank-1-Constraint-Systems (Rri1cs), which is simpler but less expressive.

Hyperplonk, Plonk, and Spartan are polynomial IOPs that can be combined with various poly-
nomial commitments. The commitment has a large impact on the performance of the proof system.
For sake of comparison, we ensure that all 3 systems use the same elliptic curve and the same im-
plementation. Concretely we use the Arkworks BLS12-381 implementation. Hyperplonk uses the
multi-linear KZG commitment, Jellyfish the univariate KZG commitment, and Spartan uses an in-
ner product argument [Boo+16; Biin+18; Wah+18]-based polynomial commitment. We refer to the
Spartan fork as Ark-Spartan to highlight the use of the Arkworks BLS12-381 backend.

Comparison by application. We have presented data points for a few typical applications in
Table 3.4. The proof systems are evaluated using mock circuits. The circuit sizes for both the
Reronk+ (using the Jellyfish custom gate) and for the Rrics arithmetization are taken from
references and demonstrate the advantages of (Hyper)Plonk. For example, a proof of knowledge
of exponent for a 256-bits elliptic curve group element requires 3315 Rgrics constraints [MSZ21],
while it reduces to 783 for Rpronk+[Xio+22]. Note that our HyperPlonk implementation does not

yet support lookups, but we estimate that the slowdown will only be minor and offset by further

optimizations.
] Application I RRrics | Ark-Spartan [ Rpronk+ | Jellyfish | HyperPlonk |
3-to-1 Rescue Hash 288 [Aly+20] 422 ms 144 [Sys22] 40 ms 88 ms
PoK of Exponent 3315 [MSZ21] 902 ms 783 [MSZ21] 64 ms 105 ms
ZCash circuit 217 [Hop+22] 8.3 s 215 [Esp22] 0.8s 0.6 s
Zexe’s recursive circuit 222 [Xio+22] 6 min 217 [Xio+22] | 13.1s 5.1s
Rollup of 50 private tx 225 39 min® 229 [Sys22] 110 s 38.2 s
zkEVM circuit® N/A N/A 227 1 hour®® | 25 min®®

Table 3.4: Prover runtime of Hyperplonk vs. Spartan[Set20] and the Jellyfish Plonk implementation
for popular applications. Column 2 shows the number of Rr1cg constraints for each application and
column 4 shows the corresponding number of constraints in HyperPlonk+/Ultraplonk. We emphasize
that the Zexe and the Rollup applications are using the BW6-761 curve because they need to use

two-chain curves. The rest of the applications are using the BLS12-381 curve.

@ So far, there have been no approaches to express zKkEVM as an R1CS circuit. Common approaches rely heavily on
lookup tables which require plonk+. ? Estimations. ¢ This assumes a linear scaling factor that is in favor of Jellyfish.
Note that we observe a super-linear growth for log degree from 20 to 23 in Jellyfish, while a sub-linear growth in
HyperPlonk.

3https://github.com/EspressoSystems/jellyfish/tree/hyperplonk-bench
Mhttps://github.com/zhenfeizhang/ark-spartan
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Comparison by circuit size. We also compare HyperPlonk with Jellyfish and Ark-Spartan. We
run both the vanilla-gate version of HyperPlonk that supports just additions and multiplication gates
as well as the degree 5 Jellyfish gate. Note that n Jellyfish gates are significantly more expressive
than n vanilla or R1CS gates. We measure both the single-threaded performance in Table 3.5 and
the multi-threaded performance in Table 3.6. Our benchmark shows that multi-threaded HyperPlonk
outperforms Jellyfish starting from 2'4 constraints; the advantage grows when circuit size increases.
This is mainly because FFTs scale worse than multi-exponentiations.

HyperPlonk also has slightly better performance than Spartan. The difference is more pronounced
in the multi-threaded benchmark which is likely because the Ark-Spartan implementation does not
take full advantage of parallelism. We stress again that plonk+ is more expressive than Rricg, and
thus a fair comparison should be over the same application rather than the same size of constraints.
Table 3.4 shows that HyperPlonk is 5 ~ 60x faster than Spartan in those applications.

210 211 212 213 214 215 216 217 218 219 220
HP (Vanilla Gate) 0.22 04 0.7 1.2 22 4.1 7.8 14.6 28 53 103
HP (Jellyfish Gate) 0.33 0.6 1.1 19 36 6.8 13 245 495 95 185

Jellyfish Plonk 049 09 15 28 55 105 194 379 74 143 284
Ark-Spartan 095 16 25 44 64 121 208 387 69.2 135 223

Table 3.5: Single-thread prover’s performance (in seconds) for varying number of constraints under
different schemes.

910 911 912 913 9l4 915 916 9l7 918 919 920
HP (Vanilla Gate) 0.07 0.1 0.14 0.2 0.3 0.5 08 14 25 5.1 9.6
HP (Jellyfish Gate) 0.1 0.13 0.18 0.27 04 0.67 1.2 2 3.7 7.3 135
Jellyfish Plonk 0.07 01 015 025 046 078 14 27 55 108 22
Ark-Spartan 0.51 0.72 0.9 1.4 1.9 31 47 83 13.7 27 44

Table 3.6: 64-thread prover’s performance (in seconds) for varying number of constraints under
different schemes.

3.7 Orion+: alinear-time multilinear PCS with constant proof
size

Recently, Xie et al. [XZS22a] introduced a highly efficient multilinear polynomial commitment
scheme called Orion. The prover time is strictly linear, that is, O(2*) field operations and hashes
where p is the number of variables. For p = 27, it takes only 115 seconds to commit to a polynomial
and compute an evaluation proof using a single thread on a consumer-grade desktop. The verifier

time and proof size is Oy (1?), which also improves the state-of-the-art [BCG20; Gol+21]. However,
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the concrete proof size is still unsatisfactory, e.g., for u = 27, the proof size is 6 MBs. In this section,
we describe a variant of Orion PCS that enjoys similar proving complexity but has O(u) proof size
and verifier time, with good constants. In particular, for security parameter A = 128 and p = 27,
the proof size is less than 10KBs, which is 600x smaller than Orion for pu = 27.

This section is organized as follows. We start by reviewing the linear-time PCS from tensor
product arguments [BCG20; Gol+21], which Orion builds upon, then we describe our techniques for

shrinking the proof size. Finally, we analyze the security and complexity of the construction.

Linear-time PCS from tensor-product argument [BCG20; Gol+21]. Bootle, Chiesa, and
Groth [BCG20] propose an elegant scheme for building PCS with strictly linear-time provers.
Golovnev et al. [Gol+21] later further simplify the scheme. Let f € ]-',Sgl) be a multilinear poly-
nomial where fp € F is the coefficient of Xy := lel --~Xz“ for every b € B,,. Denote by n = 2#,

k=2" < 2* and m = n/k, one can view the evaluation of f as a tensor product, that is,
F(X) = (w,to®t1) (3.15)

where w = (fiy, ..., fin—1)), to = (X<0>, X1y ,X<k,1>) and t; = (X<0>,X<k>, cee X<(m,1).k>).
Here (i) denotes the p-bit binary representation of i. Let E : F™ — FM be a linear encoding scheme,
that is, a linear function whose image is a linear code (Definition 3.1). Golovnev et al. [Gol+21,
§4.2] construct a PCS scheme as follows:

e Commitment: To commit a multilinear polynomial f with coefficients w € F", the prover

Fkx™  encodes w’s rows, and obtains matrix

P interprets w as a k X m matrix, namely w €
W € F¥*M guch that W[i,:] = E(wli,:]) for every i € [k]. Then P computes a Merkle tree
commitment for each column of W and builds another Merkle tree T' on top of the column
commitments. The polynomial commitment C is the Merkle root of T

e Evaluation proof: To prove that f(z) = y for some point z € F* and value y € F, the prover
P translates z to vectors to € F¥ and t; € F™ as above and proves that (w,to ® t;) = y (where

w € FFX™ ig the message encoded and committed in Cy). To do so, P does two things:

— Proximity check: The prover shows that the matrix W € FF*M committed by Cyis
close to k codewords. Specifically, the verifier sends a random vector r € F¥, the prover
replies with a vector y, := r-w & F™ which is the linear combination of w’s rows
according to r. The verifier checks that the encoding of y,, namely E(y,) € FM | is close
to r - W, the linear combination of W’s rows. This implies that the k& rows of W are all
close to codewords [Gol+21, §4.2].

— Consistency check: The prover shows that (w,to ®t;) = y where w € FF*™ is the
k error-decoded messages from W € F committed in C¢. The scheme is similar to the
proximity check except that we replace the random vector r with tg. After receiving the

linearly combined vector yog € F™, the verifier further checks that (yg,t1) = y.
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We describe the concrete PCS evaluation protocol below.

Protocol 1 (PCS evaluation [Gol+21]): The goal is to check that (w,tg ® t1) = y (where w € Fk*™

is the message encoded and committed in Cy).

1. V sends a random vector r € F*.

2. P sends vector y,,yo € F™ where

k k
Vr = Zri -wli,:], and yo = th -wli, ],
i=1 i=1

where w € Fkxm

3. V sends P a random subset I C [M] with size [I| = O(A).
4. P opens the entire columns {W:, j]} e using Merkle proofs, where W e

is the message matrix being encoded and committed.

FF*M is the row-wise
encoded matrix. That is, P outputs the column commitment h; for every column j € I, and
provide the Merkle proof for h; w.r.t. to Merkle root CY.

5. V checks that (i) the Merkle openings are correct w.r.t. Cy, and (ii) for all j € I, it holds that

E(yr)j = <I‘,W[:7j]> and E<y0)j = <t0’W[:7j]> .

6. V checks that (yo,t1) = y.
Note that by sampling a subset I with size ©(\) and checking that r- W to - W are consistent with
the encodings E(y,), E(yo) on set I, the verifier is confident that r- W, to- W are indeed close to the
encodings F(y,), E(yo) with high probability. By setting k = \/n, the prover takes O(n) F-ops and
hashes; the verifier time and proof size are both Oy (y/n). Orion describes an elegant code-switching
scheme that reduces the proof size and verifier time down to Oy (log?(n)). However, the concrete

proof size is still large. Next, we describe a scheme that has much smaller proof.

Linear-time PCS with small proofs. Similar to Orion (and more generally, the proof composi-
tion technique [Boo+17; BCG20; Gol+21]), instead of letting the verifier check the correctness of yy.,
yo and the openings of the columns WT:, j]Vj € I, the prover can compute another (succinct) outer
proof validating the correctness of y,,yo, W[, j]. However, we need to minimize the outer proof’s
circuit complexity, which is non-trivial. Orion builds an efficient SNARK circuit that removes all of
the hashing gadgets, with the tradeoff of larger proof size. We describe a variant of their scheme
that minimizes the proof size without significantly increasing the circuit complexity.

Specifically, after receiving challenge vector r € F¥, P instead sends V commitments Cy,Cy to
the messages y, yo; after receiving V’s random subset I C [M], P computes a SNARK proof for the

following statement:

Statement 1 (PCS Eval verification):

o Witness: yr,yo € F™, {W[;,j]}jer-
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e Circuit statements:

— C}, Cy are the commitments to yy, yo respectively.

— For all 5 € I, it holds that
« h; = H(WT:, j]) where H is a fast hashing scheme;
* E(yr); = (v, W[, j]) and E(yo); = (to, W[:, j]).

= {yo, t1) = .

e Public output: {h;};er, and Cy, Co.

Besides the SNARK proof, the prover also provides the openings of {h;};e; with respect to the
commitments Cy. Intuitively, the new protocol is “equivalent” to Protocol 1, because the SNARK
witness {W{:, j]};er and yr, yo are identical to those committed in Cy, Cy, Cy by the binding property
of the commitments; and the SNARK does all of the verifier checks. Unfortunately, the scheme has
the following drawbacks:

e Instantiating the commitments with Merkle trees leads to a large overhead on the proof size.
In particular, the proof contains |I| Merkle proofs, each with length O(logn). For 128-bit
security, we need to set |I| = 1568, and the proof size is at least 1 MBs for p = 20.

e The random subset I varies for different evaluation instances. It is non-trivial to efficiently
lookup the witness {E(yr);, E(¥0);}jer in the circuit if the set I is dynamic (i.e. we need an
efficient random access gadget).

e The circuit complexity is huge. In particular, the circuit is dominated by the commitments
to yr,yo and the hash commitments to {W[:, j]}jer. This leads to 2m + k|I| hash gad-
gets in the circuit. Note that we can’t use algebraic hash functions like Rescue [Aly+20]
or Poseidon [Gra+21], which are circuit-friendly, but have slow running times. For pu = 26,
k =m = /n and 128-bit security (where |I| = 1568), this leads to 13 million hash gadgets
where each hash takes hundreds to thousands of constraints, which is unaffordable.

We resolve the above issues via the following observations.

First, a large portion of the multilinear PCS evaluation proof is Merkle opening paths. We can
shrink the proof size by replacing Merkle trees with multilinear PCS that enable efficient batch
openings (Section 3.3.8). Specifically, in the committing phase, after computing the hashes of W’s
columns, instead of building another Merkle tree T of size M = O(n/k) and set the Merkle root as
the commitment, the prover can commit to the column hashes using a multilinear PCS (e.g. KZG).
Though the KZG committing is more expensive, the problem size has been reduced to O(n/k), thus for
sufficiently large k, the committing complexity is still approzimately O(n) F-ops. A great advantage
is that the batch opening proof for {h;};ecs consists of only O(logn) group/field elements, with good
constant. Even better, when instantiating the outer proof with HyperPlonk(+), the openings can

be batched with those in the outer SNARK and thus incur almost no extra cost in proof size.
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Second, with Plookup, we can efficiently simulate random access in arrays in the SNARK circuit.
For example, to extract witness {Y, ; = E(yr);};jer, we can build an (online) table T where each
element of the table is a pair (i, E(yy);) (1 <i < M). Then for every j € I, we build a lookup gate
checking that (4, Y ;) is in the table T', thus guarantee that Y, ; is identical to E(y,);. The circuit
description is now independent of the random set I and we only need to preprocess the circuit once
in the setup phase.

Third, with the help of Commit-and-Prove-SNARKs (CP-SNARK) [Cam+21; CFQ19; Ara+21],
there is no need to check the consistency between commitments Cy,Cy and y,yo in the circuit.
Instead, we can commit (yy,yo) to a multilinear commitment C, and build a CP-SNARK proof
showing that the vector underlying C is identical to the witness vector (y,,yo) in the circuit. We
further observe that C' can be a part of the witness polynomials, which further removes the need of
an additional CP-SNARK proof.

After applying previous optimizations, the proof size is dominated by the |I| field elements
{h;}jer. We can altogether remove them by applying the CP-SNARK trick again. In particular,
since {h;};cr are both committed in the polynomial commitment C; and the SNARK witness
commitment, it is sufficient to construct a CP-SNARK proving that they are consistent in the two
commitments with respect to set I. We refer to Section 3.3.8 for constructing CP-SNARK proofs
from multilinear commitments.

Since the bulk of verification work is delegated to the prover, there is no need to set k = y/n.
Instead, we can set an appropriate k = ©(A\/logn) to minimize the outer circuit size. In particular,
the circuit is dominated by 2 linear encodings (of length n/k) and |I| hashes (of length k). If we
use vanilla HyperPlonk+ as the outer SNARK scheme and use Reinforced Concrete [Bar+21] as the
hashing scheme that has a similar running time to SHA-256, for u = 30, kK = 64 and 128-bit security
(where |I| = 1568), the circuit complexity is only ~ 22¢ constraints. And we can expect the running

time of the outer proof to be Ox(n).

The resulting multilinear polynomial commitment scheme is shown in Figure 3.7.

Remark 3.7.1 (CP-SNARKSs instantiation.). We can use the algorithm in Section 3.3.8 to in-
stantiate the CP-SNARK in Figure 3.7 from any multilinear PIOP-based SNARKs with minimal
overhead. First, we can split the witness polynomial into two parts: one includes the vector (yr,yo)
while the other includes the rest. The witness polynomial commitment to (ye,¥yo) is essentially the
commitment Cyp in Figure 3.7, so that we dont need to additionally commit to (yr,yo) and provide
a proof. We emphasize that C, is sent before the prover receives the challenge set I, which is
essential for knowledge soundness.

Second, the CP-proof generation between the multilinear commitment Cy and the SNARK witness
polynomial commitment (w.r.t. set I) consists of a sumcheck with O(logm) rounds and 2 PCS

openings (one for Cy and one for the witness polynomial). If we instantiate the SNARK with
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HyperPlonk+, we can batch the proving of the CP-proof and the SNARK proof so that the CP-proof
adds no extra cost to the proof size beyond the original SNARK proof.
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Building blocks: A CP-SNARK scheme OSNARK; an (extractable) polynomial commitment
scheme PC; a hash commitment scheme HCom; and a linear encoding scheme E with minimum

distance 6.

Setup(1*, u*) — gp: Given security parameter ), upper bound p* on the number of variables, set
m* so that the running time of OSNARK (and PC) is O(2*") for circuit size (and degree) m*. Run
gp, < OSNARK .Setup(1*,m*), 8Ppe PC.Setup(1*,m*), run the indexing phase of OSNARK for
the circuit statement in Figure 3.8 and obtain (vp,, pp,). Output gp := (gpo,gppc,vpo7 PP,)-

Commit(gp; f) — Cy: Given polynomial f € ]-'L(LSI) with coefficients w = (fioy, ..., frm—1)), set
m = n/k so that the running time of OSNARK (and PC) is Oy(2#) for circuit size (and degree) m.
Interpret w as a k x m matrix (i.e. w € FFXm):
e Compute matrix W € FF*M such that W[i,:] = E(wli,:|)Vi € [k]. Here E : F™ — FM is the
linear encoding.
e For each column j € [M], compute hash commitment h; <— HCom(W:, j]), where W[:, j] €
F* is the j-th column of W.
e Let p, be the polynomial that interpolates vector (h;);ciar). Output commitment Cy <
PC.Commit(gp,, Ph)-
Open(gp, Cy, f): Given polynomial f € Fﬁgl) with coefficients w € FF*™  run the committing
algorithm and check if the output is consistent with Cy.

Eval(gp; C¢,z,y; f): Given public parameter gp, point z € F# and commitment Cy to polynomial
f e fﬁgl) with coefficients w € FF*™_ transform z to vectors to € F¥ and t; € F™ as in
Equation (3.15) such that f(z) = (w,tg ® t1). The prover P and the verifier V run the following
protocol:

1. V sends P a random vector r € F*.

2. Define vectors i i
YF:Zri'W[ia :]7 yO:ZtO,i'W[iyz}'
i=1 i=1

Let pr be the polynomial that interpolates (yr,yo). P sends V commitment C, <
PC.Commit(gp,., Py)-
3. V sends a random subset I C [M] with size ¢ :=
4. P sends V, a CP-SNARK proof 7, showing that

=X
log(1—4¢) "

e the statement in Figure 3.8 holds true;

e the SNARK witness (yr, yo) is identical to the vector committed in Cp,_;

e the SNARK witness (h;);er is consistent with that in the polynomial commitment Cy

w.r.t. set I.

5. V checks 7, with public input (o, r,y,z), and commitments C,_, Cy.

Figure 3.7: The multilinear polynomial commitment scheme.
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Witness:
e messages yr,yo € F, encodings Yy, Yo € FM | and evaluation vectors ty € FF, t, € F™;
o the columns of W in subset I, that is, W' = (W[:, j])er € FrxI11.
e the values of Y, Y in subset I, that is Y. = (Y, ;)jer € FIl and Y} = (Yo ;) er € FI;
e column hashes h = (hy,..., hyy)) € FlI.
Public input:
e challenge vector r € F*;
e random subset I C [M];
e evaluation point z € F# and claimed evaluation y € F.
Circuit statements:
e to,t; is the correct transformation from z as in Equation (3.15).
e Y: = E(y:) and Yo = E(yo).
e Fori=1...|I|, let j; € I be the i-th element in I, it holds that

=Y., =Y., that is, (ji;, Y, ;) is in the table {(k, Yy x) }re[as), and
= Yy, = Yo, that is, (ji, Y ;) is in the table {(k, Yo ) }rem]-
e For i =1...|I], it holds that
— h; = HCom(W'[:,4]) where HCom : F¥ — F is the hash commitment scheme;
YL = (e WL ) and Y, = (b0, W ).

4 <YO7t1> =Y.

Figure 3.8: The outer SNARK circuit statement. The circuit configuration is independent of the
random set 1.

Theorem 3.12. The multilinear polynomial commitment scheme in Figure 3.7 is correct and bind-

ing. The PCS evaluation protocol is knowledge-sound.

Proof. Correctness and binding. Correctness holds obviously by inspection of the protocol. We
prove the binding property by contradiction. Suppose an adversary finds a commitment Cy and two
polynomials fi, f> with different coefficients wy, wy € F¥*™ such that C; can open to both wq and

wy. There are two cases:

1. C; can open to two different vectors of column hash commitments hy, hy € FM | which con-
tradicts the binding property of the PCS PC.

2. Cy binds to a single vector h € FM, but encoding w1, ws lead to two different encoded matrices

Wy, Wy € FE*M  This contradicts the collision resistance of the hash function.

In summary, the binding property holds.
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Knowledge soundness. We use a similar technique as in [Gol+21] that enables extracting poly-
nomials even if the linear code E is not efficiently decodable. For any adversary A that can pass the

PCS evaluation check with probability more than ¢, the extractor Ext* works as follows:

1. Run A and obtain commitment Cy, point z € F#, and evaluation y € F. Run the extractors
of the PCS and the hash function to recover the matrix W’ € F**™ underlying C . Abort if

the extraction fails.

2. Set S « 0, repeat the following procedures until |S| > k or the number of r being sampled is
more than 8k/e:

e Sample and send A a random vector r <5 F*.

e Obtain the PCS commitments C),,. Use the PCS extractor to extract the vector (yr,yo) €

F?™. Abort and rerun with another r if the extraction fails.
e Sample and send A a random subset I C [M].
e Obtain the CP-SNARK proof m,. Add the pair (r,y,) into set S if the proof correctly

verifies.

3. If |S| > k and the random vectors {r} in S are linearly independent, run the Gaussian elimi-

nation algorithm to extract the witness w from S = {(r,y,)}, otherwise abort.

The extractor runs in polynomial time as Step 2 runs in polynomial time, and the extractor executes
Step 2 for at most 8k/e times. Next, we argue that the extractor’s success probability is non-
negligible. Since A succeeds with probability at least €, with probability at least €/2 over the choice
of (Cf,z,y), the adversary passes the PCS evaluation protocol Eval(gp; Ct, z,y) with probability at
least €/2. We denote by B the event that the above happens.

Conditioned on event B, we first argue that with high probability, Ext can add k pairs to S,
and the r’s in S are linearly-independent. Note that for each run of PCS evaluation (with a freshly
sampled vector r), the probability that the extractor adds a pair to S is at least €/2 — negl(\) > €/4.
This is because A passes the checks with probability at least €/2, and thus with probability at
least €/2 — negl(\), A passes all the checks, and the PCS extractor suceeds. Therefore, by Chernoff
bound, the probability that Ext adds k pairs to S within 8% /e runs of Step 2 is at least 1 —exp(—k/8).
Moreover, as noted by Lemma 2 of [Gol+421], the random vectors {r} in set .S are linearly independent
with overwhelming probability.

Next, still conditioned on event B, we argue that with probability 1 — negl(\), there exists a
coefficient matrix w € F**™ that is consistent with the commitment C, such that (w,to ® t1) =y
(i.e. the evaluation is correct) and y, = Zi;l r; - w; for every pair (r,y,) in set S. Let W' € Fk*M
be the matrix extracted by Ext at Step 1, note that W’ commits to Cy. Consider each run of PCS
evaluation where the extractor adds a pair (r,y,) to S. Since C, C,  are binding, and the SNARK
proofs verify, it holds that w.h.p over the choice of I, E(y,) is close to Zle r; - W/. By Lemma 1
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in [Gol+21], w.h.p. over the choice of r, it also holds that W} is close to a codeword for all i € [k].
Therefore, there exists a matrix w € FK*™ such that (i) W/ is close to E(w;) for all i € [k], and
(i) yr = Zle r; - w;. Moreover, by the uniqueness of encoding, w is identical for every challenge
vector r in set S. Similarly, we can argue that yo = Zle to,; - w; and thus (w,to @ t1) = .
Given the above, we conclude that with high probability, it holds that (i) Ext adds k pairs to
S where the r’s in S are linearly independent; and (ii) there exists w € F¥*™ that is consistent
with Cy and (w,tp ®@t1) = y and y, = Zle r; - w; for every pair (r,y,) in set S. In summary,
conditioned on event B, the extractor can extract the coefficient matrix w via Gaussian elimination

with high probability, which completes the proof. O

Theorem 3.13. When instantiating the outer SNARK with HyperPlonk+, the multilinear PCS
in Figure 3.7 has committing and evaluation opening complexity Ox(n); the proof size and verifier

time is Ox(logn).

Proof. Fix k = O(A\/logn) and let m = n/k. The committing algorithm takes O(n) F-ops to encode
the coefficients w € F¥*™ to W € F**M O(n) hashes to compute the column commitments, and an
O(m)-sized MSM to commit to the vector of column commitments. The total complexity is Ox(n).

The evaluation proving mainly consists of the following steps:
e compute a HyperPlonk+ SNARK proof for the statement in Figure 3.8;

o compute a CP-SNARK proof between the commitment C'y and the SNARK witness polynomial

commitment with respect to a set I.

By the linear algorithm specified in Section 3.3.8, the CP-SNARK proof generation is dominated
by a multi-group-exponentiations with size s, where s is the circuit size; similarly, the HyperPlonk-+
SNARK proving is also dominated by a few multi-group-exponentiations with size s. Next, we
prove that the outer circuit complexity is s = O(m), Hence the evaluation opening complexity is
also Ox(n).

Lemma 3.10. The number of constraints in the circuit in Figure 3.8 is O(m) + |H| - O(k)\), where

|H| is the number of constraints for a hash instance.

Proof. The circuit for computing tg, t; from z takes O(k) and O(m) constraints, respectively; the
circuit for encoding y, yo takes O(m) constraints; the extraction of Y, Y{ from {E(y+);, E(yo) }jer,
takes 2|I| lookup gates; the computation of Y}, Y{ takes O(k|I|) constraints; the computation of
y takes O(m) constraints; the computation of hashes {h;} takes k|I| = O(k)) hash gadgets as
|I| = ©(A), thus the number of constraints is O(m) + |H| - O(kM). O

The evaluation verifier checks the the CP-SNARK proof 7, which takes time Oy (logn).
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The evaluation proof consists of a single CP-SNARK proof m,. As noted by Remark 3.7.1, the
proof size is no more than that of a single HyperPlonk+ proof for circuit size s = O(m). In summary,

the proof size is Oy (logn). O

Remark 3.7.2. We stress that the CP-SNARK proving time (between Cy and the SNARK witness)
for set I is independent of the size of I, as the complexity of the special batching algorithm in Sec-
tion 3.3.8 is independent of the number of evaluations. This is highly important because |I| can be

as large as thousands in practice.

Remark 3.7.3. If we instantiate the linear code with the generalized Spielman code proposed
in [XZ522a], and instantiate the outer SNARK with vanilla HyperPlonk+, for 128-bit security and

p =30, the outer circuit size is approzimately 2%, thus the proof is less than 10 KBs.

Remark 3.7.4. In practice, to minimize the outer circuit complexity, we choose k such that 2 -
Un/k) = k|I| - |H|, where £(n/k) is the circuit size for encoding a message with length n/k. Note
that |I| = 1568 for 128-bit security and |I| = 980 for 80-bit security.

Remark 3.7.5. In contrast with Orion, Orion+ requires using a pairing-friendly field. We leave the
construction of linear-time PCS with succinct proofs/verifier that supports arbitrary fields as future

work.

3.8 Zero Knowledge PIOPs and zk-SNARKSs

In this Section, we describe a compiler that transforms a class of sumcheck-based multivariate
PolyIOPs into ones that are zero knowledge. The general framework consists of two parts. The first
part is to mask the oracle polynomials so that their oracle query answers do not reveal the informa-
tion of the original polynomial; moreover, we require that the masking do not change evaluations
over the boolean hypercube, thus the correctness of PIOPs still holds. The second part is making
the underlying sumcheck PIOPs zero knowledge. For this we reuse the ZK sumchecks described
in [Xie+19].

We note that in contrast with univariate PIOPs, there is a subtlety in compiling multivariate
PIOPs: the zero-knowledge property is hard to achieve if the set of query points is highly structural.
E.g., suppose f is 2-variate and there are are 4 query points (r1,72), (r1,71), (r2,71), (12, 72). Though
all of the 4 points are distinct, each dimension has at least 2 points that share the same value. This
makes the adversary much easier to cancel out the masking randomness and obtain a correlation
between the evaluations of f on the 4 points. We resolve the issue by restricting the set of query
points to be less structured. In particular, we require that there is at least one dimension where each
point has a distinct value. We also slightly modify the underlying sumcheck protocols to satisfy the

restriction while the soundness is not affected.
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The Section is organized as follows. We define zero knowledge PIOPs in Section 3.8.1. In Sec-
tion 3.8.2, we describe a scheme masking the multivariate polynomials. Section 3.8.3 reviews the
ZK sumchecks in [Xie+19]. We describe the ZK compiler for PIOPs in Section 3.8.4 and explain
how to obtain a zk-SNARK from a zk-PIOP and a PCS in Section 3.8.5.

3.8.1 Definition

We follow [Chi+20] and define the (honest verifier) zero-knowledge property of PIOPs. Since the
provers in sumcheck PIOPs also send field elements, we slightly adapt the definition in [Chi+20].

Definition 3.15. A PIOP (P,V) has perfect zero-knowledge with query bound t and query checker
C if there is a PPT simulator S such that for every field F, index i, instance x, witness w, and

every (t, C)-admissable verifier V*, the following transcripts are identically distributed:

View (P(F,1;x;w),V*) ~ SV (F,1;x).

2

Here the view consists of V*’s randommness, the non-oracle messages sent by P, and the list of answers

to V*’s oracle queries. A wverifier is (t,C)-admissible if it makes no more than t queries, and each
query is accepted by the checker C. We say that (P,V) is honest-verifier-zero-knowlege (HVZK) if

there is a simulator for V.

3.8.2 Polynomial masking

Definition 3.16. A randomized algorithm msk is a (t,C, p)-masking if

1. for every d € N and every polynomial f € ]-',Sgd), the masked polynomial f* +s msk(f,t,C)

does not change evaluations over the boolean hypercube B, ;

2. for every d € N and every polynomials f € ffbgd), and every list of queries q := (q1,-.-,q)
that is accepted by the checker C, let f* <= msk(f,t,C). It holds that (f*(q1),..., f*(q:)) is

uniformly distributed over Ft.

Lemma 3.11. There is a (t,Cy, pn)-masking algorithm msk(f,t,€) for every p,t € N and € € [u],
where checker Cyp accepts a list of queries (qi,...,q:) if and only if by ¢ {0,1,b1¢,...,bi—1,¢} for
every query ¢; = (bi1,...,b;,) € F* (1 <i<t). Forany f € ]—'Fd) and { € [u], the degree of the
masked polynomial f* < msk(f,t,¢) is max(d,t + 1).

Proof. Given a polynomial f € ]-'l(fd), query bound t, and checker Cy, the algorithm does follow:
e Sample a univariate polynomial R(X) :=co +c1 X +...¢;1 X ™! where cg,...,c;_1 +$F.

e Output f*:= f+ Z(Xg) . R(Xg), where Z(Xg) =Xy (1 — Xg).
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It is clear that f* has degree max(d,t + 1); f* does not change f’s evaluations over B, as Z
evaluates to zero over B,,. Next, we argue that £* := (f*(q1),..., f*(q)) € F" is uniformly random.
Denote query ¢; := (b;1,...,b;,) (1 <i<t), we define R to be

R:= (Z(b1s) - R(b1), ..., Z(be)  R(ber)) -

Since the queries satisfy b; , ¢ {0,1} for every i € [¢], it holds that z; := Z(b; ¢) are non-zero and thus
invertible. Moreover, since R is a random univariate polynomial with degree ¢t —1 and {b1¢,...,b ¢}
are distinct, it holds that {R(bi¢),..., R(bs¢)} are uniformly random. Therefore R is uniformly
random, and thus f* = f 4 q is also uniformly random where f := (f(ql), ce f(qt)). O

3.8.3 Zero knowledge SumCheck

Construction. Xie et al. [Xie+19] described an efficient ZK compiler for sumchecks. For reader’s

convenience, we adapt Construction 1 in [Xie+19] to a PIOP.

Zero knowledge SumCheck PIOP (P, V):

e Input: polynomial f € F,(Lgd) and claimed sum H € F.

e P samples a polynomial g := co+ g1 (x1) +- - -+ g, (x,) where g;(x;) 1= ¢; 1%+ - - +ci7dx§i and

Cil,...,Ciq are uniformly random. P sends oracle g and a claimed sum G := erB“ g(x).

V sends a challenge p < F*.

P and V run SumCheck PIOP (Section 3.3.1) over polynomial f+ pg and claimed sum H + pG.

e V queries g and f at point r where r € F* is the vector of sumcheck’s challenges. V then

checks that f(r) + pg(r) is consistent with the last message of the sumcheck.

The completeness of the ZK PIOP holds obviously, it was shown in [CFS17] that the PIOP also

preserves soundness. The zero knowledge property is proved in [Xie4+19] and we state it below.

Lemma 3.12 (Theorem 3 of [Xie+19]). For every field F, verifier V* and multivariate polynomial

fe fﬁgd), there is a simulator Seum(F, u, d, H) that perfectly simulates P’s oracle answers except

for f(r). Here H := ZXEBu f(x).

3.8.4 Zero knowledge compilation for SumCheck-based PIOPs

A general description to the sumcheck-based PIOPs. The multivariate PIOPs considered

in this paper can all be adapted to the following format.

General sumcheck-based PIOPs:

1. Both P and V have oracle access to a public multilinear polynomial pg € .7-_,(51).
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2. For every i € [ki], P sends a multilinear polynomial p; € ]-"El), and V sends some random

challenges. p; is a function of py,...,p;—1 and verifier’s previous challenges.

3. P and V sequentially run ko sumcheck PIOPs. The i-th (1 < i < ko) sumcheck is over a

polynomial f; := h;(g1,...,9¢) € .F,S;d”), where h; is public information and each multilinear
polynomial g; € .7-',5;1) (1 <j < ¢)is gj = vxg=p for some boolean vector b and some
v € {p1,...,Dk, }, that is, g; is a partial polynomial of v where the variables in S are set to b.

4. For every i € [ks3], V queries a random point r; € Fi to the oracle f;, where r; are the round
challenges in the i-th sumcheck. V then checks that f;(r;) is consistent with the last message

in the ¢-th sumcheck.

5. For every i € [ks], the verifier queries a point ¢; € F*i to an oracle p;, (0 < j; < ki) and
checks that the evaluation is y;. We emphasize that the evaluations {y; };c[r,] can be efficiently

and deterministically derived from {c;, ji }ic[r,) and the public oracle po.
We note that the above description captures all of the multivariate PIOPs in this paper because

o for the case where P sends an oracle f := h(g1,...,9.) € ffbgd) for d > 1, we can instead let

P send ¢1,...,9. € f,ﬁgl) as h is public information;

e for the case where P sends multiple multilinear oracles in a round, we can merge the polynomials

into a single polynomial;

e the PIOPs we consider are all finally reduced to one or more sumcheck PIOPs.

Construction. We present a generic framework that transforms any (sumcheck-based) multi-
variate PIOPs into zero knowledge PIOPs. For a PIOP (P,V), let ({pi}ie[o,kl]v {fi}ie[kg]) be the
polynomials denoted in the above protocol. For every i € [k1], let t; € N be the number of p;’s partial
polynomials that appear in the sumcheck polynomials fi,..., fi,, and let t* := max{t;};c[y,]. For
every i € [k1], we assume that there exists index ¢; € [u;] such that for every p;’s partial polynomial
vx s—p that appears in some sumcheck (where p;’s variables in set S are boolean), it holds that /; is
not in the set S. Let msk be the masking algorithm described in Lemma 3.11. The compiled zero
knowledge PIOP (P, V) works as follows.

The ZK-compiler for sumcheck-based PIOPs:

*

1. For every i € [ki], P sends an oracle [[p;

K2

]| where p* «s msk(pi,t;,4;). V sends the same

challenges as V does.

2. P and V sequentially run ks zero knowledge sumcheck PIOPs (Section 3.8.3). The i-th (1 <

i < ky) sumcheck is over the polynomial f; := h;(g7,...,95) € fﬁ;d"t*), where h; is the same

as in (P,V); each g} € ]-",Eigt*) (1 <Jj <) is gj :=v]x,_y for some boolean vector b and some

vt e{pt,- Pk, b
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3. For every i € [ko], V queries a random point r; € F¥ to the oracle fi, where r; are the
round challenges in the i-th ZK sumcheck. V then checks that f;(r;) is consistent with the
last message of the i-th ZK sumcheck. We emphasize a slight modification over the original
PIOP (P,V): in the i-th sumcheck, V samples each round challenge ri; (1 <7 < ;) in the
set F\ {0,1,r1;,...,r;i1,;} rather than in F.

4. V simulates V, i.e., for all i € [k3], queries points ¢; to oracle p;, and checks the evaluation.

Theorem 3.14. Given any PIOP (P,V) for some relation over the boolean hypercube, the compiled
PIOP <|5,\7> is HVZK. Moreover, (|57\7> preserves perfect completeness and negligible soundness.

Proof. Completeness. Completeness holds because the sumcheck relations are over boolean hy-
percubes and the masked polynomials’ evaluations do not change over the boolean hypercubes by

the property of msk.

Soundness. Compared to the sumchecks in (P, V), the following changes of the sumchecks in <|5, \7)

affect soundness error:
1. The degrees of the sumcheck polynomials are increased by a factor ¢*.

2. The challenge space of j-th round in the i-th (1 <4 < ks) sumcheck is F\{0,1,r1 ;,...,1r;—1,;}
rather than F.

3. The sumcheck protocols are replaced with ZK sumchecks.

Since t* and ks are constants and ZK sumchecks preserves soundness [CFS17], the compiled protocol

preserves negligible soundness.
HVZK. We describe the simulator as follows.

The simulator SV (F,1;x):

1. Honestly generate the public polynomial py € fp(mgl).

2. Pick arbitrary polynomial {p; };e[x,] conditioned on that the sumcheck relations over fi, ..., fi,
hold. Send V polynomials {P; Yierk,) where pj <8 msk(p;, t;, £;), obtain from V the challenges

in the first k; rounds.
3. Run the next ky ZK sumcheck PIOPs using py and the sampled polynomials {p; }ic[x,]-
4. For every i € [ko], answer query f;*(r;) honestly using {9 }ic(r,]-

5. For every i € [k3], answer query c¢; with value y;, where {y; }ic[r,] are deterministically derived

from {c;, ji }ic[r,) and the public polynomial po.

Next we show that SV(IF,ﬁ;x) ~ View(P(F,i;x;w),V). We set Hy := SV(F,ﬁ;x) and consider
following hybrid games.
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e Game Hi: identical to Hy except that step 3 is replaced with the ZK sumcheck simulator’s
output. We note that Hy ~ Hy by the ZK property of the ZK sumchecks.

e Game H,: identical to H; except that the queries in step 4 are answered with random values.
(Note that f(r;)’s answer is a random value consistent with the last message of the i-th
sumcheck.) We argue that Hy =~ Hj: for every i € [ki], the number of queries to oracle
pF < msk(p;, t;, ¢;) is no more than ¢; and the /;-th element in each of the query point are

distinct and non-boolean, by Lemma 3.11, the answers to the queries are uniformly random.

e Game Hj: identical to Hy except that the polynomials {p;}icx,] in step 2 are replaced with
{pi}icpk,)- Note that Hz =~ Hy as the verifier’s view does not change at all.

e Game Hy := View(P(F,1;x;w),V): identical to Hs except that the queries in step 4 are an-
swered honestly and the ZK sumchecks are run honestly using py and the sampled polynomials

{p} Yiepk,)- With similar arguments (for Hy and Hy) we have Hy ~ Hj.

Given above, it holds that SV(]P‘, 1;x) ~ View(lS(IE‘, 1;x; \W),\7) and we complete the proof. O

3.8.5 zk-SNARKSs from PIOPs

In the ZK PIOP of Section 3.8.4, the masked polynomials sent by the prover are with the form
f*i=f+Z(x) - R(x¢) where f € .7-',(;1) is multilinear and Z(xy) := x4 - (1 — x¢) is univariate and
with degree t 4+ 1. It is shown in Theorem 10 of [Bon+21] that every additive and m-spanning PCS
can be compiled into a hiding PCS with a zero-knowledge Eval protocol, where m-spanning means
that commitments to polynomials of degree at most m can already generate the commitment space
G. Thus we can construct a hiding PCS for f* with ZK evaluations from any additive and spanning
polynomial commitment schemes (e.g., KZG and FRI). In particular, one instantiation is to set the
commitment of f* to be (Cy,C3) € G where C; is the multilinear commitment to f and Cs is the
univariate commitment to Z(X) - R(X), then apply the ZK transformation in [Bon+21].

By combining Theorem 3.1 and Theorem 3.14 we obtain the following corollary.

Corollary 3.15. Given any (non-hiding) additive and spanning polynomial commitment schemes,
we can transform any (non-ZK) sumcheck-based PIOP (Section 3.8.4) for relation R to a zk-SNARK
for R.

3.9 The FRI-based multilinear polynomial commitment

In this Section, we construct a simple multilinear polynomial commitment scheme (PCS) from
FRI [Ben+18a]. Along the way, we also show how to generically transform a univariate PCS to a
multilinear PCS using the tensor-product univariate PIOP from [Boo+22b], which might be of
independent interest. We note that Virgo [Zha+20, §3] describes another scheme constructing
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multilinear PCS from FRI. The main idea is to build the evaluation opening proof from a univariate
sumcheck [Ben+19b], which in turn uses FRI. However, the naive scheme incurs linear-time overhead
for the verifier. Virgo [Zha+20, §3] resolves the issue by delegating the verifier computation to the
prover. To this end, the prover needs to compute another GKR proof convincing that the linear-time
verifier will accept the proof. This complicates the scheme and adds additional concrete overhead
on prover time and proof size.

We refer to [Ben+18a; KPV19] and [Hab22a] for background of FRI low-degree testing and the
approach to build univariate PCS from FRI. We note that the FRI-based univariate PCS supports
batch opening. The evaluation opening protocol for multiple points on multiple polynomials invokes
only a single call to the FRI protocol. Below we present a generic approach to transforming any

univariate PCS into a multilinear PCS.

Generic transformation from univariate PCS to multilinear PCS. Bootle et al. built a
univariate PIOP for the tensor-product relation in Section 5 of [Boo+22b]. The tensor-product
relation (x,w) = ((F,n, 21, ,zu,y),f) states that f € F™ satisfies that (f,®;(1,2;)) = y, where
(+,-) denotes an inner product, and ® denotes a tensor product. The PIOP naturally implies an
algorithm that transforms univariate polynomial commitment schemes to multilinear polynomial

commitment schemes.

e The commitment to a multilinear polynomial f with monomial coefficients, f is the commit-

ment to a univariate polynomial f with the same coefficients.

e To open f at point (21,...,2,) that evaluates y, the prover and the verifier runs the univariate
PIOP for the relation (x, w) = ((IF, N, 21, 20, Y), f), which reduces to a batch evaluation on

a set of u + 1 univariate polynomials.

We provide the concrete construction below. Let PC,, = (Setup, Commit, BatchOpen, BatchVfy) be a

univariate PCS, we construct a multilinear PCS PC,,, as follows.

e PC,,.Setup(1*, 1) — (ck,vk). On input security parameter A\ and the number of variables ,
output PC,.Setup(1*,n) where n = 2~

e PC,,.Commit(ck, f) — ¢. On input committer key ck, multilinear polynomial f with coefficients
f € F*, output PC,.Commit(ck, f) where f has the same coefficients as f.

e PC,,.Open(ck, f, z,y) — 7. On input committer key ck, multilinear polynomial f, point z € F#
and evaluation y € F, the prover computes the proof as follows. Let fo(X) := f(X) be the
committed univariate polynomial that has the same coefficients as f, consider the following

PIOP for the tensor-product relation (x,w) = ((F, n,z, y),f):
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— The prover sends the verifier univariate polynomials fi,..., f, such that for all i € [y,
filX) =gi1(X) +2i - hii(X),

where g;_1,h;_1 satisfies that fi_1(X) = g;_1(X?) + X - h;_1(X?).

— The verifier samples a random challenge 8 «$ F* (where F* is a multiplicative subgroup

of IF), and queries the oracles to obtain evaluations {a;, b;, ¢; }icqo,...,,} such that
a; = fi(B), bi == fi(=8), ci = fir1(B%).

Note that we skip f,+1(8?) and set ¢, = y.

— The verifier checks that for all ¢ € {0, ..., u},

C,_ai+bi - ai—bi
2 o2
The opening proof 7 comprises (i) the univariate commitments to fi, ..., fy, (i) the evaluations

{ai, b, citicqo,....uy» and (iii) the batch opening proof for polynomials (fo, f1,. .., fu) at points

(8, -8, 3?), where the random challenge f3 is derived via the Fiat-Shamir transform.

e PC,, Vfy(vk,c,z,y,m) € {0,1}. On input verifier key vk, commitment ¢, point z, evaluation
y, and proof 7, parse 7 to commitments (ci,...,c,), evaluations evals, and the batch opening
proof 7*. Derive random challenge § via the Fiat-Shamir transform, perform the verification
check in the above PIOP, and run PC,.BatchVfy(vk, (¢, c1,...,cu), (B, =8, B?),evals, 7*).

Efficiency. We emphasize that when instantiated PC, with the FRI-based PCS, the multilinear
polynomial commitment scheme has approximately the same complexity as that in the univariate
setting. In particular, the committing phase takes only a Merkle root computation with tree depth
log(n); the opening phase takes (i) & Merkle commitment computation where the i-th (1 < i < p)
Merkle tree is with size 2#~%, and (ii) a univariate PCS batch evaluation protocol that is simply a

single call to the FRI protocol.

3.10 Unrolled and optimized Hyperplonk

In Figure 3.9 and Figure 3.10, we present an optimized and batched version of HyperPlonk. The
protocol batches the zerochecks and additionally batches all evaluations using Rgarcy. Moreover,
the sumcheck has complexity proportional to 2# rather than 2#t*« where v, is the logarithm of the

number of wires.
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Proof size analysis of the compiled protocol. We analyze the concrete proof size of the opti-
mized PIOP. We analyze the proof size after compilation, i.e., where the prover sends commitments

and performs evaluation proofs. The prover sends

1. 4y, + 2 of p-variate multilinear polynomial commitments (¢,, for the witness and 2 for the

product polynomial),

2. p of degree max(d — 2, ¢,, — 1) univariate polynomial commitments and 2y claimed evaluations
(in the first batched sumcheck),

3. 8+2-4, + {4 claimed multilinear evaluations,

4. 1 univariate evaluation of a batched univariate polynomial,

5. 1 multilinear evaluation of a batched multilinear polynomial, and

6. 2 (u+ [loga(8+2- £y, + £4)]) field elements for the sumcheck in the PIOP of Rgarch.

For KZG-based commitments, the proof size is 2 + £, + 1 G elements and 4y + 104+ 2 - €y, + {4 +
2[logy (8 +2 - £y, + ¢,)] field elements. For the case where ¢, = ¢, = 3, using BLS12-381, where G,
elements are 48 bytes and field elements are 32 bytes the proof size becomes 176 - 1 + 1168 bytes.
For p = 20, this is only 4688 bytes.

Indexer. The indexer Z on an input circuit C' calls the permutation indexer Zperm(0): ([[sidl], [[so]]) <
Zperm (o) and computes the selector polynomial g € F (SD et L = 2¥* be the number of wires, denote

by ptvg
So = ([[so (0w X [[50- ((Lw X - - [[50 (¢ = 1oy, X)]])
the lists of partial polynomials of s, € fﬁf_lu)w The indexer outputs ([[¢]], Ss).
We note that for all i € [0,2°1"%), siq € ]-"fily)w evaluates to ¢ at point (i),4v, € Bu+twv, (where (i),4v,

denotes i + v,-bit binary encoding of 7). Since multilinear extension is unique, it holds that sia(X) =
Zie[u+vw] 2=1.X,; and thus one can evaluate siq at any points in time O(p+vw). Hence, there is no need
for the indexer to output oracle [[sia]].

Figure 3.9: The indexer of the optimized PIOP for Rpronk-

3.10.1 Using only one sumcheck

The protocol described in Figure 3.10 has two sumchecks. The latter is the result of the batch-

opening protocol (Section 3.3.8). The precise evaluations that are being batched, are
e 1+, of W (£, from the batched sumcheck, one to check the outputs)
e 3 of 9(0,X) and 4 of ¥(1,X) from the product check

o /, of ¢ (one per selector)
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e /,, of S, from the product check.

Note that most of these polynomials are evaluated at the same point. The point is exactly the

sumcheck challenges. The only divergence is the evaluation of #(0,X) and o(1, X).
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P(gp,1,p,w) and V(gp,p, [[q]], Se) run the following protocol.

1.

P sends V the witness oracles W := ([[wo]], [[w1]], ..., [[we,,—1]]) where w; := w((i),,,, X) is the ith

(0 <4 < £y) partial polynomial of the witness polynomial w € fﬁf_,lj)w,

2. V sends input challenge r;o +$F”, Rispr challenge v and Rigpr challenges §.

P computes the product polynomial v € .7-';5_11) from W, S,, sia and the challenges 3, (See Sec-
tion 3.3.3), where for all x € B,,,

o= ] el
il0b) i(x) + BSq,i(x) +

Here W;,S;; denotes the ¢th polynomial in W,S, respectively. P then sends oracles
[[2(0, X)]], [[5(1, X)]] to V.

Verifier sends challenges a1, as to batch three zerochecks, one resulting from the gate identity
(see Section 3.4.2) and two from the productcheck (see Section 3.3.3). The two zerocheck virtual
polynomials Q;(X) € F(=?, Q2(X) € FL=“™ for the productcheck are Q1 (X) = 5(1,X) —
9(X,0)9(X, 1) and

Q(X):= [[ WiX)+8sia((Dv,: X) +7) =90, X) [[ (Wi(X) +8S0.:(X) +7).
1€[0,4y) 1€[0,44)

Note that 9(X,0),9(X, 1) can be simulated given the oracle accesses to [[0(0, X)]], [0(1, X)]], be-
cause for all b € {0,1}, 5(X,b) = (1 — X1) - 5(0, Xz, ..., X, b) + X1 - (1, Xa, ..., X, b).

5. V send zerocheck challenge rz +s F*

P and V run sumcheck resulting from batched zerocheck. The sumcheck is of size p and has degree
max(d + 1,0, + 2). In each round, the prover sends an oracle to the univariate round polynomial
as well as the claimed evaluation. The verifier delays querying the oracles. Similarly, in the last
round, the verifier receives the claimed evaluations of all the multilinear polynomials. There are
8+ 24y, + {4 total evaluations:

1+ £y of W (£, from the batched sumcheck, one to check the outputs)
3 of 9(0,X) and 4 of 9(1,X) from the product check

L4 of ¢ (one per selector)

Ly of Sy from the product check (there is no need to query siq as V can efficiently evaluate
it).

. V uses the claimed evaluations to verify all previous protocols.

8. P and V run the univariate batch-opening algorithm from [Bon+21] to reduce all the round poly-

nomial queries to one.

. Pand V run Rearcyu on all evaluations using a degree 2, p+ [log,(8+2+ €y +£4)] round sum-check.

In the protocol, the prover directly transmits the round polynomial using 2 field elements. The
verifier can compute the third from the claimed sum.

Figure 3.10: Optimized PIOP for Rpr,oNnK-



Chapter 4

Verifiable Delay Functions for

Ecological Consensus

4.1 Introduction

Consider the problem of running a verifiable lottery using a randomness beacon, a concept first
described by Rabin [Rab83] as an ideal service that regularly publishes random values which no
party can predict or manipulate. A classic approach is to apply an extractor function to a public
entropy source, such as stock prices [CH10]. Stock prices are believed to be difficult to predict for a
passive observer, but an active adversary could manipulate prices to bias the lottery. For example, a
high-frequency trader might slightly alter the closing price of a stock by executing (or not executing)
a few transactions immediately before the market closes.

Suppose the extractor takes only a single bit per asset (e.g. whether the stock finished up or
down for the day) and suppose the adversary is capable of changing this bit for & different assets
using last-second trades. The attacker could read the prices of the assets it cannot control, quickly
simulate 2F potential lottery outcomes based on different combinations of the k outcomes it can
control, and then manipulate the market to ensure its preferred lottery outcome occurs.

One solution is to add a delay function after extraction, making it slow to compute the beacon
outcome from an input of raw stock prices. With a delay function of say, one hour, by the time the
adversary simulates the outcome of any potential manipulation strategy, the market will be closed
and prices finalized, making it too late to launch an attack. This suggests the key security property
for a delay function: it should be infeasible for an adversary to distinguish the function’s output from
random in less than a specified amount of wall-clock time, even given a potentially large number of
parallel processors.

A trivial delay function can be built by iterating a cryptographic hash function. For example, it
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is reasonable to assume it is infeasible to compute 240 iterations of SHA-256 in a matter of seconds,
even using specialized hardware. However, a lottery participant wishing to verify the output of
this delay function must repeat the computation in its entirety (which might take many hours on a
personal computer). Ideally, we would like to design a delay function which any observer can quickly

verify was computed correctly.

Defining delay functions. In this paper we formalize the requirements for a wverifiable delay
function (VDF) and provide the first constructions which meet these requirements. A VDF consists
of a triple of algorithms: Setup, Eval, and Verify. Setup(\,t) takes a security parameter A and
delay parameter ¢ and outputs public parameters pp (which fix the domain and range of the VDF
and may include other information necessary to compute or verify it). Eval(pp,z) takes an input
z from the domain and outputs a value y in the range and (optionally) a short proof w. Finally,
Verify(pp, x, y, m) efficiently verifies that y is the correct output on z. Crucially, for every input x
there should be a unique output y that will verify. Informally, a VDF scheme should satisfy the

following properties:

— sequential: honest parties can compute (y,7) + Eval(pp,z) in ¢t sequential steps, while no
parallel-machine adversary with a polynomial number of processors can distinguish the output

y from random in significantly fewer steps.

— efficiently verifiable: We prefer Verify to be as fast as possible for honest parties to compute;

we require it to take total time O(polylog(t)).

— wuniq ue: for all inputs z, it is difficulty to find a y for which Verify(pp,z,y,7) = Yes, but
y # Eval(pp, z).

A VDF should remain secure even in the face of an attacker able to perform polynomially bounded
pre-computation.

Some VDFs may also offer additional useful properties:

— decodable: A VDF is decodable if there exists a decoding algorithm Dec such that (Eval, Dec)
form a lossless encoding scheme. A lossless encoding scheme is a pair of algorithms (Enc, Dec)
where Enc : X — Y and Dec : Y — X such that Dec(Enc(z)) = « for all z € X. We say
that a VDF is efficiently decodable if it is decodable and Dec is efficient. In this case, Eval
need not include a proof as Dec itself can be used to verify the output. There are many
different kinds of encoding schemes with different properties, including compression schemes,
error correcting codes, ciphers, etc. Of course any VDF can be turned in a trivial encoding
scheme by appending the input = to the output, however this would not have any interesting
properties as an encoding scheme. In Section 4.2, we will describe one interesting application
of an encoding scheme that is both an efficiently invertible ideal cipher and a VDF. The

application is to proofs-of-replication.



CHAPTER 4. VERIFIABLE DELAY FUNCTIONS FOR ECOLOGICAL CONSENSUS 137

— incremental: a single set of public parameters pp supports multiple hardness parameters ¢.
The number of steps used to compute y is specified in the proof, instead of being fixed during
Setup. The main benefit of incremental VDF's over a simple chaining of VDF's to increase the
delay is a reduced aggregate proof size. This is particularly useful for applications of VDFs to

computational time-stamping or blockchain consensus.

Classic slow functions Time-lock puzzles [RSW96] are similar to VDFs in that they involve
computing an inherently sequential function. An elegant solution uses repeated squaring in an
RivShaAdl78 group as a time-lock puzzle. However, time-lock puzzles are not required to be univer-
sally verifiable and in all known constructions the verifier uses its secret state to prepare each puzzle
and verify the results. VDFs, by contrast, may require an initial trusted setup but then must be
usable on any randomly chosen input.

Another construction for a slow function dating to Dwork and Naor [DN93] is extracting modular
square roots. Given a challenge x € Z,, (with p = 3 (mod 4)), computing y = v/ = i (mod p)
can be efficiently verified by checking that y?> = x (mod p). There is no known algorithm for
computing modular exponentiation which is sublinear in the bit-length of the exponent. However,
the difficulty of puzzles is limited to ¢ = O(logp) as the exponent can be reduced modulo p — 1
before computation, requiring the use of a very large prime p to produce a difficult puzzle. While
it was not originally proposed for its sequential nature, it has subsequently been considered as such
several times [JM11; LW15]. In particular, Lenstra and Wesolowski [LW15] proposed chaining a
series of such puzzles together in a construction called Sloth, with lotteries as a specific motivation.
Sloth is best characterized as a time-asymmetric encoding, offering a trade-off in practice between
computation and inversion (verification), and thus can be viewed as a pseudo-VDF. However, it
does not meet our asymptotic definition of a VDF because it does not offer asymptotically efficient
verification: the t-bit modular exponentiation can be computed in parallel time ¢, whereas the output
(a t-bit number) requires §2(¢) time simply to read, and therefore verification cannot run in total

time polylog/(¢). We give a more complete overview of related work in Section 4.8.

Our contributions: In addition to providing the first formal definitions of VDFs, we contribute

the following candidate constructions and techniques:

1. A theoretical VDF can be constructed using incrementally verifiable computation [Val08|
(IVC), in which a proof of correctness for a computation of length ¢ can be computed in parallel
to the computation with only polylog(t) processors. We prove security of this theoretical VDF
using IVC as a black box. IVC can be constructed from succinct non-interactive arguments of
knowledge (SNARKSs) under a suitable extractor complexity assumption [Bit+13a]. We also
present a simpler construction based only on verifiable computation (Section 4.5), which works

if the delay parameter T is a-priori known.
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2. We propose a construction based on injective polynomials over algebraic sets that cannot be
inverted faster than computing polynomial GCDs. Computing polynomial GCD is sequential
in the degree d of the polynomials on machines with fewer than O(d?) processors. We propose
a candidate construction of time-asymmetric encodings from a particular family of permutation
polynomials over finite fields [GM97]. This construction is asymptotically a strict improvement
on Sloth, and to the best of our knowledge is the first encoding offering an exponential time
gap between evaluation and inversion. We call this a weak VDF because it requires the honest

Eval to use greater than polylog(t) parallelism to run in parallel time ¢ (the delay parameter).

3. In Section 4.7 we describe a practical efficiency boost to construSNARKSss from IVC using
time-asymmetric encodings as the underlying sequential computation, offering up to a 7,000
fold improvement (in the SNARK efficiency) over naive hash chains. In this construction the
SNARK proof is only used to boost the efficiency of verification as the output (y,n) of Eval
on an input z can also be verified directly without = by computing the inverse of y, which is

still faster than computing y from z.

4.2 Applications

Before giving precise definitions and describing our constructions, we first informally sketch several

important applications of VDFs.

Randomness beacons. VDFs are useful for constructing randomness beacons from sources such
as stock prices [CH10] or proof-of-work blockchains (e.g. Bitcoin, Ethereum) [BCG15; PW16;
BGZ16]. Proof-of-work blockchains include randomly sampled solutions to computational puzzles
that network participants (called miners) continually find and publish for monetary rewards. Un-
derpinning the security of proof-of-work blockchains is the strong belief that these solutions have
high computational min-entropy. However, similar to potential manipulation of asset prices by high-
frequency traders, powerful miners could potentially manipulate the beacon result by refusing to
post blocks which produce an unfavorable beacon output.

Again, this attack is only feasible if the beacon can be computed quickly, as each block is fixed to
a specific predecessor and will become “stale” if not published. If a VDF with a suitably long delay
is used to compute the beacon, miners will not be able to determine the beacon output from a given
block before it becomes stale. More specifically, given the desired delay parameter ¢, the public pa-
rameters pp = (ek,vk) <$ Setup(1*,¢) are posted on the blockchain, then given a block b the beacon
value is determined to be r where (r, ) = Eval(ek, b), and anyone can verify correctness by running
Verify(vk, b, r, ). The security of this construction, and in particular the length of delay parameter
which would be sufficient to prevent attacks, remains an informal conjecture due to the lack of a

complete game-theoretic model capturing miner incentives in Nakamoto-style consensus protocols.
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We refer the reader to [BCG15; PW16; BGZ16] for proposed models for blockchain manipulation.
Note that most formal models for Nakamoto-style consensus such as that of Garay et al. [GKL15]
do not capture miners with external incentives such as profiting from lottery manipulation.
Another approach for constructing beacons derives randomness from a collection of participants,
such as all participants in a lottery [GS98; LW15]. The simplest paradigm is “commit-and-reveal”
paradigm where n parties submit commitments to random values 71, ...,7, in an initial phase and
subsequently reveal their commitments, at which point the beacon output is computed as r = €, r;.
The problem with this approach is that a malicious adversary (possibly controlling a number of
parties) might manipulate the outcome by refusing to open its commitment after seeing the other
revealed values, forcing a protocol restart. Lenstra and Wesolowski proposed a solution to this
problem (called “Unicorn” [LW15]) using a delay function: instead of using commitments, each
participant posts their r; directly and seed = H(r1,...,r,) is passed through a VDF. The output
of Eval is then posted and can be efficiently verified. The final beacon outcome is the hash of the
output of Eval. With a sufficiently long delay parameter (longer than the time period during which
values may be submitted), even the last party to publish their r; cannot predict what its impact
will be on the final beacon outcome. The beacon is unpredictable even to an adversary who controls
n — 1 of the participating parties. It has linear communication complexity and uses only two rounds.
This stands in contrast to coin-tossing beacons which use verifiable secret sharing and are at best
resistant to an adversary who controls a minority of the nodes [Ran; Syt+17; CD17]. These beacons
also use super-linear communication and require multiple rounds of interaction. In the two party
setting there are tight bounds that an r-round coin-flipping protocol can be biased with O(1/r) bias
[MNS16]. The “Unicorn” construction circumvents these bounds by assuming semi-synchronous

communication, i.e. there exists a bound to how long an adversary can delay messages.

Resource-efficient blockchains. Amid growing concerns over the long-term sustainability of
proof-of-work blockchains like Bitcoin, which consume a large (and growing) amount of energy, there
has been concerted effort to develop resource-efficient blockchains in which miners invest an upfront
capital expenditure which can then be re-used for mining. Examples include proof-of-stake [KN;
Micl6; Kia+17; Dav+18; BPS16|, proof-of-space [Par+18], and proof-of-storage [Mil+14; Fila].
However, resource-efficient mining suffers from costless simulation attacks. Intuitively, since mining
is not computationally expensive, miners can attempt to produce many separate forks easily.

One method to counter simulation attacks is to use a randomness beacon to select new leaders
at regular intervals, with the probability of becoming a leader biased by the quality of proofs (i.e.
amount of stake, space, etc) submitted by miners. A number of existing blockchains already construct
beacons from tools such as wverifiable random functions, verifiable secret sharing, or deterministic
threshold signatures [Kia+17; Dav+18; CD17; Dfi]. However, the security of these beacons requires
a non-colluding honest majority; with a VDF-based lottery as described above this can potentially

be improved to participation of any honest party.
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A second approach, proposed by Cohen [Cohl7], is to combine proofs-of-resources with incre-
mental VDF's and use the product of resources proved and delay induced as a measure of blockchain
quality. This requires a proof-of-resource which is costly to initialize (such as certain types of proof-
of-space). This is important such that the resources are committed to the blockchain and cannot be
used for other purposes. A miner controlling N units of total resources can initialize a proof © demon-
strating control over these N units. Further assume that the proof is non-malleable and that in each
epoch there is a common random challenge ¢, e.g. a block found in the previous epoch, and let H be
a random oracle available to everyone. In each epoch, the miner finds 7 = miny<,<y{H (¢, 7,4)} and
computes a VDF on input ¢ with a delay proportional to 7. The first miner to successfully compute
the VDF can broadcast their block successfully. Note that this process mimics the random delay to
find a Bitcoin block (weighted by the amount of resources controlled by each miner), but without

each miner running a large parallel computation.

Proof of replication. Another promising application of VDFs is proofs of replication, a special
type of proof of data storage which requires the prover to dedicate unique storage even if the data
is available from another source. For instance, this could be used to prove that a number of replicas
of the same file are being stored. Classic proofs of retrievability [JKOT] are typically defined in a
private-key client/server setting, where the server proves to the client that it can retrieve the client’s
(private) data, which the client verifies using a private key.

Instead, the goal of a proof of replication [Arm+16; Fila; Filb] is to verify that a given server
is storing a unique replica of some data which may be publicly available. An equivalent concept to
proof-of-replication was first introduced by Sergio Demian Lerner in 2014 under the name “proof of
unique blockchain storage” [Lerl4]. Lerner proposed using time-asymmetric encodings to apply a
slow transformation to a file using a unique identifier as a key. During a challenge-response protocol,
a verifier periodically challenges the server for randomly sampled blocks of the uniquely encoded
file. The basic idea is that the server should fail to respond quickly enough if it has deleted the
encoding. Verifying that the received blocks of the encoding are correct is fast in comparison due
to the time-asymmetry of the encoding. Lerner proposed using a Pohlig-Hellman cipher, using the
permutation z* on Zy, which has asymmetry roughly equivalent to modular square roots. Armknecht
et al. [Arm+16] proposed a similar protocol in the private verifier model using RivShaAdl78 time-
lock puzzles. The verification of this protocol may be outsourced, but is still less transparent as it
fundamentally requires a designated private-key verifier per file.

Efficiently decodable VDFs can be used to improve Lerner’s publicly verifiable and transparent
construction by using the VDF as the time-asymmetric encoding. As VDFs achieve an exponential
gap between parallel-time computation and verification they would improve the challenge-response
protocol by reducing the frequency of polling. The frequency needs to be set such that the server

cannot delete and recompute the encoding between challenges. Technically, the security property we
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need the VDF to satisfy is that a stateless adversary running in parallel time less than T’ cannot pre-
dict any component of the output on any given input, which is stronger than the plain sequentiality
requirement of a VDF. A formal way to capture this requirement is to model the VDF as an ideal
delay cipher [Fisl8], namely as an oracle that implements an ideal cipher and takes T sequential
steps to respond to queries on any point.

We review briefly the construction, now based on VDFs. The replicator is given an input file,
a unique replicator identifier id, and public parameters pp <+ Setup(1*,t), and computes a slow
encoding of the file using the VDF cipher. This takes sequential time T to derive. In more detail,
the encoding is computed by breaking the file into b-bit blocks By, . .., B, and storing ¥, ..., y, where
(yi, L) = Eval(pp, B; ® H(id||i)) where H is a collision-resistant hash function H : {0,1}* — {0,1}°.
To verify that the replicator has stored this unique copy, a verifier can query an encoded block y;
(which must be returned in significantly less time than it is feasible to compute Eval). The verifier
can quickly decode this response and check it for correctness, proving that the replicator has stored
(or can quickly retrieve from somewhere) an encoding of this block which is unique to the identifier
id. If the unique block encoding y; has not been stored, the VDF ensures that it cannot be re-
computed quickly enough to fool the verifier, even given access to B; . The verifier can query for
as many blocks as desired; each query has a 1 — p chance of exposing a cheating prover that is only
storing a fraction p of the encoded blocks.

More generally, if the inputs By, .., B,, are fixed and known to the verifier then this construction
is also a proof of space [Dzi+15]. A proof of space is an interactive protocol in which the prover
can provide a compact proof that it is persistently using Q(NN) space. This construction is in fact
a tight PoS, meaning that it requires an honest prover to use IV space and for any € > 0 it can be
tuned so that an adversary who uses (1 — ¢)N space will be caught with overwhelming probability.
A proof-of-replication is a special kind of proof of space that is quite delicate to formally define and

has been developed further in followup work [Fis18].

Computational timestamping. All known proof-of-stake systems are vulnerable to long-range
forks due to post-hoc stakeholder misbehavior [KN; Mic16; Kia+17; BPS16]. In proof-of-stake pro-
tocols, at any given time the current stakeholders in the system are given voting power proportionate
to their stake in the system. An honest majority (or supermajority) is assumed because the current
stakeholders are CCS:KumBen14d to keep the system running correctly. However, after stakeholders
have divested they no longer have this incentive. Once the majority (eq. supermajority) of stake-
holders from a point in time in the past are divested, they can collude (or sell their key material to
an attacker) in order to create a long alternate history of the system up until the present. Current
protocols typically assume this is prevented through an external timestamping mechanism which
can prove to users that the genuine history of the system is much older.

Incremental VDF's can provide computational evidence that a given version of the state’s system

is older (and therefore genuine) by proving that a long-running VDF computation has been performed
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on the genuine history just after the point of divergence with the fraudulent history. This potentially
enables detecting long-range forks without relying on external timestamping mechanisms.

We note however that this application of VDFs is fragile as it requires precise bounds on the
attacker’s computation speed. For other applications (such as randomness beacons) it may be
acceptable if the adversary can speed up VDF evaluation by a factor of 10 using faster hardware; a
higher ¢ can be chosen until even the adversary cannot manipulate the beacon even with a hardware
speedup. For computational timestamping, a 10-fold speedup would be a serious problem: once
the fraudulent history is more than one-tenth as old as the genuine history, an attacker can fool

participants into believing the fraudulent history is actually older than the genuine one.

4.3 Model and definitions

We now define VDF's more precisely. In what follows we say that an algorithm runs in parallel time
t with p processors if it can be implemented on a PRAM machine with p parallel processors running
in time ¢t. We say total time (eq. sequential time) to refer to the time needed for computation on a

single processor.

Definition 4.1. A VDF V = (Setup, Eval, Verify) is a triple of algorithms as follows:

e Setup(\,t) — pp = (ek,vk) is a randomized algorithm that takes a security parameter \ and
a desired puzzle difficulty t and produces public parameters pp that consists of an evaluation
key ek and a verification key vk. We require Setup to be polynomial-time in . By convention,
the public parameters specify an input space X and an output space Y. We assume that X is
efficiently sampleable. Setup might need secret randomness, leading to a scheme requiring a
trusted setup. For meaningful security, the puzzle difficulty t is restricted to be sub-exponentially

sized in \.

e Eval(ek,z) — (y, ) takes an input x € X and produces an output y € Y and a (possibly empty)
proof w. Eval may use random bits to generate the proof m but not to compute y. For all pp

generated by Setup(\,t) and all x € X, algorithm Eval(ek,x) must run in parallel time t with
poly(\)/(log(t), A) processors.

o Verify(vk,z,y,m) — {Yes, No} is a deterministic algorithm takes an input, output and proof
and outputs Yes or No. Algorithm Verify must run in total time polynomial in logt and .

Notice that Verify is much faster than Eval.

Additionally V- must satisfy Correctness (Definition 4.2), Soundness (Definition 4.3), and Sequen-
tiality (Definition 4.4).
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Correctness and Soundness Every output of Eval must be accepted by Verify. We guarantee
that the output y for an input x is unique because Eval evaluates a deterministic function on X
Note that we do not require the proof 7 to be unique, but we do require that the proof is sound and
that a verifier cannot be convinced that some different output is the correct VDF outcome. More

formally,

Definition 4.2 (Correctness). A VDF V is correct if for all A, t, parameters (ek,vk) < Setup(\, t),
and oll x € X, if (y,m) <s Eval(ek, z) then Verify(vk, z,y,7) = Yes.

We also require that for no input x can an adversary get a verifier to accept an incorrect VDF

output.

Definition 4.3 (Soundness). A VDF is sound if for all algorithms A that run in time O (poly(X\)/(t, \))

Verify(vk, z,y,m) = Yes | pp = (ek,vk) < Setup()\, t)

y # Eval(ek, z) (2,9, 7) 5 A(), pp, 1) < negl(A)(A)

Size restriction on ¢t Asymptotically ¢ must be subexponential in A. The reason for this is that
the adversary needs to be able to run in time at least ¢ (Eval requires this), and if ¢ is exponential
in A then the adversary might be able to break the underlying computational security assumptions
that underpin both the soundness as well as the sequentiality of the VDF, which we will formalize

next.

Parallelism in Eval The practical implication of allowing more parallelism in Eval is that “honest”
evaluators may be required to have this much parallelism in order to complete the challenge in
time ¢t. The sequentiality security argument will compare an adversary’s advantage to this optimal
implementation of Eval. Constructions of V DFs that do not require any parallelism to evaluate
Eval in the optimal number of sequential steps are obviously superior. However, it is unlikely that
such constructions exist (without trusted hardware). Even computing an iterated hash function
or modular exponentiation (used for time-lock puzzles) could be computed faster by parallelizing
the hash function or modular arithmetic. In fact, for an decodable VDF it is necessary that
|V| > poly(A)/ (%), and thus the challenge inputs to Eval have size poly())/log(t). Therefore, in our
definition we allow algorithm Eval up to poly()\)/log(t) parallelism.

4.3.1 VDF Security

We call the security property needed for a VDF scheme o-sequentiality. Essentially, we require that
no adversary is able to compute an output for Eval on a random challenge in parallel time o(t) < ¢,
even with up to “many” parallel processors and after a potentially large amount of pre-computation.

It is critical to bound the adversary’s allowed parallelism, and we incorporate this into the definition.



CHAPTER 4. VERIFIABLE DELAY FUNCTIONS FOR ECOLOGICAL CONSENSUS 144

Note that for an efficiently decodable VDF, an adversary with |)| processors can always compute
outputs in o(t) parallel time by simultaneously trying all possible outputs in ). This means that for
efficiently decodable VDF's it is necessary that || > poly(A)/(t), and cannot achieve o-sequentiality
against an adversary with greater than |)| processors.

We define the following sequentiality game applied to an adversary A := (Ag, 41):

pp < Setup(A,t) /| choose a random pp
L s Ao(\ pp,t) /| adversary preprocesses pp
r X /| choose a random input «
ya s A (L,pp,x) /| adversary computes an output ya

We say that (Ag, A1) wins the game if y4 = y where (y, ) := Eval(pp, z).

Definition 4.4 (Sequentiality). For functions o(t) and p(t), the VDF is (p, o)-sequential if no pair
of randomized algorithms Ao, which runs in total time O(poly(X)/(t,\)), and Ay, which runs in
parallel time o(t) on at most p(t) processors, can win the sequentiality game with probability greater
than negl(\).

The definition captures the fact that even after Ay computes on the parameters pp for a (poly-
nomially) long time, the adversary A; cannot compute an output from the input z in time o(t) on
p(t) parallel processors. If a VDF is (p, 0)-sequential for any polynomial p, then we simply say the
VDF is o-sequential. In the sequentiality game, we do not require the online attack algorithm 4; to
output a proof 7. The reason is that in many of our applications, for example, in a lottery, the ad-
versary can profit simply by learning the output early, even without being able to prove correctness

to a third party.

Values of o(t) Clearly any candidate construction trivially satisfies o(t)-sequentiality for some o
(e.g. o(t) = 0). Thus, security becomes more meaningful as o(t) — t. No construction can obtain
o(t) =t because by design Eval runs in parallel time ¢. Ideal security is achieved when o(t) = ¢ — 1.
This ideal security is in general unrealistic unless, for example, time steps are measured in rounds
of queries to an ideal oracle (e.g. random oracle). In practice, if the oracle is instantiated with
a concrete program (e.g. a hash function), then differences in hardware/implementation would in
general yield small differences in the response time for each query. An almost-perfect VDF would
achieve o(t) = t — o(t) sequentiality. Even o(t) = t — et sequentiality for small ¢ is sufficient for
most applications. Security degrades as ¢ — 1. The naive VDF construction combining a hash chain
with succinct verifiable computation (i.e. producing a SNARG proof of correctness following the
hash chain computation) cannot beat ¢ = 1/2, unless it uses at least w(t) parallelism to generate
the proof in sublinear time (exceeding the allowable parallelism for VDF's, though see a relaxation
to “weak” VDF's below).
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Unpredictability and min-entropy Definition 4.4 captures an unpredictability property for the
output of the VDF, similar to a one-way function. However, similar to random oracles, the output
of the VDF on a given input is never indistinguishable from random. It is possible that no depth
o(t) circuit can distinguish the output on a randomly sampled challenge from random, but only if
the VDF proof is not given to the distinguisher. Efficiently decodable VDFs cannot achieve this
stronger property.

For the application to random beacons (e.g. for lotteries), it is only necessary that on a random
challenge the output is unpredictable and also has sufficient min-entropy! conditioned on previous
outputs for different challenges. In fact, o-sequentiality already implies that min-entropy is Q(log A).
Otherwise some fixed output y occurs with probability 1/poly(A)/(\) for randomly sampled input
x; the adversary A can computes O(poly(\)/(\)) samples of this distribution in the preprocessing
to find such a y’ with high probability, and then A; could output 3’ as its guess. Moreover, if
o-sequentiality is achieved for ¢ superpolynomial (sub-exponential) in A, then the preprocessing ad-
versary is allowed 2°(*) samples, implying some o()\) min-entropy of the output must be preserved.
By itself, o-sequentiality does not imply €(\) min-entropy. Stronger min-entropy preservation can
be demonstrated in other ways given additional properties of the VDF, e.g. if it is a permutation or
collision-resistant. Under suitable complexity theoretic assumptions (namely the existence of subex-
ponential 2°(") circuit lower bounds) a combination of Nisan-Wigderson type PRGs and extractors

can also be used to generate poly(A)/(A) pseudorandom bits from a string with min-entropy log A.

Random “Delay” Oracle In the random oracle model, any unpredictable string (regardless of
its min-entropy) can be used to extract an unpredictable A-bit uniform random string. For the
beacon application, a random oracle H would simply be applied to the output of the VDF to
generate the beacon value. We can even model this construction as an ideal object itself, a Random
Delay Oracle, which implements a random function H' and on any given input z it waits for o(t)
steps before returning the output H'(z). Demonstrating a construction from a o-sequential VDF
and random oracle H that is provably indifferentiable [MRHO04] from a Random Delay Oracle is an

interesting research question.?

Remark: Removing any single property makes VDF construction easy. We note the existence of

well-known outputs if any property is removed:

e If Verify is not required to be fast, then simply iterating a one-way function ¢ times yields a

trivial solution. Verification is done by re-computing the output, or a set of ¢ intermediate

1A randomness extractor can then be applied to the output to map it to a uniform distribution.

2The difficulty in proving indifferentiability arises because the distinguisher can query the VDF/RO construction
and the RO itself separately, therefore the simulator must be able to simulate queries to the random oracle H given
only access to the Random Delay Oracle. Indifferentiability doesn’t require the simulator to respond in exactly the
same time, but it is still required to be efficient. This becomes an issue if the delay ¢ is superpolynomial.
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points can be supplied as a proof which can be verified in parallel time O(¢/¢) using ¢ processors,

with total verification time remaining ©(t).

o If we do not require uniqueness, then the construction of Mahmoody et al. [MMV13] using hash
functions and depth-robust graphs suffices. This construction was later improved by Cohen
and Pietrzak [CP18]. This construction fails to ensure uniqueness because once an output y
is computed it can be easily mangled into many other valid outputs 3’ # y, as discussed in
Section 4.8.1.

e If we do not require o-sequentiality, many solutions are possible, such as finding the discrete
log of a challenge group element with respect to a fixed generator. Note that computing an
elliptic curve discrete log can be done in parallel time o(t) using a parallel version of the Pollard
rho algorithm [vW94].

Weaker VDFs For certain applications it is still interesting to consider a VDF that requires even
more than polylog/(t) parallelism in Eval to compute the output in parallel time ¢. For example, in
the randomness beacon application only one party is required to compute the VDF and all other
parties can simply verify the output. It would not be unreasonable to give this one party a significant
amount of parallel computing power and optimized hardware. This would yield a secure beacon as
long as no adversary could compute the outputs of Eval in faster that ¢ steps given even more
parallelism than this party. Moreover, for small values of ¢ it may be practical for anyone to use up
to O(t) parallelism (or more). With this in mind, we define a weaker variant of a VDF that allows

additional parallelism in Eval.

Definition 4.5. We call a system V = (Setup, Eval, Verify) a weak-VDF if it satisfies Definition 4.1
with the exception that Eval is allowed up to poly(t, \) parallelism.

Note that (p, 0)-sequentiality can only be meaningful for a weak-VDF if Eval is allowed strictly
less that p(t) parallelism, otherwise the honest computation of Eval would require more parallelism

than even the adversary is allowed.

4.4 VDPFs from Incrementally Verifiable Computation

VDFs are by definition sequential functions. We, therefore, require the existence of sequential

functions in order to construct any VDF. We begin by defining a sequential function.

Definition 4.6 ((t,¢)-Sequential function). f : X — Y is a (¢, €)-sequential function if for A\ =
O(log(| X)), if the following conditions hold.

1. There exists an algorithm that for allx € X evaluates f in parallel time t using poly(\)/(log(t), \)

processors.
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2. For all A that run in parallel time strictly less than (1 — €) - t with poly(\)/(t, \) processors:

Pr[yA = f(x) ‘ ya <s A\ z), x <3 X] < negl(A)(N)

In addition we consider iterated sequential functions that are defined as the iteration of some
round function. The key property of an iterated sequential function is that iteration of the round

function is the fastest way to evaluate the function.

Definition 4.7 (Iterated Sequential Function). Let g : X — X be a (¢, €)-sequential function. A
function f : N x X — X defined as f(k,z) = g®)(z) = gogo---og is said to be an iterated
—_—

k times

sequential function (with round function g) if for all k = 2°N) the function h : X — X defined by
h(z) = f(k,x) is (k- t, €)-sequential as in Definition 4.6.

It is widely believed that the function obtained from iterating a hash function like SHA-256
is an iterated sequential function with ¢ = O()) and € negligible in A\. The sequentiality of such
functions can be proved in the random oracle model [KMB17; MMV13]. We will use the functions
g explicitly and require it to have an explicit arithmetic circuit representation. Modeling g as an
oracle, therefore, does not suffice for our construction.

Another candidate for an iterated sequential function is exponentiation in a finite group of
unknown order, where the round function is squaring in the group. The fastest known way to
compute this is by repeated squaring which is an iterative sequential computation.

Based on these candidates, we can make the following assumption about the existence of iterated

sequential functions:

Assumption 4.1. For all A € N there exist (1) an e,t with t = poly(\)/(N\), and (2) a function
gx : X — X, where logy | X| = X\ and X can be sampled in time poly(X)/(X). This gy satisfies: (i)
gx is a (t,€)-sequential function, and (ii) the function f: N x X — X with round function gy is an

iterated sequential function.

An iterated sequential function by itself gives us many of the properties needed for a secure
VDF. It is sequential by definition and the trivial algorithm (iteratively computing g) uses only
poly(A\)/(\) parallelism. Such a function by itself, however, does not suffice to construct a VDF. The
fastest generic verification algorithm simply recomputes the function. While this ensures soundness
it does not satisfy the efficient verification requirement of a VDF. The verifier of a VDF needs to be

exponentially faster than the prover.

SNARGs and SNARKs A natural idea to improve the verification time is to use verifiable

computation. In verifiable computation the prover computes a succinct argument (SNARG) that a
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computation was done correctly. The argument can be efficiently verified using resources that are
independent of the size of the computation. A SNARG is a weaker form of a succinct non-interactive
argument of knowledge (SNARK) [Gen+13] for membership in an NP language £ with relation R
(Definition 4.8). The additional requirement of a SNARK is that for any algorithm that outputs
a valid proof of membership of an instance x € L there is also an extractor that “watches” the
algorithm and outputs a witness w such that (z,w) € R. In the special case of providing a succinct
proof that a (polynomial size) computation F' was done correctly, i.e. y is the output of F' on x, the

NP witness is empty and the NP relation simply consists of pairs ((x,y), L) such that F(z) = y.

Definition 4.8 (Verifiable Computation / SNARK). Let £ denote an NP language with relation
Re, where x € L iff Jw Re(z,w) = 1. A SNARK system for Rr is a triple of polynomial time
algorithms (Setup, SNKProve, SNKVerify) that satisfy the following properties:

Completeness:

(vk, ek) +$ Setup(1*)

V(z,w) € R : Pr|SNKVerify(vk, z, ) =1 7 s SNKProve(ek, z, w)

=1

Succinctness: The length of a proof and complexity of SNKVerify is bounded by poly (/\7 log(Jy|+
[wl)).-

Knowledge extraction:[sub-exponential adversary knowledge extractor] For all adver-
saries A running in time 2°N) there exists an extractor Ext/ 4 running in time 2000 such

that for all auziliary inputs z of size poly(\):

(vk,ek) <s Setup(1*)
(z,m) <38 A(z,ek) < negl(A\)(N)
w <38 Ext/ 4(z,ek)

SNKVerify(vk, z,7) = 1

Pr Re(z,w) #£1

Impractical VDF from SNARGs. Counsider the following construction for a VDF from a (¢, €)-
sequential function f. Let pp = (ek,vk) <= Setup(X) be the public parameter of a SNARG scheme
for proving membership in the language of pairs (x,y) such that f(x) = y. On input € X the
Eval computes y = f(z) and a succinct argument m < SNKProve(ek, (z,y), L). The prover outputs
((x,y),m). On input ((z,y), ) the verifier checks y = f(z) by checking SNKVerify(vk, (z,y),7) = 1.

This construction clearly satisfies fast verification. All known SNARK constructions are quasi-
linear in the length of the underlying computation f [Ben+14b]. Assuming the cost for computing
a SNARG for a computation of length ¢ is k - tlog(t) then the SNARG VDF construction achieves
o(t) = % sequentiality. This does not even achieve the notion of (1 — €')t sequentiality for
any adversary. This means that the adversary can compute the output of the VDF in a small fraction
of the time that it takes the honest prover to convince an honest verifier. If, however, SNKProve is

sufficiently parallelizable then it is possible to partially close the gap between the sequentiality of
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f and the sequentiality of the VDF. The Eval simply executes SNKProve on a parallel machine to
reduce the relative total running time compared to the computation of f. SNARK constructions
can run in parallel time polylog/(t) on O(t - polylog/(t)) processors. This shows that a VDF can
theoretically be built from verifiable computation.

The construction has, however, two significant downsides: First, in practice computing a SNARG
is more than 100,000 times more expensive than evaluating the underlying computation [Wah+15].
This means that to achieve meaningful sequentiality, the SNARG computation would require massive
parallelism using hundreds thousands of cores. The required parallelism additionally depends on
the time ¢. Second, the construction does not achieve (1 — €)t sequentiality, which is the optimal
sequentiality that can be achieved by a construction which involves the evaluation of f.

We therefore, now give a VDF construction® with required parallelism independent of ¢ and
o-sequentiality asymptotically close to (1 — €)t where € will be defined by the underlying sequential

computation.

Incremental Verifiable Computation (IVC). IVC provides a direction for circumventing the
problem mentioned above. IVC was first studied by Valiant [Val08] in the context of computationally
sound proofs [Mic94]. Bitansky et al. [Bit+13a] generalized IVC to distributed computations and
to other proof systems such as SNARKs. IVC requires that the underlying computation can be
expressed as an iterative sequence of evaluations of the same Turing machine. An iterated sequential
function satisfies this requirement.

The basic idea of IVC is that at every incremental step of the computation, a prover can produce
a proof that a certain state is indeed the current state of the computation. This proof is updated
after every step of the computation to produce a new proof. Importantly, the complexity of each
proof in proof size and verification cost is bounded by poly(A)/(XA) for any sub-exponential length
computation. Additionally the complexity of updating the proof is independent of the total length

of the computation.

Towards VDFs from IVC. Consider a VDF construction that runs a sequential computation
and after each step uses IVC to update a proof that both this step and the previous proof were
correct. Unfortunately, for IVC that requires knowledge extraction we cannot prove soundness of
this construction for ¢ > O(A). The problem is that a recursive extraction yields an extractor that
is exponential in the recursion depth [Bit+13a].

The trick around this is to construct a binary tree of proofs of limited depth [Val08; Bit+13al.
The leaf proofs verify computation steps whereas the internal node proofs prove that their children
are valid proofs. The verifier only needs to check the root proof against the statement that all

computation steps and internal proofs are correct.

3The construction is largely subsumed by the subsequently added simpler construction in Section 4.5. This simpler
construction is built directly from verifiable computation.
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We focus on the special case that the function f is an iterated sequential function. The regularity
of the iterated function ensures that the statement that the verifier checks is succinct. We impose a
strict requirement on our IV C scheme to output both the output of f and a final proof with only
an additive constant number of additional steps over evaluating f alone.

We define tight IVC for an iterated sequential functions, which captures the required primitive
needed for our theoretical VDF. We require that incremental proving is almost overhead free in
that the prover can output the proof almost immediately after the computation has finished. The

definition is a special case of Valiant’s definition [Val08].

Definition 4.9 (Tight IVC for iterated sequential functions). Let fy : N x X — X be an iterated
sequential function with (t,€)-sequential round function gy iterated k = 2°N) times. An IVC sys-
tem for fx is a triple of polynomial time algorithms (IVCGen, IVCProve, IVCVerify) that satisfy the

following properties:

Completeness:

Ve € X : Pr|IVCVerify(vk,z,y, k, ) = Yes

(Vk,ek) <8 IVCGen(A, f) | 1
(y, ) «s$ IVCProve(ek, k,z) |

Succinctness: The length of a proof and the complexity of SNKVerify is bounded by
poly(A)/ (A, log(k - t)).

Soundness:[sub-exponential soundness] For all algorithms A running in time 2°) :

IVCVerify(vk, z,y, k,m) = Yes
f(k @) #y

(vk,ek) < IVCGen(A, f)
(x,y, k,m) <8 A(X, vk, k)

Pr

] < negl(A)(A)

Tight Incremental Proving: There exists a k' such that for all k > k' and k = 2°),
IVCProve(ek, k, x) runs in parallel time k -t + O(1) using poly(X)/(\, t)-processors.

Existence of tight IVC. Bitansky et al. [Bit+13a] showed that any SNARK system such as
[Par+13] can be used to construct IVC. Under strong knowledge of exponent assumptions there
exists an IVC scheme using a SNARK tree of depth less than A (Theorem 1 of [Bit+13al). In every
computation step the prover updates the proof by computing A new SNARKSs each of complexity
poly(A)/(A), each verifying another SNARK and one of complexity ¢ which verifies one evaluation
of gy, the round function of f). Ben Sasson et al. [Ben+13] discuss the parallel complexity of
the Pinocchio SNARK [Par+13] and show that for a circuit of size m there exists a parallel prover
using O(m - log(m)) processors that computes a SNARK in time O(log(m)). Therefore, using
these SNARKs we can construct an IVC proof system (IVCGen, IVCProve, IVCVerify) where, for

sufficiently large t, IVCProve uses O(A + t) parallelism to produce each incremental IVC output in
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time A - log(t + A) < ¢. If ¢ is not sufficiently large, i.e. ¢ > X -log(t + \) then we can construct
an IVC proof system that creates proofs for k' evaluations of gy. The IVC proof system chooses &’
such that ¢ < X\-log(k’ -t + A). Given this the total parallel runtime of IVCProve on k iterations of
an (t, €)-sequential function would thus be k-t + X -log(k’ -t + A) = k-t + O(1). This shows that

we can construct tight IVC from existing SNARK constructions.

V DFyve construction. We now construct a VDF from a tight IVC. By Assumption 4.1 we are
given a family {f\}, where each f) : N x X, — X, is defined by fi(k,z) = ggk)(x). Here g, is a
(s, €)-sequential function on an efficiently sampleable domain of size O(2*).

Given a tight IVC proof system (IVCGen, IVCProve, IVCVerify) for f we can construct a VDF that
satisfies o(t)-sequentiality for o(t) = (1 —¢) -t — O(1):

o Setup(\,t) : Let g be a (t, €)-sequential function and fy the corresponding iterated sequential
function as described in Assumption 4.1. Run (ek,vk) <5 IVCGen(), f)). Set k to be the
largest integer such that IVCProve(ek, k, z) takes time less than t. Output pp = ((ek, k), (vk)).

o Eval((ek, k), z): Run (y, ) <s IVCProve(ek, k, z), output (y, ).
o Verify(vk, z, (y,7)): Run and output IVCVerify(vk, z,y, k, 7).

Note that ¢ is fixed in the public parameters. It is, however, also possible to give t directly to Eval.

V DFiyc is, therefore, incremental.
Lemma 4.1. VDFy¢ satisfies soundness (Definition 4.3)

Proof. Assume that an poly(A)/(¢,A) algorithm A outputs (with non-negligible probability in A) a
tuple (z,y, 7) on input A, ¢, and pp < Setup(A, t) such that Verify(pp, z,y, 7) = Yes but f(k,z) # .
We can then construct an adversary A’ that violates IVC soundness. Given (vk, ek) <—$ IVCGen(A, f)
the adversary A’ runs A on A, ¢, and (vk,ek). Since (vk,ek) is sampled from the same distribution
as pp < Setup(\,t) it follows that, with non-negligible probability in A, A’ outputs (x,y, ) such
that Verify(pp, z,y, ) = IVCVerify(vk, z,y, k, 7) = Yes and f\(k,x) # y, which directly violates the
soundness of IVC. O

Theorem 4.1 (VDFiyc). VDFrye is a VDF scheme with o(t) = (1 — )t — O(1) sequentiality.

Proof. First note that the V' D Fy¢ algorithms satisfy the definition of the VDF algorithms. IVCProve
runs in time (£ —1)- s+ s = ¢ using poly(X)/(A, s) = poly(X)/(A) processors. IVCVerify runs in total
time poly(A)/ (A, log(t)). Correctness follows from the correctness of the IVC scheme. Soundness was
proved in Lemma 4.1. The scheme is o(t)-sequential because IVCProve runs in time k- s+ O(1) < t.
If any algorithm that uses poly(\)/(t, A) processors can produce the VDF output in time less than
(1 =€)t — O(1) he can directly break the t, e-sequentiality of fy. Since s is independent of ¢ we can
conclude that V DFlye has o(t) = (1 — €)t — O(1) sequentiality.

O
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4.5 VDFs from Verifiable Computation

We next present a VDF construction from verifiable computation. This construction is simpler than
the one in the previous section in that it does not require tight incremental verifiable computation.
Verifiable computation is sufficient.

The core idea is that we can run a sequential computation and, in parallel, compute multiple
SNARGS that prove the correctness of different parts of the computation. The protocol we propose
computes log N SNARGSs in parallel for segments of geometrically decreasing size.

Let f be an iterated sequential function obtained from iterating a round function %k times. As a
warmup, assume that constructing a SNARG for an evaluation of f takes exactly the same time as
computing the function f. The VDF prover first iterates the round function k/2 times, to complete
half the computation of f on a given input. It then iterates the round function k/2 more times, and
in parallel, computes a SNARG for the first k/2 iterations. This way the SNARG computation and
the function evaluation will complete at the same time. The prover then continues by constructing
a SNARG for the next k/4 iterations of the round function, then the next k/8 iterations, and so on.
All these SNARGS are constructed in parallel to computing the function. The final iteration requires
no SNARG as the verifier can check it directly. All these SNARG computations are done in parallel.
Using log, (k) processors, the evaluation of f and all the SNARG computations will complete at
exactly the same time. Hence, constructing the SNARGs adds no time to the evaluation of f, but
requires log, k parallelism at the evaluator.

We will now describe a more general construction that allows for arbitrary gaps between the
SNARG prover time and the function evaluation time. The construction uses an iterated sequential
function and a SNARG proof system. However, an analogous construction can be built from any
underlying VDF scheme. The construction can amplify the VDF scheme to a “tight” VDF scheme in
which the prover outputs the proof concurrently with the output. The amplification has a logarithmic
overhead in proof size, verifier time, and prover parallelism. This is described in more detail in

concurrent work by Déttling, Garg, Malavolta and Vasudevan[Do6t+20].

VDFyc construction As in the VDFiyc we use a family of sequential iterated functions {fy}
such that each fy : Z x X\ — X is defined as fy(k,z) = g/(\k) (z) for an (s, €) sequential function
gxr. We are also given a SNARK systems (Setup, SNKProve, SNKVerify) for the family of relations
Ry i = {((z,y), L) : fa(k,x) = y}. The SNARK only needs to satisfy the soundness definition
and not the knowledge extraction so a SNARG suffices. We slightly modify the system compared to
Definition 4.8 by letting Setupy, ; be the setup for a SNARG corresponding to Ry, x. We also let
a € RT denote how much slower the SNARG prover runs compared to the evaluation of fy. That is,
if fA(k,z) can be evaluated in time ¢ then SNKProve runs in time at most « -t on the same machine.
Note that we implicitly require that SNKProve is a linear algorithm but the construction can easily

modified for quasilinear algorithms. V D Fy¢ works by running the computation of fy until ¢- (a%_l)
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time has passed. That is, compute (XLH iterations of gy on the input. Then the prover continues
the computation and in parallel computes a SNARG for that first a%rl fraction of the computation.
The same process is repeated using geometrically decreasing parts of the computation. Namely, the
prover produce a SNARG for the next a%rl fraction of the remaining computation and in parallel
continue the computation of f) as well as all other executing SNARG computations. After ¢ steps a
(O%H)Z fraction of the computation remains and £ SNARGs are being computed in parallel. Thus
after n = logﬁl(k) steps only 1 invocation of g remains. The verifier can check this invocation
directly. For simplicity we assume that k is a power of %5. Note that all SNARG computations
will finish at the same time, precisely when the computation of f) is completed.

e Setup(A,t) : Let g\ be a (s, €) sequential function. Let k= £. Fori =1ton = loga%l(k:) the

setup generates (vk;,ek;) <= Setupy, ;. (\), where k; is defined as

ki = <(ail)i1_(ail)i) é

Output pp = {((ekmki)v sz‘)}izl

7'“)77'.
e Eval(pp,x) : Let g = x. For i = 1 to n compute z; = g(ki)(mi,l) and in parallel start the com-

putation of m; = SNKProve(ek;, (z;—1,2;), L). Finally let y = g(x,,). Output {y, (z1,71...,2n,7)}

o Verify({vkq,...,vk, }, 2, (y, (21,71 ..., 2n,7p))): Verify the proofs by running SNKVerify(vk;, (z;—1, 2;), 7).

If any verification fails, reject. Else output ’yes’ if g(z,,) = y and reject otherwise.

Lemma 4.2 (soundness). Given a sound SNARG system as defined by Definition 4.8, VDFyc
satisfies soundness (Definition 4.3)

Proof. Assume that an poly(\)/(¢, ) algorithm A outputs (with non-negligible probability in A) a
tuple (x,y,7) on input A, ¢, and pp such that Verify(pp, z,y, ) = Yes but f(k,z) # y. We can then

construct an adversary A’ that violates the SNARG soundness. Note that the proof contains the

intermediate computation steps x, . .., x, with g = 2. The verification guarantees that g(x,) = y.
However, if f(x) # y then there must be an i € [0,n— 1] such that (¥ (2;) # x4, for k; = ﬁ L

Note that this directly contradicts the soundness of the underlying SNARG. A’ therefore simply runs
A using honestly generated (vk,,ek;) for all n SNARG proof systems. A’ is able to break at the
soundness of at least one of the proof systems simply using the output of A, i.e. m; and x;, z;y1.
Since by assumption A’ can only succeed with negligible probability A’ also only succeeds with
negligible probability. This shows that V D Fy¢ is sound. O

Theorem 4.2 (VDFy¢ is a VDF). Given a (s, €) sequential function fy and a SNARG proof system
with perfect completeness, VDFy¢ is a VDF scheme with o(t) = (1 — €)t sequentiality.

Proof. The algorithms of V' D Fyc satisfy the definition of the VDF algorithms. Treating « and s as

constants, the verifier checks only a logarithmic (in ¢) number of succinct proofs and one evaluation
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of gx. The prover requires log(t) parallelism for the computation of the proofs. Correctness is
immediate from the construction and the completeness of the SNARG. Soundness was proved in
Lemma 4.2. It remains to prove sequentiality. The Eval algorithm runs exactly in the time that it
takes to compute f)\(é, z) as all the proof computation runs in parallel and by assumption completes
the same moment the computation of f) completes. Any adversary that can output the VDF value

in time less than (1 — €)t will therefore directly break the (¢, ¢) sequentiality of fj. O

4.5.1 Discussion

We note that both the proof size, the verifier time, and the required parallelism of V DFyc are
highly dependent on a. If @ > 1 the number of iterations, i.e. the number of proofs and required
parallelism is close to log(t/s) - «, i.e. linear in . If @ = 100, 000, as is the case for modern SNARGs
on arbitrary computations, then this may become prohibitively large. In Section 4.6 and Section 4.7
we show how we can boost the construction to significantly reduce the prover overhead. In particular
we construct specific instantiations of g and f that a) are more efficient to verify than to evaluate,
allowing a SNARG proof to assert a simpler statement and b) that are specifically optimized for
modern SNARG systems. With these optimizations and certain parameter selection it is feasible to
bring « closer to 1 or possibly even below 1.

We also note that the same technique of computing several proofs in parallel can be used to boost
subsequent VDF constructions such as the RivShaAdl78 based constructions by Pietrzak [Piel9b)
and Wesolowski [Wes20]. These VDFs, in particular Wesolowski’s construction, have a significant
prover overhead. This leads to a suboptimal o(t)-sequentiality. Using the same technique of com-
puting proofs in parallel we can create “tight” VDFs with only a logarithmic overhead in terms of

required parallelism, proof size, and verifier overhead.

4.6 A weak VDF based on injective rational maps

In this section we explore a framework for constructing a weak VDF satisfying (¢2, o(t))-sequentiality
based on the existence of degree t injective rational maps that cannot be inverted faster than comput-
ing polynomial greatest common denominators (GCDs) of degree ¢ polynomials, which we conjecture
cannot be solved in parallel time less than t—o(t) on fewer than 2 parallel processors. Our candidate
map will be a permutation polynomial over a finite field of degree t. The construction built from it

is a weak VDF because the Eval will require O(t) parallelism to run in parallel time ¢.

4.6.1 Injective rational maps

Rational maps on algebraic sets. An algebraic rational function on finite vector spaces is a

function F': Fy — " such that F' = (fi,..., fm) where each f; : Fy — [F, is a rational function in
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Fo(X1,...,Xp), fori =1,...,m. An algebraic set ) C Fy is the complete set of points on which
some set S of polynomials simultaneously vanish, i.e. ) = {z € F}|f(z) = 0 for all f € S} for some
S CFy[X1,...,X,]. An injective rational map of algebraic sets J C Fy to X C FJ" is an algebraic
rational function F' that is injective on Y, i.e. if X := F()), then for every £ € X there exists a

unique § € Y such that F(j) = Z.

Inverting rational maps. Consider the problem of inverting an injective rational map F =
(f1,.-.., fm) on algebraic sets Y C IFZ to X C IE‘ZI". Here Y C IE‘Z; is the set of vanishing points of some
set of polynomials S. For z € IF}*, a solution to F'(§) = 7 is a point § € Fy such that all polynomials
in S vanish at § and f;(g) = x; for i = 1,...,m. Furthermore, each f;(g) = g(3)/h(j) = =; for some
polynomials g, h, and hence yields a polynomial constraint z;(7) := g(g) — z;h(g) = 0. In total we
are looking for solutions to |S| + m polynomial constraints on .

We illustrate two special cases of injective rational maps that can be inverted by a univariate
polynomial GCD computation. In general, inverting injective rational maps on Fg for constant d

can be reduced to a univariate polynomial GCD computation using resultants.

e Rational functions on finite fields. Consider any injective rational function F'(X) = g(X)/h(X),
for univariate polynomials h, g, on a finite field ;. A finite field is actually a special case of
an algebraic set over itself; it is the set of roots of the polynomial X7 — X. Inverting F' on a
point ¢ € F, can be done by calculating GCD(X? — X, g(X) — ¢- h(X)), which outputs X — s
for the unique s such that F(s) = c.

o Rational maps on elliptic curves. An elliptic curve E(F,) over F, is a 2-dimensional algebraic

set of vanishing points in Fg of a bivariate polynomial E(y,x) = y? — 23

— ax — b. Inverting
an injective rational function F on a point in the image of F(E(F,)) involves computing the
GCD of three bivariate polynomials: F, 21, z2, where z; and z3 come from the two rational
function components of F. The resultant R = Res,(z1, 22) is a univariate polynomial in z of
degree deg(z1) - deg(z2) such that R(z) = 0 iff there exists y such that (x,y) is a root of both
z1 and zo. Finally, taking the resultant again R’ = Res, (R, E) yields a univariate polynomial
such that any root x of R’ has a corresponding coordinate y such that (z,y) is a point on F
and satisfies constraints z; and z2. Solving for the unique root of R’ reduces to a Euclidean
GCD computation as above. Then given z, there are two possible points (z,y) € E, so we can

try them both and output the unique point that satisfies all the constraints.

Euclidean algorithm for univariate polynomial GCD. Univariate polynomials over a finite
field form a Euclidean domain, and therefore the GCD of two polynomials can be found using the
Euclidean algorithm. For two polynomials f and g such that deg(f) > deg(g) = d, one first reduces
f mod g and then computes GCD(f,g) = GCD(f mod g,g). In the example f = X9 — X, the
first step of reducing X? mod ¢ requires O(log(g)) multiplications of degree O(deg(g)) polynomials.



CHAPTER 4. VERIFIABLE DELAY FUNCTIONS FOR ECOLOGICAL CONSENSUS 156

Starting with X, we run the sequence of repeated squaring operations to get X9 reducing the
intermediate results mod g after each squaring operation. Then running the Euclidean algorithm
to find GCD(f mod g, g) involves O(d) sequential steps where in each step we subtract two O(d)
degree polynomials. On a sequential machine this computation takes O(d?) time, but on O(d)

parallel processors this can be computed in parallel time O(d).

NC algorithm for univariate polynomial GCD. There is an algorithm for computing the
GCD of two univariate polynomials of degree d in O(log®(d)) parallel time, but requires O(d®®)
parallel processors. This algorithm runs d parallel determinant calculations on submatrices of the
Sylvester matrix associated with the two polynomials, each of size O(d?). Each determinant can be
computed in parallel time O(log?(d)) on M (d) € O(d?*®5) parallel processors [Cod+97]. The parallel
advantage of this method over the euclidean GCD method kicks in after O(d?®°) processors. For
any ¢ < d/log?(d), it is possible to compute the GCD in O(d/c) steps on clog?(d)M (d) processors.

Sequentiality of univariate polynomial GCD. The GCD can be calculated in parallel time d
using d parallel processors via the Euclidean algorithm. The NC algorithm only beats this bound

d?8 processors, but a hybrid of the two methods can gain an o(d) speedup

on strictly greater than
on only d? processors. Specifically, we can run the Euclidean method for d — d?/3 steps until we are
left with two polynomials of degree d?/3, then we can run the NC algorithm using log®(d) M (d?/?) <
(d?/3)3 = d? processors to compute the GCD of these polynomials in O(d?/3/log(d)) steps, for a
total of d — ed?/? steps. This improvement can be tightened further, but generally results in d — o(d)
steps as long as M (d) € w(d?).

We pose the following assumption on the parallel complexity of calculating polynomials GCDs
on fewer that O(d?) processors. This assumption would be broken if there is an NC algorithm for
computing the determinant of a n x n matrix on o(n?) processors, but this would require a significant

advance in mathematics on a problem that has been studied for a long time.

Assumption 4.2. There is no general algorithm for computing the GCD of two univariate polyno-
mials of degree d over a finite field F, (where ¢ > d®) in less than parallel time d — o(d) on O(d?)

parallel processors.

On the other hand, evaluating a polynomial of degree d can be logarithmic in its degree, provided
the polynomial can be expressed as a small arithmetic circuit, e.g. (az + b)? can be computed with
O(log(d)) field operations.

Abstract weak VDF from an injective rational map. Let F': Fj — F}" be a rational function
that is an injective map from Y to X' := F()). We further require that X is efficiently sampleable
and that F' can be evaluated efficiently for all § € . When using F in a VDF we will require that

|X| > At to prevent brute force attacks, where ¢ and \ are given as input to the Setup algorithm.
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We will need a family F := {(¢q, F, X, )}, parameterized by A and ¢. Given such a family we

can construct a weak VDF as follows:
e Setup(\,t): choose a (¢, F, X,)) € F specified by A and ¢, and output pp := ((q, F), (¢, F)).

e Eval((q, F),z): for an output z € X C Fy* compute gy € Y such that F'(y) = #; The proof 7 is
empty.

o Verify((g, F'), %, 7, 7) outputs Yes if F(y) = z.

The reason we require that F' be injective on ) is so that the solution 4 be unique.
The construction is a weak (p(t),o(t))-VDF for p(t) = t* and o(t) = t — o(t) assuming that there
is no algorithm that can invert of F' € F on a random value in less than parallel time d — o(d) on
O(d?) processors. Note that this is a stronger assumption than 4.2 as the inversion reduces to a

specific GCD computation rather than a general one.

Candidate rational maps. The question, of course, is how to instantiate the function family F
so that the resulting weak VDF system is secure. There are many examples of rational maps on
low dimensional algebraic sets among which we can search for candidates. Here we will focus on the
special case of efficiently computable permutation polynomials over IF, and one particular family of

permutation polynomials that may be suitable.

4.6.2 Univariate permutation polynomials

The simplest instantiation of the VDF system above is when n = m =1 and Y = F,. In this case,
the function F is a univariate polynomial f : F;, — F,. If f implements an injective map on F,, then
it must be a permutation of F,, which brings us to the study of univariate permutation polynomials
as VDF's.

The simplest permutation polynomials are the monomials z¢ for e > 1, where ged(e,q — 1) = 1.
These polynomials however, can be easily inverted and do not give a secure VDF. Dickson polyno-
mials [LMT93] D, € F,[z] are another well known family of polynomials over F, that permute F,,.
Dickson polynomials are defined by a recurrence relation and can be evaluated efficiently. Dickson
polynomials satisfy Dy on(Dp o(2)) = x for all n,t,a where n-t = 1 mod p — 1, hence they are easy
to invert over I}, and again do not give a secure VDF.

A number of other classes of permutation polynomials have been discovered over the last several
decades [Houlb]. We need a class of permutation polynomials over a suitably large field that have
a tunable degree, are fast to evaluate (i.e. have polylog/(d) circuit complexity), and cannot be

inverted faster than running the parallelized Euclidean algorithm on O(d) processors.
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Candidate permutation polynomial. We consider the following polynomial of Guralnick and
Muller [GM97] over Fpm:

(% —azx —a) - (z° — azx + a)® + ((° — az + a)? + 4a’x)+tD/2
2z

(4.1)

where s = p” for odd prime p and a is not a (s — 1)st power in F,m. This polynomial is a degree 53

permutation on the field Fp= for all s,m chosen independently.
Below we discuss why instantiating a VDF with nearly all other examples of permutation poly-
nomials would not be secure and why attacks on these other polynomials do not work against this

candidate.

Attacks on other families of permutation polynomials. We list here several other families
of permutation polynomials that can be evaluated in O(polylog/(d)) time, yet would not yield a

secure VDF. We explain why each of these attacks do not work against the candidate polynomial.

1. Sparse permutation polynomials. Sparse polynomials have a constant number of terms and
therefore can be evaluated in time O(log(d)). There exist families of non-monomial sparse
271 4 X8 4 X € Foeenr[X] [Houl5, Thm 4.12]. The

problem is that the degree of this polynomial is larger than the square root of the field size,

permutation polynomials, e.g. X

which allows for brute force parallel attacks. Unfortunately, all known sparse permutation
polynomials have this problem. In our candidate the field size can be made arbitrarily large

relative to the degree of the polynomial.

2. Linear algebraic attacks. A classic example of a sparse permutation polynomial of tunable
degree over an arbitrarily large field, due to Mathieu [Mat61], is the family 2P’ — ax over Fpm
where a is not a p—1st power. Unfortunately, this polynomial is easy to invert because x 2P’
is a linear operator in characteristic p so the polynomial can be written as a linear equation
over an m-dimensional vector space. To prevent linear algebraic attacks the degree of at least
one non-linear term in the polynomial cannot be divisible by the field characteristic p. In our

candidate there are many such non-linear terms, e.g. of degree s + 1 where s = p".

3. Exceptional polynomials co-prime to characteristic. An exceptional polynomial is a polynomial
f € F,[X] which is a permutation on F,m for infinitely many m, which allows us to choose
sufficiently large m to avoid brute force attacks. Any permutation polynomial of degree at most
q*/* over F, is exceptional [Zie]. Since we want ¢ to be exponential in the security parameter
and the degree to be sub-exponential we can restrict the search for candidate polynomials to
exceptional polynomials. However, all exceptional polynomials over F,. of degree co-prime to
q can be written as the composition of Dickson polynomials and linear polynomials, which are
easy to invert [Miil97]. In our candidate, the degree s of the polynomial and field size are

both powers of p, and are therefore not co-prime.
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Additional application: a new family of one-way permutations. We note that a sparse
permutation polynomial of sufficiently high degree over a sufficiently large finite field may be a good
candidate for a one-way permutation. This may give a secure one-way permutation over a domain

of smaller size than what is possible by other methods.

4.6.3 Comparison to square roots mod p

A classic approach to designing a sequentially slow verifiable function, dating back to Dwork and
p+1

Naor [DN93], is computing modular square roots. Given a challenge x € Z,, computing y = x4
(mod p) can be efficiently verified by checking that y?> =  (mod p) (for p = 3 (mod 4)). There is
no known way to compute this exponentiation in faster than log(p) sequential field multiplications.

This is a special case of inverting a rational function over a finite field, namely the polynomial
f(y) = y?, although this function is not injective and therefore cannot be calculated with GCDs.
An injective rational function with nearly the same characteristics is the permutation f(y) = y3.
Since the inverse of 3 mod p — 1 will be O(logp) bits, this requires O(log p) squaring operations to
invert. Viewed another way, this degree 3 polynomial can be inverted on a point ¢ by computing the
GCD(y? — y,y? — ¢), where the first step requires reducing y* — y mod y* — ¢, involving O(log p))
repeated squarings and reductions mod 3% — c.

While this approach appears to offer a delay parameter of ¢ = log(p), as ¢ grows asymptotically the
evaluator can use O(t) parallel processors to gain a factor ¢ parallel speedup in field multiplications,
thus completing the challenge in parallel time equivalent to one squaring operation on a sequential
machine. Therefore, there is asymptotically no difference in the parallel time complexity of the
evaluation and the total time complexity of the verification, which is why this does not even meet
our definition of a weak VDF. Our approach of using higher degree injective rational maps gives
a strict (asymptotic) improvement on the modular square/cubes approach, and to the best of our
knowledge is the first concrete algebraic candidate to achieve an exponential gap between parallel

evaluation complexity and total verification complexity.

4.7 Practical improvements on VDF's from IVC

In this section we propose a practical boost to constructing VDF's from IVC (Section 4.4). In an IVC
construction the prover constructs a SNARK which verifies a SNARK. Ben-Sasson et al. [Ben+14b)
showed an efficient construction for IVC using “cycles of Elliptic curves”. This construction builds
on the pairing-based SNARK [Par+13]. This SNARK system operates on arithmetic circuits defined
over a finite field F,,. The proof output consists of elements of an elliptic curve group E/F of prime
order p (defined over a field F,). The SNARK verification circuit, which computes a pairing, is
therefore an arithmetic circuit over F,. Since ¢ # p, the prover cannot construct a new SNARK

that directly operates on the verification circuit, as the SNARK operates on circuits defined over
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F,. Ben-Sasson et. al. propose using two SNARK systems where the curve order of one is equal
to the base field of the other, and vice versa. This requires finding a pair of pairing-friendly elliptic
curves E7, Ey (defined over two different base fields Fy and Fy) with the property that the order of
each curve is equal to the size of the base field of the other.

The main practical consideration in V DFyyc is that the evaluator needs to be able to update
the incremental SNARK proofs at the same rate as computing the underlying sequential function,
and without requiring a ridiculous amount of parallelism to do so. Our proposed improvements are

based on two ideas:

1. In current SNARK/IVC constructions (including [Par+13], [Ben+14b]) the prover complexity
is proportional to the multiplicative arithmetic complexity of the underlying statement over
the field F,, used in the SNARK (p a~ 2!28). Therefore, as an optimization, we can use a
“SNARK friendly” hash function (or permutation) as the iterated sequential function such

that the verification of each iteration has a lower multiplicative arithmetic complexity over F,,.

2. We can use the Eval of a weak VDF as the iterated sequential function, and compute a SNARK
over the Verify circuit applied to each incremental output instead of the Eval circuit. This
should increase the number of sequential steps required to evaluate the iterated sequential

function relative to the number of multiplication gates over which the SNARK is computed.

An improvement of type (1) alone could be achieved by simply using a cipher or hash function
that has better multiplicative complexity over the SNARK field F, than AES or SHA256 (e.g., see
MiMC [Alb+16], which has 1.6% complexity of AES). We will explain how using square roots in
F, or a suitable permutation polynomial over F, (from Section 4.6) as the iterated function achieve

improvements of both types (1) and (2).

4.7.1 Iterated square roots in F,

Sloth A recent construction called Sloth [LW15] proposed a secure way to chain a series of square
root computations in Z, interleaved with a simple permutation * such that the chain must be
evaluated sequentially, i.e. is an iterated sequential function (Definition 4.7). More specifically,
Sloth defines two permutations on F,: a permutation p such that p(z)? = £z, and a permutation
o such that o(z) = = = 1 depending on the parity of x. The parity of z is defined as the integer
parity of the unique & € {0,...,p — 1} such that & = 2 mod p. Then Sloth iterates the permutation
T=poo.

The verification of each step in the chain requires a single multiplication over Z, compared to

the O(log(p)) multiplications required for evaluation. Increasing the size of p amplifies this gap,

41If square roots are iterated on a value x without an interleaved permutation then there is a shortcut to the iterated
computation that first computes v = (%)4 mod p and then the single exponentiation xv.
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however it also introduces an opportunity for parallelizing multiplication in Z, for up to O(log(p))
speedup.

Using Sloth inside V DFyyc would only achieve a practical benefit if p = ¢ for the SNARK
field IFy, as otherwise implementing multiplication in Z, in an arithmetic circuit over F, would
have O(log?(p)) complexity. On modern architectures, multiplication of integers modulo a 256-
bit prime is near optimal on a single core, whereas multi-core parallelized algorithms only offer
speed-ups for larger primes [BS12]. Computing a single modular square root for a 256-bit prime
takes approximately 45,000 cycles® on an Intel Core i7 [LW15], while computing SHA256 for 256-bit
outputs takes approximately 864 cycles®.

The best known arithmetic circuit implementation of SHA256 has 27,904 multiplication gates[Ben+14a].
In stark contrast, the arithmetic circuit over IF,, for verifying a modular square root is a single mul-
tiplication gate. Verifying the permutation ¢ is more complex as it requires a parity check, but this

requires at most O(log(p)) complexity.

Sloth++ extension Replacing SHA256 with Sloth as the iterated function in V DFrye already
gives a significant improvement, as detailed above. Here we suggest yet a further optimization,
which we call Sloth++. The main arithmetic complexity of verifying a step of Sloth comes from the
fact that the permutation o is not naturally arithmetic over F,, which was important for preventing
attacks that factor 7°(z) as a polynomial over F,. Our idea here is to compute square roots over a
degree 2 extension field . interleaved with a permutation that is arithmetic over F,, but not over
Fpe.

In any degree r extension field F,- of I, for a prime p = 3 mod 4 a square root of an element
x € F,r can be found by computing 2P +1)/4. This is computed in O(rlog(p)) repeated squaring
operations in F). Verifying a square root requires a single multiplication over F,-. Elements of F-
can be represented as length r vectors over I, and each multiplication reduces to O(r?) arithmetic
operations over F,,. For r = 2 the verification multiplicative complexity over F,, is exactly 4 gates.

In Sloth++ we define the permutation p exactly as in Sloth, yet over F,2. Then we define a
simple non-arithmetic permutation o on [Fj» that swaps the coordinates of elements in their vector
representation over I, and adds a constant, i.e. maps the element (z,y) to (y + c1,x + ¢2). The
arithmetic circuit over IF, representing the swap is trivial: it simply swaps the values on the input
wires. The overall multiplicative complexity of verifying an iteration of Sloth++ is only 4 gates
over F,. Multiplication can be parallelized for a factor 2 speedup, so 4 gates must be verified
roughly every 89,000 parallel-time evaluation cycles. Thus, even if an attacker could manage to
speedup the modular square root computation by a factor 100 using an ASIC designed for 256-

bit multiplication, for parameters that achieve the same wall-clock delay, the SNARK verification

5This is extrapolated from [LW15], which reported that 30 million iterations of a modular square root computation
for a 256-bit prime took 10 minutes on a single 2.3 GHz Intel Core i7.
6http://www.ouah.org/ogay/sha2/
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complexity of Sloth++ is over a 7,000 fold improvement over that of a SHA256 chain.

Cube roots The underlying permutation in both Sloth and Sloth++ can be replaced by cube
roots over Fy when ged(3,g — 1) = 1. In this case the slow function is computing p(z) = z¥ where

3v =1 mod g — 1. The output can be verified as p(z)® = .

4.7.2 TIterated permutation polynomials

Similar to Sloth+, we can use our candidate permutation polynomial (Equation 4.1) over Fy as the
iterated function in VDFiyc. Recall that F, is an extension field chosen independently from the
degree of the polynomial. We would choose ¢ ~ 22°¢ and use the same F, as the field used for
the SNARK system. For each O(d) sequential provers steps required to invert the polynomial on a
point, the SNARK only needs to verify the evaluation of the polynomial on the inverse, which has
multiplicative complexity O(log(d)) over F,. Concretely, for each 105 parallel-time evaluation cycles
a SNARK needs to verify approximately 16 gates. This is yet another factor 15 improvement over
Sloth+. The catch is that the evaluator must use 10° parallelism” to optimize the polynomial GCD
computation. We must also assume that an adversary cannot feasibly amass more than 104 parallel
processors to implement the NC parallelized algorithm for polynomial GCD.

From a theory standpoint, using permutation polynomials inside V D Fiyc reduces it to a weak
VDF because the degree of the polynomial must be super-polynomial in A to prevent an adversary
from implementing the NC algorithm on poly(\) processors, and therefore the honest evaluator is
also required to use super-polynomial parallelism. However, the combination does yield a better

weak VDF', and from a practical standpoint appears quite promising for many applications.

4.8 Related work

Taking a broad perspective, VDFs can be viewed as an example of moderately hard cryptographic
functions. Moderately hard functions are those whose difficulty to compute is somewhere in be-
tween ‘easy’ (designed to be as efficient as possible) and ‘hard’ (designed to be so difficult as to be
intractable). The use of moderately hard cryptographic functions dates back at least to the use of
a deliberately slow DES variant for password hashing in early UNIX systems [MT79]. Dwork and
Naor [DN93] coined the term moderately hard in a classic paper proposing client puzzles or “pricing
functions” for the purpose of preventing spam. Juels and Brainard proposed the related notion of
a client puzzle, in which a TCP server creates a puzzle which must be solved before a client can
open a connection [JB99]. Both concepts have been studied for a variety of applications, including

TLS handshake requests [ANLOO; DSO01], node creation in peer-to-peer networks [Dou02], creation

7This is reasonable if the evaluator has an NVIDIA Titan V GPU, which can compute up to 10 pipelined
arithmetic operations per second (https://www.nvidia.com/en-us/titan/titan-v/).
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of digital currency [RS96; Dai98; Nak08] or censorship /resistance [BX11]. For interactive client
puzzles, the most common construction is as follows: the server chooses a random ¢-bit value = and
sends to the client H(z) and z[¢ — logy t — 1]. The client must send back the complete value of z.
That is, the server sends the client H(x) plus all of the bits of x except the final log, ¢ + 1 bits, which

the client must recover via brute force.

4.8.1 Inherently sequential puzzles

The simple interactive client puzzle described above is embarrassingly parallel and can be solved in
constant time given t processors. In contrast, the very first construction of a client puzzle proposed
by Dwork and Naor involved computing modular square roots and is believed to be inherently
sequential (although they did not discuss this as a potential advantage).

The first interest in designing puzzles that require an inherently sequential solving algorithm
appears to come for the application of hardware benchmarking. Cai et al. [Cai+93; CNW97] pro-
posed the use of inherently sequential puzzles to verify claimed hardware performance as follows: a
customer creates an inherently-sequential puzzle and sends it to a hardware vendor, who then solves
it and returns the solution (which the customer can easily verify) as quickly as possible. Note that
this work predated the definition of client puzzles. Their original construction was based on expo-
nentiation modulo an RivShaAdl78 number NNV, for which the customer has created N and therefore
knows ¢(NN). They later proposed solutions based on a number of other computational problems not
typically used in cryptography, including Gaussian elimination, fast Fourier transforms, and matrix

multiplication.

Time-lock puzzles Rivest, Shamir, and Wagner [RSW96] constructed a time-lock encryption
scheme, also based on the hardness of RivShaAdl78 factoring and the conjectured sequentiality
of repeated exponentiation in a group of unknown order. The encryption key K is derived as
K = 22" € Zy for an RivShaAdl78 modulus N and a published starting value z. The encrypting
party, knowing ¢(N), can reduce the exponent e = 2! mod ¢(NN) to quickly derive K = z¢ mod N.
The key K can be publicly recovered slowly by 2¢ iterated squarings. Boneh and Naor [BN00] showed
that the puzzle creator can publish additional information enabling an efficient and sound proof that
K is correct. In the only alternate construction we are aware of, Bitansky et al. [Bit+16] show how to
construct time-lock puzzles from randomized encodings assuming any inherently-sequential functions
exist.

Time-lock puzzles are similar to VDFs in that they involve computing an inherently sequential
function. However, time-lock puzzles are defined in a private-key setting where the verifier uses
its private key to prepare each puzzle (and possibly a verification proof for the eventual answer).
In contrast to VDFs, this trusted setup must be performed per-puzzle and each puzzle takes no

unpredictable input.
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Proofs of sequential work Mahmoody et al.[MMV13] proposed publicly verifiable proofs of
sequential work (PoSW) which enable proving to any challenger that a given amount of sequential
work was performed on a specific challenge. As noted, time-lock puzzles are a type of PoSW, but
they are not publicly verifiable. VDFs can be seen as a special case of publicly verifiable proofs
of sequential work with the additional guarantee of a unique output (hence the use of the term
“function” versus “proof”).

Mahmoody et al.’s construction uses a sequential hash function H (modeled as a random oracle)
and depth robust directed-acyclic graph G. Their puzzle involves computing a labeling of G using H
salted by the challenge c. The label on each node is derived as a hash of all the labels on its parent
nodes. The labels are committed to in a Merkle tree and the proof involves opening a randomly
sampled fraction. Very briefly, the security of this construction is related to graph pebbling games
(where a pebble can be placed on a node only if all its parents already have pebbles) and the
fact that depth robust graphs remain sequentially hard to pebble even if a constant fraction of the
nodes are removed (in this case corresponding to places where the adversary cheats). Mahmoody et.
al. proved security unconditionally in the random oracle model. Depth robust graphs and parallel
pebbling hardness are use similarly to construct memory hard functions [ABP17] and proofs of space
[Dzi+15]. Cohen and Pietrzak [CP18] constructed a similar PoOSW using a simpler non-depth-robust
graph based on a Merkle tree.

PoSWs based on graph labeling don’t naturally provide a VDF because removing any single edge
in the graph will change the output of the proof, yet is unlikely to be detected by random challenges.

Sequentially hard functions The most popular solution for a slow function which can be viewed
as a proto-VDF, dating to Dwork and Naor [DN93], is computing modular square roots. Given a
challenge = € Z,, computing y = b (mod p) can be efficiently verified by checking that y? = x
(mod p) (for p = 3 (mod 4)). There is no known algorithm for computing modular exponentiation
which is sublinear in the exponent. However, the difficulty of puzzles is fixed to ¢ = logp as the
exponent can be reduced modulo p — 1 before computation, requiring the use of a very large prime
p to produce a difficult puzzle.

This puzzle has been considered before for similar applications as our VDFs, in particular ran-
domness beacons [JM11; LW15]. Lenstra and Wesolowski [LW15] proposed creating a more difficult
puzzle for a small p by chaining a series of such puzzles together (interleaved with a simple permuta-
tion) in a construction called Sloth. We proposed a simple improvement of this puzzle in Section 4.7.
Recall that this does not meet our asymptotic definition of a VDF because it does not offer (asymp-
totically) efficient verification, however we used it as an important building block to construct a
more practical VDF based on IVC. Asymptotically, Sloth is comparable to a hash chain of length ¢
with ¢ checkpoints provided as a proof, which also provides O(polylog/(t))-time verification (with ¢

processors) and a solution of size O(¢ - A).



Chapter 5

ProtoStar: Efficient IVC for VDF's

and succinct Blockchains

5.1 Introduction

Incrementally Verifiable Computation[Val08] is a powerful primitive that enables a possibly infinite
computation to be run, such that the correctness of the state of the computation can be verified at
any point. IVC, and it’s generalization to DAGs, PCD[CT10], have many applications, including
distributed computation[Bit+13a; CTV15], blockchains[Bon+20a; KB20], verifiable delay functions
[Bon+18], verifiable photo editing [NT16], and SNARKs for machine-computations[Ben+14b]. An
IVC-based VDF construction is the current candidate VDF for Ethereum[KMT22]. One of the most
exciting applications of IVC and PCD is the ZK-EVM. This is an effort to build a proof system that
can prove that Ethereum blocks, as they exist today, are valid[Fou22].

Accumulation and folding. Historically, IVC was built from recursive SNARKSs, proving that
the previous computation step had a valid SNARK that proves correctness up to that point. Re-
cently, an exciting new approach was initiated by Halo[BGH19] and has led to a series of significant
advances[Biin+20; Biin+21a; KST22]. The idea is related to batch verification. Instead of verifying
a SNARK at every step of the computation, we can instead accumulate the SNARK verification
check with previous checks. We define an accumulator® such that we can combine a new SNARK
and an old accumulator into a new accumulator. Checking or deciding the new accumulator implies
that all previously accumulated SNARKs were valid. Now the recursive statement just needs to
ensure the accumulation was performed correctly. Amazingly, this accumulation step can be signifi-

cantly cheaper than SNARK verification BGH19; Biin+20]. Even more surprising, this process does

1Unrelated to set accumulators.
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not even require a SNARK but instead can be instantiated with a non-succinct NARK[Biin+21al,
as long as there exists an efficient accumulation scheme for that NARK. The most efficient accu-
mulation (aka folding) scheme constructions yield IVC constructions, where the recursive circuit is
dominated by as few as 2 elliptic curve scalar multiplications[Biin+21a; KST22]. These construc-
tions only require the discrete logarithm assumption in the random oracle model and, unlike many
efficient SNARK-based IVCs, do not require a trusted setup, pairings, or FFTs. These constructions
build an accumulation scheme for one fixed (but universal) R1CS language by taking a random linear
combination between the accumulator and a new proof. R1CS is a minimal expression of NP, defined
by three matrices A, B, C, that close resembles arithmetic circuits with addition and multiplication
gates. However, it has limited flexibility, especially as the current constructions require fixing R1CS
matrices that are used for all computation steps. These limitations are especially problematic for
ZK-EVMs. In a ZK-EVM, each VM instruction (OP-CODE) is encoded in a different circuit. Each
circuit uses high-degree gates, instead of just multiplication, and so-called lookup gates [GWC19].
These lookup gates enable looking up that a circuit value is in some table, simplifying range proofs
and bit-operations. These R1CS-based accumulation schemes contrast non-IVC SNARK develop-
ments, with an increased focus on high-degree gate| GWC19; Che+22] and lookup support[GW20a].
For lookups, a recent line of work has shown that if the table can be pre-computed, we can perform n
lookups in a table of size T' in time O(nlogn), independent of T'[Zap+22b; PK22; Zap+22c; EFG22].

More expressive accumulation. There have been efforts to build accumulation schemes that
overcome the limitations of fixed R1CS. SuperNova[KS22] enables selecting the appropriate R1CS
instance at runtime without a recursive circuit that is linear in all R1CS instances. The approach,
however, still has limitations. The recursive circuit still requires many (though a constant number
of) hashes and a hash-to-group gadget, and additionally, the accumulator, and thus the final proof,
is still linear in the total size of all instances. Sangria[Moh23] describes an accumulation scheme for
a Plonk-like[GWC19] constraint system with degree-2 gates. It also proposes a solution for higher-
degree gates in the future work section but without security proof. These accumulation schemes
are built from simple underlying protocols performing a linear combination between an accumulator
and a proof. However, the constructions seem ad hoc and need individual security proof. This leads

us to our main research questions:

Recipe for accumulation Is there a general recipe for building accumulation schemes? Can we
formalize this recipe, simplifying the task of constructing secure and efficient accumulation

schemes?

Efficient accumulation for ZK-EVM Can we build an accumulation/folding scheme for a lan-
guage that combines the benefits of the most advanced proof systems today? Can we support

multiple circuits, high-degree, and lookup gates?
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We answer both questions positively. Firstly we show a general compiler that takes any (2k — 1)-
move special-sound interactive argument for an NP-complete relation Ryp with an algebraic degree

d verifier and construct an efficient IVC-scheme from it. This is done in 4 simple steps.

1. We compress the prover message by committing to them in a homomorphic commitment

scheme.
2. Then we apply the Fiat-Shamir transform to yield a secure NARK. [AFK22; Wik21]

3. We build a simple and efficient accumulation scheme that samples a random challenge o and

takes a linear combination between the current accumulator and the new NARK.
4. We apply the compiler by [Biin+21a] to yield a secure IVC scheme.

The recursive circuit of this transformation is dominated by only d 4+ k — 1 scalar multiplications
in the additive group of the commitment scheme? for a protocol with k& prover messages and a
degree d verifier. For R1CS, where k = 1 and d = 2, this yields the same protocol and efficiency
as Nova[KST22]. We can further reduce the size of the recursive circuit to only k + 2 group scalar

multiplication, by compressing all verification equations using a random linear combination.

Efficient simple protocols for Rypikup. Equipped with this compiler, we design PROTOSTAR,
a simple and efficient IVC scheme for a highly expressive language Rmpicup that supports multiple
non-uniform circuits and enables high degree and lookup gates. The schemes can be instantiated
from any linearly homomorphic vector commitment, e.g., the discrete logarithm-based Pedersen
commitment[Ped92], and do not require a trusted setup or the computation of large FFTs. The

protocol has several advantages over prior schemes:

Non-uniform I'VC without overhead. Each iteration has a program counter pc that selects one
out of I circuits. Part of the circuit constrains pc; e.g., pc could depend on the iteration or
indicate which instruction within a VM is executed. The IVC-prover, including the recursive
statement, only requires one exponentiation per non-zero bit in the witness. The prover’s

computation is independent of I.

Flexible high degree gates. Our protocol supports Plonk-like constraint systems with degree d
gates instead of just addition and multiplication. The recursive statement consists of 3 group
scalar multiplications and d + O(1) hash and field operations. Unlike in traditional Plonk,
there is no additional cost for additional gate types (of degree less than d) and additional

selectors. This enables a high level of non-uniformity, even within a circuit.

2When instantiated with elliptic curve Pedersen commitments, this translates to d + k — 1 elliptic curve multipli-
cations. This is usually the largest component of the recursive statement.
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PROTOSTAR HyperNova SuperNova
Language Degree d Plonk/CCS Degree d CCS R1CS (degree 2)
Non-uniform yes no yes
. |w| G |w| G
P native O(wldlog? ) F | O(lw|dlog d) F wiG
extra P native
W/ lookup O(wlk‘)G O(T)F N/A
3G 1G 9G
P recursive (d+O(1))H + Hi, dlognH + Hi, _
(d+O0(1))F O(dlog n)F Hin + OA(1)H + 1Ho
extra P recursive O(logT)H
w/ lookup IH O(f log T) F N/A

Table 5.1: The comparison between IVCs.

Lookups, linear and independent of table size. PROTOSTAR supports lookup gates that en-
sure a value is in some precomputed table 7. In each computation step, the prover commits
to 2 vectors of length /£, where £ is the number of lookups. The prover, in each step, is
independent of the table size (assuming free indexing in T'). We also support tables that store

tuples of size v using 1 additional challenge computations within the recursive circuit.

Our protocols are built of multiple small building blocks. In the protocol for high-degree gates, the
prover simply sends the witness, and the degree d verifier checks the circuit with degree d gates. For
lookup, we leverage an insight by Habock [Hab22b] on logarithmic derivates. This yields a protocol
where a prover performing ¢ in a table of size T only needs to commit to two vectors of length ¢,
independent of T'. This is the most efficient lookup protocol today. While the verification is linear
time, it is low degree (2) and thus compatible with our generic compiler. Combining all these yields
PROTOSTAR, a new IVC-scheme for Ruypikup. We compare PROTOSTAR, with SuperNova [KS22]
and HyperNova [KS23], in Table 5.1 (for more detail see Corollary 5.4): In the table, |w| is the
number of non-zero entries of the witness for circuit 4, and £ is the number of lookups in a table
of size T. G is the cost of a group scalar multiplication. F is the cost of a field multiplication.
dH denotes the cost of hashing d A-bit numbers. We assume that the cost scales linearly with the
size of the input and output. In PROTOSTAR d field elements are hashed once and in HyperNova d
field elements are hashed log(n) times. Hg is the cost of a hash-to-group function. H;, is the cost
of hashing the public input and the accumulator instance. Note that the Ox(1)H in SuperNova’s
recursive circuit involves constant number of hashes to the input of two accumulator instances and
one circuit verification key, by using multiset-based offline memory checking in a circuit [Set+18].

Additional related work

Traditionally, IVC has been built by using recursive SNARKs[Bit+13a; Ben+14b; COS20].
SNARKSs are succinct arguments that allow a prover to convince an efficient verifier that a single

computation was performed correctly. There have been significant advances in SNARKSs recently,
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lowering the proof size time[Grol6], reducing the trust assumptions[Mal+19; Chi+20; Set20], and
making the computational model more flexible [GWC19; Che+22].

In the IVC from SNARK construction, the prover constructs a SNARK that proves a step of
the computation and that the previous SNARK was valid, i.e., a verifier would have accepted it.
This requires an expensive NP-reduction of the SNARK verifier into the computational model of
the SNARK, e.g. a circuit. This necessitates many compromises when implementing these schemes
in practice, such as significant prover overhead, use of cycles of elliptic curves, strong cryptographic

assumptions, and significant implementation overheads.

Concurrent work. In a paper concurrent with this work, Kothapalli and Setty [KS23] introduce
an IVC for high degree relations. They use a generalization of R1CS called customizable constraint
systems (CCS) [STW23] that covers the Plonkish relations. It also enables gates with a high additive
fan-in. PROTOSTAR also has no restriction to the fan-in an individual gate has, but we subsequently
showed that our compiler can also be directly applied to CCS (Section 5.8). HyperNova is based
on so-called multi-folding schemes. They also provide a lookup argument suitable for recursive
arguments. However, they do not explicitly explain how to integrate lookup to Plonk/CCS in their
IVC scheme or provide any explicit constructions for non-uniform computations. Their scheme is
built using sumchecks [Lun+92] and the resulting IVC recursive circuit is dominated by 1 group
scalar multiplication, dlogn + ¢;, hash operations and O(dlogn +¢;,) field multiplications where d is
the custom gate degree, n is the number of gates and ¢, is the public input length. In comparison,
our IVC recursive circuit, even with lookup and non-uniformity support, is only dominated by 3
group scalar multiplications and O(¥;, + d) field/hash operations, entirely independent of n. The
2 additional group operations compared to HyperNova are likely offset by the additional lookup
support [Xio+22] and the significantly fewer hashes and non-native field operations (d vs. dlog(n)).
A detailed comparison is given in Table 5.1.

For a lookup relation with table size T" and ¢ lookup gates, their accumulation/folding scheme
leads to an accumulation prover whose work is dominated by O(T') field operations and an accumu-
lation verifier whose work is dominated by O({ logT') field operations and O(logT) hashes. This is
undesirable when the table size T' >> ). In comparison, our scheme has prover complexity O(¢) and
the verifier is only dominated by 3 group scalar multiplications, 2 hashes and 2 field multiplications.
Moreover, the lookup support adds almost no overhead to the IVC scheme for high-degree Plonk
relations. In particular, it adds no group scalar multiplications. Lastly, their lookup scheme does
not support vector-valued lookups, which is essential for applications like ZK-EVM and encoding

bit-wise operations in circuits.
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CV/[Mape] FS[cm[CV/[Typs]] IVC[acc[FS[cm[CV [Taps]]]]

~

Sec 5.3.5 ec 5.3.2 Sec 5.3.3 : Thm 5.1

M. (Sec 5.3.1) emlCV [T, ace[FSem|CV[ys]]

Figure 5.1: The workflow for building an IVC from a special sound protocol. We start from a
special-sound protocol Il for an NP-complete relation Ryp, and transform it to CV[Ils] with a
compressed verifier check. CV[ILgy| is converted to a NARK FS[cm[CV([ILgp]]] via commit-and-open
and the Fiat-Shamir transform. We then build a generic accumulation scheme for the NARK and
apply Theorem 5.1 from [Biin421a] to obtain the IVC scheme. This last connection is dotted as it
requires heuristically replacing random oracles with cryptographic hash functions.

5.1.1 Technical overview

Given an NP-complete relation R, we introduce a generic framework for constructing efficient in-
cremental verifiable computation (IVC) schemes with predicates expressed in R. For R being the
non-uniform Plonkup circuit satisfiability relation, we obtain an efficient (non-uniform) IVC scheme
for proving correct program executions on stateful machines (e.g., EVM). The framework starts by
designing a simple special-sound protocol Il for relation R, which is easy to analyze. Next, we
use a generic compiler to transform Ilg,s into a Non-interactive Argument of Knowledge Scheme
(NARK) whose verification predicate is easy to accumulate/fold. Finally, we build an efficient ac-
cumulation /folding scheme for the NARK verifier, and apply the generic compiler from [Biin+21a]
to obtain the IVC/PCD scheme for relation R. We describe the workflow in Figure 5.1.

The paper begins by describing the compiler from special-sound protocols to NARKSs in Sec-
tion 5.3, and presents an efficient accumulation scheme for the compiled NARK verifier in Sec-
tion 5.3.4. Next, we describe simple and efficient special-sound protocols for Plonkup circuit-
satisfiability relationsin Section 5.5 and extend it to support non-uniform computation in Section 5.6.
Similarly, we extend the CCS relation [STW23] to support non-uniform computation and lookup in

Section 5.8. We give an overview of our approach below.

Efficient IVCs from special-sound protocols. Let Ilg,s be any multi-round special-sound pro-
tocol for some relation R, in which the verifier is algebraic, that is, the verifier algorithm only checks
algebraic equations over the input and the prover messages. E.g., the following naive protocol for the
Hadamard product relation over vectors a,b,c € F” is special-sound and has a degree-2 algebraic

verifier: The prover simply sends the vectors a, b, ¢ to the verifier, and the verifier checks that
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a;-b; = ¢; for all i € [n]. However, as shown in the example, the prover message can be large in IIgps
and the folding scheme can be expensive if we directly accumulate the verifier predicate. Inspired
by the splitting accumulation scheme [Biin+21a], to enable efficient accumulation/folding, we split
each prover message into a short instance and a large opening, where the short instance is built from
the homomorphic commitment to the prover message. Next, we use the Fiat-Shamir transform to
compile the protocol into a NARK where the verifier challenges are generated from a random oracle.

Now we can view the NARK transcript as an accumulator (or a relaxed NP instance-witness
pair in the language of folding schemes), where the accumulator instance consists of the prover
message commitments and the verifier challenges; while the accumulator witness consists of the
prover messages (i.e., the opening to the commitments). Note we also need to introduce an error
vector/commitment into the accumulator witness/instance to absorb the “noise” that arises after
each accumulation/folding step.

In the accumulation scheme, given two accumulators (or NARK proofs), the prover folds the
witnesses and the instances of both accumulators via a random linear combination and generates a list
of d “error-correcting terms” as accumulation proof (d is the degree of the NARK verifier); the verifier
only needs to check that the folded accumulator instance is consistent with the accumulation proof
and the original instances being folded, both of which are small. After finishing all the accumulation
steps, a decider applies a final check to the accumulator, scrutinizing that (i) the accumulator witness
is consistent with the commitments in the accumulator instance, and (ii) the “relaxed” NARK verifier
check still passes. Here by “relaxed” we mean that the algebraic equation also involves the error
vector in the accumulator. If the decider accepts, this implies that all accumulated NARKs were
valid and thus that all accumulated statements are in R (and the prover knows witnesses for these
statements).

Finally, given the accumulation scheme, if the relation R is NP-complete, we can apply the
compiler in [Biin+21a] to obtain an efficient IVC scheme with predicates expressed in R.

In Theorem 5.3, we show that for any (2k — 1)-move? special-sound protocols with degree-d
verifiers, the resulting IVC recursive circuit only involves k + d + O(1) hashes, k + 1 non-native field
operations and k 4+ d — 1 commitment group scalar multiplications. We also introduce a generic
approach for further reducing the number of group operations to k& + 2 in Section 5.3.5. This
is favorable for d > 3. The idea is to compress all ¢ degree d verification checks into a single
verification check using a random linear combination with powers of a challenge $. This means
that error-correcting terms are field elements and, thus, can be sent directly without committing to
them. The prover also sends a single commitment to powers of 8 and powers of 3 V€ The verification
equation uses one power of 3 and one power of B‘/Z, which increases the degree of the verification

check to d+ 2. The verifier also checks the correctness of the powers of 8 using 2v/¢ degree 2 checks.

3k prover messages, k — 1 challenges
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Figure 5.2: The special-sound protocols for PROTOSTAR and PROTOSTAR..s. The special-sound
protocol Il pikup for the multi-circuit Plonkup relation Rypikup consists of the sub-protocols for
permutation, high-degree custom gate, lookup, and circuit selection relations. The special-sound
protocol Il st for the extended CCS relation Ryycest consists of the sub-protocols for lookup,
circuit selection, as well as the CCS relation [STW23]. From Ilypikup OF nces+, we can apply the
workflow described in Fig 5.1 to obtain the IVC schemes PROTOSTAR or PROTOSTARccs-

Special-sound protocols for (non-uniform) Plonkup relations. Given the generic compiler
above, our ultimate goal of constructing a (non-uniform) IVC scheme for zkEVM becomes much
easier. It is now sufficient to design a multi-round special-sound protocol for the (non-uniform)
Plonkup relation. We describe the components of the special-sound protocol in Figure 5.2. Note
we also extend CCS relation [STW23] to support lookup and non-uniform computation and build
a special-sound protocol for it (See Figure 5.2). Recall that a Plonkup circuit-satisfiability relation
consists of three modular relations, namely, (i) a high-degree gate relation checking that each custom
gate is satisfied; (ii) a permutation (wiring-identity) relation checking that different gate values are
consistent if the same wire connects them, and (iii) a lookup relation checking that a subset of gate
values belongs to a preprocessed table. The special-sound protocols for the permutation and high-
degree gate relations are trivial, where the prover directly sends the witness to the verifier, and the
verifier checks that the permutation/high-degree gate relation holds. The degree of the permutation
check is only 1, and the degree of the gate-check is the highest degree in the custom gate formula.
The special-sound protocol for the lookup relation Ryookup is more interesting as the statement
of the lookup relation is not algebraic. Inspired by the log-derivative lookup scheme [Hab22b], in
Section 5.4.3, we design a simple 3-move special-sound protocol Ik for Ryookup, in which the
verifier degree is only 2. A great feature of Il k is that the number of non-zero elements in the
prover messages is only proportional to the number of lookups, but independent of the table size.
Thus the IVC prover complexity for computing the prover message commitments is independent
of the table size, which is advantageous when the table size is much larger than the witness size.
However, the prover work for computing the error terms is not independent of the table size because

the accumulator is not sparse. Fortunately, we observe that the prover can efficiently update the
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error term commitments without recomputing the error term vectors from scratch, thus preserving
the efficiency of the accumulation prover. Moreover, we extend Il in Section 5.4.4 to further
support vector-valued lookup, where each table entry is a vector of elements. This feature is useful
in applications like zZkEVM and for simulating bit operations in circuits.

Given the special-sound protocols for permutation/high-degree gate/lookup relations, the special-
sound protocol Il ionkup for Plonkup is just a parallel composition of the three protocols. Further-
more, in Section 5.6, we apply a simple trick to support non-uniform IVC. More precisely, let {C;}1_;
be I different branch circuits (e.g., the set of supported instructions in EVM), let pi := (pc, pi’) be
the public input where pe € [I] is a program counter indicating which instruction/branch circuit
is going to be executed in the next IVC step. Our goal is to prove that (pi,w) is in the relation
Rumplkup in the sense that Cp.(pi,w) = 0 for witness w. The relation statement can also add addi-
tional constraints on pc depending on the applications. The special-sound protocol for Ruypikup is
almost identical to Ilpjonkup for the Plonkup relation, except that the prover further sends a bool
vector b € F!, and the verifier uses 21 degree 2 equations to check that bpe = 1 and b; = 0Vi # pc.
Additionally, each algebraic equation G checked in Il ionkup is replaced with Zle G; - b; where G;
(1 <1 < 1) is the corresponding gate in the i-th branch circuit. The resulting special-sound protocol
has 3 moves, and the verifier degree is d + 1, where d is the highest degree of the custom gates. This
means that the IVC scheme for the non-uniform Plonkup relation adds negligible overhead to that

for the Plonkup relation.

5.2 Preliminaries

5.2.1 Special-sound Protocols and Fiat-Shamir Transform

We define special-soundness and non-interactive arguments according to the definitions by [AFK22].

Definition 5.1 (Public-coin interactive proof). An interactive proof Il = (P, V) for relation R is an
interactive protocol between two probabilistic machines, a prover P, and a polynomial time verifier
V. Both P and V take as public input a statement pi and, additionally, P takes as private input
a witness w € R(pi) . The verifier V outputs 0 if it accepts and a non-zero value otherwise. It’s
output is denoted by (P(w),V)(pi). Accordingly, we say the corresponding transcript (i.e., the set of
all messages exchanged in the protocol execution) is accepting or rejecting. The protocol is public
coin if the verifier randomness is public. The verifier messages are referred to as challenges. 11 is a

(2k — 1)-mowve protocol if there are k prover messages and k — 1 verifier messages.

Definition 5.2 (Tree of transcript). Let p € N and (a1,...,a,) € N*. An (a1,...,a,)-tree of
transcript for a (21 + 1)-move public-coin interactive proof II is a set of a1 - as---a, accepting
transcripts arranged in o tree of depth p and arity aq,...,a, respectively. The nodes in the tree

correspond to the prover messages and the edges to the verifier’s challenges. Every internal node at
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depth i — 1 (1 < i < ) has a; children with distinct challenges. Every transcript corresponds to one
path from the root to a leaf node. We simply write the transcripts as an (a*)-tree of transcript when

a=ay=0ag ="+ =ay.

Definition 5.3 (Special-sound Interactive Protocol). Let u,N € N and (a1,...,a,) € N*. A
(2u+ 1)-move public-coin interactive proof I1 for relation R where the verifier samples its challenges
from a set of size N is (a1, ...,a,)-out-of-N special-sound if there exists a polynomial time algorithm
that, on input pi and any (a1, ...,a,)-tree of transcript for Il outputs w € R(pi). We simply denote

the protocol as an a*-out-of-N (or a*) special-sound protocol if a = a1 =as =--- = a,.

Definition 5.4 (Random-Oracle Non-Interactive Argument of Knowledge (RO-NARK)). A non-
interactive random oracle proof for relation R is a pair (P,V) of probabilistic random-oracle algo-
rithms, such that: Given (pi,w) € R and access to a random oracle pnark, the prover PPNRK(pi w)
outputs a proof m. Given pi, a proof w, and access to the same random oracle pyark, the verifier

Venark (pi ) outputs 0 to accept or any other value to reject.
Perfect Completeness: The NARK has perfect completeness if for all (pi,w) € R
P[VI’NARK(pi’ |:>PNARK(pi7 W)) — 0] =1

Knowledge Soundness: The NARK has adaptive knowledge-soundness with knowledge error
k : Nx N — [0,1] if there exists a knowledge extractor Ext, with the following properties: The
extractor, given input n, and oracle-access to any polynomial-time Q-query random oracle prover
P* that outputs statement of size n, runs in an expected polynomial time in |pi| + Q, and outputs
{(pi, w, aux, v; W)} such that a) (pi, 7, aux, v) is identically distributed to {(pi, 7, aux,v)} : (pi, m, aux)
P*aPNARK7/U — VPNARK(pLﬂ-) and b)

(pi;w) € R
VPNARK(pi77r) =0

e(P*) = x(n, Q)

Pr
poly(n)

:{(pi, 7, aux, v; w)} + Ext” | >

where €(P*) is P’s success probability, i.e. e(P*) = P[VP¥rK(pi, ) = 0 : (pi,m) < P*Pmre] Here,

Ext implements pyarx for P*; in particular, it can arbitrarily program the random oracle.
Definition 5.5 (Fiat-Shamir Transform (adaptive)). The Fiat-Shamir transform FS[II] = (Pss, Vis)

is a RO-NARK, where PPN< (pisw) runs P(pi; w) but instead of receiving challenge ¢;, on message

my, from the verifier, it computes it as follows:
¢i = pnark(ci—1,m;) (5.1)

and ¢ = pnark(pi). PEM™ outputs m = (ma,...,m,). The verifier V™ accepts, if V accepts the

transcript (ma, c1,. .., My, ¢y, Myut1) for input pi and the challenges are computed as per equation
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(5.1).

5.2.2 Adaptive Fiat-Shamir transform

Lemma 5.1 (Fiat-Shamir transform of Special-sound Protocols [AFK22] ). The Fiat-Shamir trans-
form of a (o, ..., a,)-out-of-N special-sound interactive proof II is knowledge sound with knowledge
error

ris(Q) = (@ + 1)r

(073

where k =1 —[(1 — §) is the knowledge error of the interactive proof II.

5.2.3 Commitment Scheme

Definition 5.6 (Commitment Scheme). cm = (Setup, Commit) is a binding commitment scheme,
consisting of two algorithms:
Setup(1*) — ck takes as input the security parameter and outputs a commitment key ck.
Commit(ck,m € M) — C € C, takes as input the commitment key ck and a message m in M and
outputs a commitment C € C.
The scheme is binding if for all polynomial-time randomized algorithms P*:

Commit(ck, m) = Commit(ck, m’) N
ck « Setup(1?)

Pr A = negl(\)
m, m’ < P*(ck)
m # m’

Homomorphic commitment. We say the commitment is homomorphic if (C,+) is an additive

group of prime order p.

5.2.4 Incremental Verifiable Computation (IVC)
We adapt and simplify the definition from [Biin+21a; KST22].

Definition 5.7 (IVC). An incremental verifiable computation (IVC) scheme for function predicates
expressed in a circuit-satisfiability relation Rnp is a tuple of algorithms INVC = (Pyc, Vive) with the

following syntax and properties:

o Pc(m, 20, Zm, Zm—1, Wioe, Tm—1]) = Tm. The IVC prover Pyc takes as input a program output
Zm at step m, local data Wioc, initial input zg, previous program output zmy,_1 and proof m,_1

and outputs a new IVC proof wp,.

o Vivc(m, 20, 2m, ™m) — b. The IVC verifier Viyc takes the initial input zo, the output z, at

step m, and an IVC proof m,,, ‘accepts’ by outputting b =0 and ‘rejects’ otherwise.
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The scheme IVC has perfect adversarial completeness if for any function predicate ¢ expressible

in Rnp, and any, possibly adversarially created, (m, 20, Zm, s Zm—1, Wiocs Tm—1) Such that
(20, Zms Zm—1, Wioc) A (Vive(m — 1, 20, Zm—1, Tm—1) = 0)

it holds that Vivc(m, 20, Zm, ™m) accepts for proof mm, + Pc(m, 20, Zm—1, Zm, Wioc, Tm—1)-
The scheme IVC has knowledge soundness if for every expected polynomial-time adversary P*,

there exists an expected polynomial-time extractor Extp« such that

Vivc (m7 205 2, 7Tm) = 0A
Pr | ([3i € [m],~¢(z20, 2, 2i—1, W;)]
Vz # 2m)

*

[¢7 (m7 20, 277Tm)] +—P

< negl(}).
[Zhwi];il + Extp-~ - g( )

Here m s a constant.

5.2.5 Simple Accumulation

We take definitions and proofs from [Biin+21al.

Definition 5.8 (Accumulation Scheme). An accumulation scheme for a NARK (Pnark, VNARK) 18
a triple of algorithms acc = (Pacc, Vace, D), all of which have access to the same random oracle pacc

as well as pyark, the oracle for the NARK. The algorithms have the following syntax and properties:

o Po(pi,m = (m.x,m.w),acc = (acc.xz,acc.w)) — {acc’ = (acc’.z,acc’.w),pf}. The accumula-
tion prover P, takes as input a statement pi, NARK proof m, and an accumulator acc and

outputs a new accumulator acc’ and correction terms pf.

o V. (pi, m.x,acc.x,acc’.x, pf) — v. The accumulation verifier takes as input the statement pi,
the instances of the NARK proof, the old and new accumulator, the correction terms, and

‘accepts’ by outputting 0 and ‘rejects’ otherwise.
e D(acc) — v. The decider on input acc ‘accepts’ by outputting 0 and ‘rejects’ otherwise.

An accumulation scheme has knowledge-soundness with knowledge error k if the RO-NARK

(P, V') has knowledge error k for the relation
Racc((pi, 7.2, acc.x); (w.w,acc.w)) : (Vnark(pi, m) = 0 A D(acc) =0) ,

where P’ outputs acc’, pf and V' on input ((pi, 7.z, acc.z), (acc’, pf)) accepts if D(acc’) and Vaec(pi, 7.2, acc.z, acc’ .z, pf)
0.
The scheme has perfect completeness if the RO-NARK (P',V') has perfect completeness for Racc.
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Theorem 5.1 (IVC from accumulation[Biin+21a]). Given a standard-model NARK for circuit-
satisfiability and a standard-model accumulation scheme (Definition 5.8) for that NARK, both with
negligible knowledge error, there exists an efficient transformation that outputs an IVC scheme (see
Section 3.2 of [Biin+21a]) for constant-depth compliance predicates, assuming that the circuit com-

plexity of the accumulation verifier Vaee is sub-linear in its input.

Random Oracle. Note that both the NARK and accumulation scheme we construct are in the
random oracle model. However, Theorem 5.1 requires a NARK and an accumulation scheme in
the standard model. It remains an open problem to construct such schemes. However, we can
heuristically instantiate the random oracle with a cryptographic hash function and assume that the

resulting schemes still have knowledge soundness.

Definition 5.9 (Fiat-Shamir Heuristic). The Fiat-Shamir Heuristic, relative to a secure crypto-
graphic hash function H, states that a random oracle NARK with negligible knowledge error yields
a NARK that has negligible knowledge error in the standard (CRS) model if the random oracle is
replaced with H.

Complexity. The IVC transformation from [Biin+21a] recursively proves that the accumulation
was performed correctly. To do that, it implements V, as a circuit and proves that the previous
accumulation step was done correctly. Note that this recursive circuit is independent of the size of
m.w,acc.w and the runtime of D. The IVC prover is linear in the size of the recursive circuit plus
the size of the IVC computation step expressed as a circuit. The final IVC verifier and the IVC
proof size are linear in these components. This can be reduced using an additional SNARK as in
[KST22].

PCD. 1IVC can be generalized to arbitrary DAGs instead of just path graphs in a primitive called
proof-carrying data[Bit+13a]. Accumulation schemes can be compiled into full PCD if they support
accumulating an arbitrary number of accumulators and proofs[Biin+20; Biin+21a]. For simplicity,
we only build accumulation for one proof and one accumulator, as well as for two accumulators.
This enables PCD for DAGs of degree two. By transforming higher degree graphs into degree two
graphs (by converting each degree d node into a log,(d) depth tree), we can achieve PCD for these
graphs.

Outsourcing the decider. In the accumulation to IVC transformation, the IVC proof is linear in
the accumulator, and the IVC verifier runs the decider. The accumulation schemes we construct are
linear in the witness of a single computation step. However, we can outsource the decider by pro-
viding a SNARK that, given acc.x, proves knowledge of acc.w, such that D(acc) = 0. Nova[KST22]

constructs a custom, concretely efficient SNARK for their accumulation/folding scheme. However,
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when outsourcing the decider, the IVC cannot continue. This breaks the strict completeness re-
quirement of IVC, which says that any prover can continue from any valid IVC proof. Nevertheless,

this may be fine for some applications of IVC.

5.3 Protocols

5.3.1 Special-sound Protocols

In this section, we describe a class of special-sound protocols whose verifier is algebraic. The protocol
ILgps has 3 essential parameters k, d, £ € N, meaning that Ilss is a (2k —1)-move protocol with verifier
degree d and output length ¢ (i.e. the verifier checks ¢ degree d algebraic equations). In each round
i (1 <1i<k), the prover Py (pi, w, [m],rj] !) generates the next message m; on input the public
input pi, the witness w, and the current transcript [m],rj] o 1, and sends m; to the verifier; the
verifier replies with a random challenge r; € F. After the final message my, the verifier computes
the algebraic map Vs, and checks that the output is a zero vector of length £. More precisely,
deg(Vsps) = d, s.t.

d
Veps(pi, (my]fy, Tu 1 : ng ™ (i, [my ] 1v[r1]f 11)
7=0

where f;/sps is a homogeneous degree-j algebraic map that outputs a vector of ¢ field elements.

We describe the special-sound protocol Ilgps below.

Special-sound Protocol Ilgps = (Psps, Vsps) for relation R with algebraic verifier

Prover P (pi, w) Verifier Vgps(pi)
m; < Peps(pi, w, [maﬂ"ﬂz 1) i

T ri +$TF
Repeat k£ — 1 time Repeat k£ — 1 time

Final message my

Vsps(pi7 [mi}?:h [Ti]fgll) ; OZ

5.3.2 Commit and Open

For a commitment scheme cm = (Setup, Commit), consider the following relation R%, = (z;w, m €
Mm' e M) : {(z,w) € RV (Commit(m) = Commit(m’) Am # m')}. The relation’s witness is
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either a valid witness for R or a break of the commitment scheme cm. We now design a special-
sound protocol Iem = (Pem, Vem) for RE, given Ilsps = (Psps, Vaps), @ special-sound protocol for R.
Pcm runs Pgps to generate the ith message and then commits to the message. Along with the final
message, P., sends the opening to the commitment. The verifier V., checks the correctness of the

commitments and runs Vs, on the commitment openings.

Special-sound Protocol Il for R as a cm transform of ITps = (Psps, Vips)

Prover Pcm(ck, pi,w) Verifier Vcm(ck, pi)

m; < PSPS(pi7 w, [mj7 71]};;11)

C; < Commit(ck, my;) Ci

i ri s
Repeat k — 1 time Repeat k — 1 time
C + Commit(ck, mg) Cr

Opening [m;]F_,

Commit(ck, m;) = C,Vi € (k]

Vaps (pi, [my]iy, [ri] 1)) = 0

Lemma 5.2 (Il is (a1, ..., a,)-special-sound). Let Ilgps be an (ai,...,a,)-out-of-N special-sound
protocol for relation R, where the prover messages are all in a set M. Let (Setup, Commit) be a
binding commitment scheme for messages in M. For ck + Setup.,(1*) let Rem = (pi;w,m €
M,m' e M) : (pi;w) € RV (Commit(ck, m) = Commit(ck,m’) Am # m’'). Then Ilem = cm[Ilsps] is

an (a1, ...,a,)-out-of-N special-sound protocol for RE,.

Proof. Let Extsps be the extractor for Ilgps. We will construct Extem for Iy, that computes a witness
for Rem, 1.€., a witness for R or a collision for cm given an (aq, ..., a,)-transcript tree for Il.y,. The
extractor Exten, first checks whether there exist two transcripts that have inconsistent final messages.
That is, the final message opening is different for the nodes in the intersection of the root-to-leaf paths
of these two transcripts. This means we have m; and m/, such that Commit(m;) = Commit(m}) and
m; # m}. This is a break for cm, i.e., a valid witness for R¢m. Otherwise Exten builds a transcript
tree for Ilsps by replacing all commitments with the openings and use Extsps to compute w € R(pi),
such that (w, L, 1) € Rem(pi). O
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5.3.3 Fiat-Shamir transform

Let pnark be a random oracle. Let Il., be the commit-and-open protocol for the special-sound
protocol Hgps = (Psps, Vsps). The Fiat-Shamir Transform FS[IIcm] of the protocol ey is the following.
By Lemma 5.1, FS[II.] is knowledge sound if Il is special-sound.

Fiat-Shamir Transform FS of Special-sound Protocol II for relation RE,: FS[[cm]

Prover PURE (ck, pi, w) Verifier VWK (ck, pi)
r0 < PNARK (Pi)

Fori e [k—1]:

m; « Paps(pi, w, [m;,75]527)

C; + Commit(ck, m;)

i < PNARK (Ti—1, C5)

my, < Peps(pi, w, [my, 75]521)

C < Commit(ck, m;) T = [Ci]::c=1

k
oW = [m;li—

ro < PNARK(T)
i 4= pnark (1i—1, C3)Vi € [k — 1]
Commit(ck, m;) = C;Vi € [k]

. — ?
Vips (pi, .22, m.w, [r3]51) = 0°

5.3.4 Accumulation Scheme for Vyark

Let pacc and pnark be two random oracles, and let Vyark be the verifier of FS[II,] in Section 5.3.3,
whose underlying special-sound protocol is Isgps = (Psps, Vsps) for a relation R. We describe the

accumulation scheme for Vyagrk-

The accumulated predicate. The predicate to be accumulated is the “relaxed” verifier check of
the NARK scheme FS|[II.,] for relation R. Namely, given public input pi € M random challenges
[ri]i=! € F*=1, a NARK proof

mr =[Gy, mow = [my]iy

where [C;]F_, € C* are commitments and [m;]¥_; are prover messages in the special-sound protocol

I, and a slack variable p, the predicate checks that (i) r; = pnark(ri—1,C;) for all ¢ € [k — 1]
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(where r¢ := pnark(pi)), (i) Commit(ck,m;) = C; for all i € [k], and (iii)

d

. . Zi Ve, _
Vaps (Pl ., mow, [l 2 ) o= Y p®7 - £ (i mow, [r]io)) = e
7=0

where e = 0 and i = 1 for the NARK verifier Vyark. Here fjv *** is a degree-j homogeneous algebraic
map that outputs £ field elements. Degree-j homogeneity says that each monomial term of ijs"s has

degree exactly j.

Remark 5.3.1. Without loss of generality, we assume that the public input pi is of constant size,

as otherwise, we can set it as the hash of the original public input.

Accumulator. The accumulator has the following format:
e Accumulator instance acc.x = {pi, [Ci]%_,, [ri]*2}, E, u}, where pi € M is the accumulated
public input, [C;]%_, € C* are the accumulated commitments, [r;]*=! € F¥~! are the accumu-
lated challenges, E € C is the accumulated commitment to the error terms, and u € F is a

slack variable.

o Accumulator witness acc.w := {[m;]¥_, }, where [m;]¥_; are the accumulated prover messages.

Accumulation prover. On input commitment key ck (which can be hardwired in the prover’s

algorithm), accumulator acc, an instance-proof pair (pi, 7) where

acc = (acc.x = {pilv [Cz{]f:h [r;]f:_117 E, /J'}’ ace.w = {[m”le}) )

. k k
mi= (rx = [Cilin, mow = [myi,),
the accumulation prover P .. works as in Figure 5.3.

Accumulation verifier. On input public input pi, NARK proof instance 7.z, accumulator in-

stance acc.z, accumulation proof pf, and the updated accumulator instance acc’.z := {pi”, [C/]%_,, [r/]E_,, E', '},

the accumulation verifier V, .. works as in Figure 5.4.
Decider. On input the commitment key ck (which can be hardwired) and an accumulator
_ I k k—1 _ k
ace = (acc.x = {pi, [Cili—y, [rilizy, B, p}yacew = {[mi]i,})

the decider does the checks described in Figure 5.5.

Remark 5.3.2. The accumulation scheme for Vnark s also naturally a folding scheme as defined

in Nova [KST22], where we can view an accumulator as a relaxed NP instance with error terms.
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Pace:PNARK (ck acc, (pi, 7))
1. r; + pnark(ri—1, C;)Vi € [k — 1] where 1o := pnark (pi)-
2. Compute [e;]9Z} € (F*)4~!, such that

(X + ) - £ (X pi 4 pi’, [X - my + mi)E, [X -+ )i

<.
a |l M&
o

= ,ud_jf]\'/sps(pil7 [mfi]?:l’[ k 1) + X VNARK(pI [ml i=1> TZ 1= 1 + Ze]X]
0

d—1
=e+ Zerj
j=1

3. E; < Commit(ck,e;)Vj € [d — 1]
a < pacc(acc.x, pi, w.x, [E]];i;ll) eF

5. Set vectors
= (17 pia [ri]fz_lla [Ci]i;l’ [mt]f=1) ’ V, = (U? pi/v [r;]fz_ll’ [Cz{w:lv [m;]5€=1) .

v = (i Pi"7[ "]f_fa [CYizy, [mf i) < a- v+ V.
E’eE+Z Lol B
Set acc’.x —{pl” [CIE_ [Pk B W'Y, acc o w o= {[mY]F_ ).

K3
Set accumulation proof pf := [E;]7;

<.
Il

L

.“390.\1.@

Figure 5.3: Accumulation Prover for low-degree Fiat-Shamired NARKSs

Vgééc pNARK(pivﬂ'z = [Ci]i‘c:la acc.r = (pi/a [Cz{]f:lv [ ]z 1 7E :u) f [E ]? 117 acc/ SC)
1. 7; < pnark(Ti—1, C;)Vi € [k — 1] where ro := pnark(pi)-
2. a4 pacc(acc.x, pi, .z, pf)
3. Set vectors

V= (1a pi, [Ti]f;llv [Cl]le) , v i=acc.x. (/~L7 pi’, [r } [Cz,]z 1) .

4. Check acc’.x. (p/,pi", [r/F=1, [CV]E)) Za-v+v.

3

5. Check acc’.z.E' = acc.a.E + 25;11 ol - Ej.

Figure 5.4: Accumulation Verifier for low-degree Fiat-Shamired NARKSs
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Dace(ace = (acc.x = {pi, [Ci]}_y, [ri]i=)!, B, n}, acew = {[mi]f,}))
1. C; = Commit(ck, m;) for all i € [k].
2. e+ Z?:o =i fj\./s”s( pi, [my]F_, [r:])"=}) where fj\./s"s is the degree-j homogeneous algebraic
map described in the accumulated predicate.
3. B Commit(ck, e).

Figure 5.5: Accumulation Decider for low-degree Fiat-Shamired NARKs

A NARK proof 7 is an accumulator with p = 1 and E = 0 € G. We can use the same accu-
mulation scheme to fold two accumulators (acc,acc’) into a new accumulator acc”. The scheme
is identical to the one presented above but with non-trivial u,e, E terms for acc. The verifier per-
forms one additional group scalar multiplication. In the language of folding schemes, we can fold
two NARK instances into an accumulator; or fold a NARK instance and an accumulator into an

updated accumulator; or fold two accumulators into an updated accumulator.

Complexity. Let Il be a (2k—1)-move special-sound protocol with the verifier checking ¢ degree-
d equations. Denote by |M| the number of elements in prover messages and |M*| the number of
non-zero elements in the prover messages. Assume that pi is a hash with length 1 (this saves the
call ro := pnar(pi)), and let |R| be the number of elements in verifier’s challenges. We analyze the
computational complexity of the accumulation scheme:
e The accumulation prover
— asks k — 1 queries to pnark and 1 query to pacc;
— computes E; = Commit(ck, e;) for all j € [d — 1], where e; € F;
— performs |R| 4 |M*| 4+ 2 F-ops to combine (u, pi, [r;]¥ =}, [m;]5_,);
— performs k G-ops to combine [C;]%_;;
— computes the coefficients of ¢ degree-d polynomials for [ej}‘j;ll.
e The accumulation verifier performs
— asks k — 1 constant size queries to pyark and 1 d-sized query to pacc;
— |R| 4 2 F-ops to combine (y, pi, [r;]¥=});
— k G-ops to combine [C;]F_;;
— d—1 G-ops to add [Ej]?;ll onto E.
o The decider

— computes C; = Commit(ck, m;) for i € [k] and E = Commit(ck, e), with total complexity
around | M|+ ¢ G-ops.
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— evaluate ¢ degree-d multivariate polynomials to compute vector e.

Theorem 5.2. Let (Pnark, Vnark) be the RO-NARK defined in Section 5.3.3. Let cm = (Setup, Commit)
be a binding, homomorphic commitment scheme. Let pacc be another random oracle. The accumu-
lation scheme (Pacc, Vace, Dace) for Vnark satisfies perfect completeness and has knowledge error
(Q+ 1)% + negl(A) as defined in Definition 5.8, against any randomized polynomial-time Q-query
adversary.

Proof.

Completeness. Consider any tuple ((pi,7),acc) € Racc, that is, Vnark(pi,7) and D(acc) both
accept. Let (acc’, pf) denote the output of the accumulation prover P,.(ck, acc, (pi,7)). We argue
that both the decider D(acc’) and the accumulation verifier V,e(pi, 7.z, acc.z, pf, acc’.z) will accept,
which finishes the proof of perfect completeness by Definition 5.8.

Vace accepts as Py and Vi, go through the same process of computing challenges [ri]fz_ll and
«, thus the linear combinations of acc.x and (pi, 7.x; pf, [ri]fz_ll) via a will be consistent.

We prove that D(acc’) accepts by scrutinizing the following decider checks.

The check acc’.C; = Commit(ck, acc’.m;) succeeds for all 4 € [k]. This is because
acc’ {C;,m;} = acc.{C;,m;} + a - 7.{C;, m;}

for all ¢ € [k], where 7.C; = Commit(ck, 7.m;) because Vnark (pi, 7) accepts, and acc.C; = Commit(ck, acc.m;)
because D(acc) accepts. Thus the check succeeds by the homomorphism of the commitment scheme.

The decider computes €' «+ Zj olacc’. u)d_jf\-/s‘“(acc’.{pi [m;]%_, [r]*2 1Y) such that for e =
Zj:o acc.pu =9 . f; Yo (ace.{pi, [my]¥_; . [ri]*=}'}), it holds that

d—1
e’:e-i-Zaj-pf.ej
j=1
4 V.
Z a + acc.p)? fj (- {pi, . [mzw 17[7“1} 1}+acc {pi, [mzw 17[7‘1}5‘ 11 )
7=0

By the definition of pf.e; and the homomorphism of the commitment scheme, and because D(acc)

accepts and checks E = Commit(ck, e), we have that £ = Commit(ck, e’).

Knowledge-Soundness. We show that the scheme has knowledge-soundness by showing that
there exists an underlying (d+1)-special-sound protocol and then applying the Fiat-Shamir transform
to show that the accumulation scheme is knowledge sound. Consider the public-coin interactive
protocol II; = (P (pi, m,acc), Vi(pi, 7.z, acc.xz)) where P; sends pf = [Ej];l;% € G4 1 as computed

by Pacc to Vi. The verifier sends a random challenge o € F, and the prover Py responds with acc’
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as computed by Pacc. V5 accepts if Daec(acc’) = 0 and Ve (pi, 7.z, acc.x, pf,acc’.z) = 0 using the

random challenge «, instead of a Fiat-shamir challenge.

Claim 1: II; is (d + 1)-special-sound Counsider the relation Racc where Racc is defined in

Definition 5.8. Consider d + 1 accepting transcripts for II; :

{Ti := (pi,m.x,acc.w; acc), pf, )} .
We construct an extractor Ext,e. that extracts a witness for Racc(pi.m.2z,acc.z) given T.
For all i € [d + 1],

(acet) = (uf, pig, [CF )51, [rig )51, B (my ]5s)

d—1
]j 1
Given that the transcripts are accepting, i.e. both V,ec and D, accept, we have that Commit(ck, e}) =

E! *accEJrZJ 1a]E for all i € [d + 1], whereas

and pf, = pf = [F

d
d—
= > R e Il Y i) -

7=0

Using a Vandermonde matrix of the challenges a1,...,aq we can compute e, [ej}dil such that

j=1

E;, = Commit(ck ej) and acc.FF = Commit(ck, e) from the equations above. Thereforé we have that
4 —e—i—Z] Lade; foralli e [d+1].

Additionally using two challenges (a1, @), Extace can compute m.w = [my]¥_, = [%]?Zl
It holds that accm; = acc’.m; ; — a; - m.m;Vj € [k], such that 7.C; = Commit(ck,7.m;) and
acc.C; = Commit(ck, acc.m;). If for any other challenge and any j, acc’.m; # am.m; +acc.m;, then
this can be used to compute a break of the commitment scheme cm. This happens with negligible
probability by assumption.

Otherwise, we have that 3, uf_jfj (75, [y 1%, [ri )52 ) —e; = 0 for all i € [d+1]. Together

this implies that the degree d polynomial

d
p(X) = Z (X +acc.p)?7 - fvs'“(X pi 4 acc.pi, [X - m; + accmy]®_,, [X -7 4 ace.r| P
7=0
d—1
—e— > eX/, (5.2)

j=1

is zero on d+ 1 points (a1, ..., @q+1), i.e. is zero everywhere. The constant term of this polynomial
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is

d
Z acc.u®7 . f;/sps(acc.pi, [accm;]¥_ | [accrf o)) —e.
7=0

It being 0 implies that D(acc) = 0. Additionally, the degree d term of the polynomial is

d
S i, frm]ly i)

Jj=0

Together with V,c checking that the challenges r; are computed correctly this implies that Vyark (pi, 7) =
0. Ext thus outputs a valid witness (7.w,acc.w) € Racc(pi, 7.z, acc.x) and thus Iy is (d+ 1)-special-
sound. Using Lemma 5.1, we have that IT 45 = FS[II;] is a NARK for R, with knowledge soundness
(Q+1)- % +negl(A). This implies that acc is an accumulation scheme with ((Q+1)- % +negl(\))-
knowledge soundness. O

5.3.5 Compressing verification checks for high-degree verifiers

Observe that the accumulation prover needs to perform Q(d¢) group operations to commit to the d—1
error vectors e; € F¢ (1 < j < d); and the accumulation verifier needs to check the combination
of d error vector commitments. This can be a bottleneck when the verifier degree d is high. In
this circumstance, we can optimize the accumulation complexity by transforming the underlying
special-sound protocol Il into a new special-sound protocol CV[Igs] for the same relation R. This
optimization compresses the ¢ degree-d equations checked by the verifier into a single degree-(d + 2)
equation using a random linear combination, with the tradeoff of additionally checking 2v/¢ degree-2

equations. We describe the generic transformation below.

Compressing verification checks. W.l.o.g. assume ¢ is a perfect square, then we can transform
I, into a special-sound protocol CV[Ilg,s] where the Vs reduces from ¢ degree-d checks to 1 degree-
(d + 2) check and additionally 21/0 degree-2 checks. Instead of checking the output of Vsps to be
{ zeroes, we take a random linear combination of the ¢ verification equations using powers of a
challenge 8. For example, if the map is Veps(x1, 22) 1= (f1(x1, 22), f2(z1,22)) = (1 + 22, T122) We
can set the new algebraic map as Vi, (21,22, 8) := fi(z1,22) + B - fa(z1,22) = (z1 + 22) + fr122
for a random (. Doing this naively reduces the output length to 1 but also requires the verifier to
compute the appropriate powers of 8. This would increase the degree by £, an undesirable tradeoff.
To mitigate this, we can have the prover precompute powers of 3, i.e. 3,32, ..., 3% and send them
to the verifier. The verifier then only needs to check consistency between the powers of 3, which can
be done using a degree 2 check, e.g. 8! = 8% . 8 and the degree d verification equation increases
in degree by 1. This mitigates the degree increase but requires the prover to send another message
of length ¢. To achieve a more optimal tradeoff, we write each i = j + k - V/Z for j, k € 1, \/Z] The
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Transformed Protocol CV[Ilsps] = (Psps, Veys) for relation R

Prover Py (pi,w) Verifier Vi, (pi)
m; < Pys(pi, w, [my, 7;]521) i

Ti ri <s$F
Repeat k£ — 1 time Repeat k£ — 1 time

Message my

B B<+sTF

[Bi 5i]¢\/:zf1 my41 = [5i75§]£f1

8« 7Y Vi (pi, [my )22, (]2, 8)) £ 0
Biv1=Bi - BYi € [1,VE—2]
Biy1 = Bi-BiVi € [1,VE 2]
Bi=8,81=8y. B

Figure 5.6: Compressed verification of Ilps.

prover then sends v/ powers of 8 and v/ — 1 powers of 6\/2. From these, each power of 3 from 1 to
¢ can be recomputed using just one multiplication. This results in the prover sending an additional
message of length 2v/7, the original ¢ verification checks being transformed into a single degree d + 2
check and additionally 21/ degree 2 checks for the consistency of the powers of £.

We describe the transformed protocol in Figure 5.6, where

Vi-1+/i-1
Vs (i, [mi]i2 (7]} = > D BB Ve jva(Pis iy, [
=0 7=0
-1
W *Veps, i (P, [ mz]f 1a[7"z]f 11)
7=0

and Veps ;(pi, [my]¥_,, [ri]F21) is the (j41)-th (0 < j < £) equation checked by Vyps. The transformed
protocol is a (2k 4 1)-move special-sound protocol for the same relation R. The transformed verifier

now checks 1 degree-(d + 2) equation and additionally 2v/¢ degree-2 equations.

Lemma 5.3. Let Il be a (2k—1)-move protocol for relation R with (a1, ..., ax—1)-special-soundness,
in which the verifier outputs £ elements. The transformed protocol CV[Igps] of Isps s (a1, . . ., ak—1, £)-

special-sound.
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Proof. Let Extgps be the extractor for Ilg,s. We construct a extractor Extcy of CV[IIgps] for the same
relation R. Given an (a1, ...,,ax—1,¥)-tree T of accepting transcripts, Extcy invokes Extgps on input
the depth-(k — 1) transcript subtree of 7, and return what Extsps outputs.

We prove that the extractor succeeds. For each internal node u at depth k£ — 1, it has ¢ children

where each child maps to a distinct value of 8 € F. Fix the messages msg = (pi, [my]5_,, [r;]"=}) at

node u and let Vgps := (Vsps 1, - - -, Veps,e) be the verifier of Ilgps. Define the degree ¢ — 1 univariate
polynomial
-1
p(X) = ZXJ Cj
§=0

where ¢; 1= Vgps j(msg) € F is Vs ;'s output on message msg. Since the transcripts are accepting,
it holds that p evaluates to zero on the ¢ different values of 5 that correspond to the £ children of
node u. Thus the univariate polynomial p is a zero polynomial, which implies that Vgps outputs zero
vector on message msg. Therefore for every node u at depth k — 1, the sub-transcript from root to
node u is an accepting transcript to Ilg,s. Therefore the input to Extgs is a valid (a1, ..., , ax—1)-tree

of accepting transcripts, and Extsps will output the correct witness. O

High-low degree accumulation. After the transformation, the error vectors e; (1 < j <d+1)
become single field elements, and we can use the trivial commitment E; := Commit(ck, e;) := e;
without group operations. Additionally, we can use a separate error vector € € F2V7 to keep
track of the error terms for the 2v/¢ degree-2 checks, and set E’ := Commit(ck,e’) € G to be the
corresponding error commitment. The accumulation prover only needs to perform O(\/Z) additional
group operations to commit my1 and €', and compute the coefficients of a degree-(d+2) univariate
polynomial, which is described as the sum of O(¢) polynomials. The accumulator instance needs to
include one more challenge § and two commitments (for mg,; and €’). The accumulator verifier
needs to do only k + 2 (rather than k + d — 1) group scalar multiplications, with the tradeoff of 1
more hash and O(d) more field operations. This high-low degree accumulation is described in detail

in Appendix 5.7.

Theorem 5.3 (IVC for high-degree special-sound protocols). Let F be a finite field, such that
|F| > 2* and cm = (Setup, Commit) be a binding homomorphic commitment scheme for vectors in .
Let Tgps = (Psps, Vsps) be a special-sound protocol for an NP-complete relation Ryp with the following

properties:
o It’s (2k — 1) move.

o It’s (ay,...,ax—1)-out-of-|F| special-sound. Such that the knowledge error k = 1 — Hf;ll(l -
24 = negl()

e The inputs are in Fln
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e The verifier is degree d = poly(\) with output in F*

Then, under the Fiat-Shamir heuristic for a cryptographic hash function H(Definition 5.9), there
ezist two IVC schemes IVC = (P, Vive) and IVCcyv = (Pev,ive, Vev,ive) with predicates expressed

in Rnp with the following efficiencies:

| No CV | v
. Y mi+d-1G | S Imi|+O0(VI)G
Pivc native
Pops + L(Vps; d) Pops + L' (Veps, d + 2)
k+4+d—1G k+2G
Pivc recursive k+ ¢, F k+Ytn+d+1F
(k+d+O(1))H + 1H;, (k+d+ O(1))H + 1H;,
Ve 043 milG O(VO) + i, |mi[G
Veps O(€) 4 Vips
k+ 6, F k+ lin + 1F
Imvel : k+1G k+2G
i ml Yy [mi| + O(Ve)

The first row displays the native operations of the INVC prover. The second row describes the size of
the recursive statement expressed as an instance of Rnp for which Py creates a proof. The third
row s the computation of Viyc, and the last row is the size of the proof.

In the table, |m;| denotes the prover message length; |m}| is the number of non-zero elements in
m;; G for rows 1-3 is the total length of the messages committed using Commit. F are field operations.
H are calls to the random oracle and H;, are the hash to the public input and accumulator instance.
Psps (and Vsps) is the cost of running the prover (and the algebraic verifier) of the special-sound

protocol, respectively. L(Veps, d) is the cost of computing the coefficients of the degree d polynomial
d

=3 (a4 X [ (e + X ). (5.3)
7=0

and L' (Vsps, d + 2) s the cost of computing the coefficients of the degree d + 2 polynomial

VE—1+1i-1 d

—7 Vips
ZO bZ% (X - m.Bq +acc.Bq)(X - .0; + acc. Bb)zo(quX)d j~fj’;+b\/z(acc+X~7r), (5.4)
a J=

where all mputs are linear functions in a formal variable X*, and f 7 4s the ith (0 < i <€ —1)
component of fj **’s output. For the proof size, G and F are the number of commitments and field

elements, respectively.

4For example if fg = H ", (a;+b;-X) then a naive algorithm takes O(d?) time but using FFTs it can be computed
in time O(dlog? d)[Che+22].
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Proof. The construction first defines the two NARKSs

IInark = (Pnarks Vark) = FS[em{TLgy)]

and
IInark,cv = (PnARk, Vnark) = FS[em[CV [TLg]] -

Then we construct the accumulation scheme (Pacc, Vace) = acc[lInark] using the accumulation scheme
from Section 5.3.4 and (PaccHL Vace,HL) = acch [IInark,cv] using the accumulation scheme from Sec-
tion 5.7. Then we apply the transformation from Theorem 5.1 to construct the IVC schemes IVC
and IVCey.
Security: By Lemmas 5.1,5.2, we have that IIyark has (Q+1)-[1 —Hi:ll( - \%I)] knowledge error
for relation REN for a polynomial-time Q-query RO-adversary. Witnesses for REN are either a
witness for Ryp or a break of the binding property of cm. Assuming that cm is a binding commitment
scheme, the probability that a polynomial time adversary and a polynomial time extractor can
compute such a break is negl(\). Thus IIyark has knowledge error k = (Q + 1) - [1 — Hf:_ll(l -
ﬁ?ﬂ +negl(A) for Ryp. Analogously and using Lemma 5.3, IIyark,cv has knowledge soundness with
knowledge error ' = (Q+1)- [1—(1— ‘fﬁ) Hi:ll(l - \%I)] + negl(A) for Ryp. By assumption, x and
k' are negligible in A. Using Theorem 5.2 and Corollary 5.5 we can construct accumulation schemes
acc and acccy for Inark and Inark,cv, respectively. The accumulation schemes have negligible
knowledge error as d = poly(\). Under the Fiat-Shamir heuristic for H we can turn the NARKSs and
the accumulation schemes into secure schemes in the standard model.

By Theorem 5.1, this yields IVC and IVCcy, secure IVC schemes with predicates expressed in
Rnp-

Efficiency: We first analyze the efficiency for IVC. The IVC-prover runs Pg,s to compute all
prover messages. It also commits to all the Pgps messages using cm. Finally, it needs to compute
all error terms eq,...,eq—1 and commit to them. The error terms are computed by symbolically
evaluating the polynomial e(X) in Equation 5.4 with linear functions as inputs. The recursive circuit
combines a new proof 7.z with an accumulator acc.x. The size of the accumulator instance is £,
field elements for the input, k£ — 1 field elements for the interactive-proof challenges, 1 field element
for the accumulator challenge, and & commitments for the Pg,s messages and d — 1 commitments for
the error terms. The IVC verifier checks the correctness of the commitments and runs Vps.

For IVCcy, the prover needs to additionally commit to a message my; with length O(\/Z); the
number of error terms also increases from d — 1 to d 4+ 1. Fortunately, the error terms are only one
element in F, so we can use the identity function as the trivial commitment scheme. Thus, there is
no cost for committing to the d 4+ 1 error terms when using CV. However, there is another separate
error term e’ € F2V7 for the additional O(\/Z) degree-2 checks, thus the prover needs to commit to
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E’ = Commit(e’). The size of the accumulator instance is ¢, field elements for the input, & field
elements for the interactive-proof challenges, 1 field element for the accumulator challenge, k + 1
commitments for the prover messages, d + 1 field elements for the error terms of the high-degree

checks, and 1 commitment for the additional error term e’. O

Remark 5.3.3. For simplicity, we assume that the public input, the prover messages, and the verifier
challenges are all in the same field F. This isn’t strictly necessary; for example, the challenges could
be drawn from a subset of F. More generally, we can also allow prover messages to be group elements

in G given a homomorphic commitment scheme to group elements(e.g. [Abe+10]).

5.4 Special-sound subprotocols for ProtoStar

In this section, we present special-sound protocols for permutation, high-degree gate, circuit se-
lection and lookup relations, which are the building blocks for the (non-uniform) Plonkish circuit-
satisfiability relations. We can build accumulation schemes for (and thus IVCs from) these special-

sound protocols via the framework presented in Section 5.3.

5.4.1 Permutation relation

Definition 5.10. Let o : [n] — [n] be a permutation, the relation R, is the set of tuples w € F”
such that w; = Wy ;) for all i € [n].

Special-sound protocol II, for permutation relation R,

Prover P(o,w € F") Verifier V(o)

Check w; — Wy = 0Vi € [n]

Complexity. II, is a 1-move protocol (i.e. k = 1); the degree of the verifier is 1.

5.4.2 High-degree custom gate relation

Definition 5.11. Given configuration Caarg = (n,c,d,[s; € F",G;]™,) where n is the number
of gates, c¢ is the arity per gate, d is the gate degree, [s;|/", are the selector vectors, and [G;|!,
are the gate formulas, the relation Rgarg is the set of tuples w € F such that ET:1 Sji

Gi(Wi, Wign, .. s Wit(c—1)n) = 0 for all i € [n].
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Special-sound protocol IlgaTg for relation RoaTr
Prover P(Cgare,w € F") Verifier V(Cgark)
w
Z i - G (Wi, Witn, ..oy Wiy (c—1)om)
Jj=1
< 0Vi € [n]

Complexity. IlgaTg is a 1-move protocol (i.e. k = 1) with verifier degree d.

5.4.3 Lookup relation

Definition 5.12. Given configuration Cprx := (T,{,t) where € is the number of lookups and t € FT
is the lookup table, the relation Riookup is the set of tuples w € F¢ such that w; € t for alli € [4).

We recall a useful lemma for lookup relation from [Hab22b], and present a special-sound protocol

for the lookup relation.

Lemma 5.4 (Lemma 5 of [Hab22b]). Let F be a field of characteristic p > max(¢,T). Given two

sequences of field elements [w;)f_, and [t;]_,, we have {w;} C {t;} as sets (with multiples of values

removed) if and only if there exists a sequence [my]L_; of field elements such that

YA 1 T .
;X'f‘wi_;an-ti' (5.5)
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Special-sound protocol Ik for Ryookup

Prover P(Cok,w € IFZ) Verifier V(CLk)
Compute m € F” such that
¢
m; == Z 1(w; = t:)Vi € [T w, m
j=1
T r<sF

Compute h € FZ, gc FT

Wi+ 7

m;
= — Ve [T h,g
g = el

L R T
ShiYe
i=1 =1
h; - (W»L -|-’I“) I) 1Vi € [ﬂ

g - (ti =+ T’) ; m;Vi € [T]

Achieving perfect completeness. Note that the protocol does not have perfect completeness.
If there exists an w; or t; such that w; +7 = 0 t; +r = 0 then the prover message is undefined.
We can achieve perfect completeness by having the verifier set h; = 0 or g; = 0 in this case and

changing the verification equations to
(wi+7r)-(h;-(w;+7r)—1)=0

and
(ti+7)- (g (t;+r)—m;) =0.

_1

These checks ensure that either h; = wirr

or w; +r = 0. The checks increase the verifier degree to
3. Without these checks, the protocol has a negligible completeness error of Z‘JﬁTlT. This completeness
error can likely be ignored in practice, and these checks do not need to be implemented. However,
to achieve the full definition of PCD (which has perfect completeness) and use Theorem 5.1 by

[Biin+21a], we require that all protocols have perfect completeness.

Complexity. Il is a 3-move protocol (i.e. k = 2); the degree of the verifier is 2; the number of

non-zero elements in the prover message is at most 4/.
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Accumulation with O(¢) prover complexity. The prover complexity of Ik is due to the
sparseness of g € F7 and m € F”. However, there is no guarantee that when building an accumu-
lation scheme for Iy i, the accumulated acc.g and acc.m are sparse. This is an issue, as the prover
needs to compute the error term e;. If we expand the accumulation procedures, we see that the

three verification checks lead to three components of the error term e;:

‘ T 0 T
e(ll) = (Z acc.h; — Zacc.gi> + w (Z m.h; — Zﬂ~gi> €F
i=1 i=1 i=1 i=1

e§2) = accho (m.w + mr-1%) + m.ho (accw + acc.r - 1°) — 2p - 1° € F
e§3) =accgo (t+mr-1T)+mgo (u-t+accr -17) — - 7.m —accm € T,
We examine all three components below.

For eg), we see that (Zle m.h; — Z?Zl m.g;) = 0 by the assumption that 7 is valid, and
(3¢ acch; — Y1 acc.gi) = acc.e® /acc.uu (where acc.eV) is the first component of the error
vector for acc). Thus egl) = acc.e!) Jacc.u. We observe that since in TVC the accumulator acc.e(!)
is initiated with 0, this implies that for all iterations egl) =0.

For e§2), it is computed from terms of size ¢, so can be computed in time O(¥).

For ef”), note that acc.u, acc.r and 7.7 are all scalars. Also note that the accumulation prover only
needs to compute the commitment E; = Commit(ck,e;) = Commit(ck,egl)) + Commit(ck,O||e§2)) +
Commit(ck, OE+1He§3)), not the actual vector e;. We will compute E£3) = Commit(ck,egg)) homo-
morphically from the commitments below (dropping the zero padding for readability):

1. G = Commit(ck, 7.g),

G’ = Commit(ck, acc.g),

M = Commit(ck, 7m.m),

M’ = Commit(ck, acc.m),
GT = Commit(ck, m.got),

6. GT' = Commit(ck,acc.g o t).

Given these commitments, we can compute

Al o

E%B) =GT' +mr-G +accpu-GT +accr -G —acc.p- M — M’ .

This reduces the problem to the problem of efficiently computing and updating the commitments.
G, M and GT are all commitments to ¢-sparse vectors, thus can be efficiently computed. The prover
can cache the commitments G’, M’, and GT' and efficiently update them during accumulation. That
is G« G'"+aG, M" < M' 4+ aM and GT" < GT' + aGT. Additionally, we need to update
the accumulation witnesses: acc’.m < acc.m + am.m and acc’.g < acc.g + aw.g. Again because

7.8, m.m are sparse this can be done in time O(¢) independent of T' = |t|.
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When Il k is used in composition with another special-sound protocol with a higher degree d,
the accumulation is made homogeneous using a (X + p)?2 factor when computing the error terms.
The contribution to the error terms e; (1 < ¢ < d — 1) is still a linear function in acc.g, acc.m and

acc.g o t, and thus can be computed homomorphically from commitments to these values.

Special-soundness. We prove special-soundness for the perfect complete version of Iljk, the

proof for Ik is almost identical (but even simpler).
Lemma 5.5. The perfect complete version of Uk is 2(¢ 4+ T')-special-sound.

Proof. We construct an extractor Ext that outputs w. To show that the witness is valid, we look at
the 2(¢ 4 T) transcripts that all have w, m as the first message but different (r), h() € F¢ gl ¢
FT) as the second message. Note that by the pigeonhole principle, there must exist a subset of
S C [2(¢ + T)] transcripts such that |S| = ¢+ T and w; +rU) # 0 for all i € [(] and j € S,
and t; + () # 0 for all i € [T] and j € S. For these transcripts, we have that h; = m and
g = tfw Define the degree £ + T — 1 polynomial

¢ T ¢ ) T
p(X) = H(X—FW’“).H(X—’_tj)' <ZX+W _ZX+zt,> :
k=1 Jj=1 i=1 =1 g

L 1 _ T m;
i=1 X+w; 1=1 X+t;

RLookup. Since we have £+ T points ) at which p(rj) = 0 we get that p = 0 and thus that the

If p(X) is the zero polynomial then and by Lemma 5.4 (CLk;w) €

extracted witness w is valid. O

5.4.4 Vector-valued lookup

In some applications (e.g., simulating bit operations in circuits), we need to support lookup for a
vector, i.e., each table value is a vector of field elements. In this section, we adapt the scheme in

Section 5.4.3 to support vector lookups.

Definition 5.13. Consider configuration Cyrk := (T,€,v € N, t) where £ is the number of lookups,
and t € (FV)T is a lookup table in which the ith (1 <1i <T) entry is

ti = (ti,la . 7ti,v) cFv.
A sequence of vectors w € (FV)* is in relation Ryrx if and only if for alli € [€],

Ww; = (Wi,la e 7Wi,v) et.
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As noted in Section 3.4 of [Hab22b], we can extend Lemma 5.4 and replace Equation 5.5 with

5.6
Z X +w (Y Z X+ t (5.6)
where the polynomials are defined as
= Zwm . inl y tZ(Y) = Zti’j . inl ,
j=1

which represent the witness vector w; € F¥ and the table vector t; € F¥. We, therefore, can describe

a special-sound protocol for the vector lookup relation as follows.

Special-sound protocol I3 i« for Ryix

Prover P(Cvik,w € (F")") Verifier V(Cvik)
Compute m € F” such that
¢
= Z Vi € [T W, m
B B+«sF
L
r r+skF

Compute [8; = 871,
andheFe,geFT
1

h; .= WVi €[4

£ T
a3
[(Z Wi B;) +r] = 1vi €[4
(O tiy - By) +7] = mivi € [T)

j=1

5¢+1;5i-ﬁvi€[v71],51;1
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Achieving perfect completeness. We can use the same trick in Section 5.4.3 to achieve perfect
completeness for IIY; . Namely, the verifier sets h; = 0 or g; = 0 when w;(8)+r =0or t;(8)+r =0

respectively. The verification equations become

(w,(ﬂh,6v)+r)(hl(wl(ﬁ1,,Bv)—kr)—l):O

and

(ti(ﬁlw"wgv)_'_r) : (gi ' (ti(/817"'7611) +T) _mi) 207

where w; (81, ...,8,) = (25:1 wi ;- B3;) and (B, ..., By) = (25:1 t;; - Bj). The degree of the
verifier is 5. In practice, the negligible completeness error can likely be ignored without implementing
these checks.

Accumulation complexity. Ilypk is a 5-move protocol (i.e. k = 3) with the 2nd prover message
being empty; the degree of the verifier is 3; the number of non-zero elements in the prover message
is at most (v 4+ 3)¢ + v. To ensure that the accumulation procedure only requires O(vf) operations
independent of T', we can apply the same trick as in Section 5.4.3 and compute all error terms from
homomorphic commitments to g and m. This works because the error terms are a linear function
of g and m and scalars. This means the contributions of the not necessarily sparse acc.g,acc.m to

e1, e; can be computed using the commitment homomorphism.

Special-soundness. We prove that the perfect complete version of II{,; i is special-sound.

Lemma 5.6. For anyv € N, the perfect complete version of II%, ;- is [14+(v—1)-(¢+T—1),2(¢+T)]-

special-sound.

Proof. We construct an extractor Ext that outputs w. To show that the witness is valid, we look at
the [14+(v—1)-(+T —1),2(¢{+T)]-tree of accepting transcripts. Note that for each depth-1 internal
node u that fixes the message (w,m, (), it has 2(¢ + T) different choices of challenge r/). By the
pigeonhole principle, there exists at least £ + T challenges r such that ¢;(8) +r # 0 for all ¢ € [T
and w;(8) +r # 0 for all i € [{]. Let h, g be the last prover message in the corresponding leaf node.
Since the transcript is accepting, we have that h; = 1/(w;(8) +r) for all i € [{], g; = m;/(t;(8) +7)
for all i € [T], and 30, h; = Y1, g

Define the bivariate polynomial where the degree of X is £ + T — 1 and the degree of Y is at
most (v—1)-(+T—1),

14 T 14 T
pXY) = J[&X + w(y) - [[X + (7)) - (ZXJFL»(Y)ZXJ:I:(Y))'
k=1 j=1 i=1 g i=1 ¢

For every depth-1 internal node u, we denote by (r, ) the partial transcript for one of the u’s
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children whose challenge r satisfies ¢;(8) +r # 0 for all ¢ € [T] and w;(B) + r # 0 for all i € [¢].
As argued in the previous paragraph, we observe that Zle m -, +1im = 0, hence p
evaluates to zero at point (r, ). Note that there are (v—1)-(¢+7T —1)+1 depth-1 internal nodes (i.e.
(v—1)-(£+T—1)+1 different 8s) and each node has ¢+ T children (i.e. £+ 7T different r) such that p
evaluates to zero at point (r, 8). Hence p is the zero polynomial and Zle m = 23;1 ﬁl(y)
Then by the extension of Lemma 5.4 described in Equation 5.6, we have (CyLk, W) € RyLk and the

extracted witness is valid. O

5.4.5 Circuit selection

We provide a sub-protocol for showing that a vector has a single one-bit (and zeros otherwise) at

the location of a program counter pc. This is later used to select the appropriate circuit.

Definition 5.14. For an integer n the relation Rseject @S the set of tuples (b,pc) € F* x F such that
b; = OVi € [n] \ {pc} and if pc € [n] then b, = 1.

Special-sound protocol Ilgect for circuit selecting relation Reelect

Prover P(b € F",pc € F) Verifier V

b, pc

bi - (pc — 1) Zovie [n]

bi - (b — 1) = 0V € [n]

Complexity and security. Ilsect is a 1-move protocol (i.e. k = 1); the degree of the verifier is
2.

5.5 Special-sound protocols for Plonkup relations

Definition 5.15. Consider configuration Cpionkup = (0, T; 05 ¢,d, [s;, Gi]i%1; L, t) where o : [cn] —
[en] is a permutation, (c,d,[s;, G;]!) are the parameters for the high-degree custom gates, L C [cn]
is the subset of indices for variables that have a lookup gate, t € FT is the lookup table. The relation
RprLonks 15 the set of tuples (pi € Fn w € F) such that

WER,NWE Raare N'WL € Rrookup /\ W[lf,n] =pi.

We present the special-sound protocol for the Plonkup relation Rpronk4 below.
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Special-sound protocol Hpjonkup for relation Rpronk+

Prover P(Cplonkup7 pl, W) Verifier V(Cplonkup7 P')

Compute m € F” such that

m; = Z 1(wj; = t;)Vi € [T] w, m Wi — Wo(s) L ovie [en]
jeL

m
E Sji - Gj(Wiy ..., Witen—n)
=1

< 0vi € [n]

Wi = pi,Vi € [lin]

r r+sF
Compute h € ]F‘LI, geF”
1
wr, +r
m; L] ? T
i = i 3 T h:g h;, = i
gii= Vi€ ll] ; ;g

h; - (wr, +7) = 1Vi € [| L]

gi - (t: +7) = mVie [T]

Complexity. II,ionkup is & 3-move protocol (i.e. k = 2); the degree of the verifier is d; the number

of non-zero elements in the prover message is at most cn + 3|L|.

Completeness and security. We need to add the checks described in Section 5.4.3 to achieve
perfect completeness. This changes the verification degree to max(d, 3). Without these checks, the

protocol still has all but negligible completeness.
Lemma 5.7. I, ionkup is 2(T + | L|)-special-sound.

Proof. The protocol is a parallel composition of II,, [IcaTg and Il ik plus a public input check. In
II, and IIgaTE, the prover simply sends the witness, and the verifier checks it is in the relation.
These protocols are thus trivially 1-special-sound, i.e. perfectly sound. The public input relation
also trivially holds as the verifier checks w; = pi; for all ¢ € [¢;,]. By Lemma 5.5 Ik is 2(T + |L|)-
special-sound. Thus Hpionkup is 2(T + | L|)-special-sound. O
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5.6 Protostar

In this section, we describe PROTOSTAR. PROTOSTAR is built using a special-sound protocol for
capturing non-uniform Plonkup circuit computations. In particular, the relation is checking that one
of the I circuits is satisfied, where the index of the target circuit is determined by a part of the public
input called program counter pc. The non-uniform Plonkup circuit can add arbitrary constraints on
input pc. For example, the list of I circuits can be the opcodes supported by EVM, the program
counter pc can be computed from the pc’ and the register state in the previous step, and the circuit
will further check that opcode[pc] is executed correctly in the current step. For another application,
we can consider the I circuits as the predicates of I smart contracts (or transaction types), a user
can call one of the smart contracts/transaction types by specifying the index pc, and the cost of
proving correct execution is only proportional to the size of an individual smart contract/transaction
type rather than the sum of the sizes of the supported smart contracts/transaction types.

For ease of exposition, we assume that the I circuits have the same

e number of gates n;

e gate arity c;

e maximum gate degree d;

e number of gate types m;

e number of public inputs #,;

e number of lookup gates /.

The scheme naturally extends when different branch circuits have different parameters.

Definition 5.16. Consider configuration Cppikup ‘= (pp =[n,T,c,d,m, b, li]; [Ci]le;t) where the
ith (1 < i < I) branch circuit has configuration C; := (pp, 0y, [8ij, Gi |72y, Li), and t € FT is the
global lookup table. For a public input pi := (pe, pi’) € Fén where pc € [1I] is a program counter, we say
that a instance-witness pair (pi, w € F°") is in the relation Rpikup if and only if (pi, w) € Rpronk+

w.r.t. circuit configuration (Cpe,t).
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Protocol 1_[mplkup = <P(Cmplkup; pi, W)7 V(Cmplkup7 pi = (pc € [I]a pi/))>:
1. P sends V vector b = (0,...,0,b,. = 1,0,...,0) € FL.
2 2
2. V checks that b; - (1 —b;) =0 and b; - (i — pc) =0 for all ¢ € [I].
3. P computes vector m € F? such that m; := >

J€Lpe ]l(Wj = tl)VZ S [T]

4. P sends V vectors w, m.

5. V checks that
Permutation check: Z§:1 bj(Wi — Wo (i) Z0forallie [en)].
Public input check: wl[l..4,] < pi.

Gate check: for all i € [n], it holds that
I
Z bj . GTj(Sj’l[i}, PN ,Sjym[i], Wi,... 7Wi+cn7n) =0
j=1

where GT;(s1,..., Sm, 1, ..., Te) = Yoy 8- Gji(T1,. .., 2c)
6. V samples and sends P random challenge r < F.

7. P computes vectors h € F%, g € F” such that

1 m;
hyi= —— Vie [, o= e (7).
Wi, + T & & ti+r 7]

8. V checks that Zfﬁl h, L Zil g; and

I
S by by (wi )] 210 Vie [,

J=1

We present the special-sound protocol Il pikup for the multi-circuit Plonkup relation.

Remark 5.6.1. By the public input check w[l..4;,] z pi, we guarantee that w[l] = pc, and the circuit
relation can add arbitrary constraints on pc depending on the applications (like the ones described
in Section 5.6).

Complexity. IIpiup is & 3-move protocol (i.e. k = 2); the degree of the verifier is d + 1; the

number of non-zero elements in the prover message is at most cn+ 3£+ 1; the prover message length
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is I 4+ ¢n + 3T. Hence in the resulting accumulation scheme, the accumulation prover complexity is
only O(n+£y) that is independent of the table size, and the accumulator size is O(n+7T 4+ I) that is
independent of the sum of the sizes of the branch circuits. The decider still runs in time O(I - ¢- n)

as it needs to evaluate all circuits at the accumulator.

Special-soundness. We prove the special-soundness property of Ilypikup below.
Lemma 5.8. L0 s 2(T + k) -special-sound.

Proof. The extractor Ext outputs the witness w sent by the prover. Note that if the verifier checks
in step 2 pass, it must be the case that b is a bool vector with a single non-zero element b,..
Also, note that given 2(T + ¢x) accepting transcripts with distinct challenges r, the vector b won’t
change. Therefore the sub-transcript after step 2 is essentially a transcript for a Plonkup special-
sound protocol I jonkup With configuration Cpionkup := (7,1, ¢, d,Cpe,t). By Lemma 5.7, it holds
that I pikup 18 2(7" + lik)-special-sound. O

We will now use Iypiyp and our compiler described in Theorem 5.3 to desigh PROTOSTAR.
Before that, we must address an efficiency issue when combining the high-degree gate and sparse

lookup protocols with the generic transform CV in Section 5.3.5.

Error separation between high-degree checks and low-degree checks. In some scenarios,
the set of equations that a verifier checks can be with heterogeneous degrees. For example, in
Section 5.3.5, the transformed protocol CV[IIsys| has one degree-(d 4 2) checks and O(v/4) degree-2
checks. In this case, we can partition the checks into two sets whereas one with high-degree equations
and the other with low-degree equations. We then assign separate sets of error terms for the two
sets of equations. The first set of error terms can use the trivial identity commitment (as shown in
Section 5.3.5) and thus reduces the number of group operations. The rest of the error term vectors
can be committed using group elements. Since the degree of the second set is low, the number of
error commitments will be a small constant (e.g. 2), thus the number of additional group operations

performed in the recursive circuit will be small. We refer to Section 5.7 for more details.

Efficient accumulation of CV[ILy,pikup]- CV[IIgaTe] reduces the number of degree-d verification
checks in IIgarg from n to 1, with the tradeoff of O(y/n) additional degree-2 checks. In the resulting
accumulation scheme, the error terms for high-degree gates are, thus, only of length 1. This enables
using the trivial identity commitment for these error terms and thus reduces the number of group
operations by the accumulation verifier. Unfortunately, applying CV to mplkup seems to have a
major tradeoff. The number of verification checks is n + € + T + ¢ - n. This requires using a)
CV[mplkup] and b) is not composable with the sparseness optimizations for lookup described in

Sections 5.4.3 and 5.4.4. These optimizations make the prover computation independent of T'.
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Fortunately, a closer look at the verification of mplkup reveals that only n of these verification
checks are of high degree d, namely the checks in IIgarg. The other checks are of degree 2 or lower.
With a slight abuse of notation, we can define CV[ILpikup) as applying the generic transform CV
only to the IIgarr part of Il pikup. This means that there are d+1 cross error vectors (each of length
1) for the degree d+ 2 check in CV[IIgaTr]; and 1 cross error vector of length T'+ 4 + cn + O(y/n)
for the rest checks—mnamely the low-degree checks in Ilypikup and the O(y/n) degree-2 checks in
CV[[IgaTk]. By leveraging the error separation technique described above, we can use the identity
function to commit to the field elements and a vector commitment to commit to the long error term.
We can again leverage homomorphism as described in Section 5.4.3 to make the prover independent
of T.

Corollary 5.4 (PROTOSTAR protocol). Consider the configuration
Cmplkup = (na Ta c, d7 m, gim glk; [Cz]{:lv t)

Given a binding homomorphic commitment scheme cm = (Setup, Commit), and under the Fiat-
Shamir Heuristic (Definition 5.9) for a hash function H, there exists an IVC scheme PROTOSTAR
for Ronpikup Telations with the following efficiencies for m =1 (i.e. each circuit has a single degree-d
gate type), public input length i, = 1: (we omit cost terms that are negligible compared to the dom-

inant parts)

PPROTOSTAR PPROTOSTAR
. . VProroStar TTPROTOSTAR
native recursive
o(|lw| + )G 3G O(c-n+T+ )G
W c'n
e d+2)'i2“F d + 4F ey C—i—Tl:-KIF O(c-n+T + )
(2] n i= 7
* d+O(1)H + 1H;, 1 e

Here |w| < cn is the number of non-zero entries in the witness, Zle C; is the cost of evalu-
ating all circuits on some random input, and L'(C;,d) is the cost of computing the coefficients of
the polynomial e(X) defined in Equation 5.4.° Hi, is the cost of hashing the public input and the

(constant-sized) accumulator instance.

Proof. Let SPS — IVC[II] = IVC[acc[FS[cm[CV/[IT]]]]] be the transformation from a special-sound pro-
tocol to an IVC-scheme described by Theorem 5.3 (including CV). Then given a commitment scheme
cm by that theorem PROTOSTAR = SPS — IVC[IIpikyp] is an IVC scheme for predicates expressed
in Rmplkup- We apply Theorem 5.3 to get the efficiencies in the table above.

5As noted in Theorem 5.3, L/ (C;,d + 2) is bounded by O(ndlog?(d)).
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Security: Since CV[lIgaTg] is only applied to IIgaTe which has perfect soundness, by Lemma 5.8
and Lemma 5.3, the NARK scheme FS[cm[CV[IT]]] for Rumpikup has knowledge soundness with knowl-
edge error (Q + 1) - w + negl(A), where @ is the number of RO queries by the adversary.
Using Theorem 5.2 and Corollary 5.5 we can construct a accumulation scheme for the NARK scheme
FS[cm[CV[IT]]]. The accumulation scheme has negligible knowledge error as d = poly()). Therefore,
under the Fiat-Shamir heuristic and by Theorem 5.1, SPS — IVC[II] is a secure IVC scheme. O

5.7 Accumulation Scheme for high/low degree verifier

We describe a modification for the accumulation scheme in Section 5.3.4 that can be useful if Vg, has
both a single high-degree verification check and multiple low-degree checks. E.g. assume that Vs =
Veps.1]|Veps.2 Where Vips 1 = (pi, [my]%, [ri]¥=1) — Fis degree d and Vepe o : (pi, [my]_,, [ri]5 7)) — F¢
is degree 2.

For simplicity, we assume that V.1 maps to a single field element and that Veps 2 is degree 2,

but this naturally extends to more arbitrary degrees, sizes and more components.

The accumulation scheme accy = (PaccHL; Vace,nr) for FS[V. sps,2] 1s essentially a parallel
composition of the accumulation presented Section 5.3.4 applied to Veps1 and Vs 2. Concretely

there are the following modifications to the scheme from Section 5.3.4:

e The prover computes error terms separately for Vs 1 and Vsps 2. This means there are d — 1

constant size error terms and 1 error term vector of length £.

e The prover uses the identity function to commit to the d error terms and a homomorphic

vector commitment cm = (Setup, Commit) to commit to the single length £ error term.

e The accumulator stores two error terms, one for each verifier. One is a field element e, and

the other is a commitment E to a length ¢ vector.

e The accumulation verifier checks the correct accumulation for each error term separately, thus

performing d — 1 field operations and 1 homomorphic commitment scalar multiplication.

Complexity and security. The scheme has the following complexity:

e The accumulation prover

— asks k£ — 1 queries to pyark With constant-sized inputs and 1 query to p,cc with input size
d+ O(1);

— computes the coefficients of

d
Z p+X)4 Jf SPSI(X pi+acc.pi, [X -m; +accm; ¥ [X -r; +accr;|¥ ) € F[X]
7=0
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and computes e € F*, which are the coefficients of X in the polynomials

2
Z(M + X)Q_jfj\-/sps’2(X -pi + acc.pi, [X - m; 4+ acc.my]¥_ | [X - + acer]f T} € (FIX])
=0

— commits to e using ¢ G ops.
— performs |R|+|M*|+2 F-ops to combine (u, pi, [r;]¥=}, [my]F_,) (where |R| is the number
of challenges and |M*| is the number of non-zero elements in prover messages);
— performs k G-ops to combine [C;]%_;;
— performs 1 G-op to add E = Commit(ck, e) to acc.E.
e The accumulation verifier performs
— asks k — 1 queries to pnark and 1 query to pacc;
— |R| 4 2 F-ops to combine (u, pi, [r;]¥=});
— k G-ops to combine [C;]F_;;
— d — 1 F-ops to add [ej]?;% onto acc.e.
— 1 G-op to add E = Commit(ck, e) to acc.E
e The decider

— computes C; = Commit(ck, m;) for ¢ € [k] and E = Commit(ck, e), with total complexity
around | M|+ ¢ G-ops.

— evaluate [f™']%_, and [f,™?]2_, to verify e and e.

Corollary 5.5 (Hi-LowAccumulation). Let (PyarkHL, VNARKHL) = FS[Vesps.1|[Vsps2] be an RO-
NARK as defined above. Let cm be a binding, homomorphic commitment scheme and pa.c be a
random oracle. The accumulation scheme accyL for Vnark satisfies perfect completeness and has
knowledge-error (Q + l)% + negl(\), as defined in Definition 5.8.

Proof sketch: Perfect completeness follows immediately from Theorem 5.2. For knowledge-
soundness, consider that accy_ is a parallel composition of two accumulation schemes applied to
a high-degree and a low-degree verifier. Given an adversary that can break the knowledge soundness
of accyy, we can construct an adversary that can break the knowledge soundness of either the high or

the low-degree accumulation. By union bound, this leads to a knowledge error of (Q+1) % +negl(A).

5.8 Protostar for CCS

Recently, Setty, Thaler and Wahby introduced Customizable Constraint System (CCS), a new char-
acterization of NP that is a generalization of RICS[STW23]. It enables the use of high-degree gates
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while not requiring permutation arguments. It is also powerful enough to capture both R1CS and
Plonk constraints. As described in the introduction, HyperNova builds an accumulation scheme and,
thus, IVC for CCS. However, HyperNova does not natively support non-uniform circuits and both
the recursion cost, as well as the cost for lookups is more expensive than PROTOSTAR, which is built
for mplkup. However, mplkup still requires a permutation argument and so-called copy-constraints.
We show that our general compiler is powerful enough to port the benefits of PROTOSTAR directly
to CCS. The starting point is the trivial special-sound protocol for CCS:

Definition 5.17 ([STW23]). Given public parameters m,n,N,t,t,q,d € N where n > £, let
My, ..., My € F™*" be matrices with at most N total non-zero entries. Let Si,...Sq be multi-
sets over domain [t] and each multiset has cardinality at most d. Let c1,...,cqy € F be constants. A
tuple (pi,w) € Ffn x Fr—fn—1 s in the relation Recs if and only if

q—1

Zci “Ojes; M -z =0,

=0

where z = (1, pi,w). O denotes the Hadamard product between vectors.

Special-sound protocol Il.. for relation R

Prover P(Cccs, pi € IFZ‘”,W c Fn_l‘"_l) Verifier V(Cecs, pi)

z = (1,pi,w) € F"
q—1

? Am
Zci-OjEstj -cz=0

=0

Complexity. Il.. is a 1-move protocol (i.e. k = 1) with verifier degree d.
Next, we present the special-sound protocol Il st for the extended CCS relation that has multi-
circuits and lookup support. Compared to Inpikyp in Section 5.6, the protocol Ilyces removes the

need of a permutation check.

Definition 5.18. Consider configuration Cpeesy = (pp = [m,n, N, lin, t,q,d, T, bu]; [Ci) Ly t) where
the ith (1 <14 < I) branch circuit has configuration C; := (pp, [Mj»i]z’:h (S, cjﬂv}?:l, L;), and t € FT
is the global lookup table. For a public input pi := (pc,pi’) € Fh where pc € [I] is a program
counter, we say that a instance-witness pair (pi,w) € F*~1 is in the relation Rocess+ if and only if

(pi, W) € Rees w.r.t. circuit configuration Cp. and wp,. Ct.
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Protocol cest+ = (P(Cmeests Piy W), V(Cmees+ pi = (pe € [I],pi'))):
1. P sends V vector b = (0,...,0,b,. = 1,0,...,0) € FL.
2 ?
2. V checks that b; - (1 —b;) =0 and b; - (i — pc) =0 for all ¢ € [I].
]l(Wj = tl)VZ S [T]

3. P computes vector m € FT such that m; := Ejech

N

. P sends V vectors w, m.

(V21

. 'V computes z = (1, pi,w) € F” and checks that

1 q
D by ik Ojesi Mg -2=0m.
k=1 =1

=

.V samples and sends P random challenge r <$ F.

7. P computes vectors h € Fé g € FT such that

1 m; .
h;:=—Vie[l i = Viel[T].
i e i € [l gi t o i€ [T]

8. V checks that Zl&l h, < Z?Zl g; and

K3

I
S obi[hi (wi,g+7)] =1 Vielad,

j=1

gi-(ti—l—r);mi Vi e [T].

Complexity. IIjeest is a 3-move protocol (i.e. k& = 2); the degree of the verifier is d + 1; the
number of non-zero elements in the prover message is at most n + 3/j; the prover message length is
at most I +n+37T. Hence in the resulting accumulation scheme, the accumulation prover complexity
is only O(n+ £i) that is independent of the table size, and the accumulator size is O(n+T + 1) that
is independent of the sum of the sizes of the branch circuits. We detail the efficiency of the resulting
IVC scheme in the table below. The efficiency is almost identical to the PROTOSTAR scheme for
Rumplkup- However, the cost of computing the error terms L’'(ccs;,d + 2) now depends on the ith

CCS instance.
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PPRO'I'OS'I‘AR,IHCCS-‘,— PPRO'I‘OS'I‘AR,IIICCS+
. . VPROTOSTAR,mccs+ ‘WPROTOSTAR,mCCS+
native recursive
O(|lw| + tw)G 3G O(n+T+ )G
W n
L d+2)|k+2€IF 4+ aF +T N—i—Tl—T—E]F Oln+T 4 fu)
ccs;, n .
. d+O(1)H + 1H;, .



Chapter 6

Conclusion

The hype around blockchains is built on big promises. Sending money like email around the internet,
equitable and fair access to financial systems, strong censorship, and monopoly resistance. While,
some applications are starting to realize these promises, the failures and limitations of blockchains
are at least equally glaring. This might lead one to easily dismiss the space entirely, as many
commentators have done. However, this is entirely premature. In this dissertation, we show that
many of the most pressing issues can be directly addressed and solved through the use of technology.
In particular, we show the power of proof systems that seem to be a perfect antidote for many of the
issues blockchains face. Proof systems, such as the ones presented here, have, in the past decade,
morphed from a theoretical idea to an entirely practical tool. This can not only be seen in academia
but also in industry with many startups emerging and the rapid implementation of academic ideas.
An exciting prospect, that is starting to emerge, is that those proof systems will find many more
practical applications beyond blockchains. This includes trusted AI, verifiable outsourcing, and
private auditing. This can enable a digital future in which privacy, scalability, and authenticity are

not contradictory but symbiotic properties.

209
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