Designing a Datacenter-wide Distributed Shared Log

Micah Murray Wen Zhang Aisha Mushtaq
micahmurray@berkeley.edu zhangwen@cs.berkeley.edu aisha@berkeley.edu
UC Berkeley UC Berkeley UC Berkeley

Berkeley, CA, USA

Berkeley, CA, USA

Berkeley, CA, USA

Natacha Crooks Aurojit Panda Scott Shenker
ncrooks@berkeley.edu apanda@cs.nyu.edu shenker@icsi.berkeley.edu
UC Berkeley New York University UC Berkeley & ICSI

Berkeley, CA, USA

Abstract

Distributed shared logs simplify the implementation and
interoperation of data stores. This paper addresses a sim-
ple question: Is it feasible to build a single, datacenter-wide
distributed shared log that can support all the data stores
running in a datacenter? We answer in the affirmative by
presenting RingWorld, a scalable log based on a ring of pro-
grammable switches that can sustain tens of billions of ap-
pends per second while maintaining low latency. We hope
the design of RingWorld will propel the adoption of shared
logs as a core part of datacenter infrastructure.
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1 Introduction

Today’s large-scale applications rely on distributed data
stores [12, 14, 24] to store and serve data with high per-
formance and consistency, availability, and durability guar-
antees. Unfortunately, these data stores are notoriously com-
plex to implement and operate. This complexity comes from
two main sources:

Replication For fault tolerance and scalability, a data store
must spread each piece of data on multiple nodes (repli-
cas), and in doing so, must provide some degree of
consistency across its replicas. Ensuring consistency
in the face of asynchrony and failures usually requires
implementing and operating a distributed consensus
protocol, both nontrivial tasks.

Interoperation Applications are commonly backed by mul-
tiple such replicated data stores that frequently inter-
operate. An application may shard its large-scale data
across many data stores; it may even store different
types of data in heterogeneous data stores, each pro-
viding different API and functionality. In both cases,
business logic may rely on transactions across data
stores, which may in turn require implementing an
atomic commit protocol, adding to the complexity.

To tame this complexity, the systems community has pro-
posed distributed shared logs [3] as a general primitive that
takes care of these complexities for data stores built on top
(§2.1). They provide the abstraction of an always-on, totally
ordered, durable log that can be concurrently accessed by
multiple servers; data-store replicas can then be implemented
simply as in-memory clients of the log. Furthermore, mul-
tiple data stores implemented using the log abstraction can
be operated at run time on one single shared log, greatly
simplifying the implementation of cross-store operations.

When a shared log is deployed as a common substrate for
many data stores, it operates in a high-throughput regime
and so our primary concern is scalability: The log must be
able to sustain the throughput of all data operations imposed
by the data stores on top. Unlike for a metadata service (like
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Chubby [10]), which lies on the control path, our shared log
is on the data stores’ data path with much higher load. As a
secondary concern, log operations must have reasonably low
latency. But given the high throughput requirement, we do
not aim for—and cannot feasibly achieve—ultra-low latency
at the microsecond level [26].

In this paper we ask the question: Can we implement a
distributed shared log that scales to an entire datacenter?
Such a log must field requests generated by as many data
stores as can fit in a single data center; this can amount
to an (ambitiously) estimated load of 80 billion appends per
second (§2.2). Existing shared-log systems cannot sustain
such high load (§2.3): They either are not designed to scale
to high throughput (e.g., Corfu [4] and LazyLog [26]), or
suffer enormous latency at this scale (e.g., Scalog [17]).

And yet we believe that datacenter-scale shared logs are
achievable. To demonstrate this, we propose a design called
RingWorld that can scale to an entire datacenter while main-
taining single-digit millisecond latency. RingWorld assumes
that the top-of-rack (ToR) switches in the datacenter are
programmable switches and leverages them to scale up se-
quencing, which is the throughput bottleneck in a classic
shared-log design [4]. Specifically, in RingWorld the ToR
switches are connected in a ring and programmed to collec-
tively implement sequencing, distributing load among the
switches using a moving-sequencer scheme [15, § 4.2]. While
other components of a log implementation—such as broad-
cast and acknowledgment counting—are not throughput-
critical, they can also be offloaded from servers to the ToR
switches to (1) improve fault tolerance, given that switches
are more reliable than servers [18], and (2) reduce the CPU
load on servers and increase per-server throughput [35].

Given the feasibility of this design, our long-term vision
is for a datacenter to provide a shared log as part of its core
infrastructure—just like how datacenters today provide ef-
ficient, reliable data transmission via high-speed networks
and transport protocols with carefully designed congestion
control. Developers would build data stores using the log
API without worrying about consistency, durability, or fault
tolerance (this is already happening [6]); operators would
deploy the stores on the shared-log infrastructure, allowing
them to interoperate with good performance. The scale we
are targeting may appear absurdly high by today’s metrics,
but today’s datacenter scales would have been unthinkable
two decades ago, so we think it likely that the scalable log,
once built, will be put to good use.
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2 Log and Scalability

2.1 A Primer on Distributed Shared Logs

The distributed shared log is both a versatile API that enables
simple data-store implementations, and a unified platform
that enables interoperation among multiple stores.

2.1.1 Log Abstraction. The log provides this basic API:

append Takes a value as argument, appends it to the end
of the log, and returns the value’s index in the log.

read Takes an index and returns the value stored at that
index (or an error if the index is out of bounds).

getTail Takes no argument and returns the largest log index
at which a value has been appended.

A distributed log provides linearizability [19] for these oper-
ations with respect to the obvious sequential specification.

A full-fledged log provides other important features: a
trim operation for garbage collection, and the ability to
form streams so that different portions of the log can be
consumed concurrently [5, § 5]. We will not be discussing
these features as they are less relevant to scaling.

This simple API already allows implementing a data store.
A data-store server serves requests from clients but itself
acts as a client of the log, maintaining a (partial) in-memory
view of the log’s content. Typically, it performs a data-store
update by appending to the log an entry that captures the
update (e.g., for a transaction, read- and write-sets and data
modifications) and, if necessary, playing the log forward
until that entry to determine if the update succeeded (e.g.,
by checking for transaction conflicts) [5, § 3.2]. It serves a
data-store read from its in-memory view after playing the
log until the tail (or not, if the data store allows stale reads).

The log API is versatile: On top, people have designed
data stores with different interfaces (key-value store [4, § 4],
table store [6], serverless logbooks [21, 28]) and guarantees
(snapshot and serializable isolation [8], session ordering [6,
§ 4.3]). It also hides the many complexities that plague dis-
tributed systems: Data-store servers need not implement
consensus or atomic commit, maintain persistent state, or
even directly communicate with one another (although they
are still responsible for concurrency control, which is data-
store-dependent).?

2.1.2 Log Platform. Once implemented using the log API,
multiple data stores—no matter their data models or client-
facing APIs—can be operated at run time on a single log.
This log platform ensures data is persisted and sufficiently
replicated, and allows heterogeneous data stores to share

1An exception: Some implementations allow “junk” to spuriously appear in
the log under (suspected) failures [4]; junk entries are harmless.

2As an optimization, data-store servers may directly disseminate data to
one another (e.g., see Hyder [9, § 1.4] and Aurora [32, § 3.2]), but such
optimizations are typically easy to implement.
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operating teams and maintenance procedures, reducing the
cost of operation [6]. But more powerfully, log entries from
different stores are now ordered with respect to each other.
This makes it almost trivial to implement strongly consistent
operations across data stores (shards) such as transactions,
consistent snapshots, coordinated rollback, and consistent
remote mirroring [5, § 3.2]. Such cross-store operations are
needed by applications in the wild: For example, transactions
across heterogeneous data stores appear in web services [29,
§ 3.1.3], cloud-based applications [16], microservice deploy-
ments [22].

Granted, instituting a single total order across all updates
may not be the most efficient way to implement a particular
cross-store operation—specialized solutions can be faster. But
the log’s value lies in its generality as a substrate enabling
the interoperation of many heterogeneous data stores, both
ones that exist today and ones invented tomorrow. So in
the rest of this paper, we will focus on scaling a distributed
shared log that is operated as such a substrate.

2.2 Target: Datacenter Scale

Given our aim to build a shared log that “scales to an entire
datacenter”, we now estimate the scale of the load such a log
must sustain. Since we do not operate a datacenter, we will
base our estimates on publicly available information, erring
on the side of ambitious estimates when in doubt: We want
to explore how high we can push the log’s throughput while
still being practically feasible.

A datacenter today comprises a collection of racks, each
comprising a number of servers directly connected to a ToR
switch; the ToR switches themselves are connected via some
network topology. We assume that each rack consists of
40 servers [7] and that each pod in the datacenter has 1000
racks (the scale of Juniper data center networks [30]), totaling
40 000 servers in the datacenter’. We further assume that the
log is served by half of the servers—these 20 000 log servers
persist log entries and serve simple read/write requests for
individual entries (in the style of Corfu’s storage units [4]).
The remaining servers execute data-store logic and serve as
clients of the log.

An ideal log design must be able to sustain a workload
that saturates all the log servers. To estimate such a workload,
we assume that log entries are 1KiB and that a log server
can serve 24 million read/write requests per second for such
entries;* this amounts to a total log-server throughput of
2.4 X 107 x 20000 = 4.8 x 10'! (480 billion) requests per

3While different datacenter operators manage and deploy services differ-
ently, having independent services in each pod appears to be a common
deployment practice.

“We based this estimate on the server specification of a high-end Ceph
cluster [27], assuming a server is bottlenecked by its NIC. We expect a server
to be equipped with enough NVMe SSDs to keep the network saturated.
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Figure 1: An illustration of latency-throughput curves
for sequencing. Each point on a curve represents a sys-
tem configuration that achieves the lowest latency for
a given throughput, assuming unbounded resources.

second. We assume that each log entry is replicated three
ways, and so each log append translates to three requests
to log servers and each log read, one request.

Consider a log workload consisting of 25 % appends and
75 % reads. Let T4 denote the append throughput and Ty
the read throughput when all log servers are saturated. Since
append is the operation that makes scaling a challenge, we
will solve for Ty:

Tpa:Tg=1:3,
3T4 +Tg = 4.8 x 101 571,

(Workload mix)
(Total log-server throughput)

This yields T4 = 8 X 1019 s71; that is, we will aim for a single-
datacenter log that can sustain 80 billion appends per second.

To be clear, this scale is enormous and possibly unprece-
dented: No prior design or deployment of distributed shared
logs to our knowledge has been attempted at this magnitude.
We pursue this ambitious goal driven not only by intellectual
curiosity, but also by its potential to transform the way data
stores are designed and operated within datacenters.

2.3 How (Scalable) Logs Are Built

Before discussing how one might achieve such scale, we
summarize how distributed shared logs are commonly im-
plemented, focusing on the append operation.

Roughly speaking, an append(v) operation takes two
steps: (1) sequencing—assigning the next highest log index i
to the new entry, and (2) replication—persisting the associa-
tion i > v at a sufficient number of log servers.’ Replication
is embarrassingly parallel; once there are enough replicas,
sequencing becomes the throughput bottleneck [34].

Any CPU bottleneck can be alleviated with hardware solutions (e.g., see
Corfu’s FPGA-based network-attached storage units [4, § 3.6]).
5The two steps can take place in either order [4, 17] or even in parallel [26],
but this distinction has little bearing on our scaling discussion.
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Figure 2: Scalable sequencing via batching. Total load is
L; N batchers each processes a load of Ty (requests per
second) and has a batching period of r; the sequencer
can process a load of Ts (batches per second).

So we zoom in on sequencing throughput. We can classify
existing shared-log designs by whether or not their sequenc-
ing scheme is scalable (Figure 1):

Non-scalable sequencing The throughput of sequencing
is capped by that of a single component—e.g., the se-
quencer in Corfu [4], a sequencing-layer replica in
LazyLog [26]—resulting in a “hockey stick” latency
curve (labeled “not scalable”). While such designs are
simple and provide low latency, no computing compo-
nent today is capable of processing 80 billion sequen-
tial requests per second.

Scalable sequencing Sequencing throughput grows with
the amount of computing resources—at the expense
of latency (“scalable” curves); a recent example is Sca-
log [17]. We must be in this regime, and ideally achieve
reasonably low latency at our target scale (“scalable &
fast” curve).

A standard recipe for scalable sequencing is batching: Re-
quests are absorbed by a set of batchers, each of which forms
batches that get periodically sent to a centralized sequencer.
As illustrated in Figure 2, suppose each batcher can process
Tp requests per second, and the sequencer Ts batches per
second. To handle a total throughput of L, we need at least
Np = L/Tg batchers. But to avoid overloading the sequencer,
each batcher must send a load no more than Ts/Np, i.e., one
request per 7 = Ng/Ts = L/(Tp X Ts) time. Assuming latency
is dominated by batching (which is likely at high load), the
best achievable latency at throughput L would simply be 7.

We can now estimate the sequencing latency at our tar-
get throughput for a traditional, server-based scalable im-
plementation (like Scalog). Taking L = 80 billion rps and
estimating (single-threaded) server throughput to be Ts =
Tg = 1 million rps, we get 7 = 80 ms. This latency is quite
high for an intra-datacenter operation (not to mention a

Murray et al.

EECEEEEEEEEEE

EEEEEEEEEEES

Figure 3: A RingWorld network with four racks. ToR
switches are connected via a ring topology (blue ellipse)
and a communication topology providing all-to-all con-
nectivity (dashed lines).

gross underestimate for Scalog, whose sequencer is Paxos-
replicated [17, § 3]). RingWorld can reduce the sequencing
latency using a ring of programmable switches to run the
sequencing protocol.

3 RingWorld: A Ring of Switches

We now sketch RingWorld’s design. Our main goal is to show
that this design is feasible and that it achieves lower latency
at our target scale. So we will focus on its distinguishing
features and normal-case, performance-sensitive operations,
omitting other details.

3.1 Overview

3.1.1 Replica Sets. The shared log is implemented jointly
by log servers and ToR switches. As is standard [4, 17], we
arrange log servers into replica sets, and each log entry is
replicated in one replica set. We also follow Corfu’s design
in maintaining a global projection that maps a log index to a
replica set, updated only during reconfiguration.

3.1.2 Topology. But unlike in a typical datacenter, in Ring-
World the ToR switches are simultaneously connected via
two network topologies (Figure 3):

Ring topology ToR switches are arranged in a directed ring,
and two neighboring switches are connected via a di-
rect link. We also assume some redundancy—e.g., con-
necting each switch also to the next-plus-one switch.
This topology is reserved for token-passing in the se-
quencing primitive (§3.2.1).

Communication topology Switches are also connected in
atypical datacenter topology (e.g., a tree-based one [1])



Designing a Datacenter-wide Distributed Shared Log

for data transmission. This topology is used for dis-
semination of data.

We can implement this arrangement by, say, starting from a
tree-based topology and taking a few ports from each ToR
switch to connect them in a ring.

3.1.3  Failure & Communication. We assume log servers may
crash but can recover using stable storage [20] and that ToR
switches are fail-stop with no persistent state. We assume
that a channel exists between a log server and its ToR switch
(via direct link) and between any two ToR switches (via net-
work topology), and that all channels are fair lossy (meaning,
roughly, that with retransmissions messages are eventually
delivered).

We say that a log server is reachable if the server is up
and its ToR switch has not failed. The RingWorld protocol is
always safe, but can make progress only when (1) a majority
of log servers in each replica set are reachable, and (2) a ring
can be formed on the live switches using the ring topology.®
In line with §2.2, we assume each replica set comprises three
servers, tolerating one unreachable server per replica set.

3.2 Log Implementation

RingWorld implements two primitives on ToR switches, se-
quencing and replication, on top of which log operations are
built. We now sketch how these primitives and operations
work under normal conditions (i.e., when no switches fail).

3.2.1 Sequencing Primitive. Recall that the key to building
a scalable log is to scale up sequencing. We achieve this by
(1) performing sequencing on high-speed, programmable
ToR switches, and (2) distributing load among the switches
using a moving-sequencer scheme [15, § 4.2].

Specifically, the ToR switches constantly pass a token
around the ring (in the form of a packet). The token records
the largest log index h given out thus far, and whichever
switch holds the token (h) gets to hand out log indices start-
ing at h + 1. When a sequencing request arrives at a ToR
switch, it remains pending (e.g., via recirculation where the
packet is forwarded back to the switch), while the switch
tracks the number r of pending requests. When the switch
receives the token (h), it assigns log indices h+ 1 to h + r to
the batch of pending requests and passes the token (h + r)
to its successor. Thus, the switch dispatches one batch of
sequencing requests every time the token comes around.

RingWorld’s moving-sequencer algorithm has its roots in
the total-order-broadcast literature from decades prior [11,
33]. But unlike in those instantiations, the RingWorld ring
is placed on modern, high-speed programmable switches,
disjoint from the log entries’ destinations (log servers).

%A ring can always be formed using the communication topology, but a
ring with non-direct links would have much higher latency.
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3.2.2  Replication Primitive. This primitive replicates data
associated with a log index to the replica set assigned by the
projection and awaits acknowledgements from a majority.

For this purpose, each log index i is assigned to a leader
switch—say, switch (i mod Ng), where N is the number
of racks. Each switch maintains (1) a commit index L, be-
low which all log indices have been successfully replicated,
and (2) a status map, which tracks the acknowledgements
received for log indices currently being replicated.” When
replication begins for index i, the leader switch puts i into
the status map and multicasts the data to the replica set for
i; it marks each acknowledgement received in the map and
completes when the count reaches a majority. (We say that
index i is now committed.)

Note that implementing the replication logic on switches
is not necessary for scalability: Data for different log indices
can be replicated in parallel, driven by servers. However,
offloading this logic to switches improves fault tolerance
since switches fail less frequently than servers [18]; this is
an important concern given the number of servers involved
at our scale. Offloading also improves server CPU efficiency.

3.2.3 Log Operations. Given the sequencing and replication
primitives, log operations can be easily implemented:

append A log client (i.e., data-store server) sends an append
request for data v to any ToR switch, which assigns
it log index i and forwards it to the leader switch for
i. The leader replicates under index i the data v and
the current view number [25] (to detect stale data after
failures), and returns the index to the client.

read A log client sends a read request for index i to the
leader switch for i. If the entry has not been commit-
ted, the switch returns an error, and the client library
will retry. Otherwise, the switch forwards the request
to a majority in the replica set for i; they return the
data and view number to the client, which adopts the
data in the latest view. Furthermore, it should be pos-
sible to optimize reads to contact a single server in the
common case, consistent with our calculations (§2.2).8

3.2.4 Failure Recovery. When a switch fails, the system must
(1) reestablish the ring, (2) reassign log indices to the ring
members, recompute commit indices, and complete any pend-
ing replications, and (3) restart token passing. We anticipate
implementing these steps on the switch CPUs using well-
established techniques: e.g., using a membership protocol

"Because a switch is leader for indices congruent modulo Ng, the map can
be a ring buffer storing entries for indices L + Ng, L + 2NR, etc. Each entry
represents the set of log servers that have acknowledged the corresponding
log index; this set can be represented as a bitmap as in P4xos [13].

8For example, given that a log index has been committed, getting its data
from the current view from a single server is sufficient.
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for Step (1) (like in Totem [2]) and adapting MultiPaxos’s
leader-change protocol [31, § 2.4] for Step (2).

3.3 Scalability and Performance

How well would RingWorld perform at our target load? Let
us assume that the ring spans only the log servers, amount-
ing to 500 racks (§2.2), and that the delay for passing the
token one hop on the ring is 10 ps. Estimating a switch’s
single-pipeline throughput to be 1 billion packets per second,
it is apparent that 500 switches provide ample capacity to
sequence our target load of 80 billion appends per second.
The sequencing latency would be dominated by the ring
delay of 500 X 10 ps = 5 ms; this is a 16X reduction from the
80 ms latency estimated for a server-based solution (§2.2)!

3.4 Benefits Beyond Scalability

Up until now, we have focused on the scalability benefits of
RingWorld. But we believe RingWorld’s design potentially
offers other benefits worth exploring. For example:

Failure detection and fencing The ToR switch is at a van-
tage point to quickly and accurately detect failures of
log servers; once it suspects a server has failed, it can
fence off the server by refusing to forward requests to
it. This can significantly simplify protocols [23].

Subscription and filtering A data-store server may wish
to subscribe to new log entries—but only those that
match a certain condition [5]. The ToR switch can filter
out entries that do not match the condition, reducing
the load on the network and the server.

4 Conclusion

Prior work has argued that distributed shared logs are the
right way to build consistent and fault-tolerant distributed
data stores, but log scalability affects the scalability of the
resulting data store. In this paper, we have argued that it is
feasible to build a datacenter-wide distributed shared log that
can support 80 billion appends per second using hardware
that is available today. Consequently, scalability should no
longer be considered an impediment to using logs when
building data stores, and the community should investigate
other trade-offs when architecting stores in this manner.
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