
Identity and primality testing

vect.FI sxestirs
Matrix multiplication verification

Polynomial IdentityTesting PIT via Schwartz zippel

Perfect matching identification

2 Primality testing
Fingerprinting

Basils of Number theory Group theory

t.w.FI ii i
Deiter Don't know the lights are off

Randy Ru s around the room for a while pretty sure

there isn't one

gt E list After.in that is either

empty or has 7 2 non empty elements For any

i EM we get to know if Ati or not

1 111 1111111
Empty YES Not empty No



Any deterministic algorithm will have to probe

positions in the worst case

probe a random indices in Ic

if Ati Ati return YES

else if ATIK return NO

witness for non emptyness

one sided error False positives are possible

but probability 2C

NO false negatives

This is pretty much the core principle in what follows

smarts in choosing the list and elements carefully

EEi imaen
Output Yes if AB C No otherwise

Trivial deterministil algorithm is to compute AB and

entrywise compare with C Takes mWtime 2371552

pick a random vector X triti at such that

i is i i a uniform from some finite set 5,1512



2 if IAB 8 Cr return NO

else return YES

each run of this algorithm takes O n time as

lABlr ACBY Checking ABI8 or requires three

matrix vector multiplications

emma It PERM PIO then pr Px o

x g

Iot without loss of generality assure Pa 0

It Px o pijxj o X zPij j

For any fixed x2 Xn there is exactly one

choice for X that satisfies the above condition

so Pr Px o

Corollary If ABFC IPVEABIX Cx

set P AB C in terma

Intuitively the man space n Px o of

a non zero matrix P is sparse There is

abordanie of witness Pn of

Dx is a multivariate polynomial of degree 1

This property can be generalized to polynomias

of degree d The mall spate belores roots zeros of p



A degree d polynomial is of the form

Pcr mn Eca Jen
Elied
2151220

P is a polynomial over field F it Ca

The polynomial P should
not be confused with the

function it

ÉÉf in ff piffe

If deg P 151 1 then the polynomial is uniquely

determined by the function it computes

A Zero polynomial is the polynomial with all loefficie

2 0 50 x2 x over 2 is not a zero

polynomial e en though it computes zero everywhere

5 I omia passover in has

at most degip roots u less Pixt is the zero

polynomial

A corollary of the Fast above is that



IPr Pixt o

NS

when x is picked uniformly randomly from a set SEF

Y prtpcx.xa.r.x.to
I.EE

PDF proof is by induction on n For the base

case met PCX has at most a roots So

I Phil o

For the inductive step let K be the largest degree

of 21 in P and write

Pike nl Man Mn Ntt Ncaa __ kn

degree d k
degrete

of nick

Let E be the event that M N2 Nn 0

M is not the Zero polynomial by definition

case 1 E happens From inductive hypothesis

IPVEE 95
case2 72 happens Let P x1 PCX Xun Xn be the

univariate polynomial obtained by fixing X2 x

conditioned on E not happening



pr P'ext o TE Is
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Ipr Pex Xn o PV Pix xn o E IPVEE

IPV PIX xm o17e Ipr ne

1 fit 1

Schwartz zippel naturally gives an algorithm for

Polynomial identity testing To check if QER

we check if P Q R is zero by evaluating

at random Points def
zero

ftetingpaertetmatissbyomputingadtee.net

aft
o

b 2

a
bi adjacency Matrix

11 12

Edmonds matrix0 22E
0 733



det E 11 22 33 12 23 31

Et every monomial in det EI corresponds to a

perfect matching in G

over any field IF

dets E I is a non zero polynomial iff G contains

a perfect

Matthing.EE

2 Sample
each non zero entry Xijn s uniformly and

independently at random

3 E matrix with sampled values substituted

if detCEI O then

return G does not have a PM No

else
return G contains a PM Yes

am man gg cnn.gg

computing the determinant takes 01m31 time by
gaussian elimination But on time algorithms



Known Bunth Hopcroft

parallel algorithms using o login time 0cm 5 process

known Berkowitz

The PM detection algorithm can be converted to a

PM finding algorithm

i i.in i tnaai.ntemubean
edge i G

it PM tester GCE e Yes then

return FindPM GSE13,51

else
mi find PM GIV 44,09 s

return M've o mn time

we conclude the identity testing part with

another nite applitation of the monovariate

age of schwartz Zippel degree mantra

Émigiyomplexitotiality
a e 20115 be doing



fan corn nitate

back forth

Test if a b using min bits Comm niet

Any deterministic algorithm needs m bitt

essentially Alice sends Rob her message

The following protocol uses log n bits of

form risation with IPV error putting

over coi flips of protocol

n an arbitrary prime

n q in loga ollognt bits

2 Alice torrs ACx7 anxtan ex t ax

Bob fours B xp bax't brax t bix

Goal is to decide if AEB

3 Alice picks a random α E Fg and sends

Afd Fg to Bob logn bits

Bob computes B21 says Yes if AKI PK

no otherwise

it cab IPV YES

it adb PvE Yes P AKI BRI



we lan design a protocol that does not

involve polynomials but uses the properties

of prime numbers

i.IT Is a prime P was from

211213 TJ

2 Alice sends P and a mod p to Bob

3 Bob says Yes if brodp a modp

No otherwise

it a b Pr ayes

it a b Pr YES IPV b a not p

P 1b al

lb at is a n bit number so has

n distinct prime factors

so pr b a mode Iprimeset



TCTI primes T

Inorencprimenumbertheloren

In ETCN t.gg
vn217

50 IT II
picking T chlogn gives Pr error

1 014

Step 2 requires of logt o flogn bits of

communication

How is step 1 executed

sample a random number in 2 T Until

it is prime

EC trails If
Int Inn

But how do we verify that a number

is Prine



E.IE iIn t asaamair
a supply of primes with thousands of

bits

Given an integer n we wish to

determine if n is prime or composite

The following naive algorithm is known

since 2000 years ago

for a 2,3 LM

if a m output composite and halt

output Prime

This takes off iterations which is

exponential in the input site we want

Ofpolyclognt run time

Does choosing a randomly help

No If n pq for two prines P q

there are only two non trivial divisors



P q

ea.EE n.enasaan
we can compute ab mod n by repeated

Sanaring using log n multiplications

Edges
bit

2 Euclid's algorithm For any a b we can

compute their gid using o logat logb addition

and divisons Binary god algorithm uses

of log n bit operations
set of elements

3 Group G binary operation

Hao b E G tabe G Cosure

Iiil la.by oc do boat associativity

piill f e sit are to a a identity

put at forcu a sit aoat stoat age

host groups we consider are also commutative

a b boa
4011171 n 1

Numberxarf 1 Z t 2 Emit modn



3 It 5 Etumers co prime to n

It I ECM eater totient function

when n is prime the elements are 21121 7 15

H E G is a subgroup of G it h is a group

É
roup n of G 1h1 divides 191

In particular it HEG 141416112

in.tk

gH E9oh
hfMJeaniosethassaregess nIait translation
size as the of H by an element

Etf 0111213 4,5

H 40 2,4 is a subgroup

the group partitions into losers 0th 17H



tevmcttest.EE
t

aeet.onenasaPI mod p Move generally for any finite

group G and at G we have a e

at
acettes

Eot let me ak kez h is a subgrou

of G since G is finite n is finite

He a a a ak e as een

K 1Gt from Lagranges theorem

a fak
191111

e

For general n let An 9 a modn

Fermat's little theorem says that An It when

n is prime

Lair For any n An is a subgroup of Int



If it happens that for tomposite m

An is always a proper subgroup of It

then Ant 1271 2 by lagrange's theorem

This would imply an abundance of witness

a s t an I modn for composite

numbers

II.IEaama i

2 if cant I return NO in is composit

3 if a mod n return No In is ionposit

else return Yes

Tur s out there are numbers ns.t

An It That is an
1

1 mod n for all

a sit 19,11 Suth n are called

lavailhael numbers 561 1105 1729,2465

These numbers fool the Fermat test



y strengthens Ferrat test

by checking that a It not a

For a at 22 1 mod n tov priner

N t into 0 Modn

I N It mod n in

The last step need not follow for composite

numbers

1729 2465 fool the enter test

IE FI an iiasan

sort of 1 for just one step

Milled Rabin test continues trying as long as

possible

Assume n is odd and not a prime power

we can decide if n ps quickly by stay hing

for IES Eflogn7 binary search for n s

so let n 1 2 d where d is odd



pick random of 444 n if
inno so assume at at

onsider a an at in this order There

are three possibilities

1 Either all the numbers are 1 Output Prime

2 The first entry that differs from 1 is not

Return composite we found a non trivial

square root of 1

3 The first entry that differ from 1 is 1 Output

prime we gave up on a being a witness as

we cannot proteed further once we see

a 1

example for Carmichael number n 561 n 1 560 24 35

For a 2 9560 1 9280 1 919 67 food5611

FTTg composite number n 2 not a prinepower

the test returns composite for at least half

the witnesses a f Int

If let 0144 ay be the largest power

ush that n
ᵗd nod n for some



atd

ñᵗA
suna

exists as

any sense mad moan

for 7 0 I 1 1 1 I 1

1

we will show at least half of the elements

aea.tt satists a moan

Let g a a 1 S is a subgroup of It

It suffiles to show that S is a proper

subgroup of 2nF and hence 151 12 1 2

suppose for contradiction that s It we

know there is some St x2ᵗd 1 moan

since n is opposite 8,501 sit ners

n is not a prime power is used here

let g be a number such that

y n roar 9 1 mods E a



y2ᵗd Ed nods ytE 1 mods

1 modr

It y
ᵗt

noan y
ᵗd rods 2 0 nods

If ytᵈE 1 nodn y E mods 2 0 rods

y S so S has to be a proper subgroup

Miller observed that assuring the generalized
Riemann Hypothesis a witness a exists in

the first offloori values of a

This gives a determinist primality testing
algorithm conditioned on GRH


