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Like datacenters, the Internet of Things (IoT) is another use case for networking that has emerged over the

last few years. And like datacenters, there is a history of previous technologies that were predecessors to IoT.

Let’s break down the term IoT first. The term “thing”1 in IoT refers to any device that combines some

mechanism to sense the physical environment, some amount of computation, and a means of communicating

the sensed (and potentially) processed data to an interested entity. One example of a “thing” is an Internet-

connected video camera at a road intersection. Here, the mechanism to sense the environment is a camera,

the computation is likely an embedded processor integrated into the camera, and the camera has a WiFi or

cellular network interface card to connect to the Internet. The term Internet in IoT refers to the fact that these

“things” are all connected to the broader Internet.

At least two attributes distinguish a “thing” from standard computers (e.g., servers, desktops, laptops,

tablets, and even phones). First, “things” are made for a specific purpose and are typically constrained enough

that they cannot run arbitrary applications—unlike a server/desktop/laptop that can run binaries downloaded

from the Internet and a phone that can run mobile apps. Second, there is a sensory aspect to “things,”

which allows them to integrate communication and computation with the external environment around them.

Although, mobile phones today come equipped with an array of general-purpose sensors that sense mobility

(e.g., accelerometers, gyroscopes, and GPS), the sensors on “things” tend to be far more specialized to the use

case on hand (e.g., a temperature and humidity sensor for a soil and/or environment monitoring application, or

a high resolution camera for a security application).

1 The history of IoT: Smartdust

The immediate predecessor of IoT is a concept that was colloquially labelled smartdust and peaked in activity

in the early 2000s. The idea was that you could sprinkle a collection of smart and small devices, then called

motes, that integrated sensing, computation, and communication and could use these devices to sense the

environment around you. These motes were designed to operate with little to no user intervention: a mote

that was deployed in the field (say to sense soil conditions) was expected to last up to a year on a small AAA

battery. There were also a few collection towers that collected data from these motes and relayed this data to

the Internet. To get to these collection towers, the motes had to use each other to relay sensed data to the

mote closest to the collection tower, which got the data to the collection tower and through that to the wider

Internet.

This period saw the development of several networking protocols tailored to this multi-hop nature of sensor

networks [10, 9], where data from a single sensor mote “hopped over” (was forwarded by) several different

intermediate sensor motes until it made its way to the collection tower. It also saw the development of embedded

operating systems (e.g., TinyOS [11]) for the constrained computational capabilities of sensor motes.

Finally, sensor networks also featured in-network aggregation techniques [13] where sensor motes aggregated

data into a reduced form before relaying it to subsequent sensor motes. A simple form of aggregation is as

follows: let’s say the collection tower is not interested in the raw sensor readings, but rather the average of the

sensor readings from as many sensor motes as possible. Then, each sensor mote could add together a sensor

1We’ll use the term “thing” (within double quotes) to refer to an IoT device throughout this lecture to distinguish it against

the common noun version of thing.
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reading that it receives along with its own sensor reading before forwarding it to the next sensor mote because

the addition operation is commutative and associative. The impetus behind such aggregation was the reduction

in the data being forwarded over extremely low-capacity wireless links between sensor motes.

2 IoT today

The development of IoT today shares many similarities with smartdust from the decade before: in particular,

the unification of sensing, communication, and computation. But, there are also several notable differences:

1. The wireless communication links for many “things” have better link capacities. While sensor motes in

the past used low-energy physical layer protocols such as Zigbee, several “things” today (e.g., a security

camera at home) can connect to the Internet using WiFi, just like more mainstream devices such as laptops

and phones. There continue to be “things” (e.g., a Fitbit) that require a low-energy physical layer), such

as Bluetooth Low Energy, but unlike the sensor motes of the past which were all characterized by low

power consumption, there is a much more diverse design space today [6].

2. Many “things” no longer need batteries. A security camera can be plugged into the wall socket, which

provides it with a much more abundant power supply than two AAA batteries. Again, similar to before,

there continue to be low-power devices, such as watches that run on coin-sized batteries, but the important

point is that the design space has broadened.

3. The sensor data is much richer, takes more space to store, more computation to process, and more link

capacity to transmit. This is the result of using richer sensors such as video cameras ubiquitously (e.g.,

a city’s police department running a network of traffic video cameras). Sifting through this data poses

interesting research challenges.

There are at least four facets of IoT today that are interesting. This is my own personal opinion; there

are likely other aspects of IoT that I am leaving out entirely. I’ll discuss the first two in great detail. The first

because it pertains to the class. The second because it dovetails well with our discussion of network security

next week.

1. Networking: How do we connect IoT devices to the Internet?

2. Security: How do we make sure “things” aren’t exposing private data (like when a user is present in

his/her room) to unintended receipents? How do we ensure that “things” do not get compromised and

turned into an attack army for DDoS attacks?

3. Interoperability: How do we make it easy for any “thing” to send data through any mobile phone or any

WiFi router to any server—if it so desires? Today a particular “thing” only works with a particular mobile

app on a particular platform and sometimes needs a particular hardware gateway (e.g, a USB dongle).

For instance, you cannot connect an Apple Watch to an Android phone and you can only view the Fitbit’s

data using a specific Fitbit app. Most importantly, without the Android phone or Fitbit app, there is no

way for the watch or Fitbit to get its data uploaded onto a server somewhere in the wider Internet. This

is unlike a laptop/desktop today, where the TCP/IP stack provides interoperability by letting any web

browser access any web site without requiring a specific browser or laptop for each site [16].

4. Data processing: How do we process the rich stream of sensor data coming at us?

3 Networking

Networking in IoT can take on many diverse forms. If there are no power or form factor or cost constraints,

the simplest solution is to use a WiFi/cellular network to connect the “thing” to the Internet. This is similar

to how an Internet-enabled Roku TV connects to the Internet using WiFi.
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However, many “things” are small and/or limited by power constraints (e.g., a watch or Fitbit) or costs

(WiFi antennas add to the cost of the device relative to lower power alternatives) ruling out the possibility of

adding a WiFi or LTE chipset to the “thing”. Instead, these devices use a low-power, low-range technology

such as Bluetooth Low Energy to connect to a nearby phone or laptop. The phone or laptop has a specific

application to view sensor readings from the device. This has the disadvantage that the “thing” cannot directly

connect to the Internet, but it keeps the “things” themselves simple.

Bluetooth Low Energy handles the requirement of low-power, low-latency, low-range, and low-capacity

networking of IoT. Frequently, the data rates might be higher, e.g., if the “thing” is generating video streams of

a particular location. Or the range requirements might be more demanding, e.g., tracking a factory’s inventory

as it moves across the county in a cargo train. But, on the positive side, some of these scenarios may no longer

be constrained by low power, e.g., a camera generating video streams may be plugged into a power source.

Or, it might be OK to get the data once every hour as opposed to in real time. In summary, there is a design

space to be explored here as well, and there are many sensible points in the design space that lead to different

solutions.

We’ll consider two examples to illustrate the diversity of this design space. First is a technology called

LoRa [3], which achieves communication ranges of the order of a few km, but data rates that at most reach

a few tens of kbit/s. However, LoRa requires between 10 and 500 mW of power [14], which might be too

demanding for scenarios where the “thing” is expected to last several years with no human intervention required

to replace the batteries [14]. There has been some research on enhacing LoRa to handle such ultra-low-power

scenarios as well [14].

Another somewhat unorthodox example in this design space is the use of data mules to carry data over long

distances at the cost of some increase in latency. A recent example of this is the use of drones to localize items

using their RFID tags [12]. In this case, the data mule, a drone, carries sensor data read from the RFID tage

back to a base station with the cost of increased latency. A more extreme example, turns the “thing” into

both a sensor and a data mule. A recent example is the use of UAVs to periodically photograph a farm and

return back to a base station [15]. Data mules have also been used to provide high-latency connectivity in rural

areas [8]. At the other extreme, data mules provide high capacity high-latency networking for data transfers of

up to 100 PB in a few weeks [1] (a few orders of magnitude faster than using a wired 1 Gbit/s transcontinental

link for the same purpose).

4 Security

Another aspect of IoT that has raised concerns over the last few years is security, both the potential for exporting

private information about a user and the potential for the “things” themselves to be compromised.

On the privacy front, researchers [7] have discovered that many IoT “things” reveal user-specific private

information such as the user’s zip code; temperature, light, or humidity readings; or even entire video streams.

Many of these “things” do not encrypt their data before sending it over the network; we will discuss encrypting

packet data when we talk about network security next week. The joke, courtesy security consultant David

Alexander [2], is that instead of supporting plug-and-play, IoT today has degenerated to plug-and-pray.

The potential for compromise is equally severe. The Mirai botnet operated by compromising 2.5 Million

devices [4] at its peak. These devices included Internet-enabled video cameras, DVRs, and routers. The botnet

used these compromised devices to DDoS a few designated web sites by sending several 100 Gbit/s to a Tbit/s

worth of traffic to these targeted web sites [5]. What is perhaps even more alarming is the simple methods

that Mirai used to infiltrate these devices, which essentially amounted to trying out several commonly used

passwords. We know this because a person claiming responsibility for Mirai dropped the source code for the

botnet on github, where it is still publicly available! WARNING: Please don’t try this attack at home even for

fun. It’s illegal and you will get into serious trouble.
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