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The Three Questions

What is the problem?

What is new or different?

What are the contributions and limitations?



Disco Overview



Background: ccNUMA

Cache-coherent non-uniform memory architecture

Multi-processor with high-performance interconnect

Non-uniform memory

Global address space

But memory distributed amongst processing elements

Cache-coherence

How to ensure consistency between processor caches?

Solutions: Bus snooping, directory

Targeted system: FLASH, Stanford's own ccNUMA



The Challenge

Commodity OS's not well-suited for ccNUMA

Do not scale

Lock contention, memory architecture

Do not isolate/contain faults

More processors ➙ more failures

Customized operating systems

Take time to build, lag hardware

Cost a lot of money



The Disco Solution

Add a virtual machine monitor (VMM)

Commodity OS's run in their own virtual machines (VMs)

Communicate through distributed protocols

VMM uses global policies to manage resources

Moves memory between VMs to avoid paging

Schedules virtual processors to balance load
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FIGURE 1. Architecture of Disco: Disco is a virtual machine monitor, a software layer between the hardware and multiple virtual 

machines that run independent operating systems. This allows multiple copies of a commodity operating system to coexist with special- 

ized “thin” operating systems on the same hardware. The multiprocessor consists of a set of processing elements (FE) connected by a 

high-performance interconnect. Each processing eIement contains a number of processors and a portion of the memory of the machine. 

system image across the units, as well as other features such as fault 

containment [S] and ccNUMA management [26J. 

With the size of the system software for modem computers in 

the millions of lines of code, the changes for ccNUMA machines 

represent a significant development cost. These changes have an 

impact on many of the standard modules that make up a modem 

system, such as virtual memory management and the scheduler. As 

a result, the system software for these machines is generally deliv- 

ered significantly later than the hardware. Even when the changes 

are functionally complete, they are likely to introduce instabilities 

for a certain period of time. 

Late, incompatible, and possibly even buggy system software 

can significantly impact the success of such machines, regardless of 

the innovations in the hardware. As the computer industry matures, 

users expect to carry forward their large base of existing application 

programs. Furthermore, with the increasing roIe that computers 

play in today’s society, users are demanding highly reliable and 

available computing systems. The cost of achieving reliability in 

computers may even dwarf the benefits of the innovation in hard- 

ware for many application areas. 

Computer hardware vendors that use “commodity” operating 

systems such as Microsoft’s Windows NT [9] face an even greater 

problem in obtaining operating system support for their ccNUMA 

multiprocessors. These vendors need to persuade an independent 

company to make changes to the operating system to support the 

new hardware. Not only must these vendors deliver on the promises 

of the innovative hardware, they must also convince powerful soft- 

ware companies that running on their hardware is worth the effort 

of the port [20]. 

Given this situation, it is no small wonder that computer archi- 

tects frequently complain about the constraints and inflexibility of 

system software. From their perspective, these software constraints 

are an impediment to innovation. To reduce the gap between hard- 

ware innovations and the adaptation of system software, system de- 

velopers must find new ways to develop their software more 

quickly and with fewer risks of incompatibilities and instabilities. 

3 A Return to Virtual Machine Monitors 

To address the problem of providing system software for scalable 

multiprocessors, we have developed a new twist on the relatively 

old idea of virtual machine monitors [13]. Rather than attempting to 

modify existing operating systems to run on scalable shared-mem- 

ory multiprocessors, we insert an additional layer of software bc- 

tween the hardware and the operating system. This layer of 

software, called a virtual machine monitor, virtualizes all the re- 

sources of the machine, exporting a more conventional hardware 

interface to the operating system. The monitor manages all the re- 

sources so that muItiple virtual machines can coexist on the same 

multiprocessor. Figure 1 shows how the virtual machine monitor 

allows multiple copies of potentially different operating systems to 

coexist. 

Virtual machine monitors, in combination with commodity 

and specialized operating systems, form a flexible system software 

solution for these machines. A large ccNUMA multiprocessor can 

be configured with multiple virtual machines each running a com- 

modity operating system such as Microsoft’s Windows NT or some 

variant of UNIX. Each virtual machine is configured with the pro- 

cessor and memory resources that the operating system can cffcc- 

tively handle. The virtual machines communicate using standard 

distributed protocols to export the image of a cluster of machines. 

Although the system looks like a cluster of loosely-coupled 

machines, the virtual machine monitor uses global policies to man- 

age all the resources of the machine, allowing workloads to exploit 

the fine-grain resource sharing potential of the hardware. For exam- 

ple, the monitor can move memory between virtual machines to 

keep applications from paging to disk when free memory is avail- 

able in the machine. Similarly, the monitor dynamically schedules 

virtual processors on the physical processors to balance the load 

across the machine. 

The use of commodity software leverage the significant cngi- 

neering effort invested in these operating systems and allows 

ccNUMA machines to support their large application base. Since 

the monitor is a relatively simple piece of code, this can bc done 

with a small implementation effort as well as with a low risk of in- 

troducing software bugs and incompatibilities. 

The approach offers two different possible solutions to handle 

applications whose resource needs exceed the scalability of com- 

modity operating systems. First, a relatively simple change to the 

commodity operating system can allow applications to cxplicltly 

share memory regions across virtual machine boundaries. The mon- 
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Virtual Machine Challenges
Overheads

Instruction execution, exception processing, I/O

Memory

Code and data of hosted operating systems

Replicated buffer caches

Resource management

Lack of information

Idle loop, lock busy-waiting

Page usage

Communication and sharing

Not really a problem anymore b/c of distributed protocols



Disco in Detail



Interface
MIPS R10000 processor

All instructions, the MMU, trap architecture

Memory-based interface to VMM

Enabling/disabling interrupts, accessing privileged registers

Physical memory

Contiguous, starting at address 0

I/O devices

Virtual devices exclusive to VM

Physical devices multiplexed by Disco

Idealized interface to SCSI disks and network

Virtual subnet across all virtual machines



Virtual CPUs

Three modes

Kernel mode: Disco

Provides full access to hardware

Supervisor mode: Guest operating system

Provides access to protected memory segment

User mode: Applications

Emulation by direct execution

Not for privileged instructions, access to physical memory, 
and I/O devices

Emulated in VMM with per VM data structures (registers, TLB)

Syscalls, page faults handled by guest OS's trap handlers



Virtual Physical Memory

Adds level of translation: physical-to-machine

Performed in software-reloaded TLB

Based on pmap data structure: entry per physical page

Requires changes in Irix memory layout

Flushes TLB when scheduling different virtual CPUs

MIPS TLB is tagged with address space ID

Increases number of misses, but adds software TLB

Guest operating system now mapped through TLB

TLB is flushed on virtual CPU switches

Virtualization introduces overhead



NUMA Memory Management

Two optimizations

Heavily accessed pages relocated to using node

Read-only shared pages replicated across nodes

Based on cache miss counting facility of FLASH

Supported by memmap data structure

For each machine page, points to physical addr's, VMs, copies
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FIGURE 2. ‘Ikansparent Page Replication. Disco uses the physical to machine mapping to replicate user and kernel pages. Virtual 

pages from VCPUs 0 and 1 of the same virtual machine both map the same physical page of their virtual machine. However, Disco trans- 

parently maps each virtual page to a machine page replica that is located on the local node. 

4.2.2 Virtual Physical Memory 

To virtualize physical memory, Disco adds a level of address trans- 

lation and maintains physical-to-machine address mappings. Virtu- 

al machines use physical addresses that have memory starting at 

address zero and continuing for the size of virtual machine’s mem- 

ory, Disco maps these physical addresses to the 40 bit machine ad- 

dresses used by the memory system of the FLASH machine. 

Disco performs this physical-to-machine translation using the 

software-reloaded translation-lookaside buffer (TLB) of the MIPS 

processor. When an operating system attempts to insert a virtual-to- 

physical mapping into the TLB, Disco emulates this operation by 

translating the physical address into the corresponding machine ad- 

dress and inserting this corrected TLB entry into the TLB. Once the 

TLB entry has been established, memory references through this 

mapping are translated with no additional overhead by the proces- 

sor. 

To quickly compute the corrected TLB entry, Disco keeps a 

per virtual machinepmap data structure that contains one entry for 

each physical page of a virtual machine. Each pmap entry contains 

a pre-computed TLB entry that references the physical page loca- 

tion in real memory. Disco merges that entry with the protection 

bits of the original entry before inserting it into the TLB. The pmap 

entry also contains backmaps pointing to the virtual addresses that 

are used to invalidate mappings from the TLB when a page is taken 

away from the virtual machine by the monitor. 

On MIPS processors, all user mode memory references must 

be translated by the TLB but kernel mode references used by oper- 

ating systems may directly access physical memory and I/O devices 

through the unmapped segment of the kernel virtual address space. 

Many operating systems place both the operating system code and 

data in this segment. Unfortunately, the MIPS architecture bypasses 

the TLB for this direct access segment making it impossible for 

Disco to efficiently remap these addresses using the TLB. Having 

each operating system instruction trap into the monitor would lead 

to unacceptable performance. We were therefore required to re-link 

the operating system code and data to a mapped region of the ad- 

dress space. This problem seems unique to MIPS as other architec- 

tures such as Alpha can remap these regions using the TLB. 

The MIPS processors tag each TLB entry with an address 

space identifier (ASID) to avoid having to flush the TLB on MMU 

context switches. To avoid the complexity of virtualizing the 

ASIDs, Disco flushes the machine’s TLB when scheduling a differ- 

ent virtual CPU on a physical processor. This approach speeds up 

the translation of the TLB entry since the ASID field provided by 

the virtual machine can be used directly. 

A workload executing on top of Disco will suffer an increased 

number of TLB misses since the TLB is additionally used for all op- 

erating system references and since the TLB must be flushed on vir- 
tual CPU switches. In addition, each TLB miss is now more 

expensive because of the emulation of the trap architecture, the em- 

ulation of privileged instructions in the operating systems’s TLB- 

miss handler, and the remapping of physical addresses described 

above. To lessen theperformance impact, Disco caches recent vir- 

tual-to-machine translations in a second-level software TLB. On 

each TLB miss, Disco’s TLB miss handler first consults the second- 

level TLB. If it finds a matching virtual address it can simply place 

the cached mapping in theTLB, otherwise it forwards theTLB miss 

exception to the operating system running on the virtual machine. 

The effect of this optimization is that virtual machines appear to 

have much larger TLBs than the MIPS processors. 

4.2.3 NUMA Memory Management 

Besides providing fast translation of the virtual machine’s physical 

addresses to real machine pages, the memory management part of 

Disco must also deal with the allocation of real memory to virtual 

machines. This is a particularly important task on ccNUMA ma- 

chines since the commodity operating system is depending on Dis- 

co to deal with the non-uniform memory access times. Disco must 

try to allocate memory and schedule virtual CPUs so that cache 

misses generated by a virtual CPU will be satisfied from local mem- 

ory rather than having to suffer the additional latency of a remote 

cache miss. To accomplish this, Disco implements a dynamic page 

migration and page repIication system [2,7] that moves or replicates 

pages to maintain locality between a virtual CPU’s cache misses 

and the memory pages to which the cache misses occur. 

Disco targets machines that maintain cache-coherence in hard- 

ware. On these machines, NUMA management, implemented ei- 

ther in the monitor or in the operating system, is not required for 

correct execution, but rather an optimization that enhances data lo- 

cality. Disco uses a robust policy that moves only pages that will 

likely result in an eventual performance benefit [26]. Pages that are 

heavily accessed by only one node are migrated to that node. Pages 

that are primarily read-shared are replicated to the nodes most 

heavily accessing them. Pages that are write-shared are not moved 

because they fundamentally cannot benefit from either migration or 

replication. Disco’s policy also limits the number of times a page 

can move to avoid excessive overheads. 

Disco’s page migration and replication policy is driven by the 

cache miss counting facility provided by the FLASH hardware. 

FLASH counts cache misses to each page from every physical pro- 
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Virtual I/O Devices

Specialized interface for common devices

Special drivers for guest OS's: one trap per operation

DMA requests are modified

From physical to machine memory

Copy-on-write disks

Page with same contents requires only one copy

entriesmapping the old machine-page and then copies the data to a 

local machine page. To replicate a page, the monitor must first 

downgrade all TLB entries mapping the machine page to ensure 

read-only accesses. It then copies the page to the local node and up- 

dates the relevant TLB entries mapping the old machine page. The 

resulting configuration after replication is shown in Figure 2. 

Disco maintains a memmap data structure that contains an en- 

try for each real machine memory page. To perform the necessary 

TLB shootdowns during a page migration or replication, the mem- 

map entry contains a list of the virtual machines using the.page and 

the virtual addresses used to access them. A memmap entry also 

contains pointers to any replicated copies of the page. 

4.2.4 Virtual I/O Devices 

To virtualize access to l/O devices, Disco intercepts all device 

. accesses from the virtual machine and eventually forwards them to 

the physical devices. Disco could interpose on the programmed in- 

put/output (PIOs) from the operating system device drivers by trap- 

ping into the monitor and emulating the functionality of the 

hardware device assumed by the version of the operatingsystem we 

used. However we found it was much cleaner to simpIy add special 

device drivers into the operating system. Each Disco device de&es 

a monitor cull used by the device driver to pass all command argu- 

ments in a single trap. 

Devices such as disks and network interfaces include a DMA 

map as part of their arguments. Disco must intercept such DMA re- 

quests to translate the physical addresses specified by the operating 

systems into machine addresses. Disco’s device drivers then inter- 

act directly with the physical device. 

For devices accessed by a single virtual machine, Disco only 

needs to guarantee the exclusivity of this access and translate the 

physical memory addresses of the DMA, but does not need to vir- 

tualize the I/O resource itself. 

The interposition on all DMA requests offers an opportunity 

for Disco to share disk and memory resources among virtual ma- 

chines. Disco’s copy-on-write disks allow virtual machines to share 

both main memory and disk storage resources. Disco’s virtual net- 

work devices allow virtual machines to communicate efficiently. 

The combination of these two mechanisms, detailed in 

Section 4.2.5 and Section 4.2.6, allows Disco to support a system- 

wide cache of disk blocks in memory that can be transparently 

shared between all the virtual machines. 

4.2.5 Copy-on-write Disks 

Disco intercepts every disk request that DMAs data into memory. 

. 

Physical Memory of VM 1 Physical Memory of VM 2 

Code Data Buffer Cache -Code Data Buffer Cache 

! Private Pages 

cl 
Shared Pages 

Data Code Buffer Cache .Data 
Free Pages 

Machine Memory 
I7 

FIGURE 3. ‘Dartsparent Sharing of Pages. Read only pages brought in from disk such as the kernel text and the buffer cache can be 

transparently shared between virtual machines. This creates a global buffer cache shared across virtual machines and helps reduce the 

memory footprint of the system. 

cessor. Once FLASH detects a hot page, the monitor chooses be- When a virtual machine requests to read a disk block that is already 

tween migrating and replicating the hot page based on the cache in main memory, Disco can process the request without going to 

miss counters. To migrate a page, the monitor transparently chang- disk. Furthermore, if the disk request is a multiple of the machine’s 

es the physical-to-machine mapping. It first invalidates any TLB . page size, Disco can process the DMA request by simply mapping 

the page into the virtual machine’s physical memory. In order to 

preserve the semantics of a DMA operation, Disco maps the page 

read-only into the destination address page of the DMA. Attempts 

to modify a shared page will resuIt in a copy-on-write fault handled 

internally by the monitor. 

Using this mechanism, multiple virtual machines accessing n 

shared disk end up sharing machine memory. The copy-on-write 

semantics means that the virtual machine is unaware of the sharing 

with the exception that disk requests can finish nearly instantly, 

Consider an environment running multiple virtual machines for 

scalability purposes. All the virtual machines can share the same 

root disk containing the kernel and application programs. The code 

and other read-only data stored on the disk will be DMA-ed into 

memory by the first virtual machine that accesses it. Subsequent rc- 

quests will simply map the page specified to the DMA engine with- 

out transferring any data. The result is shown in Figure 3 where all 

virtual machines share these read-only pages. Effectively we get the 

memory sharing patterns expected of a single shared memory mul- 

tiprocessor.operating system even though the system runs multiple 

independent operating systems. 

To preserve the isolation of the virtual machines, disk writes 

must be kept private to the virtual machine that issues them. Disco 

logs the modified sectors so that the copy-on-write disk is never ac- 

tually modified. For persistent disks, these modifted sectors would 

be logged in a separate disk partition managed by Disco. To simpli- 

fy our implementation, we only applied the concept of copy-on- 

write disks to non-p”ersistent disks and kept the modified sectors in 

main memory whenever possible. 

The implementation of this memory and disk sharing feature 

ofDisco uses two data structures. For each disk device, Disco main- 

tains a B-Tree indexed by the range of disk sectors being requested, 

This ‘B-Tree is used to find the machine memory address of the sec- 

tors in the global disk cache. A second B-Tree is kept for each disk 

and virtual machine to find any modifications to the block made by 
that virtual machine. We used B-Trees to efficiently support queries 

on ranges of sectors [6]. 

The copy-on-write mechanism is used for file systems such as 

the root disk whose‘modifications as not intended to be persistent 

or shared across virtual machines. For persistent disks such as the 

one containing user files, Disco enforces that only a single virtual 

machine can mount the disk at any given time. As a result, Disco 

does not need to virtualize the layout of the disk. Persistent disks 

can be accessed by other virtual machines through a distributed file 

system protocol such as NFS. 
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Virtual Network Interface

Issue: Different VMs communicate through standard 
distributed protocols (here, NFS)

May lead to page duplication in memory

Solution: virtual subnet

Ethernet-like addresses, no maximum transfer unit

Read-only mapping instead of copying

Supports scatter/gather

What about NUMA?

IWS Server NFS Client 

Wrtual Pages 

Physical Pages 

Machine Pages 

FIGURE 4. ‘Ikansparent Sharing of Pages Over NFS. This figure illustrates the case when the NFS reply, to a read request, includes 

a data page. (1) The monitor’s networking device remaps the data page from the source’s machine address space to the destination’s. (2) 

The monitor remaps the data page from the driver’s mbuf to the clients buffer cache. This remap is initiated by the operating system 

through a monitor call. 

4.2.6 Virtual Network Interface 

The copy-on-write mechanism for disks allows the sharing of mem- 

ory resources across virtual machines, but does not allow virtual 

machines to communicate with each other. To communicate, virtu- 

al machines use standard distributed protocols. For example, virtual 

machines share files through NFS. As a result, shared data will end 

up in both the client’s and server’s buffer cache. Without special at- 

tention, the data will be duplicated in machine memory. We de- 

signed a virtual subnet managed by Disco that allows virtual 

machines to communicate with each other, while avoiding replicat- 

ed data whenever possible. 

The virtual subnet and networking interfaces of Disco also use 

copy-on-write mappings to reduce copying and to allow for memo- 

ry sharing. The virtual device uses ethernet-like addresses and does 

not limit the maximum transfer unit (MTU) of packets. A message 

transfer sent between virtual machines causes the DMA unit to map 

the page read-only into both the sending and receiving virtual ma- 

chine’s physical address spaces. The virtual network interface ac- 

cepts messages that consist of scattered buffer fragments. Our 

implementation of the virtual network in Disco and in the operating 

system’s device driver always respects the data alignment of the 

outgoing message so that properly aligned message fragments that 

span a complete page are always remapped rather than copied. 

Using this mechanism, a page of data read from disk into the 

file cache of a file server running in one virtual machine can be 

shared with client programs that request the file using standard dis- 

tributed file system protocol such as NFS. As shown in Figure 4, 

Disco supports a global disk cache even when a distributed file sys- 

tem is used to connect the virtual machines. In practice, the combi- 

nation of copy-on-write disks and the access to persistent data 

through the specialized network device provides a global buffer 

cache that is transparently shared by independent virtual machines. 

As a result, all read-only pages can be shared between virtual 

machines. Although this reduces the memory footprint, this may 

adversely affect data locality as most sharers will access the page 

remotely. However, Disco’s page replication policy selectively rep- 

licates the few “hot” pages that suffer the most cache misses. Pages 

are therefore shared whenever possible and replicated only when 

necessary to improve performance. 

4.3 Running Commodity Operating Systems 

The “commodity” operating system we run on Disco is IRIX 5.3, a 

UNIX SVR4 based operating system from Silicon Graphics. Disco 

is however independent of any specific operating system and we 

plan to support others such as Windows NT and Linux. 

In their support for portability, modem operating systems 

present a hardware abstraction level (HAL) that allows the operat- 

ing system to be effectively “ported” to run on new platforms. Typ 

ically the HAL of modem operating systems changes with each 

new version of a machine while the rest of the system can remain 

unchanged. Our experience has been that relatively small changes 

to the HAL can reduce the overhead of virtualization and improve 

resource usage. 

Most of the changes made in IRIX were part of the HAL’. All 

of the changes were simple enough that they are unlikely to intro- 

duce a bug in the software and did not require a detailed understand- 

ing of the internals of IRIX. Although we performed these changes 

at the source level as a matter of convenience, many of them were 

simple enough to be performed using binary translation or augmen- 

tation techniques. 

4.3.1 Necessary Changes for MIPS Architecture 

Virtual processors running in supervisor mode cannot efficiently 

access the KSEGO segment of the MIPS virtual address space, that 

always bypasses the TLB. Unfortunately, many MIPS operating 

systems including IRIX 5.3 place the kernel code and data in the 

KSEGO segment. As a result, we needed to relocate the unmapped 

segment of the virtual machines into a portion of the mapped super- 

visor segment of the MIPS processor. This allowed Disco to emu- 

late the direct memory access efficiently using the TLB. The need 

for relocating the kernel appears to be unique to MIPS and is not 

present in other modem architecture such as Alpha, x86, SPARC, 

and PowerPC. 

Making these changes to IRIX required changing two header 

fiIes that describe the virtual address space layout, changing the 

linking options, as well as 15 assembly statements in locores. Un- 

fortunately, this meant that we needed tore-compile and re-link the 

IRIX kernel to run on Disco. 

4.3.2 Device Drivers 

Disco’s monitor call interface reduces the complexity and overhead 

of accessing I/O devices. We implemented UART, SCSI disks, and 

1. Unlike other operating systems. IRIX is not structured with a well- 
defined HAL. In this paper, the HAL includes all the platform and 
processor-specific functions of the operating system. 
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Irix 5.3 on Disco

Changed memory layout to make all pages mapped

Added device drivers to special I/O devices

Disco's drivers are the same as those in Irix

Patched HAL to use memory loads/stores instead of 
privileged instructions

Added new calls

Request zeroed-out memory pages, inform about freed page

Changed mbuf management to be page-aligned

Changed bcopy to use remap (with copy-on-write)



Disco Evaluation



Experimental Methodology

FLASH machine "unfortunately not yet available"

Use SimOS

Models hardware in enough detail to run unmodified code

Supports different levels of accuracy, checkpoint/restore

Workloads

pmake, engineering, scientific computing, database



Execution Overhead

Uniprocessor configuration comparing Irix and Disco

Disco overhead between 3% and 16% (!)

Mostly due to trap emulation and TLB reload misses
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FIGURE 5. Overhead of Virtualization. The figure compares, 

for four uniprocessor workloads, the execution time when running 

IRIX directly on the simulated hardware with IRIX running in a 

Disco virtual machine. The execution time is separated between 

the time spent in user programs, the IRIX kernel, Disco, and the 

idle loop. 

privileged instructions that deal exclusively with this feature and 

are individually emulated. 

We also notice the relatively high overhead of servicing kernel 

TLB-faults that occur since Disco runs IRIX in mapped addresses 

rather than the unmapped addresses used when running directly on 

the machine. This version of Disco only mapped 4KB page pairs 

into the TLB. The use of larger pages, supported by the MIPS TLB, 

could significantly reduce this overhead. Even with these large 

slowdowns, the operating system intensive pmake workload with 

its high trap and system call rate has an overhead of only 16%. 

Figure 5 also shows a reduction in overall kernel time of some 

workloads. Some of the work of the operating system is being han- 

dled directly by the monitor. The reduction in pmake is primarily 

due to the monitor initializing pages on behalf of the kernel and 

hence suffering the memory stall and instruction execution over- 

head of this operation. The reduction of kernel time in Raytrace, 

Engineering and Database workloads is due to the monitor’s sec- 

ond-level TLB handling most TLB misses. 

5.3 Memory Overheads 

To evaluate the effectiveness of Disco’s transparent memory shar- 

ing and quantify the memory overheads of running multiple virtual 

machines, we use a single workload running under six different sys- 

tem configurations. The workload consists of eight different in- 

stances of the basic pmake workload. Each pmake instance reads 

and writes files from a different disk. In all configurations we use 

an eight processor machine with 256 megabytes of memory and ten 

disks. 

The configurations differ in the number of virtual machines 

used and the access to the workload file systems. The Brst configu- 

ration (IRIX) runs IRIX on the bare hardware with all disks local. 

The next four configurations split the workload across one (IVM), 

two (2VMs), four (4VMs), and eight virtual machines (8VMs). 

Each VM has the virtual resources thaicorrespond to an equal frac- 

tion of the physical resources. As aresult, the total virtual processor 

and memory resources are equivalent to the total physical resources 

of the machine, i.e. eight processors and 256 MB of memory. For 

example, the 4VMs configuration consists of dual-processor virtual 

machines, each with 64 MB of memory. The root disk and work- 

load binaries are mounted from copy-on-write disks and shared 

among all the virtual machines. The workload file systems are 
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FIGURE 6. Data Shan’ng in Disco. This figure compares tho 

memory footprints of the different configurations of Section 5.3 

which run the pmake workload. For each configuration, “V” 

breaks down the virtual footprint of the system and “M” and actual 

machine memory footprint. The virtual footprint is equivalent to 

the amount of memory required in the absence of memory sharing 

optimizations. 

mounted from different private exclusive disks. 

The last configuration runs eight virtual machines but acccsscs 

workload files over NFS rather than from private disks, One of the 

eight virtual machines also serves as the NFS server for all file sysd 

terns and is configured with 96 megabytes of memory. The scvcn 

other virtual machines have only 32MB of memory. This results in 

more memory configured to virtual machines than is available on 

the real machine. This workload shows the ability to share the file 

cache using standard distributed system protocols such as NFS. 

Figure 6 compares the memory footprint of each configuration 
at the end of the workload. The virtual physical footprint (V) is the 

amount of memory that would be needed if Disco did not support 

any sharing across virtual machines. The machine footprint (M) is 

the amount of memory actually needed with the sharing optimiza- 

tions. Pages are divided between the IRIX data stntctures, the IRIX 

text, the tile system buffer cache and the Disco monitor itself. 

Overall, we see that the effective sharing of the kemcl text and 

buffer cache limits the memory overheads of running multiple vir- 

tual machines. The read-shared data is kept in a single location in 

memory. 

The kernel private data is however not shareable across virtual 

machines. The footprint of the kernel private data increases with the 

number of virtual machines, but remains overall small. For the clght 

virtual machine configuration, the eight copies of IRIX’s data struc- 

tures take less than 20 megabytes of memory. 

In the NFS contiguration. the virtual buffer cache is larger than 

the comparable local configuration as the server holds a copy of all 

workload files. However, that data is transparently shared with the 

clients and the machine buffer cache is of comparable size to the 

other configurations. Even using a standard distributed file system 

such as NFS, Disco can maintain a global buffer cache and avoid 

the memory overheads associated with multiple caching of data. 

5.4 ScaIabiIity 

To demonstrate the scalability benefits of using virtual machine 

monitors we ran the pmake workload under the six configurations 

described in the previous section. IRIX.5.3 is not a NUMA-aware 

kernel and tends to allocate its kernel data structures from a single 

node of FLASH causing large hot-spots. To compensate for this, we 

changed the physical memory layout of FLASH so that machine 
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Diggin' Deeper

What does this table tell us?

What is the problem with entering/exiting the kernel?

What is the problem with placing OS in mapped memory?

Workload Environment Description Characteristics 
Execution 

Time 

Pmake Software Development 
Parallel compilation (-J2) of the Multiprogrammed, short-lived, 

GNU chess application system and I/O intensive processes 
3.9 set 

Engineering Hardware Development 
Verilog simulation (Chronologies Multiprogrammed, long running 
VCS) + machine simulation 3.5 set 

processes 

Splash Scientific Computing Raytrace from SPLASH-2 Parallel applications 12.9 set 

Database Commercial Database 
Sybase Relational Database 

Server decision support workload 
Single memory intensive process 2.0 set 

Table 1. Workloads. Each workload is scaled differently for the uniprocessor and multiprocessor experiments. The reported execution 

time is for the uniprocessor workloads running on IRIX without Disco. The execution time does not include the time to boot the operating, 

ramp-up the applications and enter a steady execution state. This setup time is at least two orders of magnitude longer and performed 

using SimOS’s fast emulation mode. 

loads, we were able to study issues like the CPU and memory over- 

heads of virtualization, the benefits on scalability, and NUMA 

memory management. However, studies that would require long 

running workloads, such as those fully evaluating Disco’s resource 

sharing policies, are not possible in this environment and will hence 

have to wait until we have a real machine. 

Table 1 lists the workloads of this study together with their 

base simulated execution time. The workloads were chosen to be 

representative of four typical uses of scalable compute servers. Al- 

though the simulated execution times are small, the SimOS envi- 

ronment allowed us to study the workload’s behavior in great detail 

and determine that the small execution regions exhibit similar be- 

havior to longer-running worklaods. We also used the fast mode of 

SimOS to ensure that the workloads did not include any cold start 

effects. 

5.2 Execution Overheads 

To evaluate the overheads of running on Disco, we ran each work- 

load on a uniprocessor, once using IRIX directly on the simulated 

hardware, and once using Disco running IRIX in a single virtual 

machine on the same hardware. Figure 5 shows this comparison. 

Overall, the overhead of virtualization ranges from a modest 3% for 

Raytrace to a high of 16% in the pmake and database workloads. 

For the compute-bound engineering and Raytrace workloads, the 

overheads are mainly due to the Disco trap emulation of TLB reload 

misses. The engineering and database workloads have an excep- 

tionally high TLB miss rate and hence suffer large overheads. Nev- 

ertheless, the overheads of virtualization for these applications are 

less than 16%. 

The heavy use of OS services for file system and process cre- 

ation in the pmake workload makes it a particularly stressful work- 

load for Disco. Table 2 shows the effect of the monitor overhead on 

the top OS services. From this table we see the overheads can sig- 

nificantly lengthen system services and trap handling. Short run- 

ning services such as the IRIX quick page fault handler, where the 

trap overhead itself is a significant portion of the service, show 

slowdowns over a factor of 3. Even longer running services such as 

execve and open system call show slowdowns of 1.6. 

These slowdowns can be explained by the common path to en- 

ter and leave the kernel for all page faults, system calls and inter- 

rupts. This path includes many privileged instructions that must be 

individually emulated by Disco. A restructuring of the HAL of 

IRIX could remove most of this overhead. For example, IRIX uses 

the same TLB wired entry for different purposes in user mode and 

in the kernel. The path on each kernel entry and exit contains many 
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Table 2. Service Breakdown for the Pmake workload. This table breaks down the overheads of the virtualization for the seven top 

kernel services of the pmake workload. DEMAND-ZERO is demand zero page fault, QUICK-FAULT, is slow TLB refill, UTLB-MISS 

is a fast TLB refill. Other than the UTLB-MISS service, the IRIX and IRIX on Disco configurations request the same number of services 

of each category. For each service, the execution time is expressed as a fraction of the IRIX time and separates the time spend in the 

kernel, emulating TLB writes and privileged instructions, performing monitor call and emulating the unmapped segments. The slowdown 

column is the sum of the relative execution times and measures the average slowdown for each service. 
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Memory Overhead

Workload: 8 instances of pmake

Memory partitioned across virtual machines

NFS configuration uses more memory than available
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FIGURE 5. Overhead of Virtualization. The figure compares, 

for four uniprocessor workloads, the execution time when running 

IRIX directly on the simulated hardware with IRIX running in a 

Disco virtual machine. The execution time is separated between 

the time spent in user programs, the IRIX kernel, Disco, and the 

idle loop. 

privileged instructions that deal exclusively with this feature and 

are individually emulated. 

We also notice the relatively high overhead of servicing kernel 

TLB-faults that occur since Disco runs IRIX in mapped addresses 

rather than the unmapped addresses used when running directly on 

the machine. This version of Disco only mapped 4KB page pairs 

into the TLB. The use of larger pages, supported by the MIPS TLB, 

could significantly reduce this overhead. Even with these large 

slowdowns, the operating system intensive pmake workload with 

its high trap and system call rate has an overhead of only 16%. 

Figure 5 also shows a reduction in overall kernel time of some 

workloads. Some of the work of the operating system is being han- 

dled directly by the monitor. The reduction in pmake is primarily 

due to the monitor initializing pages on behalf of the kernel and 

hence suffering the memory stall and instruction execution over- 

head of this operation. The reduction of kernel time in Raytrace, 

Engineering and Database workloads is due to the monitor’s sec- 

ond-level TLB handling most TLB misses. 

5.3 Memory Overheads 

To evaluate the effectiveness of Disco’s transparent memory shar- 

ing and quantify the memory overheads of running multiple virtual 

machines, we use a single workload running under six different sys- 

tem configurations. The workload consists of eight different in- 

stances of the basic pmake workload. Each pmake instance reads 

and writes files from a different disk. In all configurations we use 

an eight processor machine with 256 megabytes of memory and ten 

disks. 

The configurations differ in the number of virtual machines 

used and the access to the workload file systems. The Brst configu- 

ration (IRIX) runs IRIX on the bare hardware with all disks local. 

The next four configurations split the workload across one (IVM), 

two (2VMs), four (4VMs), and eight virtual machines (8VMs). 

Each VM has the virtual resources thaicorrespond to an equal frac- 

tion of the physical resources. As aresult, the total virtual processor 

and memory resources are equivalent to the total physical resources 

of the machine, i.e. eight processors and 256 MB of memory. For 

example, the 4VMs configuration consists of dual-processor virtual 

machines, each with 64 MB of memory. The root disk and work- 

load binaries are mounted from copy-on-write disks and shared 

among all the virtual machines. The workload file systems are 
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FIGURE 6. Data Shan’ng in Disco. This figure compares tho 

memory footprints of the different configurations of Section 5.3 

which run the pmake workload. For each configuration, “V” 

breaks down the virtual footprint of the system and “M” and actual 

machine memory footprint. The virtual footprint is equivalent to 

the amount of memory required in the absence of memory sharing 

optimizations. 

mounted from different private exclusive disks. 

The last configuration runs eight virtual machines but acccsscs 

workload files over NFS rather than from private disks, One of the 

eight virtual machines also serves as the NFS server for all file sysd 

terns and is configured with 96 megabytes of memory. The scvcn 

other virtual machines have only 32MB of memory. This results in 

more memory configured to virtual machines than is available on 

the real machine. This workload shows the ability to share the file 

cache using standard distributed system protocols such as NFS. 

Figure 6 compares the memory footprint of each configuration 
at the end of the workload. The virtual physical footprint (V) is the 

amount of memory that would be needed if Disco did not support 

any sharing across virtual machines. The machine footprint (M) is 

the amount of memory actually needed with the sharing optimiza- 

tions. Pages are divided between the IRIX data stntctures, the IRIX 

text, the tile system buffer cache and the Disco monitor itself. 

Overall, we see that the effective sharing of the kemcl text and 

buffer cache limits the memory overheads of running multiple vir- 

tual machines. The read-shared data is kept in a single location in 

memory. 

The kernel private data is however not shareable across virtual 

machines. The footprint of the kernel private data increases with the 

number of virtual machines, but remains overall small. For the clght 

virtual machine configuration, the eight copies of IRIX’s data struc- 

tures take less than 20 megabytes of memory. 

In the NFS contiguration. the virtual buffer cache is larger than 

the comparable local configuration as the server holds a copy of all 

workload files. However, that data is transparently shared with the 

clients and the machine buffer cache is of comparable size to the 

other configurations. Even using a standard distributed file system 

such as NFS, Disco can maintain a global buffer cache and avoid 

the memory overheads associated with multiple caching of data. 

5.4 ScaIabiIity 

To demonstrate the scalability benefits of using virtual machine 

monitors we ran the pmake workload under the six configurations 

described in the previous section. IRIX.5.3 is not a NUMA-aware 

kernel and tends to allocate its kernel data structures from a single 

node of FLASH causing large hot-spots. To compensate for this, we 

changed the physical memory layout of FLASH so that machine 
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Scalability
Irix: High synchronization and memory overheads

memlock: spinlock for memory management data structures

Disco: Partitioning reduces overheads

What about RADIX experiment?
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FIGURE 7. Workload ScaIability Under Disco. The perfor- 

mance of the pmake and radix workloads on an eight-processor 

ccNUMA machine is normalized to the execution time running 

IRIX on the bare hardware. Radix runs on IRIX directly on top of 

the hardware and on a specialized OS (SPLASHOS) on top of 

Disco in a single virtual machine. For each workload the execu- 

tion is broken down into user time, kernel time, time synchroniza- 

tion time, monitor time, and the idle loop. All configurations use 

the same physical resources, eight processors and 256MB of 

memory, but use a different number of virtual machines. 

pages are allocated to nodes in a round-robin fashion. This round- 

robin allocation eliminates hot spots and results in significantly bet- 

ter performance for the IRIX runs. Since Disco is NUMA-aware, 

we were able to use the actual layout of machine memory, which al- 

locates consecutive pages to each node. To further simplify the 

comparison, we disabled dynamic page migration and replication 

for the Disco runs. 

Figure 7 shows the execution time of each workload. Even at 

just eight processors, IRIX suffers from high synchronization and 

memory system overheads for system-intensive workloads such as 

this. For example, about one quarter of the,overall time is spent in 

the kernel synchronization routines and the 67% of the remaining 

kernel time is spent stalled in the memory system on communica- 

tion misses. The version of IRIX that we used has a known primary 

scalability bottleneck, memlock, the spinIock that protects the mem- 

ory management data structures of IRIX [23]. Other operating sys- 

tems such as NT also have comparable scalability problems, even 

with small numbers of processors [21]. 

Using a single virtual machine leads to higher overheads than 

in the comparable uniprocessor Pmake workload. The increase is 

primarily due to additional idle time. The execution of the operating 

system in general and of the critical regions in particular is slower 

on top of Disco, which increases the contention for semaphores and 

spinlocks in the operating system. For this workload, the increased 

idle time is due to additional contention on certain semaphores that 

protect the virtual memory subsystem of IRIX, forcing more pro- 

cesses to be descheduled. This interaction causes a non-linear effect 

in the overheads of virtualization. 

However, partitioning the problem into different virhd ma- 

chines significantly improves the scalability of the system. With 

only two virtual machines, the scalability benefits already outweigh 

the overheads of the virtualization. When using eight virtual ma- 

chines, the execution time is reduced to 60% of its base execution 

time, primarily because of a significant reduction in the kernel stall 

time and kernel synchronization. 

We see significant performance improvement even when ac- 

cessing files using NFS. In the NFS configuration we see an in- 
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FIGURE 8. Performance Benefits of Page Migration and 
Replication. For each workload, the tigure compares the execu- 

tion time of IRIX on NUMA, IRIX on Disco on NUMA with page 

migration and replication, and IRIX on an bus-based UMA, The 

execution time is divided between instruction execution time, lo- 

cal memory stall time, remote memory stall time, and Disco over- 

head. The percentage of cache misses satisfied locally is shown 

below each bar. 

crease in the idle time that is primarily due to the serialization of 

NFS requests on the single server that manages all eight disks. Even 

with the overheads of the NFS protocol and the increase in idle 

time, this configuration executes faster than the base IRIX time. 

The other workload of Figure 7 compares the performance of 

the radix sorting algorithm, one of the SPLASH-2 applications [U]. 

Radix has an unfortunate interaction with the lazy evaluation poli- 

cies of the IRIX virtual memory system. IRIX defers setting up the 

page table entries of each parallel thread until the memory is 

touched by the thread. When the sorting phase starts, all threads suf- 

fer many page faults on the same region causing serialization on the 

various spinlocks and semaphores used to protect virtual memory 

data structures. The contention makes the execution of these traps 

significant in comparison to, the work Radix does for each page 

touched. The result is Radix spends one half of its time in the oper- 

ating system. 

Although it would not have been difficult to modify Radix to 

setup its threads differently to avoid this problem, other examples 

are not as easy to fix. Rather than modifying Radix, we ran it on top 

of SPLASHOS rather than IRIX. Because it does not manage virtu- 

al memory, SPLASHOS does not suffer from the same perfor- 

mance problems as IRIX. Figure 7 shows the drastic performance 

improvements of running the application in a specialized operating 

system (on top of Disco) over using a full-blown operating system 

(without Disco). Both configurations suffer from the same number 

of page faults, whose processing accounts for most of the system 

time. This system time is one order of magnitude larger for IRIX 

than it is for SPLASHOS on top of Disco. The NUMA-aware allo- 

cation policy of Disco also reduces hot spots and improves user stall 

time. 

5.5 Dynamic Page Migration and Replication 

To show the benefits of Disco’s page migration and replication im- 

plementation, we concentrate on workloads that exhibit poor mem- 

ory system behavior, specifically the Engineering and Raytrace 

workloads. The Engineering workload consists of six Verilog sim- 

ulations and six memory system simulations on eight processors of 

the same virtual machine. The Raytrace workload spans 16 proces- 

sors. Because Raytrace’s largest available data set fully tits in a 
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FIGURE 7. Workload ScaIability Under Disco. The perfor- 

mance of the pmake and radix workloads on an eight-processor 

ccNUMA machine is normalized to the execution time running 

IRIX on the bare hardware. Radix runs on IRIX directly on top of 

the hardware and on a specialized OS (SPLASHOS) on top of 

Disco in a single virtual machine. For each workload the execu- 

tion is broken down into user time, kernel time, time synchroniza- 

tion time, monitor time, and the idle loop. All configurations use 

the same physical resources, eight processors and 256MB of 

memory, but use a different number of virtual machines. 

pages are allocated to nodes in a round-robin fashion. This round- 

robin allocation eliminates hot spots and results in significantly bet- 

ter performance for the IRIX runs. Since Disco is NUMA-aware, 

we were able to use the actual layout of machine memory, which al- 

locates consecutive pages to each node. To further simplify the 

comparison, we disabled dynamic page migration and replication 

for the Disco runs. 

Figure 7 shows the execution time of each workload. Even at 

just eight processors, IRIX suffers from high synchronization and 

memory system overheads for system-intensive workloads such as 

this. For example, about one quarter of the,overall time is spent in 

the kernel synchronization routines and the 67% of the remaining 

kernel time is spent stalled in the memory system on communica- 

tion misses. The version of IRIX that we used has a known primary 

scalability bottleneck, memlock, the spinIock that protects the mem- 

ory management data structures of IRIX [23]. Other operating sys- 

tems such as NT also have comparable scalability problems, even 

with small numbers of processors [21]. 

Using a single virtual machine leads to higher overheads than 

in the comparable uniprocessor Pmake workload. The increase is 

primarily due to additional idle time. The execution of the operating 

system in general and of the critical regions in particular is slower 

on top of Disco, which increases the contention for semaphores and 

spinlocks in the operating system. For this workload, the increased 

idle time is due to additional contention on certain semaphores that 

protect the virtual memory subsystem of IRIX, forcing more pro- 

cesses to be descheduled. This interaction causes a non-linear effect 

in the overheads of virtualization. 

However, partitioning the problem into different virhd ma- 

chines significantly improves the scalability of the system. With 

only two virtual machines, the scalability benefits already outweigh 

the overheads of the virtualization. When using eight virtual ma- 

chines, the execution time is reduced to 60% of its base execution 

time, primarily because of a significant reduction in the kernel stall 

time and kernel synchronization. 

We see significant performance improvement even when ac- 

cessing files using NFS. In the NFS configuration we see an in- 
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FIGURE 8. Performance Benefits of Page Migration and 
Replication. For each workload, the tigure compares the execu- 

tion time of IRIX on NUMA, IRIX on Disco on NUMA with page 

migration and replication, and IRIX on an bus-based UMA, The 

execution time is divided between instruction execution time, lo- 

cal memory stall time, remote memory stall time, and Disco over- 

head. The percentage of cache misses satisfied locally is shown 

below each bar. 

crease in the idle time that is primarily due to the serialization of 

NFS requests on the single server that manages all eight disks. Even 

with the overheads of the NFS protocol and the increase in idle 

time, this configuration executes faster than the base IRIX time. 

The other workload of Figure 7 compares the performance of 

the radix sorting algorithm, one of the SPLASH-2 applications [U]. 

Radix has an unfortunate interaction with the lazy evaluation poli- 

cies of the IRIX virtual memory system. IRIX defers setting up the 

page table entries of each parallel thread until the memory is 

touched by the thread. When the sorting phase starts, all threads suf- 

fer many page faults on the same region causing serialization on the 

various spinlocks and semaphores used to protect virtual memory 

data structures. The contention makes the execution of these traps 

significant in comparison to, the work Radix does for each page 

touched. The result is Radix spends one half of its time in the oper- 

ating system. 

Although it would not have been difficult to modify Radix to 

setup its threads differently to avoid this problem, other examples 

are not as easy to fix. Rather than modifying Radix, we ran it on top 

of SPLASHOS rather than IRIX. Because it does not manage virtu- 

al memory, SPLASHOS does not suffer from the same perfor- 

mance problems as IRIX. Figure 7 shows the drastic performance 

improvements of running the application in a specialized operating 

system (on top of Disco) over using a full-blown operating system 

(without Disco). Both configurations suffer from the same number 

of page faults, whose processing accounts for most of the system 

time. This system time is one order of magnitude larger for IRIX 

than it is for SPLASHOS on top of Disco. The NUMA-aware allo- 

cation policy of Disco also reduces hot spots and improves user stall 

time. 

5.5 Dynamic Page Migration and Replication 

To show the benefits of Disco’s page migration and replication im- 

plementation, we concentrate on workloads that exhibit poor mem- 

ory system behavior, specifically the Engineering and Raytrace 

workloads. The Engineering workload consists of six Verilog sim- 

ulations and six memory system simulations on eight processors of 

the same virtual machine. The Raytrace workload spans 16 proces- 

sors. Because Raytrace’s largest available data set fully tits in a 
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How does this differ from Disco?

X
E
N

H/W (SMP x86, phy mem, enet, SCSI/IDE)

virtual 
network

virtual 
blockdev

virtual 
x86 CPU

virtual 
phy mem

Control
Plane

Software

GuestOS
(XenoLinux)

GuestOS
(XenoBSD)

GuestOS
(XenoXP)

User
Software

User
Software

User
Software

GuestOS
(XenoLinux)

Xeno-Aware
Device Drivers

Xeno-Aware
Device Drivers

Xeno-Aware
Device Drivers

Xeno-Aware
Device Drivers

Domain0
control

interface

Figure 1: The structure of a machine running the Xen hyper-

visor, hosting a number of different guest operating systems,

including Domain0 running control software in a XenoLinux

environment.

this process was automated with scripts. In contrast, Linux needed

far fewer modifications to its generic memory system as it uses pre-

processor macros to access PTEs — the macro definitions provide

a convenient place to add the translation and hypervisor calls re-

quired by paravirtualization.

In both OSes, the architecture-specific sections are effectively

a port of the x86 code to our paravirtualized architecture. This

involved rewriting routines which used privileged instructions, and

removing a large amount of low-level system initialization code.

Again, more changes were required in Windows XP, mainly due

to the presence of legacy 16-bit emulation code and the need for

a somewhat different boot-loading mechanism. Note that the x86-

specific code base in XP is substantially larger than in Linux and

hence a larger porting effort should be expected.

2.3 Control and Management
Throughout the design and implementation of Xen, a goal has

been to separate policy from mechanism wherever possible. Al-

though the hypervisor must be involved in data-path aspects (for

example, scheduling the CPU between domains, filtering network

packets before transmission, or enforcing access control when read-

ing data blocks), there is no need for it to be involved in, or even

aware of, higher level issues such as how the CPU is to be shared,

or which kinds of packet each domain may transmit.

The resulting architecture is one in which the hypervisor itself

provides only basic control operations. These are exported through

an interface accessible from authorized domains; potentially com-

plex policy decisions, such as admission control, are best performed

by management software running over a guest OS rather than in

privileged hypervisor code.

The overall system structure is illustrated in Figure 1. Note that

a domain is created at boot time which is permitted to use the con-

trol interface. This initial domain, termed Domain0, is responsible

for hosting the application-level management software. The con-

trol interface provides the ability to create and terminate other do-

mains and to control their associated scheduling parameters, phys-

ical memory allocations and the access they are given to the ma-

chine’s physical disks and network devices.

In addition to processor and memory resources, the control inter-

face supports the creation and deletion of virtual network interfaces

(VIFs) and block devices (VBDs). These virtual I/O devices have

associated access-control information which determines which do-

mains can access them, and with what restrictions (for example, a

read-only VBD may be created, or a VIF may filter IP packets to

prevent source-address spoofing).

This control interface, together with profiling statistics on the

current state of the system, is exported to a suite of application-

level management software running in Domain0. This complement

of administrative tools allows convenient management of the entire

server: current tools can create and destroy domains, set network

filters and routing rules, monitor per-domain network activity at

packet and flow granularity, and create and delete virtual network

interfaces and virtual block devices. We anticipate the development

of higher-level tools to further automate the application of admin-

istrative policy.

3. DETAILED DESIGN
In this section we introduce the design of the major subsystems

that make up a Xen-based server. In each case we present both

Xen and guest OS functionality for clarity of exposition. The cur-

rent discussion of guest OSes focuses on XenoLinux as this is the

most mature; nonetheless our ongoing porting of Windows XP and

NetBSD gives us confidence that Xen is guest OS agnostic.

3.1 Control Transfer: Hypercalls and Events
Two mechanisms exist for control interactions between Xen and

an overlying domain: synchronous calls from a domain to Xen may

be made using a hypercall, while notifications are delivered to do-

mains from Xen using an asynchronous event mechanism.

The hypercall interface allows domains to perform a synchronous

software trap into the hypervisor to perform a privileged operation,

analogous to the use of system calls in conventional operating sys-

tems. An example use of a hypercall is to request a set of page-

table updates, in which Xen validates and applies a list of updates,

returning control to the calling domain when this is completed.

Communication from Xen to a domain is provided through an

asynchronous event mechanism, which replaces the usual delivery

mechanisms for device interrupts and allows lightweight notifica-

tion of important events such as domain-termination requests. Akin

to traditional Unix signals, there are only a small number of events,

each acting to flag a particular type of occurrence. For instance,

events are used to indicate that new data has been received over the

network, or that a virtual disk request has completed.

Pending events are stored in a per-domain bitmask which is up-

dated by Xen before invoking an event-callback handler specified

by the guest OS. The callback handler is responsible for resetting

the set of pending events, and responding to the notifications in an

appropriate manner. A domain may explicitly defer event handling

by setting a Xen-readable software flag: this is analogous to dis-

abling interrupts on a real processor.

3.2 Data Transfer: I/O Rings
The presence of a hypervisor means there is an additional pro-

tection domain between guest OSes and I/O devices, so it is crucial

that a data transfer mechanism be provided that allows data to move

vertically through the system with as little overhead as possible.

Two main factors have shaped the design of our I/O-transfer

mechanism: resource management and event notification. For re-

source accountability, we attempt to minimize the work required to

demultiplex data to a specific domain when an interrupt is received

from a device — the overhead of managing buffers is carried out

later where computation may be accounted to the appropriate do-

main. Similarly, memory committed to device I/O is provided by

the relevant domains wherever possible to prevent the crosstalk in-

herent in shared buffer pools; I/O buffers are protected during data

transfer by pinning the underlying page frames within Xen.
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Xen by Comparison

Three main differences

Less complete virtualization

Domain0 to initialize/manage VMs, incl. to set policies

Strong performance isolation

Primary contribution

Interface that is pretty close to hardware
and enables low-overhead virtualization

Need to change more OS code than in Disco

Yet still not too much: 3000 lines for Linux



CPU Interface

Xen runs in ring 0

Guest OS's run in the otherwise unused ring 1

Privileged instructions need to be processed by Xen

Though, x86 makes life a little difficult — how?

Fast exception handlers do not require Xen interaction

Must execute outside ring 0 — what does Xen need to do?



Memory Interface

x86 has hardware-accessed page tables and TLB

Guest OS's responsible for managing page tables

Provide machine memory to Xen (from guest's reservation)

Have direct read-only access

Defer to Xen for performing (batched) updates



Device Driver Interface

Shockingly, idealized hardware abstraction

Virtual firewall-router

Virtual network interfaces

Virtual block devices



VM/VMM Communication
Control transfer

Hypercalls: synchronous software traps to VMM

Events: asynchronous, possibly batched upcalls to VMs

Data transfer through I/O rings

Separate descriptors
from actual data

Zero-copy transfer
during device I/O

Support batching
and re-ordering

Request Consumer
Private pointer
in Xen

Request Producer
Shared pointer
updated by guest OS

Response Consumer
Private pointer
in guest OS

Response Producer
Shared pointer
updated by
Xen

Request queue - Descriptors queued by the VM but not yet accepted by Xen

Outstanding descriptors - Descriptor slots awaiting a response from Xen

Response queue - Descriptors returned by Xen in response to serviced requests

Unused descriptors

Figure 2: The structure of asynchronous I/O rings, which are

used for data transfer between Xen and guest OSes.

Figure 2 shows the structure of our I/O descriptor rings. A ring

is a circular queue of descriptors allocated by a domain but accessi-

ble from within Xen. Descriptors do not directly contain I/O data;

instead, I/O data buffers are allocated out-of-band by the guest OS

and indirectly referenced by I/O descriptors. Access to each ring

is based around two pairs of producer-consumer pointers: domains

place requests on a ring, advancing a request producer pointer, and

Xen removes these requests for handling, advancing an associated

request consumer pointer. Responses are placed back on the ring

similarly, save with Xen as the producer and the guest OS as the

consumer. There is no requirement that requests be processed in

order: the guest OS associates a unique identifier with each request

which is reproduced in the associated response. This allows Xen to

unambiguously reorder I/O operations due to scheduling or priority

considerations.

This structure is sufficiently generic to support a number of dif-

ferent device paradigms. For example, a set of ‘requests’ can pro-

vide buffers for network packet reception; subsequent ‘responses’

then signal the arrival of packets into these buffers. Reordering

is useful when dealing with disk requests as it allows them to be

scheduled within Xen for efficiency, and the use of descriptors with

out-of-band buffers makes implementing zero-copy transfer easy.

We decouple the production of requests or responses from the

notification of the other party: in the case of requests, a domain

may enqueue multiple entries before invoking a hypercall to alert

Xen; in the case of responses, a domain can defer delivery of a

notification event by specifying a threshold number of responses.

This allows each domain to trade-off latency and throughput re-

quirements, similarly to the flow-aware interrupt dispatch in the

ArseNIC Gigabit Ethernet interface [34].

3.3 Subsystem Virtualization
The control and data transfer mechanisms described are used in

our virtualization of the various subsystems. In the following, we

discuss how this virtualization is achieved for CPU, timers, mem-

ory, network and disk.

3.3.1 CPU scheduling

Xen currently schedules domains according to the Borrowed Vir-

tual Time (BVT) scheduling algorithm [11]. We chose this par-

ticular algorithms since it is both work-conserving and has a spe-

cial mechanism for low-latency wake-up (or dispatch) of a domain

when it receives an event. Fast dispatch is particularly important

to minimize the effect of virtualization on OS subsystems that are

designed to run in a timely fashion; for example, TCP relies on

the timely delivery of acknowledgments to correctly estimate net-

work round-trip times. BVT provides low-latency dispatch by us-

ing virtual-time warping, a mechanism which temporarily violates

‘ideal’ fair sharing to favor recently-woken domains. However,

other scheduling algorithms could be trivially implemented over

our generic scheduler abstraction. Per-domain scheduling parame-

ters can be adjusted by management software running in Domain0.

3.3.2 Time and timers

Xen provides guest OSes with notions of real time, virtual time

and wall-clock time. Real time is expressed in nanoseconds passed

since machine boot and is maintained to the accuracy of the proces-

sor’s cycle counter and can be frequency-locked to an external time

source (for example, via NTP). A domain’s virtual time only ad-

vances while it is executing: this is typically used by the guest OS

scheduler to ensure correct sharing of its timeslice between appli-

cation processes. Finally, wall-clock time is specified as an offset

to be added to the current real time. This allows the wall-clock time

to be adjusted without affecting the forward progress of real time.

Each guest OS can program a pair of alarm timers, one for real

time and the other for virtual time. Guest OSes are expected to

maintain internal timer queues and use the Xen-provided alarm

timers to trigger the earliest timeout. Timeouts are delivered us-

ing Xen’s event mechanism.

3.3.3 Virtual address translation

As with other subsystems, Xen attempts to virtualize memory

access with as little overhead as possible. As discussed in Sec-

tion 2.1.1, this goal is made somewhat more difficult by the x86

architecture’s use of hardware page tables. The approach taken by

VMware is to provide each guest OS with a virtual page table, not

visible to the memory-management unit (MMU) [10]. The hyper-

visor is then responsible for trapping accesses to the virtual page

table, validating updates, and propagating changes back and forth

between it and the MMU-visible ‘shadow’ page table. This greatly

increases the cost of certain guest OS operations, such as creat-

ing new virtual address spaces, and requires explicit propagation of

hardware updates to ‘accessed’ and ‘dirty’ bits.

Although full virtualization forces the use of shadow page tables,

to give the illusion of contiguous physical memory, Xen is not so

constrained. Indeed, Xen need only be involved in page table up-

dates, to prevent guest OSes from making unacceptable changes.

Thus we avoid the overhead and additional complexity associated

with the use of shadow page tables — the approach in Xen is to

register guest OS page tables directly with the MMU, and restrict

guest OSes to read-only access. Page table updates are passed to

Xen via a hypercall; to ensure safety, requests are validated before

being applied.

To aid validation, we associate a type and reference count with

each machine page frame. A frame may have any one of the fol-

lowing mutually-exclusive types at any point in time: page direc-

tory (PD), page table (PT), local descriptor table (LDT), global de-

scriptor table (GDT), or writable (RW). Note that a guest OS may

always create readable mappings to its own page frames, regardless

of their current types. A frame may only safely be retasked when

its reference count is zero. This mechanism is used to maintain the

invariants required for safety; for example, a domain cannot have a

writable mapping to any part of a page table as this would require

the frame concerned to simultaneously be of types PT and RW.

The type system is also used to track which frames have already

been validated for use in page tables. To this end, guest OSes indi-

cate when a frame is allocated for page-table use — this requires a

one-off validation of every entry in the frame by Xen, after which
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Memory Management
Virtual memory

Guest OS's manage page tables (not shadows)

Expose names and allocation

Validated by types and reference counts

Page directory/table, local/global descriptor table, writable

Page directory and tables pinned

I.e., they cannot be swapped — why?

Physical memory
Controlled through balloon driver in guest OS

Requests and pins pages, which are then returned to VMM

May be mapped into hardware memory — why?

Xen publishes machine-to-physical mapping



Performance Isolation

Four "domains"

PostgresSQL

SPECweb99

Disk bandwidth hog (sustained dd)

Fork bomb

Results: Xen sees only 2-4% loss, Linux locks up

What is the key ingredient?



What Do You Think?


