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Abstract

In the Information Age, visual media take on powerful new forms. Photographs
that were once printed on paper and stored in physical albums now exist as dig-
ital files. With the rise of social media, photo data has moved to the cloud for
rapid dissemination. The upside can be measured in terms of increased efficiency,
greater reach, or reduced printing costs. But there is a downside that is harder to
quantify: the risk of private photos or videos leaking inappropriately. Human im-
agery is potentially sensitive, revealing private details of a person’s body, lifestyle,
activities, and more. Images create visceral responses and have the potential to
permanently damage a person’s reputation.

We employ the theory of contextual integrity to explore certain privacy aspects
of transmitting the human visual form. In response to privacy threats from new
sociotechnical systems, we develop practical solutions that have the potential to
restore balance. The main work is a set of client-side, technical interventions
that can be used to alter information flows and provide features to support visual
privacy. In the first approach, we use crowdsourcing to extract specific, useful
human signal from video to decouple it from bundled identity information. The
second approach is an attempt to achieve similar ends with pure software. Instead
of using information workers, we develop a series of filters that alter video to
hide identity information while still revealing motion signal. The final approach
is an attempt to control the recipients of photo data by encoding data in the
visual channel. The software completely protects data from third-parties who lack
proper credentials and maintains data integrity by exploiting the visual coherence
of uploaded images, even in the face of JPEG compression. The software offers

end-to-end encryption that is compatible with existing social media applications.
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Chapter 1

Introduction

Our society has witnessed the increasing prevalance of visual recording devices
in both outdoor and indoor spaces. Urban environments are subject to surveillance
for security purposes while digital cameras have become standard in nearly all
consumer laptops and mobile phones. This ad-hoc network of visual sensors has
the potential for unprecedented reach into our lives. In parallel, we see a significant
cultural shift toward the adoption of software with social purposes. Unlike much
of earlier software that focused on workplace productivity, social media fills a
role of entertainment or personal expression. This online software has become
embedded deeply in our world and has an influence on social structures that cannot
be ignored.

Social networks provide services free of charge to users who grant broad con-
sent when they agree to lengthy terms of use, terms that are subject to constant
modification. This gives social networks great leeway in what they can do with
user data. Users rarely understand the detailed legal aspects of their transactions

with a social network nor do they typically even read the terms of use [5]. Privacy



advocates see many troubling possibilities that arise in such a sociotechnical land-
scape. Access control to sensitive personal data is implemented by social networks
and users are asked to trust that the companies will get it right. But if a social
network is hacked or experiences other technical problems, private data can leak
to the world. Many examples can be found of individuals losing jobs or social
standing when private information flows inappropriately, either due to software
bugs or user error. A poignant example occurred when Mark Zuckerberg, CEO of
Facebook, had personal photos he had marked as private leak to the entire Internet
because of a temporary system glitch [22]. Visual imagery of humans is especially
sensitive and subject to privacy concerns in light of social software. We say seeing
1s believing. Images convey a huge range of human experience, and unfortunately,
that includes images that can irrevocably damage a person’s reputation.

In 1986, Langdon Winner asked, “Do artifacts have politics?” That is, can
an artifact or tool (or website) systematically favor certain human values over
others? He and many subsequent scholars believe the answer is yes. An artifact
has politics that reflect the people who created it. Silicon Valley entrepreneurs
give users free services as a way to sell advertisements. Their priority is to learn
enough about their users to better serve their advertising clients. A response to
a person skeptical of social media might be: “If you don’t like it, don’t use it.”
And while the truly paranoid may avoid social media altogether, this is unrealistic
for the vast majority of people. Social media has become intertwined in the basic
fabric of society and to reject it could mean to ostracize oneself. Technology, for
much of the population, happens. When browsing a social network, refreshing
the web browser can load a new version of the site, creating a change in the

underlying logic that is inscrutable to the user but with real-world consequences.



People unconsciously adapt to the ever-shifting sociotechnical environment and
corresponding corporate policies. Though the underlying technology may appear
straightforward and benign, we cannot simply accept or ignore it. Social, moral,
and political ramifications of new technology necessitate discussion, research or

even changes in policy.

1.1 Project History

This thesis got its start not as a work of privacy scholarship but through our at-
tempts to use computer vision in the study of human motion. The Movement Lab
studies motion in a great variety of forms using both studio-based motion capture
and software-based approaches. Traditional motion capture records the position of
human subjects’ skeletons over time and can be used for future playback, artistic
applications, or for scientific study. A standard recording session takes place inside
a pre-calibrated capture volume with many fixed, high-speed cameras. The human
subject must wear a tight-fitting suit with retroflective markers placed according
to a marker set. This is not a lightweight process and is often too cumbersome
for studying motions in the wild, for example, at sporting events or dance perfor-
mances. This limitation has motivated numerous attempts at markerless motion
capture, in which motion capture data is derived from regular video footage, typ-
ically after the fact. Though many attempts have been made to fully automate
such a process, none are generally accurate enough for practical applications like
animating a 3D character. In many cases, human tracking artists are employed to
either clean up the motion data or annotate it from scratch, also known as roto-

scoping [3]. With the advent of crowdsourcing, we set out to build a crowd-powered



system, a generic pipeline to perform markerless motion capture with the goal that
it be cheap, fast, and accurate [76]. We succeeded in getting online workers, acting
as a pool of tracking artists, to annotate videos of moving people to extract 2D
motions. Animated visualizations of 2D motion capture were immediately com-
pelling. Though greatly impoverished in comparison to the original video pixels,
just 13 moving dots could strongly suggest a living human form. While much of
our research has focused on the movement of professional athletes or performers,
we are also interested in more pedestrian movements. On the top floor of our
building on Broadway in Manhattan, we may observe people walking past at all
hours of the day and night. What if we make recordings of pedestrians and use
the same pipeline to extract motion data? With multiple camera angles, it would
be possible to reconstruct 3D motion capture data [63].

This project, however, started to raise unexpected questions. Something in
the act of processing street video with an algorithm—a human-powered algorithm
no less—felt potentially questionable. If body language could be automatically
extracted, it might eventually be used to guess at the mental disposition of a human
subject. And a variety of papers have shown motion capture data has potential as
a soft-biometric [94], that is, personally identifying like a fingerprint with imperfect
but probabalistic accuracy. Using such systems might be reasonable in academic
contexts, but what of commercial or government appropriations of the technology?
On the other hand, what if extracted motion signal could help to anonymize video
footage? By extracting and transmitting only motion capture, we retain useful
signal while arugably helping to protect the identities of the humans in question.
In either case, we see that a vision-based technology alters the flow of information

and may raise social or moral questions. Our native discipline of Computer Science



lacks the vocabulary to answer such questions so we turn to the academic area of
values in design. With a theoretical framework called contextual integrity, we are
able to better understand and analyze the ramifications of augmenting human

video data.

1.2 Contextual Integrity

Contextual integrity is a theory developed by privacy researcher Helen Nis-
senbaum [55]. Many previous attempts to define privacy employed dichotomies.
For example, one approach defines privacy based on the type of the information
being exchanged: medical history is private but property ownership records are
not. Others have tried to define privacy based on physical location: events in-
side the home are private and events that happen on the street are public. But
these simple approaches have failed in the face of complex, real-world scenarios.
In contrast to these dichotomies, Nissenbaum proposes contextual integrity as a
way to study how information flows in different social scenarios and to understand
what exactly is at stake when a new piece of information technology is introduced.
Privacy is defined as the appropriate flow of information. To understand what is

appropriate and to further describe the theory, some definitions are necessary.

1.2.1 Definitions

Context refers to a specific type of social scenario. Actors refer to the people
involved and includes the receiver of information, the sender of information, and
the human subject of the information, which might be the same as the sender.

Attribute is the type and nature of the information being conveyed. The transmis-



siton principle describes the information flow, a social template that could apply
in a variety of scenarios. For example, a transmission principle of reciprocity im-
plies that two actors are both senders and receivers with a symmetric information
flow. Contextual integrity is defined as the appropriate flow of information via
some means of transmission between actors in a specific social context. Contex-
tual integrity can be violated by new systems if there is a disruption in the flow of
information. This disruption stems from a technology-driven change in the actors,
attributes, or transmission principles in a context. After a potential violation is
flagged because of such a change, it doesn’t necessarily mean the new technology
is bad. We have to further consider how the technology supports or impinges on
context-specific goals as well as more general social, political, and ethical values.

(See Chapter 8: Breaking Rules for Good in [55] for a detailed explanation.)

1.2.2 Example

In a medical caregiving context, a patient provides information about his body
to a doctor. The patient is both the subject and the sender of health-attribute
information to a doctor, the recipient. The means of transmission could be de-
scribed as physician-patient privilege, a form of confidentiality, dictated by the
doctors’ code of ethics, a variety of laws, and the prevailing norms of society.
This flow of information from patient to doctor is considered normal and appro-
priate. Now imagine a new piece of technology, a website for doctors and patients
to collaboratively track the patient’s health. If the website made the patient’s
health information accessible to friends, it would break contextual integrity. The
recipient has expanded from the doctor to include the subject’s friends. If this

increased sharing of personal information with friends does not aid the subject’s



or the public’s health (goals of the health care context), then the change should

be rejected.

1.3 Contextual Integrity of Motion Capture

Returning to the street recording scenario, we see that augmenting a recording
of pedestrians with motion capture does alter informational flow. One obvious
change is that the recipient of street footage data has expanded to include remote
information workers. But more significantly, the new technology expands the at-
tributes of the imagery data. Regular video data has been augmented to include
an extracted motion signal, the subsequent derivatives of which are not fully un-
derstood. Determining the actual moral significance of the technology depends
completely on the scenario in which it is employed. We might conclude that for
certain security purposes, it is reasonable. But an individual using the system to
obtain a commercial advantage over someone else (say, determining mental state

to target a sales pitch) could be deemed unacceptable.

1.4 Motion Capture for Visual Obscurity

Though our research effort to extract motion capture data from video has
possible implications for privacy, we can also look for positive applications of the
same technology. Consider a scenario in which a surveillance application brings
a clear social benefit. For example, a city planner wishing to optimize an urban
environment studies the movement of pedestrians within a space. The task benefits
from the ability to track human motion but does not require knowing any observed

subject’s identity. By processing surveillance imagery with the foregoing motion



capture pipeline and throwing out original video data, pedestrians can still be

studied but with a significantly lower risk of being identified.

1.5 Motion Visualization

In parallel to our human-powered effort, there have been many attempts at
purely algorithmic techniques for studying human motion. One successful computer-
vision effort was the processing of video to determine the relative gestural similarity
of pairs of human subjects [97]. One happy side-effect of this approach appeared
during the debugging phase of development. By playing back animations of esti-
mated optical flow vectors, visualized as a set of moving dots over time much like
traditional motion capture playback, the movement is visualized. In regular mo-
tion capture, a fixed marker set identifies joint and limb configuration over time,
while the debugging technique produced a grid of displacement vectors suggesting
motion. We could see the approximate movement of subjects (head nods or hand
waves, for example) even if the subject’s skeleton was not explicitly tracked. We
further iterated on this approach at visualization by computing sparse optical flow
for extracted feature points. This led to a filter known as greendot. (The color
choice is historical.) As before, the removal of original image pixels appears to

reduce or obscure the human identity of the subject being visualized.



1.6 Interventions

1.6.1 Alter Attributes

These methods of motion visualization allow us to separate human motion from
human identity, either through explicit tracking of a human skeleton or through
algorithmic visualization of optical flow. In the case of public surveillance, it would
take a policy change to convince security operations to implement such a filter.
But for social media, where users typically use their own hardware to interface
with the system, the methods can be directly employed as an intervention to aug-
ment informational flow, in an attempt to maintain or restore contextual integrity.
Assuming reasonably open hardware and APIs, a user device can be modified to
upload not original imagery but a processed version instead. This is essentially
what applications like Instagram do. These apps upload filtered versions of photos
or videos to a social network for aesthetic purposes. The greendot treatment is a

visual effect, yet it also helps the end user limit transmitted video attributes.

1.6.2 Alter Recipients

The final section of this thesis attempts to aid visual privacy by altering not the
information attributes but the recipients in a social media context. As contextual
integrity explains, control over the recipients of personal information is a key aspect
of privacy. This control has been threatened in online social networks, software
that is designed in part to encourage sharing and expansion of ‘friend’ lists, and
in some cases, default settings that make shared media world-readable. In the age
of social media, friction is reduced so thoroughly that one is a single click from

sharing an image with any online friend or the general public of the Internet.



To aid contextual integrity, we developed an end-to-end encryption tool that
allows a user to upload encrypted images to a social network. This creates a sepa-
rate channel for security completely independent of a social network, implemented
with an encryption standard and user-generated passwords. By taking control of
the cleartext form of images at the pixel level, as opposed to relying on social net-
work privacy controls, the user takes greater control over the recipients of personal

imagery.

1.7 Organization

Chapter 2 addresses the technique of extraction to separate motion and identity
signals. We employ information workers to collaboratively rotoscope videos of
human subjects using a keyframe tool and an explicit marker set. The resulting
motion capture can be played back as a cartoon to hide all original image texture.
This method is not real-time but achieves a strong level of anonymization by hiding
all data except underlying motion. The capture is useful for motion applications,
whether artistic, scientific, or social. We believe the user’s visual identifiability
will be reduced in the general case.

Chapter 3 focuses on obfuscation. Instead of using humans to extract motion,
we process video with filters in an attempt to separate human motion and human
identity. Consider as an example the use of pixelation in broadcast media to
allow witnesses to communicate without being identified. We set out to compare
a variety of filters for their ability to obscure identity while still transmitting body
language or gesture. To this end, we first produced a novel corpus of gesture footage

using a game with a purpose called Motion Chain. With the resulting corpus and

10



crowdsourced perceptual experiments, we assessed the effects of various filters on
motion and identity transmission. We show that the greendot filter in particular
offers useful properties. A user who applies such a filter locally is still able to use
social media with a webcam or video upload but the visual information transmitted
will be diminished to increase likelyhood of anonymity.

Chapter 4 describes the aforementioned game with a purpose, Motion Chain,
not a technical intervention but a means for collecting human gestures. With a
corpus of human body language, we can perform both machine learning and human
(perceptual) experiments.

Chapter 5 concerns encryption and demonstrates a rigorous way to secure pri-
vate visual information. While extraction and obfuscation techniques dramatically
alter input signal, they still produce something with an apparent cleartext form. In
this chapter, we offer security such that no private visual information is conveyed
whatsoever. Through a set of tools called Cryptagram, photo data is transformed
such that it requires a password to view. Encrypted data is exported as an im-
age that is compatible with existing social media. Users upload these transformed
images as they would regular JPEGs but they appear scrambled. Only users who
install the decoding software and have the correct password will be able to view
original photos. By using a lightweight browser extension, images are decoded
in-place. Encryption is achieved on top of an existing social media user interface.
Users can combine the password-augmented image format with existing social net-

work privacy features for even greater security.

11



Chapter 2

Markerless Motion Capture

2.1 Overview

This work uses crowdsourcing to extract gesture data and motion capture from
video recordings of human subjects. The data is obtained by a pool of online
information workers (i.e. crowdsourcing) who click repeatedly to indicate body
configurations in the frames of a video, resulting in a model of 2D structure over
time. We exploit redundancies in video data in such a way that workers’ efforts
can be multiplied in effect. In the end, a fraction of frames need to be annotated
by hand, but we can still achieve complete coverage of all video frames. This is
achieved with a novel user interface and automatic techniques such as template
tracking and affinity propagation clustering. We discuss techniques to optimize
the tracking task and strategies for maximizing accuracy and efficiency. We show
visualizations of a variety of motions captured with our pipeline then apply recon-

struction techniques to derive 3D structure.
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2.2 Introduction

In traditional motion capture, a capture volume is established with several
high speed cameras that track retroreflective dots on actors’ clothes. This is ac-
ceptable for high-budget animation projects where entire scenes will be rendered
from scratch with motion capture applied to animated characters. But the equip-
ment is expensive and in many cases it simply isn’t possible to fit an activity of
interest into a capture volume. There is increasing interest in motion capturing
sports activities, either for use in games, movies, or sports medicine. Sports are
notoriously difficult to motion capture, as they tend to require large capture vol-
umes and the motion capture suits may interfere with the motions in question. A
broader limitation of traditional motion capture is that it must be arranged for in
advance and many of the most interesting motions to study are found in history.
We have vast archives of human motion recorded in video but without explicit
information of the subject’s joint configuration over time, as we get in motion cap-
ture. Automatic video-based tracking without motion capture markers is a very
active field in Computer Vision, but so far no working general solutions have been
proposed, as we discuss in the Vision-based Tracking section.

With this motivation, we built a system for capturing motion from video. We
developed a tool for users to perform annotation of arbitrary sets of points in a
video. The interface is deployable in a web browser so we can pay users of Amazon
Mechanical Turk (AMT) to complete the complex tracking task. With the aid of
keyframe interpolation, a person can perform our task efficiently. We also deploy
tasks redundantly to exploit the powerful effect of averaging in a crowd.

We focus our efforts on acquiring annotations of human motion features such as

hand position and complex 3D skeleton configurations. Sometimes called match-
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moving, this is a typical task in high-end visual effects studios and an entire suite of
internal and external tools [38, 39, 9] are used by professionally trained “tracking-
artists.” Academic researchers also have a need for this and high-end annotation
tools [43, 65| have been developed and used by gesture annotation experts previ-
ously. In both cases, a large budget is usually necessary to annotate a small set of
videos.

In support of our research, we generally attempt to build systems that can
extract patterns and statistics from large video databases, and can be used for
various tasks in gesture analysis, to aid social and behavioral sciences, and for
general search and visualization tools centered around understanding human mo-
tion. We previously developed a prototype system that can learn statistical models
of individual “motion style” for subjects that are engaged in speaking actions. We
have successfully applied this to a variety of tasks, including automated identifica-
tion of personal speaking style, and to more general body motion styles [98]. That
specific system uses no explicit representation of hand motion, or gesture types.
This chapter describes our efforts toward building a richer training database that
contains detailed labels of hand motion and pose information.

The challenge is to transform a complex, labor intensive task such that it can
be broken up into smaller units and completed by a variety of users without expert
knowledge of the domain. We need to avoid treating every individual frame as a
task, as our database has on the order of millions of frames and this would be
cost-prohibitive by any conservative estimate. We employ a staggered approach
that alternates between human input and clustering techniques, such as affinity
propagation [27] and pattern tracking techniques [46]. The UI attempts to replicate

only the bare essentials of high-end tools. In some cases we introduce new ways of
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Figure 2.1: An example annotation from the pilot dataset: Vladimir Zhirinovsky
making an open-palmed, symmetrical, double-handed loop.

doing the task. This is a non-trivial user interface design challenge, targeting the
interface to crowdsourced workers such that it can be learned quickly with minimal
training, but provides us with quality data.

This chapter details the system design, which overall is a set of vision and ma-
chine learning tools running on a server, and Adobe Flash on the front-end, facing
workers who have been sourced through Amazon Mechanical Turk. We also de-
scribe the design and deployment of HITs. This AMT-based system complements
our other research efforts that use fully automatic vision and statistical learning

approaches to extract similarly meaningful representations from video data [98].
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2.3 Related Work

2.3.1 Annotation Tools

The task of tracking the position of features or objects in a video, and “match-
ing” the 3D pose and configuration of rigid and articulated objects in 3D is, in
the visual effects industry, known as “match-moving” or “rotoscoping.” Methods
date back over 100 years when animators traced film on light tables to produce
animations. Most recent high-end tools are based on supplying the user with an
interface that is similar to 3D key-frame animation (such as seen in Autodesk Maya
and other tools). The user can “scrub” the video back and forth, and can click
on locations to set key-frames. The frames in between are either interpolated or
semi-automatically tracked with general pattern trackers ([38, 39] to name a few).
Most recent advances that are closest to our philosophy are techniques that blend
hand annotations and automatic tracking and model estimation in an interactive
way [11, 9]. Another community, which includes gesture and multi-modal commu-
nication researchers, use a different set of annotation tools. The most popular ones
are ANVIL [43] and MacVisSTA [65]. Both tools are more targeted for time-based
annotation of text tags, but have some capability of annotating spatial informa-
tion. Neither tool permits annotation of 3D configuration information. All tools
discussed so far have in common a high level of complexity that requires a user
to undergo some training. In some cases the level of training needed to use these
tools is extensive. This is not possible for AMT users: they need to understand
how to use an annotation tool in a very limited time. Another problem with the
high-end tools is that they are generally not platform independent. For AMT we

don’t want to require that users have a specific operating system. Therefore we
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employ a web-based interface primarily written in Flash.

LabelMe [66] and the Web Annotation Toolkit [37] provide web-based tool-
boxes for image annotations. And most recently a video extension [100] has been
reported. In [77], they build a system that obtains coarse pose information for sin-
gle frames but without video support. Another project [93] is specifically geared
toward video of basketball but the resulting data is a set of human-size bound-
ing boxes with no details of body pose. For our specific domain, these toolboxes
do not provide the necessary functionality, since our annotations generally require

handling of non-rigid objects and nuanced, high-speed motions.

2.3.2 Vision-based Tracking

General vision-based human body tracking has gained increased attention in
recent years [10, 20, 23, 74, 75, 52, 62| but typically breaks on complex motions,
motion blur, low-resolution imagery, noisy backgrounds, plus many other condi-
tions that are present in most standard real-world videos. It is beyond the scope
of this chapter to review all related tracking techniques and we refer to [26] for a
survey. Fully automatic tracking of gestures is not solved yet for the general case.
Part of our research agenda is to build a training database that will be used to

develop and further improve such automated gesture tracking systems.

2.4 Heads and Hands

Our goal in this case study is to annotate videos of people while they are
gesturing. This could include a wide range of motions involving any parts of the

body, but for this initial attempt, we focus specifically on hand motions. We split
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this into two stages: 1) Annotate the locations of the hands in all frames, and 2)
determine the pose and 3D configuration of each identified hand image. Figure
2.2 outlines our pipeline. We alternate between human based hand annotations
and automatic tracking/clustering. As a preprocess, our videos first need to be
cut into shorter sub-intervals, such that each HIT will require approximately the
same amount of human effort. All videos remain on our server, and the human
annotator communicates with the system through the Mechanical Turk site, which

has embedded in it our own Flash based interface.

2.4.1 User Interface in Flash

For the first deployment of the system, we chose to use Flash and ActionScript.
Though the system requires a proprietary browser plugin, this plugin is available on
all major consumer operating systems and behaves consistently across platforms.
The main alternative to Flash is Javascript. For lightweight, HT'ML-oriented ma-
nipulations, this would be the preferred approach. But once the system becomes
dependent on subtle, visual feedback— in particular things that require advanced
CSS properties in the dynamic HTML paradigm— the likelihood of breaking across
platforms goes up. For the sake of rapid, research-oriented experimentation, it is
ideal to develop and test on a single platform. In the case of a Flash application, a
user will either have the correct plugin or not. And in the latter case, they simply
pass over the task and leave it for someone else. This is distinctly different from
a traditional website that is intended to work for the maximum number of users
and include fallback mechanisms, such as plaintext versions of a page for browsers
that do not support a particular web technology.

The skill of motion tracking benefits from experience but is a task that most
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anyone should be able to understand and perform with minimal training. The
task is potentially tedious in that it involves precise clicking of many points and
scrubbing short snippets of video repeatedly. Annotating 10 points in a video of
100 frames potentially requires 1,000 clicks. However, a more efficient formulation
is possible. In real video of human motion, particular points may not move at
all during a particular range. In this case, by specifying the frame and location
when the point stops moving (x1,y1,%1) and the time ¢, when the point begins
to move again, we compactly define the location of a point in multiple frames.
Another possibility is that a point moves linearly between two locations over a
range of frames. Here two (z,y,t) designations can convey many frames worth of
annotation. For the sake of decomposing labor, this means it is better for a single
individual to annotate a specific point over a range of frames, as opposed to many
points for one frame.

A key aspect of the interface is the association of keystrokes with all major
actions. This feature greatly speeds up the tracking task since the user can keep
his cursor near the action of the video without moving it away to click a button.
This is a natural consequence of Fitt’s Law [25], which generally says the time it
takes a user to click a given point grows logarithmically with the ratio of target
distance over target size. In this task, click accuracy and efficiency are of great
importance, affecting either the quality of our results or the effective pay necessary
on AMT.

The process of tracking a motion is iterative. The user can make a first pass
using the forward button to skip 5 frames, create a keyframe, and repeat for a
coarse annotation. Then the user plays back the motion to see how the tracking

looks. If more keyframes are necessary, as is common in time ranges with rapid or
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non-linear motion, the user adds additional keyframes. Our interface also supports

zooming, so the user may more precisely locate markers.

2.4.2 Step 1: Tracking HIT

Our first goal is to locate the hands in all frames of the video. An exhaustive
approach would be to show the user every individual frame and instruct her to click
the center of each hand, advancing to the next frame after each click. But in the
case of real human motion, the track of the hands may obey strong spatio-temporal
constraints. There are typically spans of time where a hand stays right around a
particular spot. In other time spans, a hand will track linearly between two key
points. By adding a basic key-framing system to the interface, it is possible for
the user to annotate a large number of frames with a relatively small number of
clicks.

An early version of the interface had a set of clickable buttons for scanning back
and forward along the movie’s time dimension. If one attempts the annotation task,
it is immediately apparent that having to move the cursor back and forth between
these buttons and the main annotation panel is cumbersome. By linking keyboard
input to the scan buttons, this problem is solved. The user can quickly skip ahead
with the press of a key, while keeping the mouse fixed in its previous location—
generally a good starting point for the next annotation click.

If the user can only skip ahead by a single frame, the user may begin to annotate
every single frame, like in the original, exhaustive case. Another variation of the
interface was designed that provides two sets of buttons and two corresponding sets
of keyboard shortcuts. One set of controls skips forward and back by a single frame,

while the other skips forward and back by ten frames. The users were instructed
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to use the skip buttons as appropriate, but ultimately to annotate with sufficient
density to keep the hand within a bounding circle. Many users performed the task
perfectly, adding additional keyframes where necessary to capture quick changes
in position. Some users took full advantage of the skip-ten feature, and annotated
exactly every ten frames, despite the instructions. Many motions are non-linear in
nature and if the user samples this with insufficient density, the tracking will be
poor.

The simplest approach to improving annotations was to cut the skip interval
in half. This tended to slow down power users but caused the average user to put
in more keyframes.

In practice, the work performed by crowdsourced labor needs to be validated
by a person. For simplicity, this was performed ‘in-house’ by a researcher, though
it could also be performed by AMT in the future. In the case that tracking for a
segment was insufficient, the work was rejected and the frames were sent back into

the AMT queue for a second attempt at processing.

2.4.3 Step 2: Pose Clustering

After the tracking HIT, we are left with a collection of image patches, all
representing the same subject’s hands with a consistent camera, scene, and lighting.
Given these consistencies, it is feasible to use simple matching techniques, such
as normalized cross correlation (NCC). For all patches of a particular hand, we
compute all NCC scores. This produces two results. First, by taking the maximum
NCC within a window [46] two time-adjacent patches can be more precisely aligned.
Second, these maximum scores can be used as rough affinity scores in a clustering

approach. (Another option for matching are optical flow based or region based
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tracking techniques that perform a full affine warp or more complex warps, but
in our experience those techniques frequently fail on complex hand gestures with
small image support).

To compute clusters of similar patches, we use affinity propagation [27] on
the matrix of NCC scores, taking advantage of Frey and Dueck’s publicly available
implementation. By setting high confidence thresholds, in a typical video sequence
we can reduce a set of patches down to a set of templates that is a fraction of the
original number of frames. We can now send these entire clusters to AMT for
evaluation in the next stage.

Steps 1 and 2 illustrate a key philosophy of the pipeline: Some tasks are better
suited for people, while others are more appropriate for an algorithm. People are
far better at accurately locating hands than any currently existing algorithm, but
would find the clustering task performed by NCC and affinity propagation to be

challenging and tedious.

2.4.4 Step 3: Pose HIT and Configuration Annotation

The next task is to determine the pose of every hand patch. Rather than
sending every individual patch for evaluation, we send entire clusters as groups.
The clustering is not perfect, so we also ask the user to first validate the cluster
before matching the pose. The user can mark individual patches within the cluster
as being incorrect, but then proceed to identify the pose for the remaining, correct
patches.

One component of the pose-matching task concerns the positions of the fingers
within the hand. Considering the raw dimensionality of finger position alone, it is

a system of 14 joints, each with 1 or 2 degrees of freedom. It is not surprising that
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hand pose has such high dimensionality, given that ours hands’ versatility is a key
advantage of our species. At the same time, the input videos we are concerned
with involve people speaking, using the hands only incidentally. To reduce the
complexity of the finger positioning, we developed a set of base poses (as seen in
the middle of figure 2.4). By separating finger position from overall hand pose, we
can simplify the user interface. The remaining question is how to orient the hand
in three-space to align it with the input pose. This can be achieved with three
rotations.

The interface provides the user with several base pose buttons that represent
finger positioning but not angle. After the user selects a pose, she can tune three
knobs to rotate the hand into place. With each adjustment of a rotation knob,
the user immediately sees the resulting image and can compare it directly to the
input patch. Several options were considered for producing the images for this
real-time feedback. One option was to take photos of a human subject’s real hand
in different, canonical positions. But this would require manual alignment and
might not look consistent from frame to frame. Another option was to custom-
build a rendering system in Flash to produce graphics. In this case, the time it
would take for implementation was prohibitive. We opted instead to use Poser Pro
software [36] to render a set of fixed poses. Poser is highly scriptable and using the
built-in Python module it was possible to automate the positioning and export of
many hand images. We created 7 finger poses, 10 axial rotations, and 7 side-side
rotations for a total of 490 images. The third rotational dimension is obtained for
free by simply rotating the final 2D image in plane using built-in Flash support
including anti-aliasing. By importing the pre-rendered hand images into Flash, we

create a Poser “Light” tool that is specifically catered to hand posing. Once again,
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the results of this task need to be validated by another person and for simplicity

this was done by a researcher, but could be handled by AMT in the future.

2.4.5 Step 4: Post Processing Poses

After step 3, it is possible that many hand patches have not been estimated.
If a hand was placed in the wrong cluster and identified as such by a user in the
cluster validation phase, we do not know its pose. One approach would be to
send any rejected patches back to AMT for a second attempt. But this becomes
expensive because now a full HIT must be devoted to a single patch. Our approach
is to backfill the data using NCC-based post-processing.

For any unidentified patch, we compute the NCC distance to the image patch of
each pose cluster center. We then can compute the weighted average of the closest
K clusters using the NCC values and pose annotations of that specific cluster.
(To compute the weighted average, we need to convert the pose angles into the
twist representation for better interpolation properties [53]). Optionally we can do
this on existing pose annotations for further fine tuning. Based on a preliminary
sampling of 200 random frames, this technique had an accuracy of 77% correct pose
estimation. We are currently using these predicted values in some experiments (see

below), but do not use them as “ground-truth” training data.

2.5 Case Study

We previously collected a database of 189 videos of politicians and public fig-
ures giving speeches. Our efforts concerned processing all videos with automatic

motion estimation and machine learning techniques (similar to bag-of-feature rep-
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resentations that do not need explicit labels, only coarse motion-style targets) and
we got promising results for various recognition and clustering tasks [97, 98].

For the next data collection phase, we intend to fully annotate this database
with hand locations and pose. Our AMT based system produced 23,667 labelled
video frames on a smaller pilot database of 10 videos. All our analyses in this case
study are based on this small pilot database.

This pilot database was labeled with 158 “Tracking HITs” containing 6, 769
keyframe click annotations and 1612 “Posing HIT” annotations. We experimented
with different pay rates for the two types of HITs, and got good results with $0.25
for each 150 frame Tracking HIT and $0.05 for each Posing HIT that contained
on average 9.5 patches. The total cost was around $120. If we had used a single
frame approach, asking users to label the hand position and pose for each individual
frame, this would require as many HITs as input frames. Assuming this task costs
at least as much as a single Posing HIT, the total cost is more than $1000 and
annotating the full video database would cost over $10, 000.

Both the low price of HITs and the good quality of the results surprised us.
We had a savings of an order of magnitude over a frame-based AMT approach or
compared to using a professional service!.

We have begun to use this data for two applications: for interesting visualiza-
tion applications by domain experts, and to increase the annotation richness of
training data for our automatic gesture tracking and classification system.

For assessment purposes, we built a preliminary suite of visualization tools

that can reveal frame-based, gesture-based, and subject-based aspects of the pilot

'If we contracted with a professional studio, it would have taken each tracking artist between
4 — 20 seconds for the tracking task of two hands per frame and 8 — 40 seconds for the posing
task [2]. At a rate of $50/h, the pilot database would cost $6,000 — $30, 000.
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database. Figure 2.5 shows visualizations of the different “kinespheres” for different
subjects. Figure 2.6 shows a few automatic matching examples of typical gestures
in one example video to a specific subject or to the entire database. This allows
us to analyze body-language in video more quantitatively, for example in counting
the occurrence of specific gestures, poses, and other attributes in a speech.

Feature extraction and dimensionality reduction Dimensionality reduc-
tion is often used for visualization of high-dimensional datasets. In our case, we use
such a visualization to observe structure amongst and within gesturing subjects.
Two primary aims are to 1) note similarities and differences amongst subjects
and 2) discover atomic “movemes” characteristic to, and shared amongst individ-
uals. Both tasks can be performed by watching the (annotated) videos, but this is
extremely time-intensive.

For each video frame, we first convert the output of the tracking and pose anno-
tations into a 24-dimensional vector representing velocity, pose orientation (twist),
and pose type (1-of-K encoding where K = 7) for each hand. While we could
directly apply dimensionality reduction to this representation, we first perform a
type of feature extraction that extracts an overcomplete, latent binary representa-
tion from the original data [84]. The reasoning for this step is twofold. First, our
feature extraction method explicitly captures the dynamics of the gesture data.
Each binary latent vector actually represents a local window in time. Secondly,
the latent representation is distributed, where many different latent variables can
interact to explain the data. This abstract representation is a more salient input
to the dimensionality reduction step. For example, we do not have to worry about
weighting velocity vs. pose type or orientation: this has already been figured out

by the dynamical model. Nor do we need to worry about how the heterogeneous
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input types (i.e. the velocity and twists are real-valued but the pose type is multi-
nomial) affect dimensionality reduction. In our experiments, we use 100 binary
variables and a third-order dynamical model. Therefore the output of the feature
extraction stage are length-100 binary vectors for each (overlapping) window of 4
frames. To this representation, we then applied t-SNE [91] to reduce the vectors
to dimension 2 (Figure 2.7). We note that while person labels have been used
in preparing this plot (to add color), both feature extraction and dimensionality

reduction are completely unsupervised.

2.6 Deployment at the Snowbird workshop

We deployed our system as part of an effort to analyze the nonverbal commu-
nication of academics. We digitally recorded all of the contributing and invited
speakers at the Learning Workshop, held in Snowbird, Utah between April 6-9,
2010. We recorded 28 speakers, with talks ranging from 10-40 minutes each. After
each block of speakers, video excerpts were chosen, then sent into the first section
of the pipeline described in this chapter. (We did not run the pose estimation
stage.)

We were able to obtain accurate hand and head tracks for each of the speakers
within hours of their talks. This allowed us to perform a simple analysis of the
academics which included 1) clustering motion tracks; 2) ranking speakers based
on the “energy” exhumed in each talk; and 3) locating specific gestures (e.g. hand-
waving) across speakers. We presented our analysis during the concluding session
of the workshop, to demonstrate the automation and quick turn-around of the

system. This experiment demonstrates the flexibility and efficiency with which
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data can be collected for “on-site” gesture analysis using crowdsourced motion

tracking.

2.7 Extending the Marker Set

The second version of our interface, shown in 2.10, was built in Javascript and
takes advantage of HTML5 for playing video files. A user is typically asked to track
3-4 points over 100-200 frames using it. Each part appears as a clickable colored
square as in a paint program. When the user clicks on the video panel, a marker
of the selected track appears. A line is also made underneath on the appropriate
track visualization to indicate a keyframe has been placed at the current time
index. This helps to remind the user of the keyframe process. Some users get into
trouble when they place a frame incorrectly, then scrub back near the frame and
try to fix it by adding additional keyframes. If the original incorrect keyframe isn’t
removed or fixed, the motion will always have a problem. Users can change the
position of previously placed markers simply by dragging. Users can jump to a
particular track and keyframe by clicking the lines on a track visualization.

We indicate the points to track with 4 letter symbols, like HEAD, LANK,
RELB, which correspond to typical marker sets used in motion capture. We include
a diagram with each part marked on a person and display a textual description
to go along with the selected track. An important detail with motion tracking is
to prevent the user from annotating with a left-right flip. If the video contains a
subject facing out, then body parts are mirrored relative to the user. We can define
left to be the user’s left or the subject’s left, but either way some workers may get it

wrong. In our heads and hands interface, we devised the simple solution of popping
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up a large warning that appears anytime the user seems to have it backwards.
For baseball annotations, we describe the LHND point as “the hand wearing the
glove” and the RHND point as “the throwing hand,” and this effectively prevented

flipping. (Note that we were only studying right-handed pitchers.)

2.7.1 A Qualification Task

In our first attempts at markerless motion capture on AMT, we simply checked
all completed assignments and determined which to approve or reject. This took
up a large amount of researcher time and would not scale. Next we attempted
to deploy HITs redundantly with multiple assignments and use the median to
improve accuracy. This required more total work for AMT and we still were not
satisfied with the general quality of results. Many workers would annotate just a
single frame and submit the assignment while others clicked randomly or otherwise
achieved very low accuracy. In the end, we still had to manually check most of the
work.

We now require all workers who wish to complete our motion capture HITs to
pass a qualification test. We use the exact task that is demonstrated in a video
that plays during HIT preview. The user must track 3 points over 90 frames of
a baseball pitcher throwing a ball. Our test is scored automatically using as an
answer key, a completed annotation by a tracking expert in our research group.
A user attempting the qualification test is allowed to request a score at any time,
which is computed automatically by comparing all 270 data points to our answer
key. The result is a sum distance which is then scaled to a score out of 100%.
We scale the test such that a score of 80% is satisfactory but not perfect. A user

attempting the qualification test is only allowed to submit their work after they
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Table 2.1: HIT Details. Each marker is annotated by one worker.

Frames | Tracks | HITs | $/HIT | $/pitch | $/min
100 13 4 $0.50 $2 $36

have obtained 80% or higher and we record the final score. By allowing some range
of quality, we have created a kind of honeypot to mark workers who may be less
motivated. For some HITs, we can accept our minimum 80% quality score while for
others, we want the most talented and motivated workers. One recommendation
we have is to pay users to take qualification tests instead of making them unpaid,
like most on AMT. This helps to increase the labor pool and with the auto-scoring

system, you only pay for satisfactory completions.

2.7.2 Cost

Using the previously described interface and qualification system, we are able
to annotate complex footage of human motion at a price considerably lower than
what a studio pays for comparable tracking services. We typically create HITs
that involve annotating 3 tracks over 100 frames which takes 5 to 10 minutes when
done efficiently. We pay 50 cents per HIT, resulting in an hourly wage of $3-$6.
Table 2.1 shows our effective cost to annotate pitches. This is the cost to get 13
markers of one pitch tracked by one worker each. We typically deploy each HIT
5 times and use the median of each marker location to boost the quality of our

tracking. Of course, this costs 5 times as much.

30



2.7.3 Accuracy

To assess the accuracy of our human-powered markerless motion capture sys-
tem, we used traditional motion capture data as ground truth. We recorded a
baseball pitcher in our motion capture studio along with video data, then per-
formed camera calibration so we could project the 3D data to align with the video
in each frame. We divided the tracking task across 4 HITs, each one 115 frames
with 3-4 tracks. We deployed each HIT to approximately 30 AMT workers.

We denote the true location of a particular marker:

The location of a marker at time ¢ is P;,. We define Pt as an estimate of a
marker’s position and compute it by taking the median of any number of user
estimates, as obtained from our annotation tool. We define pixel error for any
marker at a time frame as the L2 norm of the difference between the estimate and

ground truth:
EtPimel — |Pt_pt|

Thus pixel error for a given marker is simply the per frame error averaged over
all frames. Table 2.2 shows a summary of the results. All numbers are reported in
pixel values and the input video was 640x480. For reference, 10 pixels is approxi-
mately 5 cm in the real world given our particular camera configuration. There is
a considerable amount of error and it varies across the marker set. The knee and

ankle seem to be the easiest to track and this could be because the lower markers
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move slower than the upper ones in a baseball pitch and also because this area of
the video had higher contrast. In the case of the hand and elbow markers, there
were many frames where it was virtually impossible to distinguish the pitcher’s
hands from his torso. This is a limitation of our recorded video. Further examina-
tion of the errors over time showed that workers had trouble consistently locating
subtle 3D configurations in 2D. For example, they were asked to mark the head
as the point on the surface of the bridge of the nose between the eyes, but the
majority of workers clicked the center of a circle that approximately bounds the
head. This means they were actually tracking a point in the center of the skull.
As an alternative assessment, we propose a measure of the motion itself, denoted
in the table as Motion Error. We define the motion for a marker at time t as the

vector:
My=P — P
We compute motion error for a particular frame and marker as:
EtJ\/Iotion — ’Mt _ Mt’

Again, we average across all frames and report the errors in the last two columns
of Table 2.2. Using this measure, a worker may have the wrong conception of a
marker location, but if he tracks the wrong location correctly, motion error should
not be affected. Note that pixel error and motion error cannot be directly compared
since motion error is a velocity measured in pixels/frame. We can still look at the
relative errors between different body parts to see, for example, that workers get
a similar amount of absolute pixel error when tracking shoulders and hips, as

compared to hands and elbows. But when we look at the motion error, we see
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Table 2.2: 2D Accuracy of Motion Capture

Pixel Error | Motion Error
Part L R L R
Shoulder | 9.92 | 10.15 | 1.96 1.89
Elbow | 14.97 | 11.02 | 2.87 | 4.03
Hand | 10.35 | 11.28 | 3.26 | 4.26
Hip | 10.57 | 11.18 | 1.43 | 1.56
Knee | 854 | 537 | 1.82| 1.30
Ankle | 7.14 | 642 | 1.26 | 1.31
Head 8.93 1.24

that the workers do quite a bit better with tracking the motion of shoulder and
hips. This makes sense because the shoulders and hips move slower than elbows
and hands.

Despite the reported error, the animations of markerless motion capture seem
to capture some large gestalt of a subject’s motion. The workers are relying on
their own perceptual faculties to perform tracking, which may not be ideal for
absolute tracking. A person viewing the resulting animation has a perceptual
system comparable to that of the original annotating worker, which could explain

why, subjectively, visualization results look good.

2.7.4 Crowd Effects

We are hoping to take advantage of the power of the median to provide the
most robust estimates for our tracking data. The Wisdom of Crowds [82] describes
many historical examples of crowd success and a few failures while [35] studies this
explicitly with a guessing game and reveals that crowds are not immune to system-
atic bias. To study this effect as it relates to motion tracking, we deployed certain

baseball annotation HITs to many workers and studied the change in error as we
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included larger sets of workers in the crowd. We selected random subsets of the 27
workers, ranging in size from 1 to 27. For each subset, we take the median tracking
result and compute the error of every point relative to ground truth, as described
in the Accuracy section. We repeat many times with different permutations to
reduce noise. We take the mean of all of these errors and report the results in
Figure 2.11. We note that error decreases for all markers as we increase the size
of the crowd but that most of this averaging advantage is realized with 5 workers.
Applying a linear regression to each marker line in the range from 10 to 27 results
in slopes around -.01. This means, assuming the linear relationship holds, it will
take 100 additional workers for each desired additional pixel of accuracy. This ap-
pears to be prohibitively expensive, so more research needs to be done to improve

tracking tools or the instructional design of the HIT.

2.7.5 Visualization and Search

A result of our effort is the ability to visualize motions. One possible visual-
ization is video playback of the annotation as a stick figure. We can compare stick
figures side by side for an analysis that focuses on the motion instead of pixel-level
details. We can overlay a trace of any marker over time to emphasize and convey
the shape of that marker’s motion. (See our supplemental video for examples of
this technique, located at http://movement.nyu.edu/markerless.) The second op-
tion is to create static images that summarize a motion by concatenating several
frames along with marker traces as in figure 2.12. With this technique we can

illustrate a complex motion with a single, static image.
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Another result of our system is the ability to search for gestures by example.
We used the AMT-based annotation pipeline on a set of academic videos from a
recent conference at Snowbird in Utah. Similar to a search engine on text, or the
new Search by Image feature on Google, we can build a fast search engine that is
motion or gesture based. We store all videos that are annotated with our AMT
pipeline in a database and index the database entries with a motion-based hashing
technique that uses the head and hand motion vectors in a window of frames.
The hashing scheme is designed to be robust to changes in global position or scale
variations. Figure 2.6 shows an example of inputing a video with a hand-waving
gestures and we get back a ranked list of videos that have similar motions.

Another application of this crowd-facilitated gesture annotation can be used for
body language analysis of speakers. In previous research [97, 98] we developed an
analytical technique that can summarize what most frequent gestures for a specific
speaker, or how two speakers compare to each other, i.e. how many idiosyncratic

gestures they have in common.

2.7.6 3D Reconstruction

Until this point, we've only discussed our system as a way to recover 2D mo-
tions. In general, recovering 3D from a single 2D image is ill-posed, especially
in cases with complex, non-rigid motions. However, when multiple camera views
of the same scene are available, it may be possible. We took archival footage of
Mariano Rivera, a well-known baseball player with a distinct pitching style, that
showed him from several different angles and ran each view individually through
the pipeline. We applied a factorization-based 3D reconstruction technique (re-

lated to [89]) that can reconstruct the body markers with high accuracy in 3D.
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This was then used to transfer to a 3D animation package and used for some
baseball visualizations for a project with the New York Times [64]. The system
produces skeleton motion of the baseball pitcher including subtle, high-speed dy-
namics. With some artist cleanup, the final result is a compelling 3D animated

re-creation of a human motion that was never seen in a motion capture studio.

2.8 Discussion

The system here described is a proof of concept for optimizing large, video-
based annotation tasks. Our pilot study shows the potential multiplier effect
obtained by combining human intelligence and artificial intelligence in a single
pipeline. By proceeding with experiments on our entire motion database, we hope
to show that we can get even better than a linear speedup. If an input video is
large enough, we believe performing hand tracking on a small part of the input,
will provide enough training data to build an automatic detector for filling in other
frames. Likewise, as input size increases, pose clusters will grow, and it will take
less human effort per pose on average.

For the next iteration, we envision a more generalized pipeline in which certain
tasks can be attempted interchangeably by an artificial or a human intelligence.
For example, an Al hand detector could attempt to locate the hands in a video
frame, and only if the confidence value is low, does that particular task need to be
sent to a person. Both HIT and Al results could go to the same approval queue.
As the model’s training and performance increases over time, human effort can
be reallocated toward approval tasks, away from the more time-intensive tracking

and pose identification.
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This work demonstrates the possibility of a markerless motion capture pipeline
powered by human intelligence. With a keyframe-based user interface, we make a
task that can be performed cheaply by a general pool of information workers with
a resulting signal that can be boosted through redundant task deployment. We
note that our system is limited in terms of absolute pixel accuracy but nonethe-
less, creates nuanced visualizations of motion. This can be observed in the various
animations we have produced of natural human gesture, stylized walks, and sport
motions. Subjectively, these animations capture some essence of a subject’s motion
including subtle dynamics like bounce. Our use of a complex, auto-scored qualifi-
cation test allows us to simultaneously train workers and assess their ability. We
believe that a harder qualification test requiring more exact positioning of markers
could result in a better labor pool and better absolute pixel accuracy for future
work. We also plan to develop an interface for workers to smooth jittery motions
by applying bezier-based smoothing and manual adjustment of control points.

We show several applications of our 2D annotations including static visual-
ization and animated playback. We show that 2D tracking of just 3 markers is
enough to facilitate example-based search across a corpus of data or to create
single-subject motion profiles by clustering. Finally, we demonstrate that several
2D annotations of one subject from different camera angles can be used to create
a viable 3D reconstruction even with a motion as nuanced as a baseball pitch.

The pipeline is invaluable for our work in human motion analysis. It opens
up the possibility of capturing motion from historical video archives or for future
recordings in scenarios that are incompatible with a traditional motion capture

studio.
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Figure 2.2: Information flow between artificial intelligence tasks and human intel-
ligence tasks.
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Figure 2.3: Our first tracking interface for Mechanical Turk.
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1) check patches. If a patch isn't similar to the blue
template, mark it with an X. click patch to mark.

3) Adjust angles

Figure 2.4: Our cluster verification and pose estimation interface for Mechanical
Turk.
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Figure 2.5: The hand gesture kinesphere for different subjects. (Video is not
mirrored, so left hand kinesphere appears on the right and vice Versa.) Barack
Obama (first row) has a stronger bimodal distribution with his right hand. Hillary
Clinton (second row) shows this effect more on her left. Vladimir Zhirinovsky (last
row) has a wide distribution of gestures and the largest kinesphere.
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Figure 2.6:
column has similar gestures. Any window of motion can be compared to all other
windows of the same length using an L2-distance. By applying non-maximal sup-
pression, we find good candidate matches, that can then be verified visually.
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Figure 2.7: Dimensionality-reduced annotations. Data points represent overlap-
ping 4-frame windows. We note that frames of a particular subject tend to cluster
together. At a finer grain, we note the emergence of “strokes” in 2D which corre-
spond to spatially and temporally local “movemes” in video.
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Figure 2.8: An example search of the Snowbird dataset for a hand-waving gesture.
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Figure 2.9: Our user interface for tracking, showing a completed 13-point baseball
pitch annotation. Each marker and its corresponding track is indicated with a
different color. Each vertical line represents a defined keyframe.
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Figure 2.10: Motion visualization. Here we see a reconstruction of John Cleese’s
iconic Silly Walk.
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Figure 2.11: The median error for tracking 13 points, measured in pixels, shown
for different crowd sizes.
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Figure 2.12: Example motion summaries from our system. Each row is a different
MLB pitcher (Chris Carpenter, Doug Fister, and Colby Lewis), shown at five
different stages of a pitch (knee up, arm back, foot down, ball release, and follow
through). The motion trail of the right hand is shown for frame t-10 through
t. While all three deliveries follow the same general pattern, each pitcher has a
unique signature to his motion. In the knee up stage, Fister and Lewis raise their
left knees almost to the level of their left hands but Carpenter’s left knee never
goes above his waist. Leading up to ball release, Fister moves his right hand along
a flat plane, while Carpenter and Lewis follow a diagonal path. We also see that
Lewis twists his right arm in between the foot down and ball release stages. In the
final stage, Carpenter’s follow through is quite sharp, with his arm moving back
along the same path as his ball release, whereas Fister and Lewis follow v-shapes
during follow through.




Chapter 3

Privacy Enhancing Video Filters

through Crowdsourcing

3.1 Introduction

The rise of video technology has raised concerns about privacy for many years.
Real-time video communication has been suggested for a variety of contexts and
has been demonstrated to greatly augment audio channels with non-verbal queues
and body language. But the flip-side of this increased intimacy is the potential for
embarrassing personal details to appear on screen or in archived footage. Social
scientists have explored attitudes toward sharing and privacy while computer sci-
entists have attempted to offer technical solutions. The hope is to develop video
technologies that can avoid or mitigate privacy concerns but still offer utility in
certain collaborative contexts.

Earlier work in this domain focused on practical, work-related scenarios, as

digital video cameras and high-speed internet connections were expensive. But
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the modern age of social media combined with the ubiquity of smart phones and
web-cameras make video sharing more prevalent than ever. In the shift toward
social computing, the potential for embarassing breaches of privacy is even greater.
The popularity of Chatroulette [86] shows that many people desire to communicate
through video on the Internet with complete strangers. In parallel, the success of
the mobile application Snapchat [1], which destroys shared images shortly after
viewing, demonstrates that many will choose privacy over persistence.

Our research lab focuses primarily on the study of human motion, either in
the context of traditional, studio-based motion capture or quantitative analysis
of video of humans in motion. For much of our work, we don’t want to know
the identity of our subjects, yet this information is implicitly bundled in video.
Thus we seek methods for obfuscating video to hide identities while retaining
useful motion signal. Through our work, we have gained a great appreciation
for the expressiveness of the human form and learned that a surprising amount
of expression comes through in a small set of animated dots, as in the case of
motion capture data. This suggests to us that motion-centric filtering techniques
have great potential for obscuring human identity while still allowing useful body
language to come through. Such a filter would aid in our research compliance
and could also benefit users of video-based social media where privacy concerns

abound.

3.2 Related Work

Much work has explored the possibility of obfuscating video to hide certain de-

tails while still allowing useful signal to come through. The earliest attempts used
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filtering techniques that could be described as linear: mathematical operations
that could be implemented with simple matrix operations and, even a decade ago,
ran in real-time. In subsequent years, most work in the area of video privacy has
taken a more sophisticated approach. For example, face-detecting neural networks
can be used on video frames to systematically hide faces. This is made possible
with today’s increased computing power and advances in machine learning. Mo-
bile phones and digital cameras can now detect faces in real-time and do so with
accuracy in the 90% range. It’s important to note, however, that no such detection
method is 100% accurate and probably never will be. In the case of video privacy,
even a single false negative could reveal a person’s identity. It is our opinion that
the early, linear approaches are worth revisiting in the modern era of ubiquitous
video. Using crowdsourcing as an engine for performing quantitative, perceptual
experiments, we can assess a variety of filters.

Many papers have attempted to address the challenge of video privacy through
image processing. [68] contains a useful survey of 12 such works and divides them
into two basic categories. Selective obfuscation uses some kind of detector to find
bodies or faces while global obfuscation techniques generally process all pixels with

global operations that modify the entire image.

3.2.1 Selective Obfuscation

These techniques rely on face detection as a top-level signal for privacy preser-
vation. Depending on access policies, certain viewers will only be allowed to see
video with faces blurred or completely blacked out. Such approaches are all vulner-
able to a fundamental limitation of object detection. There is a low but non-zero

probability of a false negative. One false negative in a series of video frames may
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reveal a person’s identity. A conservative approach to privacy cannot accept the
non-zero risk of a false negative. So for our research, we focus exclusively on global

obfuscation.

3.2.2 Global Obfuscation

Comparatively little work has explored the use of global filtering techniques.
In [8], researchers conducted experiments with pixelation and blur filters. Twenty
test subjects were shown videos of actors in office scenarios and asked questions
about the number of actors, gender of actors, and their respective activities. The
independent variables were filter type and strength, which was either blur radius
or pixelation block size. The general result, as one might expect, was that test ac-
curacy correlated negatively with filter strength. To assess the privacy-preserving
ability of the filters, test subjects were asked to imagine themselves in each video
scenario and rate on a numerical scale how well their privacy would be preserved.
This work is a useful starting point but is limited by small sample size and the
challenge of resolving the quantitative test results with subjective privacy assess-
ments.

The work in [54] focuses on using a blur filter to support privacy for telecom-
muting. The telecommuting scenario creates an environment where someone may
perform both work and personal activities such that an always on video system
can both aid productivity and harm privacy. Researchers created videos in which
actors appeared in a number of scenarios ranging from mundane work tasks to em-
barassing grooming activities to full nudity. Using a similar approach to [8], it was
determined that no such level of blur existed that could offer useful work-oriented

context and still preserve privacy in the case of the more extreme scenarios.
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In [101], a single pixelation filter was considered along with several other fil-
ters. They also tried edge-detection and shadow image filters. Shadow filters were
essentially frame differencing to create a ghost image that conveys an approximate
form of an actor’s outline. Twenty test subjects tried to identify work activities
for each filter then tried identifying the actors in various scenes. All filters except
the shadow view resulted in activity recognition in the range of 90% to 100% while
the shadow view had 60% accuracy. For identity tasks, the shadow view resulted

in 25-30% accuracy while the others ranged from 90% to 55% accuracy.

3.3 Methodology

Given the complexity of privacy and how it might pertain to all the possible
informational flows in video, we choose instead to focus on a quantitative measure
of identifiability. Our stated goal is to assess the potential for video processing to
preserve privacy while still revealing body language. We use the ability of our test
subjects to identify a particular human as a proxy for privacy. We use their ability

to correctly identify gestures in videos as a measure of body language transmission.

3.4 The Study

We developed an experimental framework for exploring the perceptual effects
of various video treatments. The basic idea is to show test subjects processed video
of human gestures then quiz the subjects to see if and when they can identity the
people or their body language. The key challenge in developing the experiment
was in creating the underlying dataset. The work in chapter 4 generates corpora of

human gesture. It does so in the context of a game with a purpose, first proposed
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Figure 3.1: The candidate filters used in our experiments. Top row: original
image. 2nd row: Gaussian blur at 3 different strengths. 3rd row: Pixelation with
3 different block sizes. 4th row: frame differencing, Canny edge, and greendot.

in [92]. We use such an approach to crowdsource the collection of a dataset that
is specifically catered to our experimental needs. Users were prompted to either
invent gestural responses to text prompts or to copy the gestures in sample videos.

Through this method we obtained data that was nicely constrained. All video data
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was generated on desktop computers with stationary cameras at VGA resolution,
but actors, lighting and scene across videos varied considerably. This stands in
contrast to many academic datasets, where graduate students act in parking lots
or conference rooms [15]. The nature of our data collecting game took place asyn-
chronously over many days so any particular user may appear with a variety of
outfits and with different backgrounds. This variation is essential so that test sub-
jects are forced to make identity determinations based not on background images
or clothing but on the appearance of a person’s body and face.

We show test subjects processed videos of human gestures then quiz the subjects
to see if they can identity the people or their body language. Our results show that
motion-centric filters, such as frame-differencing and greendot offer the potential
to obscure identity well while minimally impacting the ability to identify certain

gestures.

3.4.1 Gesture Corpus

Over the course of several weeks, this game-based approach was used to collect
gestures from approximately 50 volunteers who created over 400 short video clips.

From this corpus, we had enough data to drive two categories of experiment.

3.4.2 Identity Experiment

We show the test subject a video of a target person making a gesture. Under-
neath the target person, we show a lineup of clips of people all performing the same
gesture, which is different from the target gesture. One member of this lineup is
the same person shown above. We also ensure that the two videos of the target

person have different backgrounds and the person is wearing different clothes.
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wstrucTions make a beckoning gesture

Figure 3.2: A game with a purpose that encourages users to build a corpus of
gesture data.

Figure 3.3: The ten gesture categories from table 3.1 with arrows to indicate
motion.

3.4.3 Gesture Experiment

We show the test subject a video of a target gesture. Underneath the target
gesture, we show a lineup of clips of people all performing different gestures, with a
single clip of the matching gesture shown above. The person performing the target

gesture above does not appear in the lineup.
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Gesture Meaning Count
Nod yes Agreement 9
Shake no Disagreement 15
Hand circle Attention 16
Finger beckon Invitation 21
Wave Salutation 11
Fist pump Affirmation 7
Hands to head | Frustration 7
Hand wave Equivocation 23
Clap Celebration 10
Open hands Welcome 13

Table 3.1: A summary of the collected human gesture videos.
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Figure 3.4: Screenshot of the identity experiment user interface.

3.4.4 Filters

We chose several different filters to assess with our experimental framework.
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Figure 3.5: Screenshot of the gesture experiment user interface.

Pixelization

This filter is equivalent to reducing the resolution of an input video. The video
is downsampled and scaled back up using nearest-neighbor sampling such that
output is composed of larger pixel blocks. We used block sizes 4, 6, and 8.

Gaussian Blur

This filter applies a Gaussian blur to every frame of the input movie for a given
kernel size. The kernel size determines the bluriness of the output movie. We used
kernel widths 13, 25, and 37.

Canny Edge

The Canny edge detector [14] is useful for finding edges within an image and is

thresholded such that output is binary. This means figures will tend to be outlined
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but all subtleties of shading are lost.

Frame Differencing

Each pair of successive frames are subtracted. If there is no movement between
two frames, the difference will be 0, a black image. Otherwise, the part of the
image that changes will appear in shades of gray. If the overall lighting in a scene

changes quickly, an inverted image of the scene can appear.

Greendot

This technique uses the Shi-Tomasi definition of strong image corners [72] to
find good candidates for tracking. After these points are located, they are tracked
in each subsequent frame using sparse optical flow [34]. Every 5 frames, additional
Shi-Tomasi features are located and added into the pool for tracking. The result
is a visualization of motion that is highly sparse. For example, flat (non-textured)
regions will tend to be assigned very few features. This approach is inspired by
work in pattern recognition where motion extraction is used as pre-process then

fed into a classifier [99].

3.4.5 Experimental Setup

From our corpus of videos we generate random questions of either the gesture or
identity type described above. For each question, we also choose a filter and apply
that to the target and lineup videos. All filtering is done offline and in advance.
We deployed the questions to a large pool of test subjects obtained via Amazon
Mechanical Turk. The task requires no skills beyond non-impaired vision and no

special software except the Flash plugin. Through our experience with Mechanical
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HITs | Questions | Workers | Base Cost | Bonus Pay
400 4000 205 $100 $73

Table 3.2: A summary of our deployment.

Turk, we found it is better to batch many small tasks (HITs) into one larger task
and pay an appropriately larger bounty. Even if the work pays the same effective
hourly rate, higher paying tasks get more attention and are completed sooner. For
the sake of this experiment, we group together 10 questions of a particular type
and use a different filter for each question. For these 10 questions, we pay 25 cents.
We want users to try hard to get the answer right so we offer and clearly state
that a score of 100% will result in a bonus of 1 dollar, significantly higher than the
base pay. We allow workers to complete each of the two experiment types twice,

so a single user may contribute up to 40 assessments.

3.5 Results

We deployed 200 instances of each experiment type, as shown in 3.2. Figures
3.6 and 3.7 show the distribution of scores on each task where 1 represents getting
10 out of 10 questions correct. The shape of both graphs is bimodal. This suggests
that there were two types of workers who completed our task: those who tried in
earnest and those who clicked randomly despite our attempt to motivate them
with bonus pay. The first mode in each graph occurs at 0.1 which corresponds to
the expected value when someone clicks randomly. Looking into the actual clicks
of the workers revealed that some always clicked the same button, confirming
the suspicion. Given the design of our experiment, we should be able to remove

certain data without biasing results since each set contains one question of every
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Figure 3.6: Distribution of scores on the identity experiment.
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Figure 3.7: Distribution of scores on the gesture experiment.

filter type. In the case of the gesture experiment, excluding all work with a score

below .4 will remove most of the noise due to random clicking. In the case of the
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identity experiment, which is inherently harder, the two peaks overlap. We can
exclude HITs with scores below .2 to reduce some of the noise. For our discussion

we focus on the noise-reduced data but also include raw data for completeness.

3.5.1 Summary

Figure 3.8 show how test subjects did on the gesture experiments. We see that
users did well on the gesture experiment across all filters. The accuracy ranges
from 72% in the case of the heaviest pixelation up to 85% accuracy in the case
of unfiltered video. We note that performance dropped as the strength of blur or
pixelation increased, which confirms the quantitative findings in [8] and [54].

We see a much greater range in performance on the identity experiment across
filters. Unfiltered video resulted in the best accuracy of 79%. Accuracy went
down with the increased strength of the pixelation and blur filters as before. It is
notable that the greendot filter had the worst identity performance at 15%, which

is slightly better than chance.

3.6 Conclusion

The results of our experiments show the promise of the greendot filter in ad-
dressing our stated goal of reducing identifiability without removing body language.
Furthermore, we show that video filters are not strictly zero-sum. Increasing the
strength of the pixelation filter steadily reduces both the gesture and identity con-
tent of a video. But the greendot filter produces significantly lower identity recall

with comparable gesture performance.
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Figure 3.8: Performance of test subjects on the gesture experiment. The darker
bars refer to data that has been cleaned to reduced random clicking.
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Figure 3.9: Performance of test subjects on the identity experiment.
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Chapter 4

Motion Chain: A Webcam (Game
for Crowdsourcing Gesture

Collection

4.1 Introduction

This chapter describes the development and preliminary design of a game with
a purpose that attempts to build a corpus of useful and original videos of human
motion. This content is intended for use in applications of machine learning and
computer vision. The game, Motion Chain, encourages users to respond to text
and video prompts by recording videos with a web camera. The game seeks to
entertain not through an explicit achievement or point system but through the
fun of performance and the discovery inherent in observing other players. This
paper describes two specific forms of the game, Chains and Charades, and pro-

poses future possibilities. The paper describes the phases of game design as well

65



as implementation details then discusses an approach for evaluating the game’s

effectiveness.

4.2 Motivation

The study of human motion is the underlying focus of the Movement Lab’s
work in computer vision. The traditional approach in this field involves building
complex statistical models to automate the extraction of high level information
from pixel data alone, or informally, to make computers that can see. Working
in this area, we are constantly reminded of the incredible power and flexibility of
the human perceptual system, as contrasted to the flaky performance of computer
vision. Face detection is one example of a mature computer vision technology
that works well; yet we can barely take the next step, to accurately identify and
parse bodies. This means we are nowhere near what might be considered the
holy grail of computer vision: to take as input any video clip and output a textual
summary. We cannot reliably tag all objects and actors in a clip, let alone describe
the relations between them and the relevant verbs in a video.

The vision community is working to develop ever more sophisticated algorithms
to push the accuracy of automated visual tasks. One general class of approaches,
called machine learning, takes examples and counterexamples which are fed into
a model that ”learns” such that it gets the right answer, described in [6]. At
first, the model performs poorly, no better than chance; but with each additional
example, accuracy may improve. The learning is successful when generalization is
achieved, whereby never-before-seen input images can be correctly identified. A

key ingredient for the vast majority of machine learning systems is the training
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. . - Logged in as
mot|0nCha|n | Play || Charades || Chains || Account || About e

Motion Chain starts out as a game of copy cat.

Watch a video of someone and record an imitation. LR Mo

Send your copy to someone else to continue the chain.

Play
How long can we keep it going?

Figure 4.1: The Motion Chain website, located at http://www.motionchain.com.

data. And yet the research community tends to focus on the development of new
models instead of data collection, which is treated as an abstraction. This project
is an attempt to address the need for large datasets to drive machine learning

solutions and to do so in the context of a game.

4.3 Related Work

One aspect of modern society, described by Clay Shirky in [73], is an over-
all increase in free time and more ways for people to spend it. Shirky explains
that people are now motivated in their free time to do creative and useful things,
whereas the previous era focused on the consumption of media. Examples include
the public creation of Wikipedia, a collaborative effort to solve protein folding

problems as in [42], and the detailed annotation of images and videos in [67].
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These are examples of web-based crowdsourcing, wherein unpaid Internet users
collaborate to achieve something good for society. More examples and a taxonomy
of crowdsourcing can be found in [49].

The concept of Games with a Purpose, or GWAP, was pioneered by Luis von
Ahn and described in [92]. The first GWAP, called The ESP Game, had users label
images through a website. By adding competitive and collaborative elements to
the game, people had fun in the course of performing a task that might otherwise
be seen as work. The users were not paid for their efforts but elected to participate
freely because the experience was fun and therefore intrinsically rewarding. In the
case of The ESP Game, users correctly tagged millions of images which later helped
power Google’s image search.

Most crowdsourcing to date has involved the generation of labels or other text
by users, though examples of more media-oriented systems exist. In [44], users were
paid to draw pictures of sheep for an art experiment, while [51] had volunteers trace
over frames of a recording to effectively rotoscope an entire music video. A video
project found at [13] invited users to submit imitations of frames from a recorded
video by using their web cameras, then combined these frames to create a unique
visual experience. Our lab demonstrated in [85] that the resulting dataset could

be used for novel machine learning applications.

4.4 Design Concept

The present work is an attempt to extend the scope of GWAPs to a richer
class of user inputs. Typical GWAPs are used to obtain sparse information such

as image labels. The input is rich, a collection of pixels roughly a megabyte in
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Figure 4.2: A sample chain showing several players making a scratching gesture.
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size, whereas the output is sparse, a short string smaller than a kilobyte. Motion
Chain is a GWAP that motivates users to produce megabytes of rich output in the
form of video.

The basic setup of Motion Chain is to let users interact with each other via short
video clips and text. This is a subset of what can be done already on YouTube, but
YouTube lacks the constraints or context to suggest using it for such a game. To
develop my concept, we looked to parlor games of the Victorian era for inspiration.
Such games rarely involve equipment or complex rules and gameplay is typically
informal, with a focus on fun and creativity instead of points. Two such parlor

games, Telephone and Charades, are directly adapted here.

4.4.1 Chains

In Telephone, one player whispers a phrase to someone else, who in turn, passes
the message on. After several iterations, the phrase can morph into something
completely different. Motion Chain takes this concept to the video domain. Players
watch a short video clip of a person and attempt to copy it. The player can practice
any number of times before recording and uploading a response. Next, the player
is encouraged to send her clip to a friend, as specified by an email address. The
friend receives an email encouraging him to play and he can, in turn, copy and
send it on. Users are only allowed to see the full series of clips after submitting
to that chain. The fun of the game lies in the discovery of how a gesture morphs
over time. Another element of fun, a result of the web-based nature of the game,
comes from discovering the other people who have participated in a chain, whether

friends, acquaintances, or strangers.
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4.4.2 Charades

This classic game asks players to convey words and phrases through mummery.
Players take turns acting and guessing, which is made fun when hard prompts
require lateral thinking and cleverness, both to act out and guess. A connection is
formed between actor and guesser, as they have managed to communicate despite
the no talking constraint. This web-based interpretation of Charades allows users
to record clips and submit them to a public area of the site. Other players can see
submitted charades and type in a guess, which also becomes public. So as not to
spoil the answer, a player can’t see the intended answer or other players’ answers

until she has submitted her own guess, which further motivates participation.

4.5 Design Process

The design process began with the development of a sandbox of code including
form elements and Flash video units. We did not have a concrete idea of the
gameplay but knew it would involve recording, playback, and text input. Once
these components were complete, we could more rapidly prototype combinations
in PHP and HTML and do informal user-testing on colleagues. We considered
several prototypes at weekly lab meetings to see how others reacted and to prompt
discussion. Once it was possible to record, we demonstrated it and had others try
it. The most obvious thing to record was exactly what the first person had done,
a clap. Watching several clap videos side by side was immediately compelling, and
suggested the idea of a copying game as a starting point.

The second phase of development was to combine sandbox components and a

database layer to create Chains. To launch the alpha test, we selected 40 friends
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Mischief Bored Listener Spelunking

RECEMT GUESSES RECENT GUESSES RECEMT GUESSES
1. scheming imp 1. false sympathy 1. stuck in a cave
2. giddy 2. Hgtgrgeeﬂﬂﬂd 2. power's out
3. BHEEW ; 3. pretendingtncﬂre 3. shed some ||ght
4. christmas morning 4. torch of
5. scheming knowledge

Figure 4.3: Some sample charades and recent guesses.

and colleagues and invited them to copy a variety of arbitrary gestures we happened
to produce during the testing of the recording widget. Within days, the alpha
testers collectively produced over 300 short video clips.

The third phase involved more serious engineering, such as the addition of
proper user logins, web 2.0 features like voting, invites, reporting of inappropriate
content, and the development of a points system. The intention of the points
system is not to make the game more competitive but to help steer user behavior.
If all users playing Chains want to create new chains but never want to copy other
players, the game will not work. With the point infrastructure, we can reward
players with a point for a copy, and charge some number of points to start a new
chain. Likewise, we can offer points to encourage voting.

The nature of Motion Chain is collaborative and social so we recognize that the
project will only succeed if it reaches some critical mass of users. Therefore current

development is centered around social media integration and general promotion of
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Figure 4.4: The recording interface. The previous recording is shown to the left of
the live camera input.

the site. The aforementioned point system is potentially inhibitory to play, so until
critical mass is reached, it is simply disabled. Another current focus of development
is to collect a large set of starter content, such as example charades and chains.
We can curate this content with the hope of creating a good experience for new

users ‘out of the box.’

4.6 Implementation

Motion Chain takes the form of a website, located at http://www.motionchain.
com. The site was built on LAMP: Linux, Apache, MySQL, and PHP. These layers
interact to route data between users and a database that tracks game state. Video
files are stored remotely on the server, uploaded via a recording widget built in

Flash. PHP acts as the glue to bind web server to database and implement most
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of the control logic. PHP is both very flexible as a language and potentially hard
to manage from the perspective of software engineering. To facilitate rapid pro-
totyping with a strong development paradigm, we used a PHP framework called
Codelgniter. This simplified many coding tasks, such as the implementation of
user accounts and password management. The web server for Motion Chain is lo-
cated in the cloud, hosted on Amazon’s EC2 service. The advantage of this service
is the abstraction of hardware such that one can swap out one server for another
with just a few clicks, simplifying upgrades if and when web traffic jumps.

The Flash recording widget required significant development. Flash remains
the only way to reliably capture video from users on a variety of (non-mobile)
platforms. The standard Flash solution for recording involves a remote media
server and an adaptive approach to bandwidth allocation. For users with slow
connections, the video quality goes down to prevent lag. For this project, upload
time is less important than video quality so frames are captured to memory in
the Flash plugin then uploaded to the server after recording is complete. Frames
are uploaded individually as compressed JPEGs then stitched into a movie on the
server. After making many videos with the widget, we realized the need for one
special recording feature. When a user appears in a webcam preview on screen, it
is natural for him to look at himself instead of the camera. Thus the user tends
not to make eye contact with future viewers. The recording widget remedies this
by moving the preview window up to the top-middle of the screen, closer to the
most typical camera location, resulting in improved eye contact.

It’s worth noting that the use of Flash, and thus personal computers (as opposed
to mobile devices), results in a distinct and useful constraint on input. In this setup,

the camera is nearly always fixed. This fixed camera helps many computer vision
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tasks, since background subtraction can be employed and the video will tend to

be less blurry than a similar video recorded on a mobile device.

4.7 Purpose

To use machine learning in service of motion-oriented computer vision tasks,
we require example videos of people and corresponding text labels. If we had a
thousand short videos of people performing a particular gesture, such as clapping,
we would have a good chance of training a state-of-the-art clap detector. Previ-
ously, researchers might have paid hundreds of students to physically come to a
lab to be recorded for such a purpose. Motion Chain has the potential to produce
the same set of data, for free and in a short period of time. The games described
above, Chains and Charades, are designed for the purpose of fun more than for
science. We first have to obtain critical mass before we can get more specific with
data collection; if we achieve a steady user base, we can introduce game prompts
that are less immediately fun but more useful to our research agenda. The game
could mix these prompts in with more fun ones, or try appealing to user altruism

by explaining that certain prompts support scientific research.

4.8 Assessment

Our system needs to be nominally functional so as to facilitate various game
scenarios, but fun itself is what users want, as opposed to a maximally efficient
interface. With basic recording and playback in place, we can focus on develop-
ing the user experience and game scenarios. We recognize there could be many

compelling gameplay modes beyond the two described above. The instruction for
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Chains is “copy this motion” but that string can be changed to anything else.
We hope new variants will emerge over time, as more users get deeper into the
game. In the meantime, we can focus on producing and finding the most interest-
ing videos for Chains and Charades. With the built-in logging tools, we can make
estimates about the experience of users’ playing habits, to study which game types
and particular videos get the most views or responses and what patterns of sharing
emerge. One priority is to study and increase the rate of obtaining new players.
We can use word of mouth, social media, and online advertising to promote the
site and recruit potential players but can’t guarantee they’ll stick around for more
than a few seconds. Given the dynamic, data-driven nature of Motion Chain, it’s
possible to adapt the control logic to create A/B testing scenarios. When a user
first comes to the site as a guest, she is shown sample chains and charades. We
want to present the particular set of example videos that makes her most likely to
take the next step and sign up for an account. Randomly selecting different sets of

videos for different users can be correlated to the conversion rate for each group.

4.9 Discussion

In this chapter, we have described a new direction for Games with a Purpose
that takes advantage of web-enabled social media, broadband connections, and
the ubiquity of cameras. Using web cameras as an input for GWAP brings a
new intimacy to games that could go deeper than interactions between icon-based
avatars. Motion Chain is inspired by old parlor games, and yet has the potential
to be something completely new. While the web creates an experience that lacks

the immediacy of in-person gaming, it can produce a shareable trace of gameplay
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and facilitate play between people separated in space and time. If the experience
becomes so compelling that people play voluntarily and invite friends to join,
Motion Chain will be a platform for creating great datasets to aid computer vision

research.
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Chapter 5

Cryptagram: Photo Privacy for
Online Social Media

5.1 Overview

While Online Social Networks (OSNs) enable users to share photos easily, they
also expose users to several privacy threats from both the OSNs and external
entities. The current privacy controls on OSNs are far from adequate, resulting
in inappropriate flows of information when users fail to understand their privacy
settings or OSNs fail to implement policies correctly. OSNs may further complicate
privacy expectations when they reserve the right to analyze uploaded photos using
automated face identification techniques.

In this chapter, we propose the design, implementation and evaluation of
Cryptagram, a system designed to enhance online photo privacy. Cryptagram
enables users to convert photos into encrypted images, which the users upload

to OSNs. Users directly manage access control to those photos via shared keys
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that are independent of OSNs or other third parties. OSNs apply standard im-
age transformations (JPEG compression) to all uploaded images so Cryptagram
provides an image encoding and encryption mechanism that is tolerant to these
transformations. Cryptagram guarantees that the recipient with the right creden-
tials can completely retrieve the original image from the transformed version of the
uploaded encrypted image while the OSN cannot infer the original image. Crypta-
gram’s browser extension integrates seamlessly with preexisting OSNs, including
Facebook and Google+, and at the time of publication, had approximately 400

users.

5.2 Introduction

Petabytes of imagery data have been posted by users to Online Social Networks
(OSNs) with Facebook alone receiving over 250 million photo uploads per day [56],
storing 10,000 times more photos than the Library of Congress [31]. Users feel the
need internally and externally (peer pressure) to share photos on OSNs given the
convenience of usage and their immense popularity [48, 7, 57, 59, 83]. Users share
personal and potentially sensitive photos on OSNs, thereby exposing users to a
wide range of privacy threats from external entities and the OSN itself [22, 81, 70].
We consider two basic factors that trigger privacy concerns for end-users in OSNs.

User/System Errors: A user who uploads an image to an OSN may wish
to share it with only a select group of people, which OSNs partially satisfy with
privacy settings. From the perspective of contextual integrity [55], the user is
attempting to implement her own notion of appropriate information flows. But a

recent study confirmed that Facebook users’ impression of their sharing patterns
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Figure 5.1: Example Cryptagram user experience. On the left, we show a social
network with embedded Cryptagrams, uploaded by a user. A browser extension
decrypts the images in place as shown on the right.

and their true privacy settings are often inconsistent [41]. Moreover, an OSN may
fail to correctly enforce their privacy settings, such as the case when Facebook
exposed its own CEQ’s private photos in a systemwide glitch [22].

Face Identification: A passive observer or a hosting OSN could extract large
volumes of online photo uploads, indexing and discovering images within a cor-
pus that belong to a specific user [81]. Mining of photo corpora can lead to the
unexpected disclosure of individuals’ locations or their participation in events. Fa-
cial data mining incidents have resulted in litigation against OSNs and further
weakened the integrity of the relationship between the social network and the
individual [70].

In this paper, we present the design, implementation and evaluation of Crypta-

gram, a system designed to address these photo privacy concerns in OSNs. A
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basic design goal of Cryptagram is to build a usable solution that can offer strong
privacy guarantees for end-users that remains backwards compatible with exist-
ing OSN wuser interface designs. To maintain the conventional feel of an OSN,
Cryptagram uses the abstraction of an image interface (RGBA pixels) to manip-
ulate the core image formats used by OSNs. Cryptagram leverages an end-to-end
encryption system to transport images, which are uploaded to OSNs. Figure 5.1
illustrates a specific example of how Cryptagram represents normal images as en-
crypted images.!

A challenge in the design of such an end-to-end image encryption/decryption
mechanism is to be resilient to image transformations by the OSN. For instance
Facebook converts all uploaded photos, regardless of original format, to JPEG,
choosing quality settings without user input. The recipient of a Cryptagram image
must be able to retrieve the original image from the OSN-transformed version.
In this paper, we describe the notion of g, p-Recoverability (Section 5.4.1) which
formalizes the aforementioned property that enables the assessment of embedding
protocol designs. We describe a class of JPEG embedding protocols that can
achieve the g, p-Recoverability property for different JPEG quality transformation
levels. The top-down techniques that we discuss for designing ¢, p-Recoverable
protocols can also be applied to lossless image compression formats.

Cryptagram addresses a problem that is fundamentally different from conven-
tional image steganography. While steganography aims to hide data in plainsight

and avoid detection [28], Cryptagram makes obvious that it is hiding data with

LOSNs typically recompress and resize images within their backend infrastructure, presenting
the most bandwidth-friendly version (thumbnails) as they deem appropriate. In order to render
the decrypted Cryptagrams for thumbnails, Cryptagram infers from URL of the thumbnail how
to fetch the full-size image, which Cryptagram fetches and decompresses when a user indicates
our extension should do so.
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the added aim of efficiently transporting bits in the image medium while being
robust to image transformations. Despite the differences in problem definition,
steganography does have the same mechanical use as Cryptagram for transport-
ing bits in an image. When comparing the effective efficiency of our approach to
steganography, Cryptagram packs many more bits per pixel (Section 5.7).

Cryptagram differs significantly from the recent work on photo privacy, P3 [61].
Unlike P3, Cryptagram operates completely in encrypted bit space and does not
reveal sensitive cleartext data of photos to external entities (Section 5.9). Crypta-
gram also does not rely on third-party providers for providing photo privacy.

We present several key results in our evaluation. For JPEG Cryptagram images
uploaded to Facebook, we find that JPEG compression quality for those high
entropy images is in the range of 76 to 86 (for natural images, usually quality is
74). Given these recompression target ranges, we demonstrate JPEG embedding
protocols that, in tandem with error-correcting codes, achieve an effective efficiency
of 3.06 bits per pixel, which is 2.68x greater than the best related work. We
also summarize a study of recoverability when recompressing already compressed
images. We further illustrate a design point comparison of recoverability versus
filesize expansion when comparing JPEG and webp lossy compression formats.

Our end-to-end Cryptagram system has been deployed to the web. Figure 5.2
summarizes a user’s experience with the current decoder. Our decoder browser ex-
tensions integrate seamlessly with existing OSNs including Facebook and Google+
while being compatible with their complicated DOM structures. We have nearly
400 active users of our decoder extension and over 300 users have agreed to our
IRB-approved study through which they submit high-level data about their on-

going image encrypting and decrypting habits with Cryptagram.
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1) Extension injects JavaScript

updateContextMenu(){...
handleDecryptRequest (){...
getPassword(){...

2) User right-clicks Cryptagram <img> i
. . »
3) Pixel shades are extracted by JavaScript
.+ .2IGRpc3RpbmdlaXNoZWQsIG5vdCBvbm
X5IGJ5IGh4sIGJ1dCBieSB0aGlzIHN.... 3
4) User is prompted for a key Password? T T

5) Decryption is attempted. If successful, Cryptagram <img>
element’s src is replaced with the decrypted data URI. .

Figure 5.2: An overview of the Cryptagram user experience.

5.3 System Model

5.3.1 Problem Statement

The basic problem that Cryptagram aims to address can be stated as follows:
Two users U and V' are members in an OSN and have a shared key k (e.g., pass-
word), independent of the OSN. U wants to use the OSN to share an image [ with
V but does not intend to upload I to the OSN since the OSN or other unauthorized
users may also be able to view I. Instead, U needs an encryption mechanism that
can transform [ into an encrypted image I’, which V can retrieve, decrypt and
obtain I (using the shared key k). The key challenge is that when U uploads an
encrypted image I’, the OSN can apply image transformations and the image V'

downloads may significantly differ from I’. Hence, the sharing mechanism needs
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to be resilient to image transformations.

To better understand the transformation-resilient image encryption problem,
we outline the basic image encoding and decoding steps used by Cryptagram and
the property that Cryptagram aims to achieve:

e A user U encrypts a to-be-shared cleartext image, I, using a strong block
cipher with a secret key, k, to produce a byte sequence, F(I, k). This k may be
human-readable (a password) or part of a hybrid cryptosystem in which the & is
generated and shared using public key cryptography.

e An image encoding protocol, C'; embeds E(/,k) into the spatial domain of
an image, I, = C(E(I, k)) which the OSN transforms as 7'(1,,). In this paper, we
restrict T to be the identity transformation (lossless format) or a standard lossy
image compression. We use JPEG for the lossy format in much of the evaluation
since that is a commonly used standard across OSNs.

e An OSN user V who is an authorized recipient of the image needs to be
aware of the block cipher secret key k. Using this key k£ and an image decoding
algorithm, V' should be able to successfully decode I from a transformed version
T(I,,). Here, we aim to achieve recoverability (intuitively, data integrity of the
embedded message), which in the case of a lossless format is tautologically true
sans other transformations. For JPEG, we aim for the ¢, p-Recoverability property:
given a minimum quality level ¢ of the transformed image T'(1,,), the decoding
protocol should enable V' to decode the original image [ with high probability,
p. We denote this recoverability probability using p, where the ideal case is when
p = 1; however, achieving p = 1 may not always be feasible.

e Adversary, Eve, who passively observes T'(I,,) should not learn anything

about I.
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5.3.2 Design Goals

The problem statement highlights two key design goals of Cryptagram: data
confidentiality and probabilistic data integrity for lossy images. For data
confidentiality, Cryptagram leverages trusted algorithms that users may use to en-
sure that data has been encoded with a strong proofs of security. For probabilistic
data integrity, since Cryptagram aims to create images for use on OSNs, we can
relax the constraint of traditional information security data integrity [24] for lossy
image formats such as JPEG. This relaxation enables the Cryptagram design to
incorporate features that demonstrate a spectrum of data integrity when a social
network transforms uploaded images.

Usable: We aim to offer a system that affords users intuitive privacy on top
of the images that they share on OSNs. While several offline approaches exist
to preserve privacy (e.g., PGP [102]), Cryptagram makes it possible for users to
create and share private photos without disrupting the OSN experience.

Widely Deployable and Applicable: To gain wide adoption, we have
created a cross-browser, cross-platform, cross-image format system that enables
Cryptagram to be used as both an encoder and decoder. The reduced friction to
creating and accessing Cryptagram images removes the barrier to broader use of
the technology.

Efficient: Compared to alternative methods, we present a system that offers

significantly more data storage for a given file size or image dimensions.
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5.3.3 Security Overview
Threat #1: Facial Data Mining

In this threat, the adversary is the OSN, whose aim is to execute facial data
mining algorithms on uploaded images. In recent years, as social networks’ corpi of
images have grown dramatically, this is a serious concern for the privacy-conscious
individual.

Approach. We have devised a scheme that reveals no information about the
original image to the OSN. As we discuss in Section 5.5, the use of our embedding
algorithm by nature thwarts facial data mining by embedding the cleartext (e.g.,
facial) data indirectly as encrypted bits in the spatial domain of the transport
image.

Security Guarantees. With the use of a block cipher to transform the secret
message, Cryptagram retains the strength of the underlying security properties of
the chosen algorithm. With the use of public key cryptography users can retain
cryptographic strength while leveraging a trusted, separate channel to bootstrap

their sharing.

Threat #2: Misconfigured Privacy Controls

OSNs may fail to correctly deploy access control policies or users may acci-
dentally misconfigure confusing access controls. The use of Cryptagram creates a
separate channel of communication to ensure, with cryptographic strength, that
only intended recipients see the cleartext photo. With the correct use of Crypta-
gram, an OSN could suffer a full system breach and encrypted images would remain

private.
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Limitations

Detecting and Blocking Cryptagram Images. Cryptagram does not ad-
dress the problem of an OSN detecting and inhibiting the upload of all Cryptagram
images. Steganography may be proposed in this scenario but problem redefinition
and the tradeoff in efficiency make steganography an inappropriate application.

Unsupported Transformations. Though Cryptagram images are robust to
varying degrees of JPEG compression, they does not support many other trans-
formations. For example, cropping or rescaling a Cryptagram will generally break
its encoding.

Brute-Force Cryptographic Attack. Cryptagram users who choose weak
passwords in the symmetric key scheme can be attacked with dictionary or brute-
force techniques. To address this limitation, we encourage users to abide by strong
password creation techniques [50, 60] when using symmetric key credentials. When
using public key cryptography, we encourage users to leverage the use of a public
key infrastructure that is coupled with Cryptagram as we follow Key Continuity
Management practices [30].

Copy and Paste. Users who gain access to cleartext images can copy and
paste those images to whomever they choose. We believe this problem will persist
despite any attempts, short of controlling all hardware at the disposal to humans

accessing social networks.

5.4 Image Formats in OSNs

Several image formats are used across OSNs. While Facebook uses only the

JPEG format to store images (and, moreover, strips uploaded images of EXIF
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data), Google+ and other networks allow for a variety of lossless (e.g., PNG) and
lossy (e.g., webp) formats. Our goal is to design a generic photo privacy solution
that can work across different image formats. While lossless compression tech-
niques are relatively easier to handle, determining an image encryption/decryption
mechanism in the face of a lossy transformation is much more challenging. Given
the popularity and broad use of JPEG, we use JPEG as our primary image format
to describe the design of Cryptagram. We show how Cryptagram can be easily
applied for other image formats including lossy image formats like webp.

Our design primarily focuses on embedding data in the spatial dimensions of
an image. We define an embedding protocol to be an algorithm that describes the
creation of a sequence of bits and how those bits are embedded into the spatial
domain (pixels) of an image. We design embedding algorithms that work in a top-
down fashion; that is, the data to be embedded is written into the spatial domain
of an image on a pixel level rather than in any protocol-specific manner. We
believe that a top-down approach allows us to meet the aim for wide deployablility
and applicability in terms of implementation, testing and future image formats.
The top-down API means that the design of codecs can apply or be tested across
multiple formats with ease. When codec design depends on DCT coefficients, for
instance, there are non-intuitive programming interfaces that would be required to
make that facility addressable to the PNG format and not just JPEG, webp, and
other DCT-coefficient based compression algorithms.

Assuming a passive adversary, this approach is a valid solution to the security
threats that we outlined in the previous section. This is an especially prudent
design choice considering that lossy image transformations will most intuitively aim

to preserve higher order features of an image rather than its bit-wise representation.
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The generic interface to the image is thus the four possible color channels red,
green, blue, and alpha as well as their corresponding bit value. For JPEG, this
means up to eight bits per the first three color channels. For PNG, we have up to

16 bits per channel for all four possible channels.

5.4.1 Defining ¢, p-Recoverability for JPEG

JPEG image transformations are inherently lossy in nature. With the aim of
probabilistic data integrity, we make concrete the goal of relaxing the constraints
of traditional notions of information security data integrity [24] for embedding data
in JPEG.

We define the ¢, p-JPEG Recoverability (or, simply g, p- Recoverability) property
of embedding protocols as follows: given a minimum quality level ¢ that an OSN
preserves in a transformation 7' of an uploaded image, an authorized recipient
should be able to decode the original image with high probability p, where in the
ideal case p = 1. The concept of ¢, p-Recoverability can also be applied to other
lossy image transformations though the corresponding attainable values of ¢ and
p are dependent on transformation 7.

In the context of JPEG images, we define a Cryptagram protocol as a message-
JPEG encoder G and JPEG-message decoder G’. Given an input image? I, the first
step in Cryptagram encoding is to convert the image into an encrypted sequence
of bits m = E(I, k), for clear-text image I and a block cipher key k. We refer to
the input to the JPEG encoder as a sequence of bits m. Given m, the protocol

encodes m in the spatial domain of a JPEG image, I, = G(m). JPEG (denoted

2We mean that I is a sequence of bits that represent an image format that a browser can
render. Notably, Cryptagram’s embedding can be a used with any arbitrary message I for
delivering a message via the spatial domain of a transport image.
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I, =G(m)
G'(T(T(In,q))) =m' =, m =
(G is q, p-Recoverable

Figure 5.3: g, p-Recoverability in a nutshell.

by the function 7, its inverse for decompression is 7") compresses I, at quality ¢
to produce a sequence of bits, T'(1,,, q).

The recipient uses a two step decoding mechanism to retrieve an encrypted
set of bits m’: (a) the first step involves using the decompression step 7" to pro-
duce T'(T'(I,n, q)); (b) the second step involves using the JPEG-message decoder
G’ to retrieve an encrypted sequence of bits m' = G'(T"(T(1,,,q))). Ideally, m/’
should match m; if they do, the recipient can use the secret key k to decrypt
m’ to retrieve the original input message. However given the lossy nature of the
transformations, the message-JPEG encoding and JPEG-message decoding steps
may not always succeed. Here, we use the term p to denote the probability that
the algorithm successfully decodes the input bit sequence m. Mathematically, we
denote this as: m’ =, m. If this constraint holds, then we define the protocol to
be ¢, p-Recoverable. By considering a large sample set of input messages, we can
statistically estimate the value of p for a given quality threshold ¢q. The aim of
Cryptagram is to identify ¢, p-Recoverable protocols that attain p close to one for
low quality values and a high bits per pixel ratio. We summarize these ideas in

Figure 5.3.
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5.5 System Design

5.5.1 Lossy Images

To discuss how to embed data into a lossy image, we focus on the JPEG
compression algorithm, though our design principles apply to other lossy formats.

How should one embed bits into the spatial domain of an image? To approach
this challenge, we develop a mapping of bits to colors for specific pixels in an image.
Intuitively, when choosing points (coordinates) in the color space to represent bits,
we leverage the observation that the lossy codec may shift an initially embedded
point (pixel’s color) during encoding and decoding an image; however, the sphere
in the color space within which that point may move does not overlap with other
point-centered spheres. This is to say that when choosing what values to embed
and how to coordinate pixel values, protocol designers must be sensitive to the
assumption that the lossy codec will shift values within spheres in a color space.
This intuition guides our JPEG design discussion below but, more importantly, is
the generally applicable principle for Cryptagram protocol design.

The principal unit of embedding in Cryptagram is the Cryptagram pixel block
(CPB). Multiple CPBs must fill or pack a 8 x 8 JPEG pixel block (JPB) for each
channel of JPEG (luminance, chrominance red and chrominance blue), which is
the “atomic unit” of pixels that undergoes JPEG compression [90]. We consider
how to pack bits into the spatial domain of JPEG given two goals: (1) efficient

bit packing (increasing the number of bits per pizel) and (2) q, p-Recoverability.
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Embedding in the Spatial Domain

Cryptagram Pixel Blocks For protocol design we examine how to manipulate
64 pixels to embed bits efficiently. We embed symbols into the 64-pixel JPBs for
each YC,C, channel with multiple Cryptagram pixel blocks (CPBs) per JPB. A
CPB could be any shape that packs into a JPB. For our discussion, we consider
1 x1and 2 x 2 CPBs.

The composition of a CPB thus is a shape description, w x h (width, height) and
a set of rules, R, for translating a symbol, x, or set of bits (x = by, . .., bj;|) into red,
green, and blue tuples (7, g, b) that we embed in each pixel of the CPB according to
the appropriate RGB —Y C,C, conversion. For simplicity, we represent the CPB
embeddings for each channel as Lf)i n» Where I%j, are the rules that correspond to
the channel, L, how to embed x to color values for L.

Because JPEG compression applies different downsampling and quantization
matrices to luminance and chrominance channels (but applies the same compres-
sion to the two chrominance channels), we express the embedding protocol for a
CPB as:

(V2 €l )

wy Xhy ' Y woXho

where Y corresponds to luminance and C' to chrominance channels.

The rule set, R provides a large space for Cryptagram protocol designers. In-
tuitively, the composition of rules becomes a choice of three parameters: (1) how
many bits to embed, (2) the number of discretizations to use (for which the number
of bits to embed determines the lower-bound) in the color space, and (3) the choice
of which discretization values from the color space to use. In short, we determine

how many colors to use, what values they represent, and the resulting bitrate.
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The JPEG compression algorithm compresses least the luminance channel of
the three yielded by the RGB — Y'CyC, transformation. If we choose only to
discretize values in luminance, we have an effective range of [0, 255, which corre-
sponds to grayscale. We denote this scenario as (Yui'jfX hy C’O), using C? to denote
that chrominance is not used.

On Chrominance Embedding. As described in the JPEG specification, the
two chrominance channels are stored with significantly less fidelity than luminance.
Both chrominance channels are down-sampled (by default in 1ibjpeg, 2:1) and a
more aggressive quantization table is used to further reduce the number of bits

that need to be stored [90]. Intuitively, the chrominance channels are less efficient

for embedding data in the spatial domain.

Encoding Algorithm We demonstrate the embedding algorithm in Figure 5.4.
As we discuss the embedding algorithm at a high-level, we will refer to the concrete
demonstration in that figure.

The first step of the encoding algorithm transforms the input clear-text image
I into a sequence of encrypted bits m using a shared key k such that m = E(I, k).
Here, we use a standard block cipher algorithm AES in CCM mode (128 bit keys
and 64 bit tag size). The encoding algorithm from this point chooses a small
collection of bits at a time and converts these bits into Cryptagram pixel blocks.
Figure 5.4 Step A shows how our example encrypted output message m is the se-
quence of characters, “Security.” Using the base64 representation of the character,
we know that the sequence of bits for each character is shown under Step B. We
then show in Step C how the sequence of bits for the first character (S’s repre-

sentation as 010010) can be split into two three-bit sequences, the aforementioned

93



m = E(I,k)

i base64 index @

S 18 010010 >2|0 010

e 30 OIIlIO 0O I 2 _3 4 5 6 7
c 28 011100 g -

u 46 101110 126 162 198 234

r 43 101011 0 36 72 108 144 180 216 255
i 34 100010

t 45 10110

y 50 110010

Figure 5.4: FEncoding algorithm illustration. We demonstrate how Cryptagram
maps an encrypted message’s sequence of bits (Steps A-C) to color values (Step
D) and how those correspond to embedded pixels (Step E).
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“small collection of bits.” Using a chunked grayscale color spectrum, we map the
three-bits to an index in the array of values. The index’s group representative
(in this case at Step D, it’s the grayscale value of 72) is what is embedded for
the appropriate pixels, as shown in Step E. In this example, we continue to pluck
off three bits at a time, for Steps B and C, then map those three bits values to
grayscale values in Step D. Finally, we continue to embed the values left-to-right,
top-to-bottom in this simple example for Step E. We have used a 2 x 2 CPB for
this illustration, which packs perfectly into a standard 8 x 8 JPB. An alternative
format could have used 1 x 1 CPBs, shading one pixel instead of four in Step E.

Figure 5.5 illustrates at a high-level where data is embedded in a typical Crypta-
gram image format.

We make the above example more concrete in the following formalism. An
embedding algorithm, a, assumes that b bits will be embedded per CPB. Given b,
a has a bijective mapping By, : {0,1,...,2"} — L, where L, C [0,255]. Given a
bit sequence, s, a uses By, to map b-length substrings of s to the corresponding L
channel values that will be embedded at that particular pixel. Given the notation
we have introduced, B is a more specific case of the notion of rule sets R; we
presented earlier. By mappings underpin the designs we present in this paper.

We can measure the efficiency of By based on b and the size of the channel’s
CPB to which the output of B;, mapped as ﬁ bits per pixel, where |CPB| is
the number of pixels occupied by the CPB: |CPB| = w x h.

From our discussion of the embedding protocol and ¢,p-Recoverability, we have
laid the groundwork for how the designer’s choice of protocol parameters (dy, n, B,
etc.) adjust the effective efficiency of the end-to-end protocol.

Example Encodings for Reasoning about ¢, p-Recoverability. To demon-
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Figure 5.5: Layout of a Cryptagram. FEach box is a sequence of shaded pixels
representing the range of values for a particular protocol.

[ Name [ Notation | Luminance-only B Mapping ]
Bin (lel,c ) B:{0,1} — {0,255}
Quad | (Y2,,C%) | B :{0,1,2,3} — {0,85, 170, 255}

Oct (v3,.C% | B:{0,1,..,7} — {0,36,73,...,255}
Hex (v3,,C% | B:{0,1,..,15} — {0,17,34, ..., 255}

Table 5.1: We present the B mappings for luminance-only embeddings in order to
introduce the Y™ notation as well as illustrate the corresponding luminance values
embedded in a Cryptagram using that mapping for the embedding protocol.

strate the tradeoff between efficiency (number of discretizations in B per CPB size)
and ¢, p-Recoverability that we must consider in protocol design, we present two
examples. The first example uses a (Y5, C?) CPB. As we translate (according to
B) bits from m to successive CPBs color values, we fill the JPB from left-to-right,
top-to-bottom, starting in the top-left of the 64 square pixel JPB, covering each
channel independently. We can explore multiple color mappings B in order to see
how ¢, p-Recoverability is affected by the (Y,%,,C°) CPB and B interaction.

We consider three mappings for B as shown in Table 5.1. The simplified rep-
resentations for luminance will be used through this chapter. The superscript is
the number of bits that can be embedded given the use of equally space values in

0, 255], including extremal values.
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Figure 5.6: The relative performance of (Yfil, CO) CPBs. We see that more dis-
cretizations results in weaker ¢, p-Recoverability as the quality to which we subject
the JPEG to decreases. The tradeoff we must consider is what ¢, p-Recoverability
we want to achieve (what minimum quality do we want a probabilistic guarantee)
and how efficient we want for our embedding protocol.

Figure 5.6 illustrates the ¢, p-Recoverability of these choices. In comparing the
best of binary, quadrature, octature, and hexature bits per pixel discretizations for
the (Yllil, CO) CPB, we have a sense of how the mapping choices perform relative
to one another. Given a social network quality value (for JPEG recompression),
we want to choose an embedding that allows for p very close to 1. If we choose
the target quality to be 86%, then the values that are actually at p = 1 are the
Quad and Bin mappings. These yield two and one bits per pixel, respectively.
Because we are apt to choose a quality threshold conservatively, we opt to use the
Bin approach: (Y7, C?).

Figure 5.7 shows the results of our exploration of the chrominance CPB size
and the impact of embedding in luminance and chrominance concurrently. We
must use 2 X 2 CPBs in chrominance channels to embed one bit per channel’s

block (or a cumulative 0.5 bits per pixel gain). We can thus embed in chrominance
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Figure 5.7: The feasibility of using chrominance to gain additional bits for embed-
ding. All lines correspond to a chrominance B binary mapping. n X n corresponds
to using only chrominance to embed bits using a binary mapping while keeping
luminance set to 128. n X n-Y embeds non-128 chrominance values along with
chrominance.

as a function of the corresponding luminance values.®> With this approach, we find
that embedding more than two values per chrominance channel suffers low ¢, p-
Recoverability. Thus while 4 x 4 appears to illustrate good ¢, p-Recoverability in
the binary embedding case, the efficiency gain is so marginal as to be negligible.
Thus we consider the of use (Y, C3,,) CPBs to gain an additional 0.5 bits per
pixel. This gain with chrominance always requires error correction in order to
attain g, p-Recoverability that is robust to OSN recompression.

On Decoding. To decode values from a Cryptagram JPEG, the decoder
examines pixels in the same order as the encoder. Converting the RGB values
to Y CpC)., the decoding algorithm finds the nearest neighbor for the values in the

co-domain of the B mapping for that protocol. The sequence of corresponding

3Notably, if the luminance values are at the extremes (0 or 255), then we do not embed a
chrominance value in that pixel since no valid chrominance value exists.
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domain values is the decoded sequence of bits.

Balancing ¢, p-Recoverability and Efficiency with Error Correction

Since the nature of protocols that we investigate are probabilistically recover-
able (the p in ¢,p-Recoverability), we consider the use of Error Correcting Codes
(ECC) in order to improve the g, p-Recoverability of our protocols while main-
taining efficiency of the embedding algorithm. Reed-Solomon codes are of interest
to us for their well-understood ECC properties and space efficiency. In our case
and especially in Section 5.7, we use RS(255,223) protocol, in which we use the
2+ 27 + 2% + 2+ 1, or “0x187”, field generator polynomial and 32 bytes for
parity in order to recover up to 16 byte errors for a 255 byte transmission. The
input to RS(255,223) is the encrypted output of the block cipher algorithm. With
the application of RS(255,223), the g, p-Recoverable protocol directly embeds the
output bit stream from RS(255,223).

From Figure 5.7, we note how the use of chrominance would always require

ECC in order to recover from OSN recompression-induced errors for the CPB case

we have highlighted: (Y13><1a C'Qlw).

5.5.2 Lossless Compatibility

Our effort focuses on the JPEG format given its online prevalence, but it’s
worth noting that our approach is seamlessly compatible with lossless formats
such as PNG [21].

In this lossless scenario, we trivially achieve recoverability. The PNG format
has a maximum per pixel efficiency of 64 bits per pixel. Each of the four channels,

red, green, blue, and alpha, can store 16-bit values. We take 64 bits of sequential
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data in m, split the 64 bits into four 16-bit segments, then write the respective

16-bit values into each of the four channels of a pixel.

5.5.3 Easy Key Management and Cryptography

Users have two options for managing access to their photos in Cryptagram:
a symmetric key cryptosystem or a hybrid (symmetric key and public key) cryp-
tosystem.

In the case of the symmetric key cryptosystem, Cryptagram makes sharing keys
easy. A single key can be used for an image, set of images, or an album, and shared
amongst a group of friends. This makes key sharing easy and manageable by design,
and our Cryptagram browser extension facilitates the use of a password across
multiple images or an album by allowing users to store the password. Enabling
a strong password to be applied across an entire album of photos means that
Cryptagram makes key dissemination easy.

Employing a hybrid cryptosystem by following the principles of key continuity
management [30] means that the Cryptagram design focuses on guiding the user to
use a hybrid cryptosystem correctly. In particular, by (1) limiting the interface for
the use of public keys for encryption and private keys only for decryption and (2)
using strong defaults for the block cipher and public key cryptography algorithms,
Cryptagram reduces the friction to secure and correct use of a hybrid cryptosystem.

For both schemes, users do not share the sensitive information through the
social network. We advise users to use a separate channel (e.g., text messaging) to
share sensitive credentials (e.g., an album password) so as to conform to the threat

model in which Cryptagram is designed to protect users from a hosting OSN.
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5.5.4 Usable Image Identifiers

By default, all Cryptagram images appear as indistinguishable noisy images.
We describe how we enable users to create images that are easier to identify for
fellow human users.

Text Watermark: One challenge with the current format is that all output
images look virtually identical. This is a problem when, for example, a user asks a
friend for a Cryptagram password. Without a file name or album name, there is no
codified way to refer to images. Using a simple extension to the encoding tool, we
can enable the user to specify a text or image-based watermark to render under-
neath the Cryptagram image. A text watermark could specify useful identifiers,
such as a URL or an email address for submitting password requests.

Chrominance Watermark: In cases that we do not use the chrominance
channels for data transmission, we can use these channels for identification pur-
poses. We modify the (', and C,. channels to add chrominance to output Crypta-
grams and do so without corrupting the luminance payload.

We embed images in these chrominance channels so long as luminance remains
unaffected. This watermark is not suitable for embedding most natural images
since, perceptually, we rely heavily on luminance, but the technique works well

with high-saturation icons or logos.

5.5.5 Surviving Partial Failures

The current protocol has error correction and can withstand some degree of
noise from JPEG but will fail with a cropping transformation. We can extend the

basic design to provide cropping robustness by dividing a Cryptagram’s payload
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Figure 5.8: A block-oriented failure resiliant protocol.

Figure 5.9: Example of a chrominance watermark. The purpose is to help users
identify encrypted images, which would otherwise all look the same. (Note that
black and white printing renders the sample watermark unnoticeable since the
embedding essentially ignores the luminance values of the watermark image.)

into smaller units. We encrypt each block with the same password and decryption
will involve individually decrypting and concatenating all blocks. If one block fails
to decode correctly due to cropping, the integrity of other blocks and their sequence
within the original JPEG remain unharmed. Such an approach, however, does not
apply to storing arbitrary bit streams, but for images one can replace unrecoverable
blocks with zeroes in order to display as much of the original image as possible as

shown in Figure 5.8.
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Figure 5.10: Future Cryptagram features. Figure 5.10a demonstrates the use of the
textual watermarking to enable users to embed textual messages in their images.
Figure 5.10b shows the effects of using a partial image encryption scheme, which
will require Cryptagram image detection.

5.6 Implementation and Deployment

In this section we describe the current state of the applications deployed under
the Cryptagram name, including several components and continuously evolving

inner protocols. The code is open source and online:

http://github.com/prglab/cryptagram.

5.6.1 Microbenchmarks

As of the publication of this thesis, the Cryptagram Chrome extension had ap-
proximately 400 users, according to the Chrome Store. We requested user-consent
for an IRB-approved study to gather non-identifying log reports and consent has
been granted from 373 unique browser installations.

We built the Chrome Extension with the Closure framework [32], requiring
approximately 4000 Source Lines of Code (SLOC) [19, 96], porting the core com-

ponents to a Firefox add-on with some additional code.
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Our benchmarking framework consists of an ECC implementation and bench-
marking code, and relies on the Reed-Solomon kernel module code ported to
userspace, libjpeg-turbo codec, and a corresponding image interface ported from
the Google Chromium browser [87]) (3000 SLOC).

The i0S App uses WebKit’s JavaScriptCore to leverage the same cryptographic
library as our JavaScript extension whereas the Android App achieves JavaScript
integration through a WebKitView (2300 SLOC). These applications enable local
Cryptagram encoding and decoding, without OSN integration. With respect to
engineering we have found that configuring native cryptographic libraries across
languages and platforms can be difficult. Wrapping JavaScript libraries results
in a performance penalty but simplifies the assurance of algorthmic parity across

platforms.

5.6.2 Browser Extension Decoder

We implemented the first version of the software as a browser extension, a
framework supported by Chrome and Firefox browsers, which allows us to augment
the user experience on any website by JavaScript injection.

For our first deployment of Cryptagram we adopted an embedding protocol
with a (Y3 ,,C°?) CPB. This protocol also embeds a checksum for verifying the
integrity of the decoded encrypted bits. The checksum is not of the cleartext data;
it is a checksum of the encrypted data and embedded adjacent to the encrypted
data for data integrity purposes.

Decoding in place. Extensions can access pixel data of images on a website.
The extensions perform image processing to produce new images to insert into the

original image’s container, as shown in figure 5.2. We add a contextual menu item
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so a user can right-click any image and attempt to decrypt it as a Cryptagram.
With the correct credentials, the extension decrypts the original image, which pops

into place.

5.6.3 Web-based Encoder

We wrote the web-based encoder in JavaScript with the Closure Framework,
sharing much of the codebase with the decoder extensions. The encoder allows
users to drag-and-drop cleartext images onto the encoder page. The drag-and-drop
triggers an event to prompt users for a strong password (in the symmetric key case)
as well as desired settings (e.g., the preferred tradeoff of a high-resolution, low-
quality image or low-resolution, high-quality image). The encryption, encoding,
and image zipping requires no server interaction and thus allows for complete offline

operation by end-users.

5.7 Evaluation

We now explore the evaluation of the Cryptagram system. We begin with mi-
crobenchmarks as well as observations that serve as background for the subsequent
evaluations. In particular, we will present the efficiency performance of protocols
that we find to be the most useful for end-users and reason about the utility of the

current deployment.

5.7.1 Efficiency Microbenchmarks

With microbenchmarks, we aim to establish a sense of the tangible weight that

Cryptagram adds to the user experience of sharing photos as well as the system
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overhead.

On Browser Performance. We found that the input file size to the encoder
and decoder correlated linearly with time to execute. The approximate ratio of
time to complete the operation (milliseconds) to input filesize (KB) was 2.684
for the encoder and 1.989 for the decoder on an iMac with 2 x 2.26 Quad Core
processors in the Chrome browser (one core for the browser process). While the
noticeable human visual reaction time is in the range of 190 to 330 milliseconds [45],
the results demonstrate that the overhead of using Cryptagram for viewing OSN
photos is marginal.

On File Size. Since the high entropy of Cryptagram counteracts the compres-
sive power of JPEG, the output file size depends entirely on the chosen embedding
protocol and constraints imposed by the OSN. For Google+ and Facebook, up-
loading images have a cap based solely on image dimensions. The authors have
found that the maximum upload dimensions in these OSNs is 2048 x 2048. This
means that for a scheme that attains an efficiency of three bits per pixel, we can
store at most 1.5 MB in the spatial domain of an uploaded JPEG image.

How does the size of the input data relate to the output Cryptagram image
size? The nature of JPEG compression complicates this question. The output
Cryptagram image may be saved at 100% quality, creating a large filesize foot-
print. While this may seem necessary given that we examine g, p-Recoverability
with respect to the compression applied by an OSN, the composition of JPEG
compression is neither idempotent nor cleanly-defined recursively. Instead, as we
explore later in this section, we consider the observed error rates of compressing
already-compressed Cryptagram images (simulating what an OSN would do).

Table 5.2 shows the expansion ratio from a given input size. For the case of
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’ ‘ (Y13><17 CO) H (Y11><1? CO) ‘
Quality: 90 80 70 90 70 50
Expansion: 2.25 | 1.75 | 1.40 || 7.82 | 5.29 | 4.39

Table 5.2: We present the tabular data that illustrates the file size expansion when
using various protocol choices in the Cryptagram framework.

a (Y3,,,C% CPB with an output Cryptagram image with JPEG compression 80,
the filesize on disk inflation is 1.75x.

For the sake of minimizing upload bandwidth, users may opt to export Crypta-
gram images with less than 100% quality and Cryptagram will still guarantee

q, p-Recoverability within a certain range.

5.7.2 Compressing the Compressed

Apropos to the question of file size expansion, we examine the implications
of a recompressed Cryptagram JPEG on ¢, p-Recoverability. Figure 5.11 shows
the effects of exporting a Cryptagram to a JPEG Quality 1 and then (as an OSN
would do) recompressing the image at JPEG Quality 2. The error rate indicates
the fraction of CPBs that were broken through successive recompression. This
data indicates that we can export Cryptagram JPEGs to 82% quality and OSNs’
recompression still permits recoverability, assuming that we leverage RS(255,223)

ECC.

5.7.3 OSN Photo Quality

As much of our evaluation relates error rates to JPEG quality level, we want
to know the JPEG settings employed by popular OSNs. To estimate these quality

levels, we exported a variety of images as quality 95 JPEGs, uploaded those images
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Figure 5.11: The effects of recompressing a compressed JPEG. The x-axis shows
the quality of the original Cryptagram JPEG. The y-axis shows the recompressed
quality of the JPEG. The line separating striped versus unstriped values is the
q, p-Recoverability threshold we encounter with RS(255,223). Any values to the
right of the 0.06 line show the successive recompressions that Cryptagram can
tolerate for (Yf’xl,Co). Error rates were determined by testing approximately
2,400 pseudorandom 8 x 8 images at each combination of quality levels.

\\\

to both Facebook and Google+, then re-downloaded the images for analysis.

On Google+, 30 such test images came back bitwise identical, meaning images
were not recompressed.

Facebook, on the other hand, applies JPEG compression to save disk space.
After downloading images from Facebook, we looked for evidence of quality in the
JPEG headers. Out of 30 natural images, 25 came back with a JPEG quantization
matrix exactly equivalent to that of a quality 74 JPEG, the other five having
matrices equivalent to JPEG qualities in the range of 76 to 86.

Fortunately for Cryptagram, high entropy images all appear similarly to the

4Google+ does recompress images for quicker display during album browsing but it is trivial
to convert any such hyperlinks to their full-resolution equivalents.
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JPEG algorithm and are treated predictably when uploaded to Facebook. All test
Cryptagrams uploaded then downloaded came back with the quantization matrix
from a quality 85 or 87 JPEG, which we measured by explicitly examining the
quantization tables of the downloaded JPEG file. This quality level puts us safely

above the necessary threshold of our deployed embedding protocol.

5.7.4 Embeddings with ECC

In this section, we examine the benefit of using ECC to reconcile the trade-
offs we must consider between efficiency and ¢-p-Recoverability. We presented in
Section 5.5 the performance of the (Y{Z,,C?) CPB for various B mappings. From
that experience, we conclude that a protocol without error correction is limited to
using Quad or Bin mapping strategies.

We examine the utility of applying our ECC algorithm of choice for embedding
data to measure ¢, p-Recoverability in lower quality regimes of JPEG compression.
With the use of RS(255,223) for ECC, we note that we embed 14% extra data
for the recovery so our subsequent evaluation considers the effective efficiency of a
system that adds this data overhead.

Figure 5.12 allows us to explore the design space of applying ECC to evaluate
the ¢, p-Recoverability for given (Yﬁl,CO) luminance-only embedding schemes.
We see that the Bin, Quad and Oct embedding schemes perform above p=94 in the
regime around 85%, thus enabling us to achieve ¢, p-Recoverability on Facebook.

Figure 5.13 illustrates the benefit of using luminance and chrominance embed-
dings to achieve 3.5 bits per pixel embedding efficiency for ¢-p-Recoverability that
satisfies OSN recompression and ECC. In the interest of saving space, we do not

show the g¢-p-Recoverability curves, but instead summarize the details relevant to
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Figure 5.12: This indicates to us the feasibility of leveraging RS(255,223) to im-
prove the ¢, p-Recoverability with various (Yfil, C’O) embedding protocols.

Without ECC With ECC (RS(255,223))
q,100-Rec | Efficiency | ¢,94-Rec | Effective | Lum+Chrom | Efficiency | Effective
|B| (quality) | bits/pix | (quality) | bits/pix q,94-Rec bits/pix | bits/pix
Hex - - 90 3.5 90 4.5 3.94
Oct 90 3 76 2.62 7 3.5 3.06
Quad 80 2 44 1.75 66 2.5 2.19
Bin < 20 1 < 10 0.87 38 1.5 1.31

Table 5.3: Summary of the results that inform how to proceed with applying
RS(255,223) FEC for embedding values in JPEGs that are recompressible.

the ECC discussion in Table 5.3. Given that ECC with RS(255,223) recovers up
to 16 bytes (= 6.27%) of damaged bytes for every 255 bytes of data, we can es-
tablish our target recoverability probability at &~ 94%; in other words, if less than
6% of bytes break then applying ECC enables us to use that particular encoding
scheme. We highlight in Table 5.3 the ¢, p-Recoverable protocol that we choose for
Cryptagram.

This efficiency is superior to X-pire! [4], which had a capacity of two bits per
pixel with ECC. We have 1.75x this capacity, significant considering the size and

quality of images this enables users to upload to OSNs.
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Figure 5.13: This indicates the feasibility of leveraging RS(255,223) to improve
the ¢, p-Recoverability of a (Y, C3,,) protocol.

Comparison with Steganographic Efficiency. Though the goals of steganog-
raphy and Cryptagram differ, both embed data in images, so we can compare the
two in terms of bits/pixel efficiency.

Related work has expounded on the efficiency of steganographic embeddings [17,
95], reducing the approach to one embedding p message bits into 2P — 1 pixels,
yielding a relative payload of a = p/(2P — 1). While steganography choose slightly
higher values of p a low value of p yields 0.42 bits per pixel for p = 3. In the
highlighted row, our effective efficiency is 3.06 bits per pixel. In comparison, our

approach represents a minimum 7.5x improvement.

5.7.5 File Format Embedding Comparison

In Figure 5.14, we show the ¢, p-Recoverability versus filesize ratio of JPEG
versus webp image compression formats. By file ratio, we mean the on-disk size of
the output image format for the same image canvas input. Notably, the embeddings

are always three bits per pixel in the Figure. We see that for the same probability
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Figure 5.14: Showing the comparison of JPEG and lossy webp recoverability vs.
filesize ratio. We draw the reader’s attention to the p = 94 threshold as a point of
comparison with the ECC studies in the rest of this paper. We acknowledge that
JPEG and webp quality settings are not related and cannot be directly compared.
However, this figure shows that for a similar notion of ¢, p-Recoverability, webp has
a smaller filesize expansion than JPEG to achieve the same probability of recovery.
To note the distinction in the meaning of “quality” between libjpeg and webp, we
highlight the points along the curves where quality is 74 for each codec.

of recovery, p, webp has a much smaller filesize ratio than JPEG. As OSNs besides
Google+ begin to experiment with webp deployment [71], the opportunity for
lower bandwidth and storage requirements while maintaining ¢, p-Recoverability
means that Cryptagram can be applied as improved media compression formats

are adopted.

5.7.6 Deployment Usage Data

At the time of thesis publication, Cryptagram has nearly 400 active installa-
tions, with 373 users agreeing to participate in our IRB-approved study. Through
this study, we receive high-level data about the Cryptagram encryption and de-

cryption habits of our users. The following data does not include the authors’
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own tests or images. We have had more than 3,300 Cryptagram image decryption
events with more than 160 unique encrypted images generated. Of the decrypted
images, we can confirm that 102 unique images have been decrypted from Facebook

and 217 unique images from Google+.

5.8 Discussion

Applicability of ¢, p-Recoverability to Lossy Formats. OSNs continue
to use lossy image formats in order to reduce demands on storage infrastructure
and reduce delivery latencies to end-users. Recently developed formats should be
considered given these goals. We have begun to examine the webp [33] format for
Cryptagram. The tool of ¢, p-Recoverability applies in the analysis of these formats
given that the spatial domain pixel value is the key component of Cryptagram
communication.

Transformations. We aim to handle a variety of transformations with the
development of ¢, p-Recoverable protocols. In previous sections, we discussed the
design and evaluated our protocols’ ¢, p-Recoverability with respect to the JPEG
transformation. We have begun prototyping our approach to cropping and noising
transformations on images produced by Cryptagram as well, leveraging blocking
algorithms coupled with ECC. While we do not address rotation explicitly, we do
not consider such a transformation intractable as we apply techniques from QR
Codes (two dimensional barcodes) by orienting corner features in future iterations.

Scaling transformations are of interest given the pervasiveness of lower reso-
lution images (e.g., thumbnails) to partially depict images on a social networking

website. We have considered the integration of pyramid representations [12, 18] in
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the design of future embedding protocols to meet this transformation request.

5.9 Related Work

P3 [61] examined the use of non-colluding services to store minimally-revealing
cleartext images in one service and encrypted versions of DCT coefficients of JPEG
images in another service. Their system experienced a 10-20% file size increase
from the original compressed image when one follows their recommended privacy-
preserving settings by setting the DCT-hiding threshold in the range T" € [10, 20].
The authors acknowledged their technique’s vulnerability to face identification
when 7" > 35. Cryptagram fundamentally differs from P3 in two ways. First,
Cryptagram completely avoids the use of third parties. Secondly, Cryptagram
works only in the encrypted bit space and does not expose any unencrypted data
to the end-user. Unless users’ keys are compromised, users cannot have their faces
detected with any of our embedding protocols.

McAfee Social Protection lets users store cleartext photos on their server while
uploading blurred versions to Facebook, then facilitates access requests [69]. This
superficially addresses photo privacy, but in the end, amounts to an escrow service
that redirects trust from one third party to another.

Steganography. Cryptagram is superficially reminiscent of various attempts
to embed cryptographic data in JPEG through traditional steganographic tech-
niques [28], but differs significantly from conventional JPEG steganography. Crypta-
gram makes obvious that it is hiding data to attain greater efficiency, and further-
more, does so in a way that is robust to image compression, which steganography

generally is not. Attempts to achieve lossy compression tolerant steganography
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are early works with inefficient results [40].

One recent work attempted to embed data in JPEG DCT coefficients without
the steganographic constraint of being hidden. The non-linearities of DCT quan-
tization and rounding in standard compression and decompression required very
conservative data embedding that resulted in efficiency significantly lower than
what we were able to achieve [4].

Li et al. [47] address the concern of hiding data within DCT coefficients but
shuffle the DCT coefficients between blocks that then are quantized during the
JPEG compression algorithm. Likewise, Poller et al. demonstrate that DCT
coefficient permutation and spatial domain permutation do provide some security
features but do not address efficiency or prove the correctness of their security
mechanism [58].

A formalization for the description of the embeddings that we use in Crypta-
gram have been explored by Galand and Kabatiansky [29] but the authors do not
explore how to construct such protocols.

But Cheddad et al. [16] claim that spatial domain techniques are not robust
against noise, only work in bitmap-formatted images, and are not robust against
lossy compression and image filters. Cryptagram overcomes all of these drawbacks
in spatial domain embedding and demonstrates the useful privacy and security
properties that can be available for OSN photo sharing. Cryptagram achieves
q, p-Recoverability in the face of the complete recompression of the JPEG image

containing sensitive information.

115



5.10 Conclusions

The advent of popular online social networking has resulted in the compromise
of traditional notions of privacy, especially in visual media. In order to facili-
tate convenient and principled protection of photo privacy online, we have pre-
sented the design, implementation, and evaluation of Cryptagram, a system that
efficiently and correctly protects users’ photo privacy across popular OSNs. We
have introduced ¢, p-Recoverability and demonstrated Cryptagram’s ability to em-
bed cryptographic primitives correctly to attain ¢, p-Recoverability through JPEG

compression in our implementation.
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Chapter 6

Conclusion

Privacy in the age of social media highlights a complex interplay of human
values. A piece of technology can alter social interactions and, in turn, alter
society itself. And while social media offers convenience it may threaten user
privacy during a company’s push to monetize or when system administration goes
awry. This work represents different approaches for addressing visual privacy on
the client side. The projects have the shared goal of changing the way visual
information flows in an attempt to support contextual integrity.

While a top-down approach to visual privacy would create new social media
from scratch for maximum flexibility, it would suffer from the challenge of going
viral. In contrast,the approaches in this thesis are bottom-up hacks. Using a mix
of software and human computing, we demonstrated the possibility of these tech-
nical interventions. The systems run independent of social media providers but
nonetheless can be used to alter informational flows in several key scenarios. While
extraction and obfuscation were used to alter the visual attributes of transmitted

human forms, encryption was demonstrated to alter the recipients of visual infor-
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mation. These technologies have the potential to modify human behavior and even

affect change behind the walled garden of social media providers.
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