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Abstract

The popularityof mobile and networked applicationshasresultedin anincreasingdemandfor ex-
ecution“sandboxes"—ervironmentghatimposeirrevocablequalitative and quantitatve restrictionson
resourceaisage Existingapproachesitherverify applicationcomplianceo restrictionsatstarttime (e.g.,
usingcertified codeor language-basegrotection)or enforceit at runtime (e.g.,usingkernelsupport,
binary modification,or active interceptionof the applications interactionswith the operatingsystem).
However, their generalapplicabilityis constrainedy thefactthatthey areeithertoo hearyweightand
inflexible, or arelimited in thekindsof sandboxingestrictionsandapplicationghey canhandle.

This papermpresenta securaiserlevel sandboxingpproactior enforcingbothqualitatve andquan-
titative restrictionsonresourcaisageof applicationsn distributedsystemsOur approactactively mon-
itors an applications interactionswith the underlyingsystem,proactvely controlling it as desiredto
enforcethe desiredbehaior. Our approacHeverages coresetof userlevel mechanismshatareavail-
ablein mostmodernoperatingsystems:fine-grainedimers, monitoringinfrastructure(e.g.,the /proc
filesystem)deluggerprocessegriority-basedschedulingandpage-basethemoryprotection.We de-
scribeimplementationsf asandboxhatimposegjuantitatve restrictionson CPU,memory andnetwork
usageon two commodityoperatingsystemsWindows NT andLinux. Ourresultsshowv thatapplication
usageof resourcesanberestrictedto within 3% of desiredimits with minimal run-timeoverhead.

1 Intr oduction

Theincreasingavailability of network-basedservicesandthe growing popularityof mobile computinghas
resultedin a situationwherecurrent-daydistributed applicationsare often built up (possiblydynamically)
from component®riginatingfrom a variety of sources.Sincean end-useicannotbe expectedto trustall
of thesesourcesthereis anincreasingdemandor execution“sandboxs"—ewvironmens thatimposeirre-
vocablequalitative andquantitatve restrictionson resourcauisage For example the executionervironment
canensureghattheapplicationcomponentanonly accessertainportionsof thefile system(e.g.,/ t np), or
thatrunningthe componentvould consumeno morethan20% of the CPU share. . Theserestrictionsisolate
thebehaior of otheractiities onthesystenmfrom apotentiallymaliciouscomponentandarea precondition
for thewiderdeploymentof distributedcomponent-baseapplications.

Existingapproachefor enforcingqualitatve andquantitatve restrictionsonresourceisagecanbeclas-
sifiedinto two broadclassesthosethatverify applicationcomplianceto restrictionsat starttime andthose
thatenforceit atruntime. Examplesof thefirst classincludeapproachethatrely on certifiedcode[16, 17]
or language-baseprotection[1, 3]. Theseapproache$ave the limitation of lacking generality(because
of relianceon specificprogramminganguages&nd compilers)andaretypically unableto enforcequanti-
tative restrictions. Examplesof the secondclassinclude approacheshatrely on kernelsupport[13, 15|,



binary modification[18], or active interceptionof the applications interactionswith the operatingsystem
(09)[2, 8, 9] for isolatingresourcaisage Thekernelapproachearegeneral-purposkut requireextensve
modificationgto OSstructureandlack flexibility with respecto whatrestrictionsareimposed.Theremain-
derof theapproachesely on decidingfor eachapplicationinteractionwith the underlyingsystemwhether
or notto permitthis interactionto proceedconsequentiythey provide someflexibility with respecto en-
forcing qualitative restrictionsbut areunableto handlemostkinds of quantitatve restrictions(particularly
sinceusageof someresourcese.g.the CPU,doesnotrequireexplicit applicationrequests).

This paperpresents securepserlevel sandboxingapproactfor enforcingboth qualitatve andquanti-
tative restrictionson resourcausageof general-purposapplicationdn distributedsystems.The qualitative
aspects similarto previoussystemseferredto above; whatis novel however, is the ability of ourapproach
to enforcequantitatve constraints.Our approachactively monitoss an application$ interactionswith the
underlyingsystem,proactiely contolling it asdesiredto enforcethe desiredbehaior. The securityof
the approachstemsfrom implementatiormechanismshatpreventa maliciousapplicationfrom beingable
to undothe monitoringandcontrol. Our generalstratgy recognizeghat applicationaccesdo systemre-
sourcexanbe modeledasa sequencef requestgeitherimplicit suchasfor a physicalmemorypage,or
explicit suchasfor a disk operation)spreadout over time. This obseration providestwo alternatvesfor
constrainingesourceutilization: eithercontrolthe resourcesvailableto the applicationat the point of the
requesbr (in thecaseof resourcesvith rateconstraintsuchasCPUandmemory)controlthetime intenal
betweerresourcaequestsin bothcasesandfor all kinds of resourcesthe specificcontrolis influencedoy
theextentto which theapplicationhasexceededr fallenbehinda progressmetric Thelatterrepresentan
estimateof theresourceconsumptiorof theapplicationprogram.

Althoughthe high-level stratgy is relatively straightforvard, the primary challengédies in accurately
estimatinghe progressnetricandeffectingnecessargontrolon resourceequestsvith minimal overhead.
It mightappeathatappropriatenonitoringandcontrolwould requireextensve kernelinvolvement restrict-
ing their applicability FortunatelymostmodernOSesprovide a coresetof userlevel mechanismghatcan
be usedto constructthe requiredsupport. Supportfor fine-gainedtimers and monitoringinfrastructues
suchastheUNIX / pr oc filesystemandthe Windows NT Performanc&ountergrovide needednforma-
tion for building accurateprogresamodels. Similarly, fine-grainedcontrol canbe effectedusing standard
mechanism$or dehugger processespriority-basedsceduling andpage-basednemoryprotection

We describeémplementation®f a sandboxhatimposegjuantitatve restrictionson usageof threerep-
resentatie resources—CPUnemory andnetwork—on two commodityoperatingsystems:Windows NT
andLinux. Thetwo implementationsitilize the samehigh-level strateyy, but rely on platform-specifianon-
itoring andcontrolmechanismsA detailedevaluationshavs that both sandboxmplementationgre able
to restrictresourceusageof unmodifiedapplicationsto within 3% of the prescribedimits with minimal
run-timeoverhead.We alsopresenta syntheticapplicationthat demonstratethe flexibility advantagesf
userlevel sandboxingin this case purapproactpermitsapplication-specificontrolover resourcaisageat
granularitiessmallerthanthosecontrollableusingkernel-level mechanisms.

The specificcontritutionsof this paperinclude:

¢ A generaluserlevel stratgy for exploiting widely available OS featuresto imposequantitatve re-
strictionson resourcaisageandfor securinghe sandboxdespitets userlevel implementation.

e Two concretémplementation®f this stratgy on Windows NT andLinux operatingsystemaisingas
examplethreerepresentate resourcaypes(CPU,memory andnetwork).

e An evaluationof the overheadsndflexibility of theuserlevel sandboxingapproach.

The restof this paperis organizedasfollows. Section2 provides backgroundand discusseselated
work. Section3 presentdhe overall sandboxingstratgy anddiscussedts applicationfor threeexample
resourcaypes:CPU,memory andnetwork. Section4 shavs how to securethis stratgy againstmalicious
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applications Concretdmplementationsf the sandboon Windows NT andLinux OSesarepresented@nd
evaluatedin Sectionss and6. Section7 highlightstheflexibility adwantagesf userlevel sandboxingand
we concludein Section8.

2 Background and RelatedWork

Theproblemof ensuringhatuntrustedapplicationcomponenti adistributedsystendonotviolatecertain
gualitative andquantitatve restrictionson resourcaisagehasrecentlyattracteca lot of attention.Existing
approachesanbe classifiednto two broadclassesthosethatverify applicationcomplianceo restrictions
atstarttime andthosethatenforceit atruntime.

2.1 Enforcing complianceat start time

Severalmechanismsanbe usedto verify, prior to startingexecutionof acomponentthatthelattersatisfies
therestrictionamposeduponit by theervironment. Thesemechanism#clude:

e relyingonacertificateauthority(e.g.,VeriSign[17]) to attesto thefactthattheapplicationcomponent
satisfieghe desiredproperties,

e usinglanguage-basgorotectiontechniquesuchastypesafety[3] or staticbytecodeverification[14]
to verify thatthe programdoesnot misbehae, and

e usingtechniquessuchas proof-carryingcode [16] that permit a verifier on the client machineto
confirmthatthe applicationcomponensatisfiesertainsafetyproperties.

Theabore approachearevery effective at ensuringhatthe applicationdoesnot violate qualitative restric-
tions (e.g.,that certaintypesof resourcesre not accessedrom specificcodemodules) but aretypically
unableto enforcequantitatve restrictions. This is becausehe former canbe expressedas safetyproper
ties, easierto verify statically In addition,someof theseapproachekack generalitypecausef relianceon
specificprogrammindanguagesndcompilers.

2.2 Enforcing complianceat run time

Approachedor enforcingrun-timecomplianceof applicationbehaior fall into two sub-catgories:

Kernel-level mechanisms suchasCPUreserations[13, 15] andfair-sharequeueingf CPU[10, 19] and
network resource$b, 7, 20] have beenemplgyed, primarily in the context of real-timeoperatingsystemsto
enforceboth qualitative andquantitatve restrictions.Actually, suchsupportprovidesa strongerguarantee
of a certainlevel of resourceallocationover atime windon. Somerestrictedversionsof suchmechanisms
arealsolikely to be availablein theform of job controlmechanism& Windows 2000(announced).

Although suchapproachesire general-purposehey requireextensve modificationsto OS structure
thatlimits their applicabilityto commodityOSes.Additionally, the policy spaceof restrictionsthatcanbe
imposeds inflexible, beinglimited to thefew optionsthathave beendesignednto thekernel.

Code transformation techniques provide a userlevel approachfor imposingrestrictionson resource
usage.Theseaechniqueswhichincludebinarymodificationapproachesuchassoftwarefault-isolation18]
andAPI interceptionapproachesuchasJanugq9], MediatingConnectorg2], andNaccio[8], all rely on
monitoringanapplications interactionsawith theunderlyingOS. ThesdaechniguegeverageOSmechanisms
suchas system-callinterceptionby a detuggerprocesq9], or applicationstructuringmechanismsuch
asDLL import-address-tableswriting [2, 12] to executesomecheckingcodewheneer the application
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interactswith the OS. This codedecidesfor relevantinteractionswhetherto allow or dery the interaction
from proceeding.

Consequent|ysuchapproacheprovide someflexibility with respecto enforcingqualitative restrictions
(e.g.,thatall memoryloads/storeareto certainresered portionsof the applicationaddresspace)but are
unableto handlemostkindsof quantitatve restrictions.Thelatteris particularlytruebecauseisageof some
resourcese.g.the CPU,doesnotinvolve explicit applicationrequests.

Our approachusesthe sameunderlyingmechanismsasthe codetransformatiortechniquesiescribed
above, but differsin its ability to alsoenforcequantitatve restrictionsover resourcausage . To achieve this,
aswe describdn thenext section,t builds uponcoremonitoringandcontrolmechanismghatareafeature
of mostmodernOSes.

3 Capacity Sandboxing: Enforcing Quantitati ve Restrictions

Althoughoursandboxingipproactenforcesdothqualitative andquantitatve restrictionsonresourcaisage,
we restrictour attentionin theremaindeiof the paperto quantitatve (capacity)constraintsFor theformer,
werely ontherelatively well-understooadodetransformatiorapproactihathasbeendescribeckarlier The
basicideais thataccesgontrolandotherqualitative constraintcanbe enforcedby interceptingapplication
interactionswith theunderlyingOSandappropriatelynodifyingthemto ensurecompliancewith thedesired
securityproperty For example,anapplicationprogramcanbe preventedfrom accessindiles in directories
otherthanadesighate@neby ensuringhatthef open API call is interceptecandmaodifiedto reflectafile
nameandpathrelative to this designatedlirectory

Enforcingquantitatve (or capacity)constraintge.g.,a client programdoesnot usemorethan20 MB
of RAM) is moreinvolved. This is becauseseveral systemresourcesuchasthe CPU and memorycan
be accessewvithout goingthrougha high-level API call thatcanbe intercepted Moreover, individual API
calls may not provide usefulinformationto determinewhetheror not the client programhasexceededts
capacityconstraintandwhat needsto be doneto rectify that. In the restof this section,we first describe
thegenerabrchitecturdor our capacitysandboxandthenexemplify its usage.

3.1 General Architecture

To enforcequantitatve restrictionson usagefor resource®f differenttypes,our generalstratgy relieson
therecognitionthatapplicationaccesso systenresourcesanbemodeledasa sequencef requestgeither
implicit suchasfor a physicalmemorypage,or explicit suchasfor a disk operation)spreadout over time.
This obsenration pravidestwo alternatvesfor constrainingesourcautilization: eithercontroltheresources
availableto the applicationat the point of therequestpr (in the caseof resourcesvith rateconstraintsuch
asCPU, network, anddisk) control the time intenal betweerresourcaequests.In both casesandfor all
kinds of resourcesthe specificcontrolis influencedby the extentto which the applicationhasexceededr
fallenbehinda progressmetric Thelatterrepresentanestimateof the consumptiorof a particularkind of
resourcenver atime slot.

This generaktrat@y is realizedby relying upontechniquedor instrumentinghe application monitor
ing its progress andasnecessarcontolling its progress(seeFigurel). Instrumentingallows usto modify
theapplicationcodesothatcontrolovertheapplicationis possible Monitoringenablesisto beawareof the
currentstateof the applicationandits utilization of variousresourcesFinally, controllingthe application
progresss the proactiye mechanisnior enforcingquantitatve restrictionsonresourcausage All threesets

Or, in somecasege.g.,Janug9]), to modify therequesinto a compliantform prior to allowing it to proceed.
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Figurel: Generakandboxingtratgy thatimposegjuantitatve restrictionsonresourcaisage.

of techniquedeveragea coresetof userlevel mechanismshatareprovided by mostmodernOSes.In the
following discussionthesemechanismareshavn underlinedandin bold.

Instrumenting the application Instrumentatiomefersto thetechniqueof modifyingtheapplicationcode
on the fly, without having to recompileor relink the application. It leverageshe fact that modernOSes
provide a significantportionof their functionalityassharedibrarieswhoseinterfacesarewell defined.The
applicationinteractionsat this interface can be interceptedusing OS-specifictechniques. The latter can
rangefrom somethingassimpleaslibrary preloadingon Linux to moreOS-supportednechanismsuchas
thept r ace facility on severalUnix-basedOSeghatpermitsa debugger procesgo beinformedwheneer
theprocesdeingdehuggedmalesasystencall. Similarmechanismsxist ontheWindovs NT OSranging
from rewrites to the procesDLL import addresgable[2] to moreextensive modificationsto the process
addresspacd12] usingadehuggerprocessapabilities Interceptiorof theapplicationinteractiongpermits
theinjectionof code whichcanmonitorandcontrolapplicatiorbehaior (in particular resourcaeutilization).

Our approactrelieson instrumentatiorio enablea distinguishedorocessthe monitor, to load the ap-
plicationcomponentshat needto run within a sandboxandbe ableto monitorandcontrolthe behaior of
theseprocesseby injectingrequiredfunctionalityinto their addresspace Themonitoralsomapsa shared
memorysegmentfor coordinatiorwith theinjectedcode.

Monitoring progress Monitoring, aswell asaccountingof applicationbehaior is well-supportedon
modernOSes Extensie informationaboutprocessisagenf variousresourcesge.g.,CPU,physicaimemory)
canbeobtainedhroughvariousmonitoring infrastructur es Thelatterrangefrom specialsystemcalls,to
consultingtheregistry of thedynamicperformancelata(on Windows NT), to afile-systembasednterface
to thisdata(e.qg.,the/ pr oc mechanismsn Unix systems)Althoughour stratgy relieson the availability
of suchmechanism$o obtainprogresgiata,in somecaseghis datais not very up-to-dateor incurshigh
overheaddor its update.In thosesituationg(e.g.,decidingwhetheror not a processs waiting for a system




event),the deluggerinterfacepermitsfasteraccesso the desirednformation.

An additionalissueis that mostof the mechanismseferredto abore only provide accumulatednfor-
mation(sincethestartof theprocess)So,thisinformationis periodicallysampledvith thesamplingperiod
automaticallyadaptedo therateatwhichtheapplicationconsumesequestsFor example usagef network
resourcesanbemonitored/updatedheneertheapplicationexecutesanetworking API call. For resources
thatarenotaccessethroughexplicit API calls(e.g.,CPUandmemory) the monitoringinformationcanbe
periodicallyupdatedusingsupportfor fine-grainedtimers. Thelatterallow associatiorof periodicactivity
atagranularityof sub-10mn current-dayOSes.

Controlling progress Upondetectinghatthe progressnetricfor anapplicationcomponenhasexceeded
or fallenbehindaresourcehresholdpur stratgy controlsapplicationbehaior to enforcecomplianceThe

actualmechanisnusedfor controlling progresgdlependsiponwhetheror not applicationuseof aresource
involvesanexplicit API call. If it does(e.g.,for useof network or diskresources)yappropriateontrolcanbe

achieved by limiting the resourceswvailableat the point of requesbr by varyingthetime intenal between
resourcaequestsThelatterreliesonfine-grained processsleepoperation®©n modernOSes.

Whenresourceusageis implicit, our stratgy relieson two setsof mechanismshat: (1) (for CPU)
control how frequentlythe applicationis scheduledtherebyeffecting a delaybetweerresourceusagere-
qguestshy leveragingsupportfor priority-based processscheduling and(2) (for memory)returnallocated
resourcedpackto the OS usinga resource-specifiprotocol. For instancemmemoryresourcesanberelin-
quishedby settingpageprotectionbits to NoAccess (on NT), or unmappingappropriateportionsof the
virtual addresspace.The controllingcodemustalsoensurehatthe applicationcontinuego functioncor
rectly despitethis lossof resourcesln the caseof memoryresourcesthe controllertakesadwantageof OS
supportfor page-basedrotection anduserlevel protectionfault handlersto invoke this functionality

3.2 Constraining Usagefor Differ ent Resouice Types

We considerthreerepresentate resources—CPUmnemory andnetwork—to illustratethe above stratey.
Implementatiordetailson Windows NT andLinux aredeferredo Sections and6.

CPU Resources Here,the quantitatve restrictionis to ensurethatthe applicationrecevesa stable,pre-
dictableprocessoshare.Fromthe application$ perspectie, it shouldappearasif it wereexecutingon a
virtual processopf a certainspeed.

ConstrainingCPU usageof an applicationutilizes the generalstratgy describedearlier The monitor
processeriodicallysampleghe underlyingperformancemonitoringinfrastructureto estimatea progress
metric. In this case progressanbe definedasthe portion of its CPU requirementhat hasbeensatisfied
over a period of time. This metric can be calculatedasthe ratio of the allocatedCPU time to the total
time this applicationhasbeenreadyfor executionin this period. However, althoughmostOSesprovide the
formerinformation,they do notyield muchinformationon the latter This is becausdew OS monitoring
infrastructureglistinguish(in what getsrecorded)oetweentime periodswherethe procesdss waiting for
a systemevent andwhereit is readywaiting for anotherprocesgo yield the CPU. To modelthe virtual
processobehaior of anapplicationwith wait times(seeFigure2 for a depictionof the desiredbehaior),
we estimatethe total time the applicationis in a wait stateusing a heuristic. The heuristicperiodically
checkgheprocesstateeitherby queryingthe monitoringinfrastructureor by inspectinghe processtacks,
andassumeshatthe processasbeenin the samestatefor the entiretime sincethe previous check.

The actual CPU shareallocatedto the applicationis controlledby periodically determiningwhether
the grantedCPU shareexceedsor falls behindthe desiredthreshold. The guiding principleis thatif other
applicationgake up excessie CPUattheexpensef thesandbordapplicationthemonitorcompensatesy
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Figure 2: Desiredeffectson applicationexecutiontime undera resource-constragéa sandboxthat limits
CPUshareg(50% in this case)whenthe applicationcontainga) no wait statesand(b) with wait states.

giving theapplicationa highershareof the CPUthanwhathasbeenrequestedHowever, if theapplications
CPU usageexceedgherequestegrocessoshare the monitorwould reducethe CPU quantumit getsfor
a while, until the averageutilization dropsdown to the requestedevel. The scopeof theseadjustments
(i.e., lifetime of the application)needgo belargerthanthetime periodbetweersamplingpointswherethe
progressnetricis recomputed.

Memory Resources The quantitatve restrictionof interesthereis the amountof physicalmemoryan
applicationcanuse. The sandboxvould ensurehat physicalmemoryallocatedto the applicationdoesnot
exceeda prescribedhreshold. Monitoring the amountof physicalmemoryallocatedto an applicationis
straightforvard. The monitoringinfrastructureon all modernOSesprovidesthisinformationin the form of
theprocessesidentetsize.

Monitor Exception handler
faults
Working Set No access
add
—
T
remove
%
<, 2
0\5‘ Q?
X} Q/
Application

Figure3: A generaluserlevel stratgy for controllingapplicationphysicalmemoryusage.

However, it is moreinvolvedto controltheapplicationbehaior in casethe OSallocatesmorephysical
pagesthanthe threshold. The problemis that theseresourcesare allocatedimplicitly subjectto the OS
memorymanagemerolicies. The basicideais to have the monitoractasa userlevel pageron top of the
OS-level pager relying on an OS-specifigorotocolfor voluntarily relinquishingthe surplusphysicalmem-



ory pagesallocatedo the application(seeFigure3). Also, unlike the CPU casewhereperiodicmonitoring
andcontrol of applicationprogresds required herethe monitoringandcontrol canadaptitself to applica-
tion behaior. Thelatteris requiredonly if the applicationphysicalmemoryusageexceedshe prescribed
thresholdwhichin turn canbe detectedy exploiting OS supportfor userlevel protectionfault handlers.

Network Resources Here,thequantitatve restrictionrefersto the sendingor receving bandwidthavail-
ableto the applicationon its network connectionsUnlike CPU andmemoryresourcesapplicationusage
of network resourcesnvolves an explicit API request.This permitsthe monitoringcodeinjectedinto the
applicationto keeptrack of theamountof datasentover a time windov andestimatethe bandwidthavail-
ableto theapplication.Controlis equallystraightforvard: if theapplicationis seento exceedits bandwidth
threshold jt canbe madecompliantby just stretchingout the datatransmissioror receptionover a longer
time period(e.g.,by usingfine-grainedsleeps).

Although the above descriptionworks well for controlling bandwidthinto andout of an end-point a
differentmonitoringandcontrollingapproachs requiredwhenthe sandboxervironmentmustbe extended
to controlnetwork bandwidthfor connectiondbetweemmultiple hosts.In this case simplemodelingof the
bandwidthresultsin a situationwhereburstsin network traffic arenot modeledaccurately(sincetheseget
smoothedut at eachend-point).In orderto controlthe network bandwidthB, we needto know whendata
is sentandits size. Theideais asfollows. Whenthe applicationperformsa send() we inspectthe current
network usageanddecidethe emulatecamountof bandwidththis send()canget. In casethereareno other
“pending”send()sthisvalueis B, butif thereareotherprecedingsend()ghatstill take up somebandwidth,
a lower rate B’ might be given so that the overall sendingbandwidthis B. Knowledgeof the emulated
bandwidthB’ allows computationof an appropriatedelay parametethat modelsthe messagesendbeing
stretchedut by the right amount.After this delay the entiremessagés sentoutin its original form. With
this schemetherecever will obsere the samebandwidthasthe senderwhich might be suficientin cases
wherethereis low contentiorin the communicatiorpatternbetweerhosts.

Send Sender

\ Sandbox

9 °
% X
- >
2 0
% ©

Sandbox
¥ Receiver

Recv
L data msg size/bandwidth —J

Figure4: A generaktratgy for imposingglobalnetwork bandwidthcontrolfor distributedapplications.

In the presencef contention limiting only the sendingbandwidthis not enough. The recever might
acceptonnectiongrom multiple hoststhusit is necessario constrairtheincomingmessageateaccording
to the receving bandwidthrestrictions,asin a real network. Limiting the receving bandwidthrequires
computatiorof bandwidthfrom the startof the sendoperatiorto theendof thereceve operation However,
asstatedabove, thereis nowayfor themonitoring/controllig codeonthereceverto knov whenaparticular
messag@vassent(sincethereis nowayto factoroutcontentiorin thenetwork). Theidealsolutionwouldbe

2For clarity of descriptionwe restrictour attentionin this paperto synchronousommunicatioroperationsindalsoassumehat
thedatatransmissiomatein thenetwork is notthe bottleneck. Theapproacheedso berefinedslightly to handlesituationsvhere
communicatioroperationgareasynchronous.



to timestampeachmessageavith a globalclock andhave thereceving codeusethis timestampo compute
emulatedbandwidth.However, giventhe infeasibility andhigh overheadof building synchronizeatlocks
in a distributed systemwe approximatets behaior by having the monitoringcodeperiodicallyexchange
controlmessageéseeFigure4). Eachcontrol messagelefinesthe extentof a virtual time window on the

originatinghost,andindicateshow muchdatahasbeensentto the peerin the previoustime window. The

receving noderecordsthe local time of receptionof a controlmessagendusesit to infer whetheror not

datamessagegt hasreceved needto be delayedto emulatethe desiredbandwidthconstraints.Note that

this schemas robustto controlmessagearriving laterthansomeof the datamessagewhoseinformation

they carry: this would be takento imply thatthe receve hasin factbeenissuedin time andary required
delaysarejustaddedonto futuremessageeceptions.

In Sectionss and 6, we describeconcreteémplementationsand performanceof the stratgy described
hereontwo commodityOSes:Windows NT andLinux.

4 Securingthe Sandbox

The sandboxingstratgy describedn the previous sectionis securaf the monitoringandcontrollingfunc-

tionality is embeddedn the dehuggerprocesghatloadsthe client programbeingsandbogd. In this case,
traditional OS procesgprotectionmechanismandthe asymmetriaelationshipbetweerthe dehuggerand
dehuggeeprocessearesuficientto ensurehattheclient programcannotundothe qualitatve andquantita-
tive restrictionamposeduponit.

However, on someoperatingsystemsandmore generallyfor performanceeasongto minimize sand-
boxing overheadse might want to inject someof the monitoringand controlling functionality into the
clientprocesstself. Thisleadsto a potentialvulnerability: sincethisfunctionalityis partof theuseraddress
spacea maliciousclient programmight be ableto undotherestrictions.We have developeda strateyy for
securingthe sandboxdespiteits userlevel nature. For spacereasonswe only sketchthe overall scheme
here.A completedescriptiorandevaluationof the schemas the subjectof a forthcomingpaperf4].

Ouruserlevel sandboxingstratgy guaranteesrevocability by exploiting theobserationthatthesand-
boxing codegetsa chanceto initialize itself beforethe client program. Therefore,it is possiblefor the
sandboxingodeto first modify thecodeimagesdn theclientprograms virtual addresspaceasappropriate
andthenleave it in a statesuchthatneitherthe client program nor the sandboxingodeitself canundothe
effectsof this modification.

In moredetail,therearetwo mainthreatshatthe sandboxingodemustcounter(seeFigureb):

1. Preventtheclient programfrom undoingary changego the codeimagesn its virtual addresspace.
2. Preventtheclientprogramfrom bypassindgheinterceptegbathfor invoking operatingsystenservices.

Preventing modification to sandboxingcode To ensurethatthe first threatdoesnot succeedthe sand-
boxing code canwrite the modified codeimages,protectthe pagescontainingthesemodified imagesto
preventfurthermodification,andfinally preventthe client programfrom resettingheseprotectionbits. The
latterintroducesabootstrappingroblembecausé¢he sandboxingrogrammustinitially beallowedto reset
protectionbits. This canbe resoled by modifying the API call responsibldor changingpageprotections
(mpr ot ect in Unix) in away suchthatafterdesiredmaodificationshave beeneffected this API call atomi-
cally switchednto amodewherefurtherillegal pageprotectionchangesredisalloved. Ourimplementation
relieson self-modifyingcodeto achieve this.

Preventing bypassingof sandboxingcode To preventthe secondthreatfrom succeedingwe needto
ensurghattheclientprogram(a) doesnotinvoke thesameunctionalitywhenloadednto a differentportion
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Figure5: Userlevel sandboxings securedby disallonving direct entry into the kernel, protectingDLL
imagedrom furthermodification,andtracingthe executionpathto preventbypassof sandboxingode.

of its virtual addresspace(b) doesnot directly enterkernelmodeby executinga trapinstructionor other
meansand(c) doesnotdirectly invoke theinternal API functionthatis beingintercepted.

Case(a) canbe handledby treatinginterceptedibrariesas part of the trustedcodebaseand not per
mitting themto bereloaded.This doesnot preventthe client programfrom embeddinghe functionality of
thesedlibrarieselsavhereandtheninvoking it, but this possibility is handledthe sameway ascase(b). For
this casewe needto ensurahatthe client programcannotenterkernelmodeusingeitheratrapinstruction
or othermeangsuchasa LPC call in Windowns NT). Thisis ensurediy scanninghe client program(and
by extension,ary librariesloadedby it) for offensive instructionsand preventing cross-protectiomlomain
jumpsusingsoftwarefault-isolation18] techniquesThis still leavesopenthepossibilitythattheclientpro-
gramassembleanimpermissibleénstructionsequencén its datasegmentandthencalls/jumpsto it.> We
preventthis casefrom happeningy usingsoftwarefault-isolationtechniquego ensurethateachcall/jump
in theclient programis to a“verified” codesegment.

Case(c) requiresensuringthat all calls to API functionsthat have beeninterceptedirst go through
the interceptedcode. The generalproblemrepresentedby this statemenis one of ensuringthat process
executionfollows a specifiedpath, say denotedby a sequencef instructionaddressesThe stratgy we
emplog to verify this consistsof “stamping”the currentlocationin the pathusinga spoof-freetechnique.
The“stamping” operationverifiesthatthe previous stampcorrespondso the previous locationin the path
and updatesthe stampinformation. The spoof-freetechniqueusedfor the stampingoperationrelies on
the inability of the client programto spoofits currentinstructionpointerregisteron a call: this senesas
an indication of whetheror not the stampingoperationoriginatedat a valid placein the program. The
sandboxingcodecanthen checkthe call stackagainstthis stamptraceto verify thatthe codefragments
implementinghe sandboxhave notbeenbypassedh the executionpath.

The strat@y we have outlinedabore is similar in spirit to the low-level safetymechanism&mplged
in the Naccio[8] system.Onesignificantdifferenceis our useof the stampingstrategy, which permitsthe
original (uninterceptedjunctionsto continuebeinga partof the addresspace.Naccioon the otherhand,
assumeshatall systemlibrarieshave beeninstrumentedgbrior to their beingloaded.

3|deally; this could be handledby preventingcodein pagesnot marked executablefrom being executed. Unfortunately few
current-dayprocessorgnforcethis distinction.
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5 Implementing the Sandboxon Windows NT

Theimplementatiorof the resource-constraidesandboxon Windows NT follows the generalstratgy de-
scribedin Section3. This sectiondiscussedT-specificissuesanddemonstratethe controlof CPU, mem-
ory, andnetwork resourcesvith experiments.The implementatiorandperformanceaesultsbelow referto
NT Version4, servicepatchb.

5.1 Constraining useof CPU resouices

Monitoring progress The CPUmonitoris attachedasa callbackroutineof the fine-grainedmultimedia
timers, andcanbetriggeredevery 10mswith high accurag usingatechniqudantroducedn [11]. Notethat
the schedulingquantumon NT is at least20msfor the workstationinstallationand 120 ms for the sener

installation.As describedn Section3.2,the monitor estimategprocesswait time within atime window by

checkingthe processtateandaccumulatinghetime slotsat which the processs foundwaiting. Although

NT allows examining processstatevia its performancecountersinfrastructure this incurshigh overhead
(onthe orderof milliseconds).Instead we employ a heuristicthatinfers processstatebasedon the thread
contets. A threadcanbein await stateonly whenit is executinga functioninsidethekernel.Recognizing
thatif thethreadis notblockedit is unlikely to stayatthe sameplacein kernelcode theheuristiccheckshe
instructionpointerregisterto seewhethera trap instruction(int 2Eh) hasjust beenexecuted,andwhether
ary generakegistershave changedsincethelastcheck.If the samecontet is seenjt regardsthethreadas
beingin await state with the processegardedaswaitingif all of its threadsarewaiting.

Controlling progress Basedontheprogressnetric,thecontrollingcodedecidesvhetheror notto sched-
ule the processn the next time slot. Although this decisioncould be implementedusingNT supportfor

suspendingand resumingthreads,the latter incurs high overheads. Consequentlywe adopta different
stratgy thatrelieson fine-grainedadjustmenof applicationprocesgrioritiesto achieve the sameresult.

Priority level CPUavailable CPUnotavailable

4 Moni t or Moni t or
3 Application

2 Hog Hog

1 Application

Figure6: ControllingapplicationCPU availability by changingpriorities.

Our approactrequiresfour priority classegseeFigure6), two of which encodenvhetherCPUresource
are available or unavailable to the application. The monitor runs at the highestpriority (level 4), anda
specialcompute-bountdhog” processunsat priority level 2. An applicationprocessiot makingsuficient
progresss boostedo priority level 3, whereit preemptghe hog processandoccupiegshe CPU. A process
thathasexceededts shareis loweredto priority level 1, allowing otherprocessegpossiblyrunningwithin
their own sandbogs) or in their absencethe hog, to usethe CPU. Note that this schemeallows multiple
sandborsto coeist onthesamehost.

Effectivenessof the sandbox Our experimentsshav thatthis implementatiorenablesstablecontrol of
CPU resourcesn 1% to 97% range. Whenthe requestedshareis abore 97%, the measuredillocation
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includesperturbation$rom backgroundoad (the performancenonitor, systenprocessesandthe sandbox-
ing code). The interferencerom sandboxingcodeincludesthe monitor overhead(nggligible) and bursty
allocationof resources$o thehogprocessverlongruns(thisis anNT featurefor avoiding stanation).

@ i

50 70

|

B T ﬂﬂﬂﬂ
(b)

(@)

Figure7: (a) WeightedCPU sharingfor multiple applications(b) ConstrainingCPU sharefor applications
with wait states.

100

Figure 7(a) is a snapshobf the performancemonitor display shaving three sandbogd applications
runningon the samehost. They startattimest1, ¢2, andt3, requestingl0%, 30%, and50% of the CPU
sharerespectiely. With thetotal CPUloadat90%, all threeapplicationseceve a steadyCPU shareuntil
time t4, whenwe deliberatelyperturbthe allocationby dragginga window. This causeshetotal available
CPUto decreasairastically(becausef the kernelactvity), anda sharpdecreasén the immediateCPU
shareswvailableto eachapplication.However, thisdropis compensatedith additionalCPUresourcesnce
the systenmreacquiresCPUresourcegendof windov movement).Theseresultsindicatesthatsandboxcan
supportaccurateandstableCPU sharingwith resilientcompensation.

Figure7(b) shavs theexecutionof anapplicationthatsleepgeriodically without sandboxindleft) and
with asandbord CPUshareof 50% (right). Theworking time with the sandboxs twice theamountonthe
left, correspondingdo the halved CPU resource.More importantly the sleep(wait) time is keptthe same,
consistenwith Figure2 andverifying the effectivenesof our state-checkingeuristic.

5.2 Constraining useof memory resources

Monitoring progress An API call, Get Pr ocessMenor yl nf o, providesinformationabouttheresident
memoryof a process.Unlike the CPU case the samplingof this informationcanbe adaptedo the rateat
which the applicationconsumesnemoryresourcesTo estimatethe latter we integratethe samplingwith
thecontrollingschemeadescribedelow.

Controlling progress As describedn Section3.2, controllingprogresf memoryresourcesequireshe
sandboxingcodeto relinquishsurplusmemorypagedo the OS. To do this, we rely on a corventionin NT:
pagesvhoseprotectionattributesaremarked NoAccess arecollectedby the swapper

The samecore OS mechanismuserlevel protectionfault handlersjs usedto decide(a) whena page
mustberelinquishedand(b) which pagemustthisbe. Our schemeénstrumentghememoryallocationAPIs
(e.g.,Vi rtual Al l oc andHeapAl | oc) to build up its own representationf the processwvorking set.
Whenthe allocatedpagesexceedthe desiredworking setsize,extra pagesaremarked NoAccess. When
sucha pageis accesseda protectionfault is triggered,the sandboxcatcheghis fault and changegpage

12



protectionto ReadW i t e. Note thatthis might enlage the working setof the processjn which casea
FIFO policy is usedto evict a pagefrom the (sandbox-maintainediew of the)working set. The protection
faulthandleralsoprovidesa naturalplacefor samplingthe actualworking setsize.

A few additional points needclarification. The implementationis simplified by not evicting pages
containingthe executablecodeand executionstack,so this limits the leastamountof memorythatcanbe
constrained.Eviction at the sandboxevel may or may not causethe pageto be written to disk although
thesepagesareexcludedfrom the procesworking set;whenthe systemhaslarge amountof freememory
NT maintainssomepagesn atransitionstatedelayingwriting themto disk. Notealsothatwith ourdesign,
if theapplicationis runningwithin its memorylimits, it will notsuffer from ary runtimeoverhead Beyond
thatpoint, theoverheadsrea functionof processirtual memorylocality behaior.

Effectivenessof the sandbox Our experimentsshav that, on a 450 Pentiumll machinewith 128MB
memory this sandboximplementatiorcan effectively control actualphysicalmemoryusagefor arbitrary
applicationdrom 1.5MB upto around100MB.

Figure8(a)shavstherequeste@ndmeasureghysicalmemoryallocationdor anapplicationthathasan
initial working setsizeof 1.5MB andallocatesanadditional20MB of memory The sandboxs configured
to limit availablememoryto varioussizesrangingfrom 2MB to 21MB. As thefigure shavs, the measured
memoryallocationof theapplication(readfrom theNT Performancé/onitor) is virtually identicalto what
wasrequested.

. g 800 r
g 22 - < 700
> € 600
o 18 t =
5 5 50
g 14 S 400
3 2
> 10 L 5 300
& 200
3 6
© i 100
2 1 1 1 1 | 0 * 4 4
2 6 10 14 18 22 5 6 7 8 9 10 1 12
Requested memory (MB) Workingset size (MB)
(a) (b)

Figure8: (a) Controllingthe amountof physicalmemoryutilized by anapplication.(b) Executiontime as
sizeof working setvaries.

Figure 8(b) demonstratethe impactof the memorysandboxon applicationexecutiontime. The ap-
plication in questionhasa memoryaccesatternthat producespagefaults linearly proportionalto the
non-residenportion of its dataset. In this case the applicationstartsoff with aworking setsizeof 1.5MB
and allocatesan additional8MB. The sandboxenforcesphysicalmemoryconstraintshetween5MB and
12MB. As thefigureshaws, the executiontime behaior of theapplicationcanbedividedinto threeregions
with differentslopes. Whenthe memoryconstraintis morethan 9.5MB, all of the accessedatacanbe
loadedinto physicalmemoryandthereareno pagefaults. Whenthememoryconstrainis belov 9.5MB, to-
tal executiontime increaseinearly asthenon-residensizeincreases,ntil theconstraintseache$.25MB.
In this region, pagefaultsoccurasexpectedbut the procesgpagesare not written to disk. Whenavailable
memoryis belav 6.25MB, we obsere heary disk activity. In this sgment,the executiontime alsovaries
approximatelfinearly, with the slopedeterminedy disk accessharacteristics.
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5.3 Constraining available network bandwidth

Monitoring and controlling progress As describedn Section3.2, we interceptsoclet APIs (accept
connectsend andrecy) to monitorandcontrol available network bandwidth.We implementedothlocal
andglobalnetwork controlmechanismshut reporthereonly the performancef the former

Effectivenessof the sandbox The effectivenessof the sandboxwas evaluatedon a pair of Pentiumll
(450MHz) machinesonnectedo a 10/100auto-sensingrastEthernethuh Theapplicationconsistedf a
senerandoneor moreclientsin asimpleping-pongcommunicatiorpattern. Thepeakbandwidthmeasured
without the sandboxwas9.7MBps,whereaghe sandboxpermittedeffective control of bandwidthover the
rangel Bpsto 8.8 MBps.

1000

- 0 2

[%] j=N 3

=% m aQ

3] ¥ 7000 |- ‘ < 7000 ~

= = " < /

£ 100 s v 3 ’

3 = ] yd

B © 5000 ° 5000 4

2 g g

3 2 2 >

B 10 —e—Client %’ 3000 | / —e—Client g 3000 » —e—Client

2 s < ) e Server [ / Server

o} erver o » I i

2 [} / 8 pd

(e] 1 1000 2 . . . 1000 w¥ . . .

1 10 100 1000 1000 3000 5000 7000 1000 3000 5000 7000

Requested bandwidth (KBps) Requested bandwidth (KBps) Requested bandwidth (KBps)
(a) (b) (c)

Figure9: Measuredandwidth(a) (for 1 KB messages)srequestetandwidthvariesfrom 1 KBpsto 1000
KBps, (b) (for 1 KB messagesysrequestedbandwidthvariesfrom 1000KBps to 8000KBps, (c) (for 10
KB messagesysrequestedandwidthvariesfrom 1000KBpsto 8000KBps.

Figure 9(a)shavsthemeasuretandwidth(atbothsenerandclient) asthe sandboxconstrainsietwork
bandwidthfrom 1 KBpsto 1000KBps. In thefigure,thesener andclient bandwidthlinesarevirtually in-
distinguishabldérom eachotherandwithin 1% of therequestedimit. Figure 9(b) shavsthesamemeasure-
mentwhenbandwidthconstraintsareappliedin therangel000KBps to 8000KBps. Whentherequested
bandwidthis belov 4000KBps, the sandboxenforceshe requestwith anerror of at most2%. However,
errorgrows for higherbandwidths For example ,at 8000KBps, the sandboxcansustaira bandwidthat best
16% lower thanrequestedThis is not surprising sinceeachl KB messagécursanoverheadf 125 us at
8000KBps, andthe monitoringandcontrolling codeaddssignificantoverhead.Figure 9(c), using10 KB
messageshawvs thatthe sandboxcanbe usedto accuratelysustainhigherrequestedbandwidthaslong as
the messagsizescalegroportionally Here,the errorbetweermeasuredndrequestedandwidthgs less
than2%.

6 Implementing the Sandboxon Linux

Linux providessupportvery similarto Windows NT for instrumentingapplicationbinaries,andmaonitoring
and controlling resourceconsumption. For instance library functionssuchas the soclets and memory
allocationAPls, canbe interceptedby preloadingsharedibraries. The mechanismand performanceof
network bandwidthcontrol areidenticalacrosghe Windows NT andLinux platforms,sowe only discuss
how CPUandmemoryresourcegreconstrainedTheseresourcepresenthallengeglifferentthanon NT.
Theimplementatiorandmeasurementselow referto Linux kernelversion2.2.12.
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Figurel10: (a) Controlof CPUsharesn Linux. (b) Applicationexecutiontime asCPUsharevaries.

6.1 Constraining useof CPU resouices

Monitoring progress SimilartotheNT implementationthe CPUmonitoris periodicallytriggeredusing
a 10 mstimerintenal. Informationaboutprocessstate(readyor waiting) andaccumulatedCPU usageare
readilyavailablefromthe/ pr oc file system.

Controlling progress Althoughadjustingthe schedulingoriority of anapplicationdoesconstrairits CPU
usagethiscannoteusedon Linux dueto thelimitation thatanordinaryusercanonly loweranapplications
priority. Only a superusecanbothlower andraisepriorities. Instead we usea differentstratgy to control
applicationprogresstelyingon POSIXsignalgo stopandresumeproces®xecution.Upondetectinghatan
applicationhasreceved morethanits share the monitor processstopsits executionby issuinga SIGSTOP
signal. SIGSTOP cannotbe caughtor ignored;it always stopsthe tamget process.Whenthe applications
CPU usagedips belown the threshold,applicationexecutionis resumedusing a SIGCONT signal. This
control canbe performedat fine granularityandincurslow overheadsvhenthetime slotsareon the order
of amillisecond.Notethatvirtually identicalcontrolis possibleusingthept r ace mechanism.

Effectivenessof the sandbox Figure 10 shavs the applicationbehaior when CPU shareis subjectto
variousconstraintsin Figure10(a),threeapplicationsarestartedundersandbogs,whichrestricttheir CPU
sharego be 50%, 30%, and10%, respectiely. The actualCPU resourceallocationis obtainedby polling
the/ pr oc file system.After aninitial perturbation(dueto theintroductionof new polling processeshll
threeapplicationgeceve a stableCPU shareasrequestedgontrituting to a total systemoad of over 90%.
Figure 10(b) shavs the impactof the sandboxingcodeon executiontime as CPU shareconstraintsvary
from 5% to 100%. We normalizeexecutiontime assumingerfectslovdown in proportionto the requested
share,and comparethis with the measuredexecutiontime. As the figure shavs, the two are virtually
indistinguishablevith the largesterrorbeinglessthan1%, indicatingthe steadycontrol possibleunderthe
Linux sandboxmplementation.

6.2 Constraining useof memory resouices

Monitoring progress Similarto the CPUcasethe/ pr oc filesystemprovidesthe monitoringcodewith
informationaboutthe processesidentize.

Controlling progress Linux providesasetrl i m t API for limiting the maximumamountof physical
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memorya procesganuse.However, currentkernelsdo not enforcethis constraint.Consequentlywe need
to adopta schemddenticalto the oneon NT, wherecontrol of memoryusageis accomplishedy having
the applicationrelinquishsurplusmemorypages.Protectionfault handlersare usedto samplethe progress
metric aswell asdeterminewhento evict a pageto reducethe working setsize. The primary difference
stemsfrom thefactthatunlike NT, whereanimplicit protocol(usingNoAccess protectionbits) between
the OS andthe applicationpermitsthe formerto collectpagesnot requiredby the latter no suchprotocol
existson Linux. The protectionbits canbe setason Linux, but the kernelswapper(kswapd), doesnot
checkthe pageattributesto decidewhich pagemustbe swappedout.

We getaroundthis problemby effectively handlingthe swappingourseles. First, we interceptmemory
allocationfunctions(e.g.,malloc)to make surethatonly the requestedmountof physicalmemoryis kept
valid; all othermemorypagesare protectedo be unavailablefor access.Whena pagefault happengiue
to invalid accessye pick anothempage(in FIFO order)from theresidentset(maintainedoy the sandbox-
ing code),sare its contentsto our own swap file, andtaking it out of the residentsetusingthe munmap
mechanisnin Linux. Subsequentlyaninvalid accessequiresthatthe saved contentsbe mappedbackto
thecorrespondingirtual address.
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Figure11: Controlof memoryusageon Linux.

Effectivenessof the sandbox Our preliminaryresultsshav thatwe cancontrolmemoryusageto within
3% of therequeste@amount.Figurel1lshavstheexecutiontime of anapplication(sameastheonedescribed
earlierfor NT) astheamountof physicalmemoryvaries.Whenmemoryconstrainis above its actualusage
(8588 KB), no pagefault is triggered;the executiontime is the sameas sandbox-freexecution. When
memoryis constrainedo be smallerthanwhatis required,executiontime increaseslueto pagefaults,but
linearly as expectedfor the application. As with NT, the slopeof the executiontime curve candiffer in
differentregionsof availablephysicalmemory

7 Extensibility Advantagesof Userlevel Sandboxing

This paperhasdescribedh general secure userlevel stratgy for building sandboxervironmentsthatcan
imposeboth qualitative andquantitatve restrictionson resourcaisageby applicationcomponentsunning
within the sandbox. The descriptionin Sections3-6 implicitly assumedhatthe granularityat which the
restrictionsverebeingenforcedwvasa singleprocessor a collectionof processeslo countertheagument
similar sandboxingnechanismsanbe constructedvithin the kernelinsteadof atthe userlevel, two points
needto bestressed.
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First,it isinterestingo obsere thatmodernOSesrovide sufiicientsupporto permitimplementatiorof
bothqualitatve andquantitatve constraint@attheuserevel. Thesharedibrary supportenablesnterception
of systemAPIs; themonitoringinfrastructuranakespossibleacquiringof almostall necessarinformation;
thepriority-basedschedulingdeluggemrocessesndsignalhandlingmechanismallows theadjustmenof
anapplications CPU usagethe memoryprotectionandmemory-mappefile mechanismgermitscontrol
of the amountof physicalmemoryavailableto an application. Finally, the soclet interface gives direct
controlof network actvities. Most resource$n anoperatingsystemcanbenefitirom somecombinationof
thesetechniques.

Secondandperhapsmoreimportantis the fact that userlevel approachegrovide more flexibility in
decidingthe granularity the policies,andmonitoring/controling mechanismsvailablefor enforcingsand-
box constraints Specifically it canpermitcontrol over resourceusageat granularitiessmallerthanwhatis
possibleusingkernel-level mechanisms.

We demonstratehis extensibility by customizingour process-keel sandboximplementatioron Win-
dows NT to limiting resourceusageat the level of threadand soclet groups. The requiredmodifications
weretrivial, justinvolving changesn the progressxpressionsisedin the monitoringcodeandsomespe-
cializationof the controllingcode.
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Figure12: Controlof CPUusageatthelevel of threadgroups.

Controlling CPU usageat the threadgroup level Figurel2 shavs a snapshobf the systemCPUusage
(asmeasuredby the NT Performancéonitor) for anapplicationwith two groupsof threadsgeachof which

is constrainedo a total CPU shareof 40%. The applicationitself consistsof threethreadswhich startat

differenttimes. Initially, the first threadstartsasa memberof threadgrouponeandtakesup a 40% CPU

share.The secondhreadstartsafterten secondsandjoins threadgrouptwo. It alsogets40% of the CPU

share thetotal capacityof this threadgroup. After anothetensecondsthethird threadjoins threadgroup
two. The allocationfor the secondthreadgroup adjusts:the third threadgetsa 30% CPU shareandthe

secondhreadrecevesa10% CPUshare maintainingthetotal CPUshareof thisthreadgroupto 40%. Note

thatthe CPU shareof the first threadgroupis not affected,andthat we are ableto control CPU usageof

threadgroupsasaccuratelyasat the procesdevel. Currently theresourceallocationto threadsn the same
groupis arbitrary and not controlled. However, one could setup a generalhierarchicalresourcesharing
structure attestingo the extensibility advantage®f the userlevel solution.

Controlling network bandwidth at the socket group level  Figure 13 shaws the effect of restricting
network bandwidthat the level of soclet groups. In this case,the total bandwidthof a soclet groupis
limited to a particularvalue. The applicationusedin the experimentconsistsof one sener instanceand
threeclient instances.The sener spavns a new threadfor eachclient, usinga new soclet (connection).
The communicatiorpatternis a simple ping-pongpatternbetweerthe clientsandthe sener. Figurel13(a)
shavstheperformancef sener threadsvhenthebandwidthconstrainis enforcedatthe procesdevel. The
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Figure13: Controlof network bandwidth(a) at procesdevel, (b) atsoclet grouplevel.

total network bandwidthis restrictedto 6 MBps. The clientsandsener exchangel 00000 4 KB messages.
The figure shavs the numberof messagesentby the sener to eachclient astime varies. Thefirst client
startsaboutthe sametime asthe sener andgetsthe total bandwidthof 6 MBps (asindicatedby the slope).
The secondclient startsafter one minute, sharingthe samenetwork constraint. Therefore the bandwidth
becomes MBpseach.Thecommunications keptatthisratefor anotheminuteuntil thethird clientjoins.
This makesall threeof themtransmitat a lower rate(2 MBps). As aresult,thefirst clienttakesmorethan
400 secondgo completeits transmissiondueto theinterferencdrom the othertwo clients.

Figure 13(b) shavs the casewherethe first client needsto receve a betterand guaranteedevel of
service.Two soclet groupsareused with thenetwork bandwidthof thefirst constrainedo 4 MBpsandthat
of thesecondyroupto 2 MBps. Clientsstartat the sametimesasbefore. However, the performancef the
first clientis notinfluencedby thearrival of the othertwo clients. Only thetwo later clientssharethe same
bandwidthconstraint As aresult,thefirst clienttakesonly 200 seconddo finishits interactions.

Theseexperimentsdemonstrateéhat userlevel sandboxingechniquescan be usedto createflexible,
application-specifipredictableaxecutionervironmentsfor applicationcomponent®f variousgranularity
As alarge-scaleapplicationof suchmechanismsye have exploitedtheseadwantagesn otherwork [5] to
createa clusterbasedestbedhatcanbe usedio modelexecutionbehaior of distributedapplicationsunder
variousscenario®f dynamicandheterogeneougsourcevailability.

8 Conclusion

This paperdescribeghe constructiornof a secure userlevel resource-constragal sandboxwhich exploits
widely available OSfeaturego imposequalitatize andquantitatve restrictionson anapplications resource
usage.lt demonstratetvo concreteémplementation®n Windowvs NT andLinux operatingsystemsusing
threerepresentate resourceypes(CPU, memory and network) as example. Our evaluationshavs that
the userlevel sandboxingapproachcan achieve accuratequantitatve restrictionson resourceusagewith
minimalrun-timeoverheadandcanbe easilyextendedo supporiapplication-spetic constrainingpolicies.
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