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Abstract

Improvementsin microprocessoand networking performancehave madenetworks of workstationsa
very attractive platformfor high-endparallelanddistributedcomputing.However, the effective deployment
of suchernvironmentsrequiresaddressingwo problemsnot associatedvith dedicatedparallel machines:
heterogeneougsourcecapabilitiesanddynamicavailability. Achieving goodperformanceequiresthatap-
plication componentde ableto migrate betweenclusterresourcesand efficiently adaptto the underlying
resourcecapabilities.An importantcomponenof the requiredsupportis maintainingnetwork connectvity,
which directly impactson the transpareng of migrationto the applicationandits performanceafter migra-
tion. Unfortunately existing approacheeely on eitherextensve operatingsystemmodificationsor new APIs
to maintainnetwork connectvity, both of which limits theirwider applicability.

This paperpresentghe design,implementationand performancenf a transparenhetwork connectvity
layerfor dynamicclusterervironments Ourdesignuseshetechnique®f API interceptiorandvirtualization
to constructtranspareniayerin userspaceuseof thelayerrequiresno modificationeitherto theapplication
or the underlyingoperatingsystemand messagindayers. Our layer enableshe migration of application
componentsvithout breakingnetwork connectionsandadditionallypermitsadaptatiorio the characteristics
of the underlyingnetworking substrate.Experimentswith supportinga persistentsoclet interfacein two
ervironments—arkEthernetLAN on top of TCP/IR anda Myrinet LAN on top of Fast Messages—sho
that our approachncursminimal overheadsand can effectively selectthe bestsubstratdor implementing
applicationcommunicatiorrequirements.
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1 Introduction

With improvementsin microprocessoandnetworking performanceclusterervironmentshave becomeanin-
creasinglycost-efective optionfor generaparallelanddistributedcomputing.Despitedemonstrationsf effec-
tivenessn controlledsituationge.g.,a dedicatectlusterof workstationsemployedfor scientificcomputations),
wider-scaleuseof clusterervironmentsfor generalapplicationshasbeenhamperedy the needto handletwo
characteristicef suchenvironments:heterogeneous resource capabilities anddynamic availability. Theformer
is a consequencef boththeincrementakonstructiorof clusterinstallationsover an extendedtime periodand
the emeping trendtowardsintegrating mobile resource-constrainedkvicesin suchervironments. The latter
characteristiprimarily arisesdueto the factthatclusterervironmentsarenot dedicatedo a singleapplication
to permitoptimaluseof sharedesources.

Thetraditionalmethodof addressinghesecharacteristicselieson beingableto migrateapplicationcompo-
nentsamongthe clusterresourceandefficiently adaptingto the underlyingresourcecapabilities.Suchmigra-
tion capabilityeffectively supportghedistribution of computationaloadamongnodesn acluster thedynamic



additionandremoval of computingnodego arunningapplication,andthe migratabilityof applicationdetween
fixedandmobiledevices.However, to fully realizethesebenefitsthemigrationmustbesupportedistransparent
to the applicationaspossible.In particular network connectvity mustbe maintained poth within application
componentandbetweertheapplicationandthe outsideworld. Unfortunately maintainingconnectiity is com-
plicatedby thefactthat(1) sendingandreceving network messageshangeshe stateof operatingsystem(OS)
buffers,and(2) anapplicationtypically internalizesseveraloperatingsystemhandleqsuchassocletidentifiers
andIP addressesyyhich stopbeingrelevantuponmigration.

Existingapproachedealwith theabove problemseitherby relying on extensive modificationsto OS struc-
turesto supportmigration[6, 12, 13, 10], or by requiringthe useof a new applicationprogrammingnterface
(APD [2, 4, 3, 7] whoseimplementatiorisolatesthe applicationfrom the consequenceaf migration. Neither
of thesechoicesis ideal becausdhey cannotbe appliedto existing OSesand applications. Moreover, most
suchsolutionsdo not addresghe issueof adaptingto changesn resourcecharacteristicge.g., the availability
of networking substratesvith differentcapabilities).

In this paperwe presenthe design,implementationand performanceof a network connectiity layerthat
addressetheabove shortcomingsOur layeroperatedransparently betweerthe applicationandtheunderlying
communicatiodayeror operatingsystem(our specificcontet is Win32 applicationgunningontop of Windows
NT). Thislayerinterfaceswith theapplicationandtheoperatingsystenusingAPI interceptiontechnique$l, 8],
which permitscalls madeto systemAPIsto bedivertedto a setof routinesprovided by our layer This facility
permitsour layerto maintainnetwork connectiity acrossapplicationcomponenmigrationswithout requiring
modificationto eithertheapplicationghatsit ontop, or thecommunicationayersandoperatingsystemsghatsit
below. In particular this network connectiity layermanageshe mappingbetweerphysicalandvirtual handles
andthe uninterruptedransferof requiredstatewhenaer a components migrated.

Moreover, usingthe sametechniquesthis layercanalsosupportthe dynamicadaptatiorof the application
to changingunderlyingresourcecharacteristicskor instance upondetectingthatthe network connectiorafter
migrationis slow, the layer cantransparentlyntroducecompressioranddecompressiostepsat the two ends
of the connectiontherebytradingoff additionalprocessingor network bandwidth.Thus,this layer providesa
naturalplacefor incorporatingseveral policiesfor customizingapplicationuseof underlyingresources.

To assesshe compleity andperformanceverhead®f the network connectiity layer, we describets im-
plementatiorin the concretecontet of two ervironments—arkEthernetL AN ontop of TCP/IR anda Myrinet
LAN ontop of FastMessage$11, 9]. Ourresultsshav thatthe layerincursminimal overheadsaindcaneffec-
tively selectthe bestsubstratdor implementingapplicationcommunicatiorrequirements.

Therestof this extendedabstracts organizedasfollows. Section2 presentselevantbackgroundndrelated
approachegor maintainingnetwork connectiity. Section3 presentshe designand implementationdetails
of our transparentommunicatiorlayer The performanceoverheadf the layer are analyzedin Section4.
Section5 discusseshe applicability of our approactto otherrelatedproblemsandwe concludein Section6.

2 Background

Thecontet for this researchs applicationswritten to the Win32 andWinSockinterfacesrunningon top of the
Windows NT operatingsystem. Our goal is to provide transparenhetwork connectiity acrossmigration of
suchapplications and constitutesone componenbf a larger researchprojectcalled Computing Communities
(CC) [5]. CC articulatesa novel methodof middlewvare development,which doesnot suffer from the excru-
ciating problemof having to redesignyrecode or even recompilethe applications.The binariesof all existing
applicationscanrun on a new, distributed platform without modification. This distributed platform realizesa



“computingcommunity”, in which all of the physicalresourcesuchasCPU, display file systemnetwork are
virtualizedandprovide theapplicationwith aview of runningon a virtual multiprocessosystem.

2.1 Redated Work

Previous approache$or maintainingnetwork connectiity fall into two broadcateyories: modificationsto the
OSnetwork protocolstack,andintroductionof a nev API for accessinginderlyingresources.

Modifying the OS network layer. Severalresearcherfl3, 12, 6] have successfullydemonstratetransparent
network connectiity by acrossprocesamigrationsby incorporatingchangegso kerneldatastructuresandpro-
tocols. For instancg13, 12], theimplementatiorof network migrationon top of the Chorusoperatingsystem
modifiesthe network managesothata migratingprocessportsaremarked asmigrating. Messagesentto the
portof amigratingprocessesultsin therequestingnodebeinginformedof the migration,causingherequesto
bereissuedWhile suchsolutionsprovide requiredfunctionality their relianceon kernelmodificationsrestricts
their applicabilityin the caseof commodityOSes.

Modifying the API interface. An alternatve approachsolatesheapplicationfrom changesn its mappingto
underlyingresourcesTypically, this requiresmodifying applicationabstractionsisingnewn APIs. For instance,
theapplicationcanuseonly connectionlesprotocols(usingglobaltargetidentifiersthatareguaranteetb remain
unchanged@crosamigrations)or fault-tolerantgroupcommunicatiorprimitives[3, 7]. Someothersystemgely
on appropriataun-time supportto constructa globalnamespacefor all structureq2, 4] wherethe application
remainsunavarethatits mappingto underlyingphysicalresourcefiaschanged.The primary handicapof such
approachess their limited applicabilityto commodityapplicationghatarewritten usingstandardAPls.

2.2 API Interception

Ourapproachaddressetheabore shortcomingdy maintainingnetwork connectiity usinga userlevel middle-
warelayerthatis transparently insertedbetweerthe applicationandthe underlyingOS; neitherthe application
northe OS needgo be modified. In fact,theapplicationdoesnot evenneedto be recompiledor relinked.

Our middlewvarelayeris insertedusinga recentlydevelopedtechniqudl, 8] calledAPI interception.This
techniquerelieson a run-timerewrite of portionsof the memoryimageof the application(eitherthe import
tablefor functionsin dynamically-linked libraries(DLLS) or the header®f arbitraryfunctions)to redirectAPI
requestoriginatingfrom the applicationto appropriatdunctionsin the middlevarelayer This paperdescribes
how thisbasicmechanisnaugmentedavith supporfor handletranslationpuffering, andflow controlcanbeused
to provide network connectiity acrossmigrationof applicationcomponentsAn additionaladvantageof ourap-
proachis thatit canadapt transparentlyo changesn theunderlyingnetwork configuration.For example,given
a situationwherethe applicationcomponent$ave a choiceof multiple networking substrateso communicate
over (e.g.,both EthernetandMyrinet), the middlewvarelayer canautomaticallyredirectapplicationinteractions
to the network (andaccompaying underlyingmessagindayer)thatdeliversthe higherperformanceNotethat
this switch betweemetworksandmessagindayersis accomplishedompletelytransparento the application.

3 Persistent Network Connections: Design

To make a network connectiontransparentlymigratableand capableof adaptingitself to underlyingresource
characteristicsthe communicationlayer virtualizes the physicalsoclet connection. Virtualization, achiered
usingAPI interception,comprisesof two parts: (1) association of a global identity (GID) with the connection



independenbf the physicallocationof the end-pointprocessesand (2) rerouting of application requests that
usethe soclet to appropriatéehandlerroutines,which completethe requestsisingavailable physicalresources.
Figurel shavs thesetwo virtualizationcomponents.
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Figurel: Virtualizing the soclet layerusingAPI interception.

The GID-to-physicalsoclet translationandthe handlersof redirectedequesttogetherconstitutethe agent
actvity of thelayer Theagentcreatewirtual socletsby allocatingappropriatephysicalresourceandassociates
aGID with it. Applicationrequestaisethis GID andarehandledby realizingthemusingsemantics-presengn
operationson the underlying physicalnetwork resources.The GID persistsacrossmigrationsof application
componentsithe agentallocatesphysicalresourcesn the new locationandreassociatethe GID with them.
Agentsonthetwo nodesnvolvedin the migrationcoordinatewith eachotherto ensurehatapplicationcompo-
nentsremainunawvare of the migration. In additionto performingGID translationsandphysicaldatatransfer
theagenthandledlow controlandmanagemendf resourcestthetwo endsof the connection.

This sectiondescribeswo implementationsf this design. The two implementationsreferredto asthe
thick agent andthin agent implementationsn therestof the papey differ in how the agentactvity is integrated
with theapplicationandrepresentifferenttradeofs betweenextensibility andperformanceln thethick agent
implementation,describedin Section3.1, the agentis realizedas a separatgrocessthat interactswith the
applicationcomponentsisinga pair of FIFO buffers. In thethin agentimplementationdescribedn Section3.2,
a subsetof the agentfunctionality thatis on the critical pathis injectedinto the applicationitself (againusing
APl interception).Therestof theagentfunctionalityremaingn aseparat@rocesghatis only usedto coordinate
actionsat startupanduponmigrationandinteractswith the applicationcomponentsisinga sharedouffer.

In bothcasesywe assuméhattheactualmigrationof theapplicationcomponentshemselesis accomplished
throughorthogonalmechanismsot discussechere. Thesemechanismgan be simple suchasrestartingan
applicationcomponenbn a nev nodewith differentparameter¢a commonstratey for statelesseners),or
moreelaboratanvolving processcheckpointandrestart.

3.1 Thick Agent Implementation

Thethick agentimplementations illustratedin Figure2. Thebasicideais thateachendof a soclet connection
(in general,ary interprocescommunication(IPC) mechanismanbe abstractedn termsof a pair of FIFO

buffers betweenthe applicationcomponeni@andthe agentprocess. The IPC mechanismsnject datainto and
extractdatafrom thesebuffers; physicaldatatransferis realizedby theagentprocessesTheagentprocesseare
alsoresponsibldor buffer managemerdndmaintainingdatastreamcontinuity uponmigration.
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Figure2: Overall structureof thick agentandmigrationprotocol

Buffer Management The FIFO buffers betweenthe applicationcomponentand the agentprocessesire of

fixed size. The agentprocessesemove messagefrom the applicationout-tuffer andinject theminto the net-
work, andextractmessagefom the network andinserttheminto the applicationin-buffer. To handlesituations
wherethe applicationis not responsie in consumingmessages the in-buffer, the agentprocesseslivert re-

ceivedmessagemto dynamicallyallocatedoverflow buffersprior to transferringhemto thein-buffer.

Data Stream Continuity To maintaindatastreamcontinuity acrossmigrations,both the datastoredin the
FIFO buffers on the original site aswell asany messagem transitmustbe flushedto the new site. The agent
processesoordinateto achieve this usingthe following eight steps(Figure 2(b) shavs thesestepsfor the mi-

grationof a connectiorend-pointfrom nodeB to nodeC; the otherend-pointstaysfixedon nodeA):

1.

Uponrealizingthatit hasmigrated,the applicationcomponensendsa REQUEST-MIGRATION message
with theconnectionGID asaparameteto thelocal agent(on nodeC).

2. Theagenton nodeC forwardsthe messagé¢o the agentatthe old site (nodeB).

3. Uponreceving the REQUEST-MIGRATION messagetheagentonnodeB flushests out-kuffer to theother

endof the connection(nodeA) andsendsan END-MARK messagelt thenwaits for Step5, extracting
in-transitmessagemto its in-buffer.

4. WhentheagentonnodeA recevesthe END-MARK message} freezeghe out-tuffer for theconnection.

5. Theagenton nodeA theninjectsan END-MARK messagénto the network.

. Receiptof this END-MARK messag®n nodeB impliesthatno moredatawill be sentfrom nodeA on

this connection The agentthenforwardsall of the message its in-buffer to nodeC.!

. Whenthe agenton nodeC recevesall of thesemessagest recreatests datastructuresandsendsout a

REQUEST-RECONNECT messagé¢o theagenton nodeA.

. Uponreceving the REQUEST-RECONNECT messagethe agenton nodeA reactvatesthe sendbuffer for

the connectionandsendshackanackmessagéo nodeC.

The primary adwvantageof the thick agentimplementatioris its extensibility Supportfor newv IPC mecha-
nismscanbe easilyincorporatedvith minimal codemodificationsto captureits semanticsAnotheradvantage

1 The messagéorwardingactuallyproceedsoncurrentlywith steps4 and5, but is statecthis way for clarity.



is thecompletedecouplingoetweerapplication-agerindagent-agennteractions.This decouplingpermitsthe
agentdo appropriatelyadaptto the underlyingcommunicatiorsubstratavithout affectingtherestof theimple-
mentationin ary way. For instancethe agentscanusea fasternetworking layer/substratée.g.,FastMessages
on Myrinet) whenavailable,or introducecodecgo minimize bandwidthrequirement®n awirelessconnection.

Theprimarydisadwantageof thisimplementations its performanceenalty Eachdatatransmissiormetween
datacomponentsvill introducetwo extra context switchesbetweerthe applicationandagentprocesseandtwo
extra datacopies.To improve on this, in thethin agentimplementatiordescribechext, we move the agentdata
transferfunctionalityinto theapplicationitself. This reducegheoverheado asingledatacopy onthesendside.

3.2 Thin Agent Implementation

Thebasicideaof thethin agentimplementationillustratedin Figure 3, is to move the critical partof theagent
functionality into the applicationcomponenitself. Note thatthe applicationbinary remainsunmodified;this
functionalityis injectedat load-timeusingthe API interceptiontechniquedescribedearlier As aconsequence,
applicationscommunicatewith eachotherdirectly, andare responsiblefor maintainingthe stateof the data
connectiorandfor adaptingthemselesto underlyingresources Application componentsletectmigrationby
detectinghatthe existing connectiorhasbroken. To re-establista connectionthey rely on GID tablesof active
local connectiongnaintainedin the separateagentprocessat eachsite. Agentscoordinateuponmigrationto
determinethe two connectionend-points;applicationcomponentseconnecto thesepoints by replayingthe
original (logged)API request.
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Figure3: Overall structureof thin agentandmigrationprotocol

Buffer Management Eachendof the connectionbesidesstoringnecessargtateinformation,alsomaintains
a send-siddouffer. This buffer storescopiesof messagethathave beentransmittedout not yet acknavledged.
Send-sidebuffering sufficesbecausalatais directly routedinto applicationbuffers on the receve side. Man-
agemenbf thesebuffersusesa straightforvard window-basedlow controlschemeThesebuffersareexpanded
dynamicallyasrequiredby applicationcommunicatiorpatterns;spaceis freed uponacknaviedgemenbof the
receiptof the correspondingnessage()ntherecever. For efficieng, acknavledgementsarebatchedogether
and piggy-bacled on datamessagesFor improved locality and bettersmall messaggerformancemessages
belov athresholdsize are copiedinline into the sendbuffer; all othermessageareallocatedout-of-line (with
explicit freeingof storageuponacknavledgmentof receipt).



Data Stream Continuity To maintaindatastreamcontinuity the applicationcomponentseedto reconnect
after migration. The sendbuffers associatedvith the virtual soclet connectionat eachend point containsuf-
ficient stateto handleary retransmissiongas necessary Note that migration of an applicationcomponents
assumedo alsomigratethe correspondingendbuffer(s).

Reconnectiomf applicationcomponentss achieredusingthefollowing five-stepmigrationprocedurgFig-
ure 3(b) shaws thesestepsfor the migrationof a connectiorend-pointfrom nodeB to nodeC):

1. The migratedapplicationcomponentupon detectinga broken connection,sendsa REQUEST-QUERY
messagevith its GID asa parameteto thelocalagentonnodeC). Theotherend-pointof theconnection
(onnodeA) alsoperformsasimilar action(with its local agent).

2. TheagentonnodeC coordinatesvith otheragentqe.g.,usingmulticast)to determineghe otherend-point
of theconnection.

3. Theagenton the old site (from wherethe applicationcomponentwill no longerfind the processorre-
spondingo the GID, hencewill notrespond.

4. TheagentonnodesA andC will receve informationaboutthelocationof eachothers end-pointgnode
C andA respectiely).

5. The applicationcomponent®n nodesA andC (a) reconnectwith eachother (b) exchangestateinfor-
mation(aboutmessagesentandacknavledged),(c) retransmitary lost messagessingthe sendbuffers,
and(d) resumeoperation.

The primary adwvantageof the thin agentimplementationis its efficiengy; the only overheadshat remain
arefor the send-sidéouffering. However, this advantagecomesat the costof increaseccompleity: the agent
functionalityinjectedinto theapplicationmustbeawareof theunderlyingresourcecharacteristicandexplicitly
adaptto them. As mentioneckarlier this compleity doesnot affectthe userapplication.

3.3 Using Other Transport Layers

Althoughwe have discussedhethick andthin agentimplementationsn top of reliableconnection-basetlans-
port protocols,they canbe asconvenientlyimplementedon top of othertransports.We briefly sketchthe dif-
ferencedor two interestingransportsFor unreliable connectionless layers (e.g.,UDP), theagentactivity must
alsohandleretransmissiormndremoval of duplicates.In addition,the agentsneedto coordinateto locatethe
end-pointof the connectionsimilar to whatwasdescribedabove for thethin agentimplementationFor active
message layers (e.g.,FM), in additionto theabore, theagentactvity needgo handletheextractionof messages
that belongto otherapplicationstreams.An efficient implementatiorminimizesthe amountof buffering that
needgo be provided, directly reroutingreceved messagemto postedbufferswhenthelatterareavailable.

4 Persistent Network Connections. Performance

To assessherun-timeoverheadf the network connectiity layer, we measuredhe performanceof the thick
andthin agentimplementationsn two ernvironments—al00 Mbps Etherne_ AN ontop of TCP/IR anda 1.28
GbpsMyrinet LAN ontop of lllinois FastMessage$FM). All of the experimentsvererun on PentiumPro200
MHz machinesvith 64 MB memory The FM experimentausedthe HPVM 1.2 releaseof the messagindayer.

NOTE TO REVIEWERS. This extended abstract only reports on latency and bandwidth microbench-
marks. The full paper will contain additional performance results for a stateless server application that
takes advantage of our connectivity layer.



4.1 Overheadsof Transparent Connectivity

Figure4 shavstheimpacton round-triptime andbandwidthof maintainingatransparentnigratableconnection.
Tablesl shav theraw datafor theseplots.
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Figure4: Round-triptimesandbandwidthachiared by the thick andthin agentimplementationsn the Ether
net/TCPervironment.

Messagédytes \ 128 \ 256 \ 512 \ 1024 \ 2048 \ 4096 \ 8192 \ 16384\ 32768
RoundTrip Time(microsecond)

Unintercepted | 265 294 362 470 753 1104 | 2013 | 3804 | 7569

Thin agent 316 318 449 563 808 1152 | 2094 | 3958 | 8081

Thick agent 538 577 655 773 1066 | 1603 | 2424 | 4458 | 8459
BandWdth(MBytes/sec)

Unintercepted | 1.58 | 2.97 |594 |924 |946 |995 |9.89 |992 |9.30

Thin agent 148 | 277 |6.23 |[846 |942 |9.89 |989 |994 |952

Thick agent 081 |[149 |259 |395 |574 |863 |981 |996 |9.30

Table1l: Round-triptime and Bandwidthvs. messageizefor the thick andthin agentimplementationsn the
Ethernet/TCRenvironment.

The plots shav that the thick agentimplementatiorhas measurablémpact on both round-trip time and
bandwidth(increasingthe former by up to 24% and decreasinghe latter by up to 50%), primarily because
of additionalcontet switchesand datacopies. On the otherhand,the thin agentimplementationincurs no
noticeableoverheadsiscomparedo theuninterceptedandhencenot-migratable )y CP/IPimplementationBoth
round-triptime andbandwidtharewithin 5% of the uninterceptedrersion,demonstratinghat our connectiity
layercanefficiently maintaindatastreamcontinuity over migrations.
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Figure5: Round-triptimesandbandwidthachiezed by the thin agentimplementatiorin the Myrinet/FM ervi-
ronment.

Messagédytes \ 128 \ 256 \ 512 \ 1024 \ 2048 \ 4096 \ 8192 \ 16384\ 32768
RoundTrip Time(microsecond)

Unintercepted | 265 294 362 470 753 1104 | 2013 | 3804 | 7569

FM-thin-agent | 37 47 65 100 181 250 373 738 1367

Bandwidth(MBytes/sec)

Unintercepted | 1.58 | 2.97 |594 |924 |946 |995 |9.89 |992 |9.30

FM-thin-agent | 12.20 | 21.02 | 31.06 | 40.60 | 40.07 | 43.14 | 46.67 | 43.07 | 44.05

Table2: Round-Tip time andBandwidthvs. messagsizefor thethin agenimplementatiorin the Myrinet/FM
comparedvith Uninterceptedoclet interfacein the Ethernet/TCRervironment.

4.2 Adaptation to Networking Substrate

As mentionedearlief our communicatioriayer cantransparenthadaptto the characteristicef the underlying
networking susbtrate.To assesshe gainspossibleby suchadaptationwe compareahe round-triptime and
bandwidthof the thin agentimplementationn the Myrinet/FM ervironmentwith the correspondingmplemen-
tationin the Ethernet/TCRervironment.Figure5 andTables2 shav thesecosts.

Theplotsshav thatthe mismatchbetweerapplication-leel WinSocksemanticandtransport-lgel FM se-
manticsresultsin higheroverheadsn the communicationayerascomparedo the Ethernet/LANervironment.
To put our implementationn contet, baseFM hasa minimum round-trip time and maximumbandwidthof
21us and 65 MB/s on our experimenttestbed.In contrast,our layer achi&zesa minimum lateny of 35us and
a maximumbandwidthof 46 MB/s. While thesenumbersby themseles are quite good, we expectthemto
improve furtherwith additionaltuning of ourimplementation.

More importantly the plotsshav theadvantage®f our layerautomaticallyadaptingtself to theunderlying
substrateThethin agentimplementatioron Myrinet/FM improvesround-triptimesby upto 8x, andbandwidth
by upto 5x ascomparedo the Ethernet/TCRernvironment. Theseamprovementshecomeransparentlhavailable
to theapplicationcomponents.



5 Discussion

Althoughwe have limited our attentionhereto providing datastreamcontinuityacrossmigrations,ourapproach
of transparentlyeroutingapplicationrequestdo a middlevarelayercanalsobe usedto addresseveralrelated
concernsWe briefly discusssomeof theseissueselow.

Separation from the underlying OS interfaces. The layer can be usedto decouplean applicationfrom
the interfacesprovided by the underlyingoperatingsystem. The implementatiorof our communicatiorayer
on top of the FM interface demonstratethis capability; application-lgel WinSock requestsare translatedo
semanticallyequvalentsetsof FM operations.

Adaptation to changing resource characteristics. Themiddlevarelayer providesa naturalplacefor incor
poratingdifferentpoliciesfor customizingapplicationuseof underlyingresources.This providesa powerful
infrastructureor allowing theapplicationto becomeawareof changesn network conditionsandadaptto them.
Theseadaptatiorpolicies canbe eitherapplication-indepeatert (e.g.,interfacing with differenttransportlay-
ersor insertingcompression/decompmaen operationsat the end-points) or application-aare (e.g.,selectve
droppingof pacletsin avideostreambasedn its encodingo reduceoverall bandwidthrequirements).

6 Conclusion

We have describedhe designof a communicatiorayerthat maintainsnetwork connectyity acrossmigrations
of applicationcomponentsn a distributed system. This layer is transparenthinsertedbetweenunmodified
applicationsandcommodityoperatingsystemsusingAPI interceptiontechniquesResultsbasedn implemen-
tationsof thelayerin two environments—Ethernatn top of TCP/IPandMyrinet on top of FM—shaw thatthe
layerintroducesegligible overheadsiuring normaloperation(whenthe componentslo not migrate),andcan
additionallyseamlesslghoosehe bestamongavailablenetworking substrates.
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