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ABSTRACT

Distributed systems such as etcd and ZooKeeper implement protocols that have been formally
specified and verified. Yet developers use the protocol only as a reference and write the imple-
mentation by hand, so the specification that was verified is never directly connected to the code
that runs.

This leaves two gaps. The first is faithfulness: the manual translation from specification to
code often introduces mistakes, especially where developers add optimizations such as concur-
rency, causing the implementation to diverge from what the specification permits. The second is
coverage: specifications can omit certain runtime details, such as which in-memory protocol state
a crash destroys, and thus fail to specify how the implementation must handle those details to
maintain correctness. Because of these two gaps, implementations of verified protocols continue
to ship with safety bugs [26, 36, 105].

This dissertation bridges both gaps to involve the specifications into building the systems to
enhance the correctness of the implementations. ELLsBERG checks at runtime whether a deployed
implementation’s messages comply with its specification, requiring no access to internal state
and no changes to the system being checked; it detects ten protocol implementation bugs across
etcd, ZooKeeper, and RedisRaft. PosTMARK extends the specification to model volatile state lost
in crashes, synthesizes a crash-consistency policy from the extended specification, and enforces
that policy in existing implementations; in our experiments, it reduces etcd’s average read latency

by 63%.
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1 INTRODUCTION

Distributed protocols, implemented in lock services [11, 22, 104], distributed databases [90,
103], etc., lie at the heart of all fault-tolerant applications. Ensuring that these services, which
we refer to as distributed protocol implementations (DPIs), correctly implement distributed pro-
tocols remains challenging. Nowadays, the development of a production DPI often proceeds in
three stages. First, a distributed systems researcher designs a protocol and produces pseudocode
and text describing the protocol and its correctness properties. Next, researchers use interactive
theorem provers, verification tools, or handwritten proofs to check the protocol’s correctness.
Finally, developers implement and optimize the protocol. Note, each of these stages is performed
by different people, and in different languages. For example, researchers may use TLA™ [10, 98]
or Coq [89] to specify and verify a protocol such as Raft [68]. Developers then implement the
protocol in a general-purpose language such as Go or Java, as in etcd [22] and ZooKeeper [104].

While this workflow has been successful in producing distributed systems, structurally it
makes it challenging to produce correct distributed systems. Developers use the algorithm only
as a reference: they read the pseudocode and write code that they believe corresponds to it. The
specification that was so carefully verified is never directly connected to the implementation that
actually runs. Verification therefore establishes that the specification is correct but does not by
itself establish the correctness of the resulting implementation. In reality, popular DPIs have
shipped with application visible bugs: e.g., prior versions of etcd [22] would return stale values

in some scenarios due to a bug [26] in its implementation of a linearizable read protocol [99].



Similarly, prior versions of ZooKeeper [104] would, in some scenarios, lose updates during leader
elections due to a protocol implementation bug [105]. Both systems are widely used, and both

bugs can result in application bugs such as data corruption.

1.1 Two GAPS BETWEEN SPECIFICATION AND IMPLEMENTATION

This disconnection opens two distinct gaps between the verified specification and the de-

ployed system. They have different causes and require different solutions as we argue below.

1.1.1 GAP 1: FAITHFULNESS

A correct implementation should refine its specification: every action it takes should corre-
spond to behavior that the protocol permits. However, manually translating an algorithm into
an implementation can introduce mistakes, causing the implementation to exhibit behavior that
its specification does not permit. When implementing the protocol, developers have to manu-
ally map protocol state and transitions onto concrete data structures while adding mechanisms
to support concurrency, batching, and caching that a high performance production system re-
quires. Thus, a single atomic transition in the specification may become several implementation
steps, which can interleave in ways the specification never permits. The implementation can
therefore diverge from its specification [26, 105].

Static refinement proofs [12, 37, 50, 92] can close this gap by proving the code against the
specification. However, applying these frameworks generally requires developers to rewrite the
system within a framework that constrains the implementation language, libraries, or program
structure. They are therefore difficult to apply to existing, mature, heavily optimized systems.
One can also narrow the gap through testing. However, although testing is essential, it cannot
exercise every message ordering, failure, and concurrent execution that may arise in deployment.

What is missing is a practical way to check the behavior of an existing implementation against



the protocol it claims to implement.

1.1.2 GAP 2: COVERAGE

Specifications often omit important implementation details, such as when state must be per-
sisted to ensure correct recovery after a crash. To remain simple and tractable for verification,
they often abstract away certain aspects of the runtime environment, including the distinction
between volatile and durable state and the timing of persistence operations. However, a real im-
plementation must decide which state to make durable and when. An incorrect persistence policy
can cause the system to lose data [36].

Because the specification does not model durability, it provides no basis for implementation
to make correct decisions w.r.t. durability. Instead, developers must reason about persistence and
crash recovery outside the specification and encode their persistence mechanisms by hand. De-
velopers may extend the specification with persistence logic and verify that the resulting model
preserves its safety properties. However, this remedial approach has three limitations. First, a
persistence operation in the implementation may fall within a sequence that the specification
represents as a single atomic transition, and thus cannot be expressed without decomposing that
transition. Second, each implementation change may require revising the specification and re-
peating the verification. Third, a proven-correct persistence policy is not necessarily efficient,
and the choice of persistence policy can have a substantial impact on performance. The chal-
lenge is therefore not merely to check code against an existing specification, but to automatically

derive a correct and efficient persistence policy that can be enforced in the implementation.

Together, these two gaps explain a persistent and troubling observation: even when a protocol

has been specified and verified, the system built from it can still be wrong.



1.2 BRIDGING THE GAPS

This dissertation therefore asks: how can we bridge these two specification-implementation
gaps, so that the correctness we establish for a specification carries over to the real system built
from it? Bridging them requires bringing the specification directly into the process of building
the system, rather than leaving it behind once the protocol has been verified. The two gaps call

for different solutions, and this dissertation presents one system for each.

1.2.1 ELLSBERG: CHECKING REFINEMENT AT RUNTIME

We develop ELLSBERG, an approach called runtime protocol refinement checking (RPRC), to ad-
dress the faithfulness gap. ELLSBERG notifies administrators when an implementation’s behavior
deviates from its protocol specification, allowing administrators to mitigate the effects and pro-
grammers to fix the underlying bug. To do so, ELLSBERG observes the messages sent and received
by each deployed DPI process and checks whether that process’s behavior is consistent with a
simulated execution of the protocol according to its specification. A sent message that no com-
patible protocol execution could have produced reveals that the implementation has diverged
from its specification.

Applying this idea to production systems requires handling concurrency without depending
on the implementation’s internal structure. A DPI may process several messages concurrently,
and its network trace does not reveal the order in which those messages affected local protocol
state. ELLSBERG therefore maintains the set of protocol states induced by every possible process-
ing order, and uses an incremental breadth-first search to prune that state space and keep online
checking practical. Refinement can be checked locally because the protocol specification defines
each process’s behavior in terms of its local state and the messages it sends and receives. Each
ELLSBERG instance can therefore check its colocated process independently, without coordinating

with other instances.



We evaluate ELLSBERG on etcd [22], ZooKeeper [104], and RedisRaft [34, 80]. It detects ten
protocol implementation bugs, including a previously unreported RedisRaft reconfiguration bug.
ELLSBERG processes traces faster than the systems can generate them, requires no cross-node co-
ordination, and increases the 99th-percentile response latency by at most 10.7% with no through-
put loss. A protocol specification can therefore serve as a practical runtime oracle for detecting

translation errors in existing, highly optimized implementations.

1.2.2 POSTMARK: SYNTHESIZING POLICIES FOR DISK-STATE PERSISTENCE

PosTMARK addresses the coverage gap. It represents the ordering between persistence and
message transmission as a per-message predicate CanSend(m, d_s) that determines whether an
outbound message m may be exposed given the latest durable protocol state d_s. If the predicate
holds, the implementation may send the message immediately; otherwise it delays the message
until the state that justifies its transmission has become durable. Casting the decision as a per-
message predicate makes explicit the correct ordering between state persistence and the external
exposure of protocol progress, and thereby allows persistence to proceed concurrently with pro-
tocol execution without sacrificing correctness.

In order to derive a provable correct and efficient persistence policy, PosTMARK augments the
protocol’s existing TLA™ specification with a drop-in durability-aware message library. Post-
MARK derives candidate predicates by comparing the protocol state exposed by each message
with the latest durable state. The result is a policy that preserves the checked safety properties
without imposing unnecessary persistence constraints. To use that policy in a real implementa-
tion, we provide a runtime library that separates persistence from protocol execution in a dedi-
cated thread, tracks durable progress, and gates outbound messages according to the synthesized
predicate.

We integrate PosTMARK with etcd, RedisRaft, and ZooKeeper. In etcd, our experiments show

the synthesized policy reduces average read latency by 63% by allowing messages unrelated to



pending writes to bypass persistence. POSTMARK thus turns the specification into a synthesis
oracle capable of searching for optimal persistence behavior the original model omitted, help-
ing developers build a crash-consistent implementation without sacrificing the concurrency that

performance requires.

ELLsBERG and PosTMARK address different gaps, but they answer the same question: given
that we can verify a protocol’s specification, how do we ensure that the specification’s guarantees
carry over to the real system? ELLSBERG uses the specification as a runtime oracle for checking
implementation behavior, ensuring that every message sent is the result of some compatible pro-
tocol execution according to the specification. PosTMARK extends the specification to cover what
it originally omitted, synthesizes the missing policy, and enforces it in the implementation. In
both cases, the verified specification ceases to be an isolated artifact that developers leave behind
when implementation begins; instead, it continues to improve the correctness of the system built

from it.



2 ErLLSBERG: RUNTIME PROTOCOL

REFINEMENT CHECKING

This chapter presents ELLSBERG, a runtime system for detecting safety bugs in deployed dis-
tributed protocol implementations. It closes the faithfulness gap of Section 1.1.1: the divergence

that arises when developers translate a verified specification into production code by hand.

2.1 RUNTIME REFINEMENT: AN OVERVIEW

RPRC provides a runtime approach for connecting statically verified protocols to an imple-
mentation: RPRC systems observe a DPI’s runtime behavior, and notify administrators when the
implementation’s behavior deviates from what is required by the protocol. Analyzing runtime
behavior allows RPRC tools to avoid making assumptions about how the protocol is implemented
or what libraries are used. Indeed, ELLSBERG, the RPRC system described in this chapter, treats the
DPI as a blackbox, assumes no access to the DPI’s internal state, and does not impose any limits
on how DPIs are implemented. Note, RPRC systems do not replace static protocol and implemen-
tation verification [10, 37, 50, 52, 59, 72, 92, 95, 96] (they cannot statically generate proofs to show
that a protocol is correct, or that an implementation refines the protocol) and fuzz testing tools [6,
44-46, 51, 70] (they do not try to maximize coverage and find all bugs before an implementation

is deployed), but rather complement them.
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Figure 2.1: An overview of ELLSBERG, which runs an instance colocated with each DPI process, and com-
pares the colocated process’s behavior to a correct protocol implementation. We assume the TLA* protocol
specification is provided by the protocol designer, and programmers derive a ELLSBERG specification from
this specification.

This chapter describes an RPRC algorithm that we have implemented in a system called ELLs-
BERG. We designed ELLSBERG to work with existing unmodified DPIs, to minimize communication
and processing overheads, and to ensure that it had no effect on a DPI’s failure guarantees. These
design goals allow ELLSBERG to be used in deployment and to find bugs that were missed during
testing.

ELLsBERG (Figure 2.1) consists of a set of co-located instances that run alongside (that is, co-
located with) each DPI process. An ELLSBERG instance has access to a trace of incoming and
outgoing messages sent by its colocated process, but has no access to its internal state. Further-
more, ELLSBERG instances are designed to work without communicating with each other: each
instance processes the trace produced by its colocated process and can independently generate
a notification when it observes an implementation bug. Our design builds on the observation
that a DPI correctly implements a distributed protocol if and only if all processes executing the
DPI have correctly implemented the protocol, allowing us to check implementation correctness
without requiring additional communication or coordination. In cases where the protocol has
been proven to maintain global safety properties (e.g., agreement or linearizability), ELLSBERG’s

local checks are sufficient to ensure that administrators are notified when these properties are



violated.

Administrators and programmers use ELLSBERG (Figure 2.1) as follows: before deployment,
the administrator (or DPI programmer) translates the protocol the DPI purportedly implements
into an ELLSBERG specification and tests it (Section 2.4) to check correctness. When deploying
the DPI, the administrator colocates an ELLSBERG instance, configured with protocol specification,
with each DPI process, and configures the DPI process so that the colocated instance has access
to a trace of all messages received or sent by the process (Section 2.3.1). Each instance uses the
specification and trace to simulate a correct implementation of the protocol and reports a bug if
the process’s behavior diverges from the simulated behavior.

We needed to address two challenges when developing ELLSBERG: (a) Concurrency within
DPI processes. Many DPI implementations are concurrent, and to avoid false notifications, ELLs-
BERG needs to ensure that its simulation state corresponds to the DPI's protocol state. However,
the DPI’s protocol state depends on the order in which messages are processed, and the trace
available to ELLSBERG does not reveal this order. Consequently, ELLSBERG instances need to con-
sider all simulation states reachable by reordering messages in the trace, which can grow ex-
ponentially over time. Therefore, to be feasible ELLSBERG needs to efficiently explore the set of
reachable states; and (b) Incremental checking, by which we mean the ability to check DPI
correctness without needing to process the entire trace or requiring access to messages sent or
received in the future. Incremental checking prevents us from using existing approaches for effi-
ciently processing multiple simulation states: these approaches assume access to a complete trace
(including future messages), or assume that messages are annotated with a vector clock [83, 85]
that records processing order.

ELLsBERG addresses these challenges using a novel incremental RPRC algorithm (Sec-
tion 2.3.4): each ELLSBERG instance maintains the set of simulation states the associated DPI
process can be in, and uses breadth first search to update the instances states and check DPI

correctness. We use two optimizations to speed up breadth first search: we prune branches



whose execution produces a simulation state that is guaranteed, based on the observed trace, to
differ from the DPI’s protocol state; and we identify messages whose effect will not change after
being reordered with future messages and apply them immediately.

We have evaluated ELLSBERG using three open-source DPIs: etcd and ZooKeeper, which are
consistent key-value stores that are used by projects such as Kubernetes for configuration and
state management; and RedisRaft, an extension of the Redis key-value store that adds fault-
tolerance. Both etcd and RedisRaft implement the Raft [68] consensus protocol, and ZooKeeper
implements the Zab [41] atomic broadcast protocol. Our evaluation (Section 2.6) shows that
ELLSBERG can detect bugs in these systems, that it can do so with minimal impact on response
latency (we observed a worse case impact of 11% on the 99th percentile latency), no impact on
throughput, and has modest processing and memory requirements.

Although the RPRC approach is general, and can be used with any distributed protocol that
assumes fail-stop behavior and the asynchronous (or partially synchronous) model, it has an
important limitation: it only suffices to detect protocol bugs that lead to changes in either the
content or order of messages sent or received by a DPI process.We cannot detect several important
classes of bugs, including ones that lead to livelock or deadlock, corrupt stored data, or degrade
performance, and must rely on tools developed by prior work (Section 2.2.1) to detect these bugs.
Nevertheless, as our evaluation (Section 2.6) shows, safety bugs of the kind we find do occur in

practice.

2.2 OTHER EXISTING APPROACHES AND RELATED WORK

Our goal is to catch protocol bugs in deployed DPIs that can lead to violations of safety prop-
erties. Before describing our approach, RPRC, we first review existing approaches, focusing on

those that prevent or detect safety bugs. We categorize these work into five classes:
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TRACE VALIDATION. A recently developed approach [16, 38] validates totally ordered traces gen-
erated during the testing against a TLA™ specification. This approach seeks to check protocol
refinement at test time. However, it can only check execution traces generated by tests and, con-
sequently can miss bugs. By contrast, ELLSBERG is designed to minimize overheads, allowing it to
be used in deployment and uncover bugs that were not found during testing. As a result, both ap-
proaches are complimentary: trace validation identifies bugs before deployment, while ELLSBERG
identifies bugs in deployment.

Trace-validation also makes different assumptions than ELLSBERG. It assumes that there is a
close correspondence between implementation and specification, assuming that the implementer
used the TLA" specification as a blueprint when writing code ([16, §1]) or that the specification
was reverse engineered from the implementation. For DPI implementations, this requirement
means that the DPI must log all changes to state variables, and log ‘linearization points’ that cor-
respond to TLA" state transitions. Thus, in contrast to our approach, DPIs must be implemented
(or updated) for use with trace validation. Howard et al [38, §6.1] report that they needed to
add 15 additional log statements to capture linearization points, which requires understanding
both the protocol specification and the implementation. Similarly, for specifications, requiring
close correspondence between implementation and specification means that specifications must
be changed as applications are optimized or changed, and cannot necessarily be reused across
applications. Indeed, the CCF effort had to develop a new detailed Raft specification [38, §4, §5]
to use trace validation. By contrast, ELLSBERG does not require close correspondence between the
specification and the traces, and in our evaluation, we reuse the same Raft specification (modulo
a few changes to account for the use of different reconfiguration protocols) for both etcd and
RedisRaft.

Furthermore, the trace-validation algorithm relies on two assumptions that make it challeng-
ing to use this approach in deployment: It assumes that (a) checks are run after the test has

terminated; and (b) the test produces a totally ordered output. These assumptions require addi-
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tional coordination - e.g., Microsoft CCF [38, §6.1] uses a test driver to serialize node execution
and a synchronized global clock to order process logs, and to decide when a test has completed

— which affects a DPI’s fault tolerance guarantees and performance.

ProTOCOL VERIFICATION. Prior work has described several strategies to prove a distributed
protocol’s safety properties. Verdi [92], Diesel [86] and others [93] provide frameworks that
make it easier for users to write proofs that can be mechanically checked by a proof assistant
(e.g., Coq [89]). Ivy [72, 73] provides an interactive tool to help users produce inductive in-
variants that can be used to prove the protocol’s safety properties with an SMT solver. Recent
works [59, 71, 95, 96] have extended Ivy’s approach and automated the process of inferring induc-
tive invariants. TLA™ [10, 66, 98] allows users to model check distributed protocol specification to
find safety violations. Each of these strategies offers varying levels of automation and imposes
different requirements on how protocols are specified. While these systems can prove that a pro-
tocol is correct (i.e. it maintains desired safety properties), they cannot prevent implementation

bugs.

USE REFINEMENT PROOFS TO PROVE IMPLEMENTATIONS CORRECT. This approach tries to derive
the correctness of DPI implementations from verified protocols using refinement proofs. Iron-
Fleet [37] takes as input safety properties (referred to as a high-level specification), a protocol
specification together with an implementation, and prove using Dafny [52] that (a) the protocol
specification satisfies the specified safety properties, and (b) the implementation refines the pro-
tocol and thus also meets the safety properties. Recently, pretend synchrony [33] has shown how
to reduce the proof burden for IronFleet by restricting the communication primitives used by the
program. Concurrently, Verdi [92, 93] and Diesel [86] implement refinement proof using Coq’s
Ocaml extraction capabilities. All of these frameworks produce provably correct DPIs, however,
to ensure that refinement proof generation and checking is feasible, they need to limit how DPI

code is written, what libraries are used, and how the code is optimized [55].
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Furthermore, these approaches make assumptions about the runtime environment, including
assumptions about system call semantics and the network. Prior work [30] has shown that these
assumptions are sometimes wrong, thus provably correct DPIs can still violate safety. There-
fore, RPRC systems are useful even when using refinement proofs to produce provably correct

implementations.

USE MODEL CHECKING AND FUZZING TO TEST EXISTING IMPLEMENTATIONS. Nearly all deployed
DPIs use unit and integration tests to catch bugs. However, as with any large software system,
developer provided tests cannot provide sufficient coverage. Prior work has developed tools for
automatically generating tests. These tools can be classified into ones that use fuzzing or ran-
domized testing [6, 46, 70], and ones that use model checking [3, 5, 6, 44, 45, 51, 64, 91, 94]. Many
of these approaches [5, 46, 51, 70] are explicitly designed to be used with existing DPIs. Recent
work from Majumdar and Niksic [62] has argued that randomized testing approaches are effec-
tive in finding DPI bugs. However, as is common with testing approaches, these tools cannot
guarantee that all bugs are found. RPRC complements testing, allowing developers and adminis-
trators to discover bugs that occur when DPIs are deployed, but were not found during testing.
However, note that as is the case with any runtime verification tool, bugs discovered using RPRC
in production can also be found by a fuzzer that runs for long enough and explores enough of the

implementation’s code paths.

RUNTIME VERIFICATION TO FIND BUGS IN DPIs. Runtime verification approaches, e.g., Dinv [35],
D3S [54], Pip [82], Aragog [97], Oathkeeper [57] and Hydra [81], check program properties at
runtime. These approaches are designed to check global properties, e.g., agreement or state con-
sistency, which are often expressed as predicates over the state of all (or some subset) of DPI
processes. Consequently, these tools check program properties by first collecting a consistent
snapshot of the relevant DPI state [13] and then evaluating a predicate on this state (see Fran-

clanza et al’s survey [32] for details). The use of DPI state snapshots allows these tools to check
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richer properties without concerns about decidability or scaling, e.g., Aragog [97] checks per-
formance and probabilistic staleness properties. However, the need to collect consistent state
snapshots adds coordination and communication overheads, and makes verification in the pres-
ence of DPI process failures challenging. Recent work has focused on reducing these overheads
by minimizing the amount of process state collected [57, 81, 97], using fork-join parallelism to
distribute predicate checking [35, 54, 81, 82, 97]. Other work has used multivalued logics [9, 14]

to mitigate the effect of failures on runtime verification.

OUR APPROACH: RUNTIME PROTOCOL REFINEMENT CHECKING (RPRC). RPRC seeks to combine
mechanisms from both refinement proofs and runtime verification. Similar to refinement proofs,
RPRC aims to ensure that each DPI process correctly implements a protocol, whose safety has
verified using other approaches. However, unlike traditional refinement proofs which do so stat-
ically, RPRC’s refinement checking occur at runtime to compare each DPI process’ behavior to
that of its protocol specification. Thus, RPRC avoids the feasibility concerns that lead tools like
Verdi, Dafny and Verus to impose constraints on how DPIs are implemented. Additionally, run-
time refinement checking does not require strong assumptions about system call semantics that
are required by existing refinement tools. Unlike runtime verification, RPRC checks that DPI
implementation refines a distributed protocol rather than checking that a safety property holds.
Refinement can be checked locally without cross-node communication and coordination, and
without imposing any limits on fault tolerance. By contrast, checking properties requires gather-

ing that state at all processes, which necessitates coordination and is unavailable under failures.

2.2.1 OTHER RELATED WORK

The tools discussed above focus on detecting safety bugs in DPIs. Below we discuss tools that
look beyond safety to other issues including performance bugs, non-fail-stop failures and how to

fix bugs once they are found. We discuss these below:
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DISTRIBUTED TRACING TOOLS. Distributed tracing [7, 21, 31, 61, 74, 87] is the most widely de-
ployed approach to finding bugs in deployed DPIs. These tools generate logs that trace requests
through the system, and several tools utilize these trace logs [8, 18, 43, 48, 49, 60, 65] to debug
performance problems and failed user requests. These tools are valuable for debugging bugs, but

cannot detect them.

CHECKING BEHAVIOR UNDER FAILURES. Several tools and engineering practices, including chaos
engineering [84], lineage driven fault injection [3-5, 63], crash consistency checking [2], and
analysis tools for partial and correlated failures [40, 56, 100] have been developed to improve
DPI behavior when recovering from crashes. We assume a fail-stop model, and do not currently

handle these failures.

PERFORMANCE AND CONFIGURATION BUGS. Recent work has also developed tools and ap-
proaches to identifying performance bugs including gray failures [40], metastable failures [39],

and bugs due to misconfiguration [101].

RECORD-REPLAY BASED DEBUGGERS. Bugs, once found, need to be further diagnosed for debug-
ging. Prior work has proposed several approaches for debugging DPIs [1, 8, 56, 85]. As we
discussed previously, these include record-replay [8, 83, 85] based debuggers which, similar to

RPRC, also need to consider multiple interleavings when reproducing bugs.

2.3 ELLSBERG DESIGN

We now describe ELLSBERG, a RPRC system that we have implemented. We first state our
assumptions about DPIs and the deployment environment (Section 2.3.1) and describe a ticket-
lock service that we use as a running example in this section (Section 2.3.2). Then, we discuss the

protocol specification a user must provide to ELLSBERG (Section 2.3.3), and our RPRC algorithm
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(Section 2.3.4).

OverRVIEW. ELLSBERG (Figure 2.1) performs runtime refinement checks on whether a deployed
DPI correctly implements a protocol by comparing each DPI process’s behavior against a user-
provided protocol specification (Section 2.3.3). To do so, we require administrators to co-locate an
ELLSBERG instances with each DPI process, and to configure the deployment so that the ELLSBERG
instance has access to a trace of all messages sent and received by its co-located DPI process. At a
high-level, the ELLSBERG instance uses the following RPRC algorithm to check its co-located DPI
process: it checks refinement by using the incoming messages in the trace to simulate potential
protocol executions (using a protocol specification) and decides refinement check has failed if an
invalid or out-of-order going message appears in the trace. It notifies administrators when the
refinement check fails. Because ELLSBERG must account for internal concurrency within a DPI,
when simulating the protocol it maintains multiple simulation states, and uses breadth first search
to consider multiple event interleavings (or schedules). ELLSBERG uses outgoing messages in the
trace to prune the set of simulation states that must be maintained, and the event interleavings

considered.

2.3.1 ASSUMPTIONS AND GUARANTEES

ELLSBERG assumes that the DPI and protocol work under the asynchronous (or partially syn-
chronous) model and fail-stop failures. We do not consider byzantine failures.

When checking refinement, ELLSBERG instances assume that the user-provided protocol spec-
ification is correct. We provide a testing tool (Section 2.4), that administrators can use before
deploying ELLSBERG to check the specification’s correctness using the protocol’s TLA" specifica-
tion.

We assume that the ELLSBERG instance and its co-located DPI processes share fate, i.e. if an

ELLSBERG instance fails, its co-located DPI process also fails. We also require that the trace faith-
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fully records all messages sent and received by its co-located DPI process, and is incrementally
updated, i.e., messages are added as the DPI process sends or receives them. Messages in the
trace need to be annotated with the connection on which they were sent or received. We impose
some ordering requirements on the trace. Specifically, we require that messages received over
the same connection appear in order in the trace, and that outgoing messages follow program
order, i.e., they appear in the trace in the order in which they are sent, and that any incoming
messages processed by the DPI before producing an outgoing message m appear before m in the
trace. Our prototype uses an IPC channel, that connects each ELLSBERG instance to its colocated
process, to collect the trace (Section 2.5). Other approaches, e.g., one where a network proxy
mirrors messages to the ELLSBERG instance, can also be used instead. Beyond the trace, ELLSBERG
has no access to DPI state: it cannot read the DPI process’s memory, nor does it know the order

in which received messages are processed.

GUARANTEES. When our assumptions are met, ELLSBERG guarantees that it will generate an alert
shortly after a DPI processes sends a message that is inconsistent (either because of its contents,
or the order in which it was sent) with the specification, i.e., shortly after a refinement violation is
observed. Consequently, ELLSBERG does not raise false-alarms because alerts are only generated
when a violation is observed. However, similar to trace validation [16, 38], ELLSBERG cannot
prove that an implementation is correct because (a) it cannot detect refinement violations that
do not result in the DPI sending out an inconsistent message; and (b) it is not guaranteed to have

observed all possible DPI behaviors.

2.3.2 RunNING ExaMPLE: TICKET LOCK SERVICE

We use a simple, non-fault tolerant, ticket lock-service as an illustrative example in this sec-
tion. The service, shown in Listing 2.1, runs on a single server and maintains two integers: highest

tracking the largest ticket the service has previously granted, current tracking what client should
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1struct State { /*x*/

2 highest: int,

3 current: int,

4 held: bool

532

6

7fn assign(state: State) { /xx/

8 let ticket = state.highest;

9 state.highest = state.highest + 1;
10 respond(Assigned(ticket))

113}

12

13 fn acquire(state: State, ticket: int) { /xx/
14 if state.current == ticket{

15 state.held = true;

16 respond (Acquired(ticket))

17 }

18 }

19fn release(state: State) { /xx/

20 let ticket = state.current;

21 state.current = state.current + 1;
22 state.held = false;

23 respond(Released(ticket))

24}

Listing 2.1: Example ticket-lock server.

go next, and held which tracks whether a client holds the lock. The service implements three RPC
calls:

1. assign (line 7), which assigns the client a ticket, increments highest so that clients get
unique tickets, and responds with the assigned ticket number.

2. acquire (line 13), which takes as input a ticket number (ticket, previously acquired using
assign) and checks if it is the client’s turn to acquire the lock (current == ticket). If it is
the client’s turn, the service sets held to true and responds with an Acquired message.

3. release (line 19), which releases the lock by incrementing current, setting held to false,
and responds with a Released message.

For ease of exposition, we assume that clients using this service are correct, and that a client

does not call release unless it holds the lock. A correctly implemented version of this protocol

guarantees mutual exclusion, ensuring that no-more than one client holds the lock at a time. We
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use this simple protocol to illustrate how to specify a protocol in ELLSBERG, but we use real DPIs

(etcd, ZooKeeper and RedisRaft) for the evaluation (see Appendix A.3 for specifications).

2.3.3 DEFINITIONS AND SPECIFICATION

We model a distributed protocol as a collection of communicating processes, each of which
is specified by an I/O automaton [28, 58]. More concretely, ELLSBERG requires users to specify
the distributed protocol as a state machine (executed by each process), whose execution is driven
by a sequence of events that are applied to it. There are two types of events: the delivery of a
message, and timeouts. When an event is applied, a process can update its state and send 0 or
more messages.

The terms pending events, reachable states and inducing states are defined as follows:

PENDING EVENTS: A pending event is one that can be applied to a process, and consists of
previously-received messages that the have not yet been processed, and timeouts. Timeouts in
a DPI process are not recorded in the trace, and our model assumes that a timeout is always

pending. We use the term schedule to refer to a sequence of events.

REACHABLE STATE: Given a process p in state s, we say that state s’ is reachable if and only if
there exists a schedule of events (some of which might not yet be received) that when applied to

s result in state s’.

INDUCING STATES: Given a message m, we say that state s is m-inducing (we drop the prefix
m— when the message is clear from the context) if and only if there exists state s’ and event e,
such that applying e to a process in state s’ results in the process sending the message m and
then transitioning to state s. In the ticket-lock example (Listing 2.1), the m-inducing state for an
Acquired message for ticket 2 is any state s, where s.current = 2. Observe that in general, a

message m does not have a unique inducing state, and some messages might have an unbounded
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number of inducing states: in the previous example, any state s for which s.current = 2 is m-

inducing, regardless of s.highest’s value.

2.3.3.1 SPECIFICATION

ELLSBERG requires users to provide two inputs: a specification for the distributed protocol the

DPI purportedly implements and mapping functions that allows ELLSBERG to map network mes-

sages sent or received by the DPI into messages that appear in the specification. In the remainder

of this section, we only refer to messages that appear in the protocol specification. In Listing 2.2,

we use the ticket-lock service’s (Section 2.3.2) specification to illustrate the parts of a ELLSBERG

specification.

A ELLSBERG protocol specification consists of:

(i)

(ii)

(iii)

The definition for a protocol state structure, ProtState (line 1), that ELLSBERG uses to track
the current simulation’s protocol state, and a function to create the simulation’s initial pro-
tocol state. For notational convenience, all elements of the ProtState are nullable and we
use this to encode sets of states.

A transition function, apply (line 19), that takes as input a protocol state s, a collection of
sets of pending events and an event e, and returns the protocol state produced by applying
e to s. We guarantee that all events passed to the transition function are pending for s. For
notational convenience, we use apply(s, ) to represent the output of applying the sequence
of events in the schedule X to s.

A function, equal, to check equality between two protocol states s and s’. Two states are
considered equal if the distributed protocol exhibits the same behavior for both. In other
words, we assume that equal(s,s’) = true implies that for any schedule %, applying the
schedule to both states results in final states that are equal and produces the same sequence

of outgoing messages. In the ticket-lock example (line 6) the function compares current,

highest and held.
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(iv) An inference function, infer_inducing, that given an outgoing message m returns a
ProtState of all m-inducing states. This function populates only those values that can be
inferred from m, leaving the others unknown. Line 11 shows this function for our running
example: we need to consider each type of outgoing message sent by the service when
writing it.

(v) A reachable function that takes protocols state s, the set of pending messages, and a target
partial protocol state S, and returns true if there exists s’ such that s’ € S and s’ is reachable
from apply(s, e). We assume that this function over-approximates reachability, i.e., it might
return true even if there exists no reachable s’ such that s’ € S, but never incorrectly returns
false. For brevity, we only show a portion of the reachable function for the running example,
which returns false if the state’s current value is larger the target state (line 30).

(vi) A function, apply_asap?, that we use to reduce the simulation’s memory requirements and
runtime by reducing the number of schedules that need to be considered (Section 2.3.4.2).
This function takes a protocol state s and an event e, and returns true if and only if we
can safely apply the event immediately, i.e., we do not need to consider schedules that re-
order e with respect to other events (including ones that occur in the future). We define
apply_asap?(s,e) to be correct if it meets the following two requirements:

(a) Event e can be reordered. For any schedule ¥ where e € ¥ and message m, if
apply(s, ) is m-inducing, then so is apply(apply(s,e), > — e).

(b) Event e does not block outgoing messages. For any schedule ¥ where e ¢ X and
message m, if apply(s, %) is m-inducing, then apply(apply(s, e), %) is also m-inducing.

These requirements ensure that applying e to protocol state s does not change the set of

reachable m-inducing states, and ELLSBERG can avoid exploring schedules that reorder e.

An acquire message for a ticket smaller than the server’s current ticket meets these require-

ments in our example (line 38).

(vii) An optional function lookahead_type that we use to reduce the number of m-inducing
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states found by the infer_inducing function, thus reducing simulation time. This function
takes as input a message m and either returns None (indicating there is no such type) or a
message type. As we explain later (Section 2.3.4.2), this function is used in an optimization
to improve ELLSBERG’s efficiency, but its semantics do not affect correctness. Line 41 shows
this function for the lock service: when processing an outgoing acquire message ELLSBERG
looks ahead to find the next assigned message. This is because we cannot infer the value of
the highest field from an acquire message, but can from an assign message, and consider-
ing both reduces the number of m-inducing states,and thus schedules that ELLSBERG must
explore.

In Section 2.4, we describe how a user can derive ELLSBERG specifications from existing TLA*
specifications used to prove protocols correct, and test the derived specification. However, note
that deriving a ELLSBERG specification from a TLA" specification is simpler than deriving an
implementation: unlike implementations, ELLSBERG specifications do not need to interact with
communication libraries, consider failure handling, or implement application logic. Furthermore,
ELLSBERG specifications are written assuming sequential execution, and operators do not need to
protect against data races or other concerns common to concurrent code. Consequently, it is eas-

ier to derive a correct ELLSBERG specification than an implementation from a TLA™ specification.

2.3.4 THE ELLSBERG ALGORITHM

We now detail the ELLSBERG algorithm. Concurrency and incrementally checking DPI cor-
rectness (so ELLSBERG can report bugs soon after they are observed) were the two main challenges
we addressed when developing this algorithm.

Concurrency is challenging because the protocol’s behavior depends on the order in which
events are applied, but ELLSBERG does not know the order in which the messages and timeouts
were processed by its associated DPI process. Similar to other work, we resolve this by consid-

ering multiple schedules consisting of different interleavings of incoming messages in the trace
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and timeouts.

Incremental checking makes constructing multiple schedules challenging because the DPI
process might process a received message m, which appears in the trace, after message m’ that
has not yet been received, and thus does not appear in the trace. We resolve this challenge using
the assumed the trace ordering property that guarantees that any received messages processed
by the DPI process before it produces an outgoing message m must appear before m in the trace,
and that outgoing messages appear in program order. Thus, when checking an outgoing message
m, ELLSBERG only considers schedules that contain incoming messages appearing before m in the
trace. For notational convenience, we refer to the trace before m as the m-prefix. Furthermore, if
the trace contains a sequence of outgoing messages my, my, . . ., my,, the simulation needs to only
consider schedules which use incoming messages in the my-prefix before producing outgoing
message my, messages in the m;-prefix before producing outgoing message m;, etc.

ELLSBERG uses this observation to implement an incremental checking algorithm (Listing 2.3):
Each ELLSBERG instance maintains a set of simulation states S, which we define as a protocol state
with a set of collections of pending message (line 1). For notational convenience, we use g, to
refer to simulation states, and state(ss;n) to reference the underlying protocol state. Initially S
contains a single element: a simulation state with the initial protocol state and an empty pending
message set. The algorithm iterates through the trace, and adds incoming messages (with one
exception discussed in Section 2.3.4.2) to the pending message set of all simulation states s, € S
(line 16). It processes an outgoing message m by finding all m-inducing simulation states that can
be reached from any s, € S using s;,,’s pending messages and zero-or-more timeouts (line 41,
Section 2.3.4.1). The algorithm notifies an error (line 48) if no m-inducing simulation states are
reachable, otherwise it updates S to be the set of reachable m-inducing simulation states (line 50).

For example, if the ticket-lock service sends a message m indicating that the client with ticket
2 has acquired the lock (m = Acquired(2)) message, and S contains a single simulation s;,, for

which state(ssim).held = true and state(sgjy,).current = 1, then ELLSBERG would throw an error

23



if pending(ssim) did not contain a release message.

Observe that because the trace is in program order, and the algorithm processes the trace it-
eratively, ELLSBERG only considers incoming messages (and zero-or-more timeouts) in the trace’s
m-prefix when processing outgoing message m Furthermore, since outgoing messages are pro-
cessed iteratively in order, the algorithm checks both the order and contents of outgoing messages

sent by the DPI process.

2.3.4.1 FINDING REACHABLE STATES

The algorithm described above needs to find m-inducing simulation states reachable from the
current simulation state sg;,,. To do so, it first uses the infer_inducing function to compute
target (Listing 2.3 line 29), which is the partial protocol state derived from outgoing message
m. The algorithm then calls find_reachable with s, and target as arguments to find the
subset of simulation states that are both consistent with the partial state target and reachable
from the current simulation state sg;,,. To make our state exploration efficient, we must design
find_reachable to work efficiently by returning the smallest set of simulation state. In partic-
ular we require that if s,s" € find_reachable(ssim, t) then equal(s,s’) = false. We had to solve

two challenges when designing the find_reachable algorithm to meet this requirement:

CHALLENGE 1: MANY SCHEDULES CAN LEAD TO THE SAME m-INDUCING STATE. The schedule used

to reach a simulation state sy, dictates its pending message set. But there exist cases where

’

find_reachable can reach two (or more) simulation states s, and s, with the same underly-

’

ing protocol state (i.e., equal(state(ssim), state(s;;,)) = true) but different pending message sets

pending(ssim) # pending(s;, ). Which of these simulation states is returned can affect correct-
ness. In this case, our handling depends on why multiple schedules reach the same semantically
equivalent state:

a. There might exist cases where a protocol state s can be reached through two schedules

24



> and ¥’, and X is a subsequence of ¥’ . This often happens because applying some
message m has no effect on the protocol state s. For example, consider the ticket-lock
server (Listing 2.1) with simulations state s, such that state(ssiy).current = 1 and
pending(ss,) contains an acquire message m, for ticket 2 (m, = acquire(2)). Applying m,
to ss;im does not change its protocol state because the client cannot acquire the lock, and
equal (state(apply(ssim, My)), state(ssim)) = true. But, the pending set of apply(ssim, m,) does
not contain m, and is a subset of sg;,,’s pending set.

However, including the simulation state with a smaller pending state in find_reachable’s
return can lead to false alarms: consider the case where sg;,,’s pending set is {m,, m,} where
m, = release(), and we are searching for an Acquired(2)-inducing state. It is clear that an
inducing state is reachable from s;;,, using the schedule ¥ = [m,, m,], but is not reachable
from apply(ssim, ma), whose pending set does not include m,.

Therefore, in this case find_reachable should add the simulation state with the largest pend-
ing set! to the set of returned state. We ensure that this is the case by having find_reachable
use breadth-first search (Lines 12—45) to find reachable target states. Breadth first search en-
sures that shorter schedules, and thus simulation states with larger pending message sets, are
explored before simulation states with smaller pending message sets.

. Semantically equivalent states might also be reached through two schedules ¥ and ¥ neither
of which is a subsequence of the other. We resolve this by having simulation states in ELLSBERG
track a set of pending message sets, allowing us to use a single simulation state to track the

pending message sets in this case (Lines 31 and 40).

CHALLENGE 2: TERMINATING THE SEARCH. Our algorithm searches through schedules that

consist of pending incoming messages and zero-or-more timeout. These schedules can have

unbounded length, because timeouts are always enabled. This poses a challenge, since

13 is a subsequence of 3, and thus the pending set of the simulation state reached from 3 must be a superset of

the other.
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find_reachable might explore unnecessarily long schedules and might not terminate. We
address this problem in two ways: (a) We avoid redundant explorations by tracking simulation
states that have already been explored by find_reachable (line 32). During breadth-first search
find_reachable checks if a simulation state sg;,,’s protocol state (state(ss;n,)) is the same as that
of a previously explored simulation state (line 40, the contains_state function finds simulation
states with equal protocol states): if not, it enqueues that simulation state for exploration, and
otherwise terminates exploration for that simulation state. (b) Before scheduling exploration
for simulation state apply(ssim, €), we use the reachable function in the specification to first
check if a target m-inducing state can be reached from sy, (Line 22). We prune exploration from

apply(ssim, €) if the reachable function returns false.

2.3.4.2 OPTIMIZING STATE EXPLORATION

We use two performance optimizations:

AVOIDING REDUNDANT EXPLORATION. The find_reachable algorithm explores different sched-
ules which reorder incoming messages and zero-or-more timeout events in its search process.
However, if the current simulation state s and a pending message m meet the apply_asap? re-
quirements (Section 2.3.3) then when m is applied does not affect the search.

Therefore, we use the apply_asap? function to improve exploration efficiency in two
places: (a) When processing an incoming message m from the trace (Listing 2.3), ELLSBERG
checks whether it can be applied immediately to a simulation state sg;;,, € S, and if so it uses the
recursive function prune_asap (Line 7) to replace ss;,, with the result of applying apply(ssim, m)
and all other messages that can be applied immediately (Line 20); and (b) in the find_reachable
(Listing 2.4) algorithm when adding a new simulation state sy, to the set of states that need to
be explored (Line 25) we again use prune_asap. Note, that while this optimization is similar in

principle to partial-order reduction [29] (POR), our technique is designed for the incremental
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setting.
In Appendix A.1 we describe how we can mechanically check that apply_asap? is correct,

and thus the use of this approach does not come at the cost of correctness.

LOOKING AHEAD TO THE NEXT OUTGOING MESSAGE. The number of m-inducing states found
by find_reachable is determined by the outgoing message m being considered: an outgo-
ing message m that reveals little about the DPI’s protocol state, e.g., client response messages,
may allow for a large set of reachable m-inducing states. Consequently, when processing m,
find_reachable might return a large set of simulation states that the ELLSBERG instance would
use when it next processes an outgoing message. However, the time taken to process an out-
going message depends on the size of the simulation set S because it determines the number of
find_reachable calls made (Listing 2.3 line 39). Smaller simulation sets are thus preferable. ELLs-
BERG implements an optimization that can reduce the set of states returned by find_reachable
in some cases. Specifically, the optimization “looks ahead” to the next message mr of type T that
occurs after m in the trace and passes to find_reachable an optional argument (ahead) con-
taining the mr-inducing state, allowing find_reachable to prune any simulation states s, € S
from which an mr-inducing state is not reachable (Listing 2.4 line 24).

We use the lookahead_type function in the user-provided specification (Section 2.3.3, List-
ing 2.2) to decide when to use this optimization. As a reminder, the lookahead_type takes as
input the outgoing message m that ELLSBERG is processed, and either returns None (indicating
lookahead should not be used) or a message type T. If the function returns a type T, ELLSBERG
scans the trace, starting at m to find the next outgoing message mr of type T (Listing 2.3 line 33)
and passes the mr-inducing state to find_reachable. The find_reachable function then only
returns simulation states that are both m-inducing and mr-inducing, a smaller set than the set
of all m-inducing sets. Note that our use of lookahead_type ensures that its output has no

impact on correctness: if the function returns type T, then any simulation state sg;,, pruned by
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Figure 2.2: Anoverview of how a ELLSBERG processes outgoing message m using BFS to find all m-inducing
states reachable from the current simulation state.

find_reachable would have been pruned by a future call to find_reachable when considering

the next outgoing message of type T.

2.3.5 ALGORITHM SUMMARY AND GENERALITY

In summary, each ELLSBERG instance works as follows: it maintains a set of simulation states
S and iterates through the trace. An incoming message m in the trace is processed (Listing 2.3
Line 16) by iterating through S, and checking for each simulation state s, € S if the message
should be immediately applied: if so, s, is replaced by apply(ssim, m), if not m is added to s’s
pending set. An outgoing message m (Figure 2.2) in the trace triggers a check to determine if
the DPI is buggy (Listing 2.3 Line 27), which involves iterating through the simulation states
ssim € S and using the find_reachable (Listing 2.4) algorithm to determine if an m-inducing
state is reachable from sg;,,. ELLSBERG reports a bug if no m-inducing states are reachable from
any simulation state s, € S, otherwise S is replaced by the union of all reachable m-inducing
simulation states.

When does ELLSBERG detect a bug? ELLSBERG? ELLSBERG only has visibility into what mes-

sages have been sent or received by DPI thus far, and hence, at any point in time, it can only
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detect bugs that are apparent from the trace prefix provided to it thus far. Furthermore, even
for this prefix, our approach checks if there exists any schedule (i.e., a total order) of incoming
messages that when applied to the specified distributed protocol produces the sequence of output
messages observed in the trace prefix. So, as we noted earlier (Section 2.3.1) ELLSBERG can only

detect a bug once it observes an output message that is inconsistent with the specification.

GENERALITY & APPLICABILITY. Our algorithm assumes that the protocols being checked can
be specified as a collection of processes, each of which is an I/O automaton. Concretely, this
assumption means that events (received messages or timeouts) must be applied atomically, and
a messages behavior cannot be influenced by a message being applied concurrently. This con-
dition holds for many but not all distributed protocols, e.g., it does not hold for a distributed
concurrency control protocol where multiple transactions can be executed simultaneously and
have their results validated after the fact.

An additional protocol assumption is required to make incremental checking feasible: pro-
tocols must include one or more messages that (perhaps together) allow ELLSBERG to infer the
entire state of a DPI process. Absent such messages, ELLSBERG must maintain an ever increasing
set of partial states and consider a growing number of schedules when checking outgoing mes-
sages, making the use of ELLSBERG infeasible in practice. These messages exist for most protocols,
including the RSM protocols we use in our evaluation. However, we have encountered one case
where this assumption does not hold: databases that use multi-version concurrency control, and
whose messages do not include information about what version a transaction read from or up-
dated. In this case applying ELLSBERG requires us to consider all possible orderings for concurrent

transactions, incurring similar complexity as prior transaction verification approaches [88, 102].
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System ErLsBerGg LOC  Baseline Baseline LOC

eted 952  CCF Raft [38] 1503
RedisRaft 894 CCF Raft 1503
ZooKeeper 989 ZooKeeper TLA" [41] 1615

Table 2.1: Lines of code in ELLSBERG specification when compared to those used by existing tools. For
baselines, we use the Raft specification from Microsoft CCF [38] etcd and RedisRaft, and a recent imple-
mentation derived TLA* specification [41] for ZooKeeper.

2.4 WRITING ELLSBERG SPECIFICATIONS

To use ELLSBERG, users or protocol authors need to translate existing specifications, e.g., ones
used to verify safety, into ELLSBERG specifications. Our evaluation uses specifications derived
from TLA" protocol specifications: for Raft we used the TLA" specification [67] provided by the
Raft authors, while for ZooKeeper we used an implementation derived TLA* specification [41].

Table 2.1 shows the length of our specifications (‘ELLSBERG LOC’ column). We use the same
Raft specification for etcd and RedisRaft, the difference in length is because they support different
reconfiguration protocols. To put our specifications length into context, we also report the length
of specifications used by other tools: for the two Raft DPIs we compare to the Raft specification
used by Microsoft CCF (written specifically for use with that tool), and for ZooKeeper we com-
pare to the implementation derived TLA" specification we used. Note, that the Microsoft CCF
Raft implementation supports a different (and simpler) reconfiguration protocol than etcd, but the
protocols are comparable. Our specification is comparable in length to these baseline specifica-
tions, and indeed a few lines shorter. Appendix A.3 provides additional details about the ELLSBERG
specifications, including a detailed breakdown of lengths for each part (Appendix A.3.1).

We adopted the following approach to derive the ProtState structure, and the equal,
infer_inducing, and apply functions from TLA":

« ProtState. The ProtState structure contains all per-server variables that appear in the

TLA" specification. We derived it by identifying all variables in the TLA" specification,
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filtering out those that are global variables (e.g., mnessages in the Raft specification [67]) or
ghost variables (e.g., voteResponded in the Raft specification), and adding the remaining
variables to the structure.

equal. The equal function merely checks that all state variables have the same value, and
the language (or runtime) provided equality function suffices.

apply. The apply function matches over all possible state machine transitions, and updates
a provided ProtState structure. We derived it by walking through the TLA™ specification
to find transitions (e.g., ClientRequest (i, v) in Raft) and copying over any state updates
that appear in the transition.

inference. The inference function takes an outgoing message and tries to infer the pro-
cess’ DPI state. To derive this function, we first identify transitions that send messages
(e.g., by finding transitions that call Send in the Raft specification).Given these transitions,
we use three techniques to infer state variables values: (i) If the outgoing message directly
uses a state variable, e.g., term, we can infer the state value directly from the message; (ii) If
the outgoing message contains a value computed from a state variable, e.g., last log index,
we use the inverse computation to infer the state value; and (iii) If the outgoing message is
sent only when a particular state variable has a given value, then we can infer the value of
the state variable when we observe the message: e.g., we can infer that Raft a node sending

a RequestVoteRequest message is a candidate.

We had to write de novo apply_asap?, reachable, and 1lookahead_type functions. Of these,

the apply_asap? function can be mechanically proven correct (described in Appendix A.1), and

the lookahead_type function has no impact on ELLSBERG’s correctness (Section 2.3.4.2).

TESTING ELLSBERG SPECIFICATIONS. We also provide a testing tool, inspired by Mocket [91], to

check that the derived ELLSBERG specification matches the original TLA™ specification, and does

not have translation bugs.
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Figure 2.3: Response latency CDFs from a 5-node cluster when just the DPI is deployed (System) and
when a colocated ELLSBERG instance is deployed (ELLSBERG). ‘ZK’ refers to ZooKeeper.

Our testing tool takes as input a TLA™ specification, and generates valid message traces (that
is message traces that do not lead to safety violations) using this specification. Message traces
are generated from the TLA™ specification as follows: first, the tool uses TLC’s [47] bounded
model checking functionality to generate a transition graph for a bounded number of steps; next,
it performs depth first traversal of the transition graph and keeps track of the sequence of states
along each traversed path; finally, it translates the sequence of states into message traces. The
last step builds on the observation that TLA™ specifications model messages sends and receives as
modifications to a message vector, allowing our tool to translate state sequences into sequences
of message sends (or timeouts).

The tool then uses the generated traces to exercise ELLSBERG specification, and reports a bug

if the ELLSBERG specification would have (falsely) notified an error for the trace.
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2.5 IMPLEMENTATION

We implemented ELLSBERG in Go, and our current prototype requires protocol specifications
to be written in Go and compiled with ELLsBERG. We evaluated our prototype using specifications
for Raft [68] and ZAB [41], and used etcd, ZooKeeper and RedisRaft as DPIs.

The Raft specification we use consists of ~900 lines of code, and the ZooKeeper specification
consists of ~1000 lines of code. We describe how we developed these specifications from existing
machine checked specifications in Appendix A.3. We used the ELLSBERG testing tool (Section 2.4)
to test both specifications. For Raft, our test ran 15 steps of bounded model checking (this was
sufficient to cover all protocol states), and validated the specification using 8,750,468 message
traces; while for ZooKeeper, our test ran 20 steps of bounded model checking (again, sufficient
to cover all protocol states) and validated the specification using 1,904,456 message traces.

Overall, the ELLSBERG implementation (including both specifications) consists of ~4500 lines
of code. Of this total, the testing tool consists of about 500 lines of Python code, and the rest is Go
code for the ELLSBERG instance and both specifications. In addition to the protocol specification,
users must also provide ELLSBERG with DPI specific code to deserialize and map implementation
messages to specification messages. The mapping function for etcd is 356 lines of Go code, for
ZooKeeper it is 370 lines of Go code, and for RedisRaft it is 380 lines of Go code.

Our prototype uses an IPC channel to get the trace, and we modified the network APIs for both
DPIs to update the trace. Doing so required adding logic (to forward messages) to 11 functions in
etcd, 31 functions in ZooKeeper, and 10 functions in RedisRaft. We were careful to ensure that no
additional timing or ordering information was sent over this IPC channel. We used IPC for sim-
plicity, but our implementation can adopt alternate approaches, e.g., having a service proxy [20]

copy messages to ELLSBERG.

33



2.6 EVALUATION

We evaluated ELLSBERG using three widely-used open source DPIs: etcd, ZooKeeper, and Re-
disRaft. Our evaluation focused on three questions: (a) Can ELLSBERG detect bugs at runtime?
(Section 2.6.2) (b) Can ELLSBERG be deployed in production? (Section 2.6.3) (c) How does ErLs-
BERG perform: how long does it take ELLSBERG to process a trace, and the impact of our design

(Section 2.3.4) on performance? (Section 2.6.4)

2.6.1 SETUP AND WORKLOAD

Our evaluation deployed ELLSBERG on 3- and 5-node DPI clusters. Each cluster node was a
C6525-25G instance in CloudLab [19], with a 16-core 3GHz AMD EPYC 7302P processor, 128 GB
of RAM, two 25Gbps NICs, and ran Ubuntu 20.04. We deployed a DPI process and ELLSBERG
instance on each node, and used taskset to limit the ELLSBERG instance to two cores. ELLSBERG
instances were configured to process trace messages every second.

We exercised the DPIs using workloads derived from YCSB [17]. We use two benchmarks: a
balanced workload with 50% reads and 50% writes, and a read-heavy workload with 95% reads and
5% writes. For both workloads, keys are drawn uniformly at random from among 1 million pos-
sible keys. We used 120 concurrent DPI clients as load generators, we found that this maximized
observed throughput for all DPIs. To minimize performance variance, we disabled checkpointing
for all DPIs.

In the interest of space, we use ZK to refer to ZooKeeper and Redis to refer to RedisRaft in

figure captions in this section.
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System Bug Type

741[26] Linearizable read
7331[25] Stale read after election
12133[23] Reconfiguration
7280[24] Reconfiguration

eted

ZooKeeper 1154[105] Data inconsistency

17[76] Reconfiguration

19[77] Linearizable read
RedisRaft  52[79] Lost updates

265(78] Reconfiguration

Unreported Reconfiguration

Table 2.2: Bugs used to evaluate ELLSBERG’s bug detection capability.

2.6.2 CAN ELLSBERG DETECT BUGS?

We evaluated ELLSBERG’s ability to detect protocol implementation bugs by reproducing pre-
viously reported bugs in etcd, RedisRaft and ZooKeeper, and checking whether ELLSBERG notified
when the bugs occurred. Due to space constraints we provide the bugs and their root causes in
Appendix A.4, but summarize them in Table 2.2. The bugs we tested on including bugs in the lin-
earizable read protocol implemented by etcd [26] and RedisRaft [77]; a stale-read bug in etcd [25]
because a new leader’s commit index might lag behind the previous leader’s commit index; a bug
in ZooKeeper’s [105] leader election protocol (leading to data corruption); a bug in RedisRaft’s
caches that leads to lost updates [79]; and reconfiguration bugs in etcd [23] and RedisRaft [76].
During testing, we also identified an unreported bug in RedisRaft’s reconfiguration protocol im-

plementation.

2.6.3 CAN ELLSBERG BE USED IN PRODUCTION?

We demonstrate that deploying ELLSBERG in production is feasible by showing that it has
low resource requirements, and does not impact DPI performance. In terms of resources: our

evaluation uses taskset to limits each ELLSBERG instance to 2 cores. Furthermore, we found
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Figure 2.4: ELLSBERG’s throughput compared to DPI throughput (System) for different workloads and
DPIs. In these graphs, 3-L and 3-F respectively refer to the leader and follower in a 3-node cluster, and 5-L
and 5-F refer to the leader and follower in a 5-node cluster.

(explained in detail in Appendix A.5) that across all our evaluations, each ELLSBERG instance
tracks one simulation state on average (i.e., |S| = 1) and has between 0 and 5 pending messages,
and thus has minimal memory requirements. Additional, ELLSBERG does not use the network by
design. We thus conclude that ELLSBERG has minimal resource overheads.

In terms of DPI performance impact, Figure 2.3 shows the performance of the DPIs with
(‘Ellsberg’) and without (‘System’) a collocated ELLSBERG process. We show results for a 5-node
etcd, ZooKeeper, and RedisRaft cluster when running a read-heavy and balanced workload. We
omit results for 3-node clusters, but they were similar. We observe that collocating ELLSBERG
increases tail-latencies slightly: the largest increase we observed was for Redis when running the
read-heavy workload(Figure 2.3(f)) where 99th percentile latency increases by 10.7% (from 7.25ms
to 8.03ms). These results show that using ELLSBERG has minimal impact on response latency, and

thus production deployment is feasible.
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2.6.4 END-TO-END PERFORMANCE

ELLSBERG's detection latency is determined by how often it checks the trace, in our evaluation
we use a configuration (Section 2.6.1) where it checks the trace every second (allowing us to batch
checking and reduce overheads). Therefore, we evaluate ELLSBERG’s performance by measuring
its throughput, and report results in Figure 2.4. We also report the DPI’s throughput when it is run
without a colocated ELLSBERG process: the DPI throughput both serves as a comparison point to
evaluate ELLSBERG’s algorithmic efficiency; and addresses whether ELLSBERG can keep up with the
colocated DPI process (if ELLSBERG had lower throughput it might not keep up with a loaded DPI).
We report results from both 3- and 5-node clusters and both workloads, and measure throughput
in outgoing messages per second. The results were collected by measuring throughput in a 10-
second interval over 10 experiments. We omit error bars because we observed nearly no variance
across experiments.

Our results show that across DPIs and workloads, ELLSBERG achieves higher throughput than
the DPTI: for etcd ELLSBERG has 2.0—51.7X higher throughput, for ZooKeeper ELLSBERG has 1.4—
29.7x higher throughput, and for RedisRaft ELLSBERG has 3.1—25.5% higher throughput. In prac-
tice, we found that processing a second of trace events took ELLSBERG between 30 — 700ms when
the co-located DPI node was a leader, 20 — 180ms otherwise. In sum, this means that in our eval-
uation ELLSBERG notifies administrators within 1.7 second of a bug occurring, though this could
likely be reduced with a different configuration. Appendix A.5 further evaluates the impact of

ELLSBERG’s optimizations.

2.7 SUMMARY

This chapter proposed runtime protocol refinement checking, an approach that combines ideas

from refinement proofs and runtime verification to notify administrators of protocol bugs in de-
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ployed DPIs. Unlike static refinement proofs, RPRC can be used with existing unmodified DPIs,
and unlike runtime verification, RPRC does not require coordination or communication. We also
described an algorithm for RPRC and its implementation in ELLSBERG, and applied it to three com-
monly used DPIs: etcd, ZooKeeper, and RedisRaft. We believe that RPRC and ELLSBERG provide

a practical approach for improving the reliability of deployed DPIs.
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1struct ProtState { /*x*/

2 highest: int,

3 current: int,

4 held: bool,

5}%

6 fn equal(s: ProtState, s': ProtState) -> bool { /xx/
7 return s.highest == s'.highest

8 && s.current == s'.current

9 && s.held == s'.held

10 }

11 fn infer_inducing(m: Message) -> ProtState { /xx*/
12 return match m {

13 Acquired(tkt) =>

14 ProtState{highest: None,

15 held: true, current: tkt},

16 //

17 }

18}

19 fn apply(s: ProtState, e: Event) -> ProtState { /*xx/
20 match e {

21 case Message (Acquire(tkt)) => {

22 if s.current == tkt{

23 return ProtState{highers: s.highest, current:tkt, held:true}
24 } else {

25 return s

26 }

27 Y, //

28 %}

29 }

30 fn reachable(s: ProtState, /xx/

31 pending: Set[Set[Messagel]l, e: Event,
32 p: ProtState) -> bool {

33 if state(s).current > p.current {

34 return false

35 Y /7

36 }

373}

38 fn apply_asap?(s: ProtState, m: Message) -> bool { /*xx/
39 return m.type == Acquire && m.tkt < s.current
40 }

41 fn lookahead_type(m: Message) -> Message_type { /*x/
42 if Type(m) == Acquired {

43 return Assigned

44 }

45 //

46 }

Listing 2.2: User-provided protocol specification for the ticket-lock server
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1struct SimState { /xx/
state: State,
pending: Set[Set[Messages]]

2
3
4%
5//
6S:
7 fn
8
9
10
11
12
13
14}
15//
16 fn
17
18
19
20
21
22
23
24
25}

The

instance's current simulation state.

Set[SimState] /*x*/
prune_asap(s: SimState) -> SimState { /*x*/
for e in pending(s) {

3

if apply_asap?(state(s), e) {
return prune_asap(apply(s, e))

3

return s

Process incoming message m in the trace.
process_incoming(m: message) { /xx/
for s in S {

3

// Check if m should be applied immediately.
if apply_asap?(state(s), m) {

S.replace(s, prune_asap(apply(s, m))) /xx/
} else {

s.add_pending_message (m)

3

26 // Process outgoing message m in the trace.
27 fn process_outgoing(m: message) { /*x*/

// Get m-inducing states.

let target = infer_inducing(m) /xx/

// Check if we need to lookahead.

let m_lookahead = if lookahead_type(m) {

28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
438
49
50
51
52}

infer_inducing(
find_next_of_type(lookahead_type(m))) /*x*/

} else {

3

None

// Updated simulation state.
let S' = new Set[SimState]
for s in S { /*xx/

3

// Find reachable m-inducing states from s.
S_s = find_reachable(s, /*x/

target, m_lookahead)
S'" = S'.union(S_s)

if S'.is_empty() {

// No reachable m-inducing state indicates
// divergence b/w spec and implementation.
raise Error /x%/

} else {

}

S = S'" /xx/

Listing 2.3: Algorithm for checking a single outgoing message.
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1
2fn find_reachable(s: SimState,
3 target: ProtState,

4 ahead: Option[ProtState]) -> Set[SimStatel] {

5 // The queue of SimState's to explore.

6 let to_explore = new Queue[SimState]

7 // Previously explored SimState's

8 let explored = new Set[SimState]

9 // The set of reachable m-inducing SimStates.

10 let reachable_inducing = new Set[SimState]

11 to_explore.insert_tail(s)

12 while !to_explore.is_empty () {/*x*/

13 s' = to_explore.remove_head ()

14 explored.add(s"')

15 // Is s' m-inducing?

16 if state(s') in t {

17 reachable_inducing.add(s') /*xx/

18 continue

19 3

20 for e in pending(s') {

21 // Is target reachable from apply(s', e)

22 if reachable(state(s'), pending(s'), e, target) && /*xx/
23 (ahead.is_none () ||

24 reachable(state(s'), pending(s'), e, ahead)) { /xx/
25 s'' = prune_asap(apply(s', e)) /*x*/

26 }

27 // Equivalent to enqueued state?

28 if to_explore.contains_state(s'') {

29 // Add pending messages in s'' to existing state.
30 merge_pending(

31 to_explore.get_state(s''), s'') /*xx/
32 } else if !explored.contains_state(s'') { /*xx/
33 // Add s'' to the exploration queue.

34 to_explore.insert_tail(s'")

35 } else {

36 // Add s'' to the exploration queue

37 // if pending events differ from

38 // previously explored.

39 if !pending(explored.get_state(s'"'))

40 .contains(pending(s'"')) { /xx/

41 to_explore.insert_tail(s'"')

42 }

43 }

44 3}

45 Y/ *x%/

46 return reachable_inducing

47 }

Listing 2.4: ELLSBERG’s breadth-first search algorithm to find reachable m-inducing simulation states
(passed in as argument target) starting from simulation state s.
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3 ENABLING CRASH CONSISTENCY IN
REAL-WORLD DISTRIBUTED SYSTEMS

THROUGH SYNTHESIS

This chapter studies how a distributed protocol implementation should order its actions that
persist state to durable storage relative to those that transmit externally visible messages. It
presents a specification-guided method that synthesizes a message-specific persistence policy
and a runtime that enforces the policy in existing implementations. It closes the coverage gap of
Section 1.1.2: the decisions a real implementation must make in order to correctly recover from

node crashes, which the original protocol specification often fail to model.

3.1 THE TRADEOFF IN WHEN TO PERSIST STATE

Distributed protocols rely on persistent state to preserve their safety guarantees across
crashes. For example, a consensus node must not forget log entries, terms, or votes that other
nodes or clients have already observed. If such state is lost after a restart, the recovered node
may behave inconsistently with the protocol history and violate safety.

Existing protocol specifications treat persistence as instantaneous and free. Figure 3.1 shows

two excerpts from Raft’s specification. Restart specifies which state survives a crash: a restarting
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1\x Server i restarts from stable storage.
2\* It loses everything but currentTerm, votedFor, and log.
3Restart (i) ==

4 /\ state' = [state EXCEPT ![i] = Follower]

5 /\

6 /\ UNCHANGED <<currentTerm, votedFor, log, ...>>
7

8\*x Leader i receives a client request to add v to the log.
9ClientRequest (i, v) ==

10 /\ statel[i] = Leader

11 /\ LET entry == [term |-> currentTerm[i], value |-> v]
12 IN log' = [log EXCEPT ![i] = Append(log[il, entry)]
13 /\ UNCHANGED <<messages, serverVars, ...>>

Figure 3.1: Excerpts from Raft’s TLA* specification [67]. Restart fixes which state survives a crash, but
no action states when that state reaches the disk: ClientRequest appends an entry to log and ends
there.

server loses everything except its currentTerm, votedFor, and log. In ClientRequest, a leader
appends a new entry to its log, and because Restart preserves the log unconditionally, the entry
is durable the moment the action executes. Doing so would require an immediate, synchronous
disk write after every change to the state before protocol execution can continue. For example,
upon receiving a client request, the leader would have to fsync the new log entry immediately
after appending it to the log, imposing an unacceptable performance cost.

To achieve practical performance, implementations instead overlap protocol execution with
disk persistence. Developers must then decide manually when persistence must complete: before
committing a log entry, applying it to application state, responding to another node, or replying
to a client. Each decision must allow enough concurrency for good performance while still pre-
serving the protocol’s safety properties.

In general, completing persistence too early forces unnecessary disk synchronization onto
critical paths and sacrifices performance. Completing it too late allows a node to expose state
that cannot be recovered after a crash, violating the protocol’s safety. The challenge is therefore
to derive a persistence policy that preserves safety while allowing protocol execution to overlap

with persistence whenever possible.
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Figure 3.2: Etcd’s persistence optimization moved protocol execution concurrently with disk persistence
and crossed the safety boundary. In v2.0.0, the single-threaded Ready loop persisted an entry before
applying it and replying to the client. Starting in v2.1.0, apply and client reply could proceed concurrently
with the ongoing save. In a single-voter cluster, a crash after the client reply but before the save completed
could therefore lose an acknowledged entry. PR #14413 restored the required behavior by processing the
leader’s self-acknowledgment only after the entry became durable.

3.1.1 CAsE StupY [: PERSISTING TOO LATE

Figure 3.2 shows how a seemingly reasonable disk persistence performance optimization can
violate crash consistency.

To reduce request latency, etcd delayed persistence so that the leader can apply and acknowl-
edge a newly replicated log entry without waiting for the entry to be durable. This optimization
removed a disk synchronization from the critical path, improving the common-case performance.

However, it also introduced a crash window. In a single-voter cluster, where the leader’s own
vote is sufficient to commit an entry, the leader could reply to the client before persisting the
corresponding log entry. If the leader crashed after replying but before the disk write completed,
the entry would be lost after recovery even though the client had already observed a successful
operation, violating linearizability.

This optimization remained in production for more than seven years, until it was fixed in etcd

v3.5 [36]. The eventual fix restored the required behavior by ensuring that the leader processes
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Figure 3.3: Conservative persistence causes disk-free linearizable reads to wait behind fsyncs under a
hybrid read/write workload. Etcd processes Raft events in batches. At the follower, a batch containing
both write updates and a heartbeat must persist the writes before responding to the heartbeat, delaying
the leader’s read quorum. At the leader, the Raft loop also waits for its pending fsync before advancing
and releasing the waiting reads. Consequently, a linearizable read that performs no durable write can
wait behind fsyncs at both the follower and the leader.

its own acknowledgment only after the corresponding log entry becomes durable.
The challenge is that neither ordering is obviously correct from the implementation alone.

Determining whether the implementation is correct requires reasoning about protocol semantics

and subtle implementation details.

3.1.2 CAsE StuDpY II: PERSISTING ToO EARLY

Figure 3.3 shows the opposite problem: conservative persistence can place unnecessary disk
synchronization on the critical path.

In etcd, linearizable reads do not modify durable state. To serve such a read, the leader only
needs to confirm that it still holds leadership, which it does by sending heartbeat messages to
followers. However, under a hybrid read/write workload, heartbeat and regular AppendEntry re-
sponses are processed together in the same Raft loop. A follower that receives a batch containing
both write-related Raft updates and heartbeat messages must first persist the write updates be-
fore responding. Thus, even though the read itself requires no disk write, its heartbeat response
is delayed behind the follower’s fsync.

The leader then experiences the same effect. Its Raft loop also advances in batches and waits

for its own pending disk synchronization before processing the heartbeat responses and releasing
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OFFLINE SYNTHESIS derives correct optimum durability constraints from the protocol spec

@ TLA+ Spec @ Durable Constraints Enumeration candidate constrainte @ TLC Model Check
CanSend (message, durable_states): H
raft.tla '—} durable_states.Term >= message.Term verify the durability constraints
original protocol spec && ... 2 PASS / FAIL
durability NOT modeled
MsgLib.tla

durability-aware extension of the message library:
before delivering m, it first checks CanSend (m, d_s);
if false, it first makes the states durable.

durability overlay

synthesized optimum constraints

RUNTIME ENFORCEMENT enforces the synthesized constraints at message-emission time

@ Runtime Hookup (® Crash-Consistent Implementation
config.go
func can send(m Message, durable ProtoState) _> ordering proven v/
bool {

return durable.Term >= m.Term && ... crash-safe emit v

}

Figure 3.4: PosTMARK’s two-phase workflow. Durability synthesis (top) takes the protocol’s existing TLA*
specification (e.g. raft.tla, which treats durability as instantaneous and free), enumerates candidate
CanSend predicates that order outbound messages against the durable state, and uses TLC to verify each
candidate. To do this, we need to modify the original specification to model the memory states crash
and durability operations. This is achieved through MsglLib.tla, a durability-aware extension of the
message library that checks each message delivery by CanSend and persists state when the predicate fails.
The PASS/FAIL feedback loop converges to a local-minimum sufficient predicate. Runtime enforcement
(bottom) plugs the synthesized predicate into the implementation’s outbound-message path, yielding a
crash-consistent system without the developer writing any persistence-ordering code.

the waiting reads. As a result, a disk-free linearizable read can wait behind fsyncs on both sides:
once at the follower before the heartbeat response is sent, and again at the leader before the read
is completed.

In our experiments on a five-node cluster running a 50/50 YCSB-A workload, linearizable
reads average 17 ms even though the writes they wait behind average only 11 ms. The proto-
col permits these reads to complete without waiting for persistence, but the implementation’s
conservative batching and synchronization policy forces them to pay the cost of unrelated per-
sistence.

The difficulty mirrors the first case. The implementation cannot tell which messages actu-

ally depend on the pending write, so it conservatively delays all of them. Recovering the lost

performance again requires reasoning about which protocol messages a crash could invalidate.
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3.1.3 OVERVIEW OF POSTMARK ’s APPROACH

THE CHALLENGE. Finding a safe and efficient policy between these extremes is difficult. Consen-
sus implementations contain many operations: commit, apply, client replies, append responses,
heartbeats, and more. Changing when any of them executes relative to persistence can have
protocol-wide consequences, and whether a particular change is safe depends on protocol in-
variants and message semantics that the implementation itself never states. Testing does not
reliably expose a wrong choice either: the etcd bug above survived seven years of production use
because it requires a crash inside a narrow window on a single-voter cluster. Today, developers

reason about these choices manually, one optimization at a time.

OUR APPROACH. POSTMARK replaces this manual search with automatic synthesis. Our key idea
is to express the persistence policy as a per-message predicate, CanSend(m, d;), which determines
whether protocol execution may emit message m given the current durable state d;. Offline, PosT-
MARK derives and verifies this predicate from the protocol’s TLA™ specification under arbitrary
crash timings. At runtime, PosTMARK enforces the synthesized predicate at message emission,
allowing protocol execution to proceed concurrently with persistence whenever safety permits
and waiting for persistence only when required.

Figure 3.4 summarizes this workflow. Section 3.2 describes how PosTMARK models, verifies,
and synthesizes CanSend; section 3.3 describes how the runtime enforces the synthesized predi-

cate in a concrete implementation.

3.2 DURABILITY SYNTHESIS

This section describes how PosTMARK derives correct and efficient orderings of state persis-
tence and normal protocol execution. Section 3.2.1 defines the ordering model, which reduces the

complex decision of when to complete persistance to a single per-message predicate, CanSend.
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Section 3.2.2 builds a verifier that decides whether a given CanSend preserves the protocol’s safety
under crashes. Section 3.2.3 then uses this verifier to synthesize the minimal CanSend from the

protocol’s specification.

3.2.1 THE ORDERING MoODEL: THE NODE BOUNDARY AND CANSEND

The first challenge is to represent the persistence-timing decisions of section 3.1 in a form
that POSTMARK can systematically search. A naive representation would order every in-memory
state transition against every persistence operation. This produces a large and implementation-
specific search space.

PosTMARK’s central observation is that only one class of events must be strictly ordered
against disk writes: the moment a piece of state crosses the node boundary and becomes visi-
ble to other nodes or clients. State changes that remain private to a node do not immediately
need to be persisted. If the node crashes before those changes affect any message or client re-
sponse, it can simply recover from an earlier durable state: no other node or client has observed
the lost changes. Durability becomes necessary when the node is about to expose information to
the outside world.

We therefore place the durability decision at message emission. Consider a node about to emit
message m. Let s denote its current in-memory protocol state and let d; denote the state captured
by the latest completed persistence operation. Because persistence may execute concurrently
with protocol processing, d; may lag behind s.

The question is whether d; already contains enough protocol progress for message m to be

emitted safely. We represent this decision with

CanSend(m, ds).

If CanSend(m,d;) is true, the node may emit m without waiting for the current in-memory
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state to become durable. Otherwise, the node must persist its state before emitting m.

This predicate gives a concrete representation of a persistence policy. The maximally conser-
vative policy sets CanSend to false for every message and therefore waits for persistence before
every emission. At the opposite extreme, setting CanSend to true for every message allows proto-
col execution to proceed without ever waiting for persistence. Predicates between these extremes
selectively place durability barriers only before messages that require them.

Raft serves as an example to illustrate why this decision is inherently message-specific. In
Raft, a leader may send an AppendEntriesRequest containing a newly appended entry before
persisting the entry locally. In contrast, a follower’s AppendEntriesResponse acknowledges that
it has accepted entries through matchIndex; allowing this response to contribute to a quorum be-
fore those entries are durable can violate crash safety. The same protocol state therefore imposes
different durability requirements on different messages.

Our model assumes that each protocol transition first updates in-memory state and then emits
its messages. Saves complete in transition order, and recovery restores the latest durable state.
Section 3.3 describes how the runtime provides these execution properties.

The remaining problem is to determine which CanSend predicates are correct and how far a

correct predicate can be relaxed without violating safety.
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1\x === STATE ===

2 VARIABLE log, ... \* volatile protocol state
3 VARIABLE durable_log, ... \* durable shadow added by \tool
4\* === STATE TRANSITIONS ===

5HandleAppendEntriesRequest(i, j, m) ==
6 /\ logl[i]' =

7 /\ LET resp ==

8 [type | -> AppendEntriesResponse,
9 matchIndex |-> ...]

10 IN Lib!Send(i, resp)

Figure 3.5: Raft’s AppendEntriesRequest handler with the durability overlay. PosTMARk adds the high-
lighted durable shadow and replaces Send(resp) with the gated Lib!Send(i, resp).

1\* Phase 1: park an outbound message.

2Send (i, m) ==
3 /\ pendingSend = {3}
4 /\ pendingSend' = {[sender |-> i, msg |-> m]}

5\* Phase 2: gate and deliver the parked message.
6 ProcessPending ==

7 /\ pendingSend /= {}

8 /\ LET pkt == CHOOSE x \in pendingSend : TRUE
9 IN Emit(pkt.sender, pkt.msg)

10 /\ pendingSend' = pendingSend \ {pkt}
11Emit(i, m) ==

12 /\ LET durable_state == [log |-> durable_log[i], ...]
13 IN IF CanSend(m, durable_state)

14 THEN UNCHANGED <<durable_log, ...>>

15 ELSE Save (i)

16 /\ messages' = messages \cup {m}

17 Save (1) ==

18 /\ durable_log[i]' = logl[il]

19 /\

20 \* Synthesized ordering constraint for Raft responses.
21 CanSend (message, durable_state) ==

22 /\ message.type = AppendEntriesResponse

23 /\ Len(durable_state.log) >= message.matchIndex

Figure 3.6: MsgLib’s two-phase gated send. Send parks an envelope; ProcessPending evaluates CanSend
against the current durable state and persists first only when the predicate requires it.
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3.2.2 A CORRECTNESS ORACLE FOR CANSEND

Synthesizing CanSend requires a correctness oracle: given a candidate predicate, POSTMARK
must decide whether enforcing it preserves the protocol’s safety properties under crashes. We
construct this oracle by adding a durability overlay to the protocol’s existing TLA™ specification

and checking the resulting model with TLC.

MODELING VOLATILE AND DURABLE STATE. The original protocol specification abstracts away
persistence timing by treating durability as instantaneous and free. As shown in Figure 3.5, PosT-
MaAaRrk keeps the original protocol variables as in-memory state and introduces a durable shadow
for each persistent variable. For example, Raft’s 1og is paired with durable_log.

A Save transition copies the current in-memory state to its durable shadow. On a crash and
restart, the in-memory state is restored from the durable shadow. Thus, a crash discards all
protocol progress made after the latest completed Save.

Importantly, the original protocol transitions remain unchanged. The only modification to the
message path is that an immediate Send is replaced with Lib!Send, which routes the message

through PosTMARK’s durability-aware message library.

GATING MESSAGE EMISSION. Figure 3.6 shows the relevant MsgLib transitions. Send first parks
an outbound message in pendingSend. Before the protocol can continue, ProcessPending passes
the message to Emit, which evaluates the candidate CanSend(m, d;) against the sender’s current
durable state.

If CanSend(m, d;) holds, Emit delivers the message without changing the durable state. Oth-
erwise, the model executes Save before delivering the message. The candidate predicate therefore
specifies exactly which message emissions are ordered after persistence.

When CanSend holds, our model deliberately leaves d; unchanged. A real implementation

may complete a background save before the node actually sends the message, but safety cannot
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1fn explore_conditions(spec, Newer, ProtoState) {

2 let types = infer_types(spec, ProtoState);

3 for m_f in msg_fields(types) {

4 for s_f in state_fields(Newer) {

5 if same_set(types, m_f, s_f) {

6 cand[m_f] &= substitute(Newer, s_f -> m_f);
7 3

8 }

9 3

10 for m_f in msg_fields(types) {

11 if pass(spec, cand - (drop + cand[m_f1)) {
12 drop = drop + cand[m_f1;

13 }

14 3}

15 return cand - drop;

16 }

Algorithm 1: Synthesizing CanSend by matching message fields to protocol state, instantiating Newer,
and using TLC to remove unnecessary field constraints.

rely on this opportunistic timing. Modeling the durable state as maximally stale forces TLC to
explore the worst case in which asynchronous persistence never catches up unless the candidate

predicate requires it.

CHECKING A CANDIDATE. We run TLC on the augmented specification using the protocol’s orig-
inal safety invariants. If TLC finds a counterexample, the candidate permits some message to
escape with insufficient durable state and is rejected. If the model satisfies the invariants, the
candidate is sufficient under our crash and persistence model.

The resulting PASS/FAIL procedure serves as the correctness oracle used by the synthesis

algorithm described next.

3.2.3 SYNTHESIZING CANSEND

The correctness oracle can test a candidate CanSend, but the space of arbitrary predicates
is unbounded. The synthesis problem is therefore to construct a small family of meaningful
durability constraints and search that family using the oracle from Section 3.2.2.

PosTMARK starts from a conservative candidate derived from Newer(si,s2), a user-provided
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[ m.mterm ] [ m.mmatchIndex ]
T

. I
type Step 1: type inference type
) v v
{mterm, currentTerm} ] [ {mmatchIndex, Len(log)}
) 7 )\
match match
'3 h |
protocol input: recency relation (matched s2 terms underlined)
Newer (sl,s2) = sl.currentTerm > s2.currentTerm V
( Len(sl.log) = Len(s2.log) A ... )

Step 2: substitute (s1 — d_s, s2 terms — msg fields)

strictest CanSend
d s.currentTerm > m.mterm
/A Len (d_s.log) 2 m.mmatchIndex

/ Step 3: relax (TLC) \

drop mterm: drop mmatchIndex:
passes = removed fails = kept

pd

Len(d s.log) 2 m.mmatchIndex

CanSend (m,d s) ==

Figure 3.7: Synthesizing CanSend for Raft’s AppendEntriesResponse. Type inference matches message
fields to protocol state; substitution constructs a conservative predicate; and TLC removes the unnecessary
mterm constraint while retaining the mmatchIndex constraint required for safety.

relation that describes when state s; is at least as advanced as state s,, and then removes con-

straints that TLC proves unnecessary. Algorithm 1 summarizes the procedure. Figure 3.7 walks

through the three steps for Raft’s AppendEntriesResponse.

STEP 1: MATCH MESSAGE FIELDS TO PROTOCOL STATE. A durability constraint must relate in-
formation carried by a message to the corresponding protocol state on disk. POSTMARK uses
infer_types(spec, ProtoState) to group message fields with compatible protocol-state ex-
pressions.

For Raft’s AppendEntriesResponse, this analysis matches the message field mterm with

currentTerm and mmatchIndex with Len(log). These correspondences identify the state
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expressions from which candidate constraints can be constructed.

STEP 2: CONSTRUCT A CONSERVATIVE CANDIDATE. POSTMARK next instantiates the protocol’s
recency relation, Newer (s, s3), which describes when one protocol state is at least as advanced as
another. For each message—state correspondence from Step 1, PosTMARK substitutes the matched
message field for the corresponding term of s; and interprets s; as the current durable state d;.
Conjoining the resulting conditions yields the most conservative predicate.  For

AppendEntriesResponse, the initial candidate is

ds.currentTerm > m.mterm A Len(d;.log) > m.mmatchlndex.

This candidate requires the durable state to cover every message field identified in Step 1. It
is intentionally conservative; some of these conditions may not be necessary for the protocol’s

safety invariants.

STEP 3: REMOVE UNNECESSARY CONSTRAINTS. POSTMARK uses the verifier from Section 3.2.2 to
relax the candidate at message-field granularity. For each message field, the synthesis algorithm
temporarily removes the conditions derived from that field and invokes TLC. If the resulting
predicate still preserves the protocol’s safety invariants, the conditions are permanently removed.
Otherwise, they are restored.

For Raft, removing the condition associated with mterm passes model checking, whereas re-
moving the condition associated with mmatchIndex produces a counterexample. The synthesized

predicate is therefore

CanSend(m, d;) = Len(d;.log) > m.mmatchlndex.

The result is locally minimal with respect to the generated message-field constraints: remov-

ing any remaining field’s conditions causes verification to fail. For AppendEntriesResponse, the
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synthesized predicate captures the asymmetry discussed in Section 3.2.1. A leader may transmit
a new entry before saving its local copy, whereas a follower must make the acknowledged log

prefix durable before its response may contribute to protocol progress.

VALIDATING THE INITIAL CANDIDATES. The simplified algorithm above assumes that the initial
predicates derived from Newer are safe. This assumption need not always hold: for some message
type, even the conjunction of all generated field conditions may still violate a safety invariant.
The implementation therefore initializes CanSend to FALSE for every message type and walks
a protocol-specific priority queue of message-field constraints. When the queue first reaches a
message type, PosTMARK temporarily replaces that type’s FALSE branch with the conjunction of
all its Newer-derived field conditions and invokes TLC. We call this replacement materializing
the message type. Predicates already accepted for earlier types remain active, while types not yet
reached remain FALSE. If TLC rejects the replacement, the type remains FALSE and its remain-
ing field trials are skipped. If TLC accepts it, POSTMARK retains the full predicate and performs
the field-removal trials described above, carrying each accepted removal into subsequent trials.
Thus, the implementation validates and admits strict candidates one at a time rather than materi-
alizing all message types together. The explicit queue also makes the order of this greedy search

deterministic and reviewable.

3.2.4 BOUNDING THE VERIFICATION STATE SPACE

Adding durability to a protocol model compounds its state-space explosion. In addition to the
original protocol states and message schedules, each server has a durable copy of its in-memory
state, persistence may lag behind protocol execution, and a crash may roll the server back at many
points. Because synthesis invokes TLC repeatedly, once for each candidate predicate, exhaustive
exploration quickly exceeds a practical time budget.

To reveal such bugs in distributed protocols, TLC usually needs to explore multiple rounds
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of communication between servers. We therefore constrain the search to prioritize exploring the
execution at greater depths to expose crash—persistence violations within a fixed time, in three
ways. First, we bound protocol behavior itself, limiting terms, workloads, and failures. Second, we
reduce and direct the search, exploiting server symmetry and seeding exploration from several
starting states. Third, we bound the network state by limiting both the messages in flight and

repeated emissions.

3.2.4.1 BOUNDING PROTOCOL BEHAVIOR

BOUNDING PROTOCOL EXECUTION. We check one-server and three-server configurations. The
one-server model covers behavior that requires no replica communication, while the three-server
model covers quorum behavior.

Each configuration allows at most three client requests in total and at most two requests per
server. Requests carry unique values so TLC can detect lost or reordered entries without explor-
ing repeated values. We also bound the number of terms. These settings still allow replication,

commitment, leader changes, crashes, and incomplete saves to interact.

BOUNDING FAILURES. A single well-timed crash is enough to expose the violations that PosT-
MARK targets. We therefore allow each server to crash and restart at most once. We allow at most
two election timeouts per server and three in total, so the model can replace a failed leader and
continue. A crash only threatens durability once a server has sent state it has not yet persisted, so

we only enable crashes immediately after a server has sent state that has not yet been persisted.

3.2.4.2 REDUCING AND DIRECTING THE SEARCH

EXPLOITING SERVER SYMMETRY. Renaming servers does not change protocol behavior. We there-
fore declare the servers as a TLC symmetry set, which merges states that differ only in server iden-

tities. We express our bounds over server-indexed counters rather than over particular servers,
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so they remain compatible with this reduction.

STARTING FROM DIFFERENT STATES. Exploration from the initial state of the protocol spends its
first levels on a prefix that every execution shares, such as electing the first leader. We therefore
also start exploration from canonical mid-execution states, for example a cluster that has already
elected a leader, so that the search reaches deeper protocol behavior within the same budget. We
quantify these states over the servers, so the set of starting states stays compatible with symmetry

reduction.

3.2.4.3 BOUNDING NETWORK STATE

Buffered messages remain a major source of states. To reduce the state space while contin-
uing to explore different executions, we bound the following aspects of the network state while
preserving (1) messages between different servers and (2) different types of messages between

SEIrvers.

BOUNDING IN-FLIGHT MESSAGES. We allow at most one in-flight message per sender-receiver
pair. Messages to different receivers may coexist, so a leader may still send one message to each
follower. This preserves the important send—crash-deliver ordering while removing backlogs to
one receiver. It cannot find a violation that requires several messages to be queued for the same

receiver.

BOUNDING MESSAGE MULTIPLICITY. Retransmissions also create many similar states. MsgLib
records, for each sender-receiver pair, the messages that pair has already emitted, and applies
two budgets. A pair may emit at most two distinct messages of each type, which bounds how
many different versions of a message a sender may produce. Each individual message may be

emitted at most twice, an original and one retransmission. Because a new send may not start
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while an earlier one is still in flight, the two copies never coexist, and duplication is modeled as

sequential retransmission by the sender.

Scope oF THE BOUNDs. The bounds above are heuristics for finding counterexamples, not
completeness-preserving reductions. In our experiments we check each candidate under a fixed
time window. We reject a candidate when TLC reports a counterexample, and accept it when
TLC either exhausts the bounded state space or consumes the whole window without finding
one. The bounds therefore matter because they let TLC explore more steps within the same
window. An accepted candidate is safe only within the bounded model, and only up to the steps
TLC explored, so a deeper execution or one outside the bounds could still violate the property.

Section 3.4.3 measures the additional depth enabled by the network bounds.

3.3 RUNTIME ENFORCEMENT

Section 3.2 derives a CanSend(m, d) predicate that specifies when an outbound message may
be emitted given the current durable state. This section describes how PosTMARK enforces the
synthesized predicate in a running protocol implementation.

PosTMARK exposes two operations to the protocol: EnqueueTask and GateMessage. Figure 3.8
shows the canonical flow. After a protocol transition updates its in-memory state, it submits
the resulting state change through EnqueueTask. Each outbound message then passes through
GateMessage before being sent. Persistence can therefore proceed concurrently with protocol

execution, while message emission waits only when the synthesized ordering requires it.
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1/x ---- user-defined (no ordering logic) ---- %/

2struct ProtoState; // durable state (d_s)
3struct ProtoUpdate; // one step's delta to it
4void save (ProtoUpdate u); // crash-atomic

5ProtoUpdate batch(ProtoUpdate ul, ProtoUpdate u2);
6 ProtoState apply(ProtoState d_s, ProtoUpdate u);
7

8/ ---- library API ---- %/

9void EnqueueTask(ProtoUpdate u); // non-blocking
10 bool GateMessage(Message m, bool blocking);

11

12/*% ---- sync thread (provided by PostMark) ---- %/
13while (true) {

14 // enqueued updates, folded via batch()

15 u = next_pending_update();

16 save (u); // one fsync per batch
17 d_s = apply(d_s, u); // new durable state
18}

19

20 /* ---- canonical RPC handler ---- %/

21void on_rpc(Request req) {

22 u, msgs = apply_in_memory(req); // memory only
23 EnqueueTask (u);

24 for (Message m : msgs) {

25 GateMessage(m, /*blocking=%*/true);

26 send(m);

27 }

28 }

Figure 3.8: PosTMARK’s library interface. The user supplies two types and three functions (save, batch,
apply); none carries ordering semantics. The library owns the sync thread and gates every outbound
message on the synthesized can_send.
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ASYNCHRONOUS PERSISTENCE. EnqueueTask accepts a ProtoUpdate and returns without waiting
for disk persistence. A library-owned sync thread processes the enqueued updates and maintains
the latest durable protocol state d;.

The developer defines two state representations, ProtoState and ProtoUpdate. ProtoState
represents the durable protocol state needed to evaluate CanSend, whereas ProtoUpdate repre-
sents the changes produced by one protocol transition. We introduce a separate update represen-
tation because the persistence interfaces of the systems we study are naturally incremental. Their
replicated logs are append based: a protocol transition typically passes newly appended entries
and changed metadata to the storage layer rather than the entire protocol state. For example, a
Raft implementation persists newly appended log entries instead of rewriting the complete log.
ProtoUpdate allows PoSTMARK to preserve this existing persistence interface.

Persisting every enqueued ProtoUpdate independently would require a separate write and
disk synchronization for each protocol transition, which is impractical for high-throughput sys-
tems. Existing implementations instead batch multiple updates before persistence. Following
this design, PosTMARK exposes a user-defined batch(u_1,u_2) function that combines pending
updates.

The sync thread repeatedly fetches a pending ProtoUpdate and writes it to disk with save.
While the sync thread is busy persisting an update, EnqueueTask continues to accept new updates
and combines them into a single pending update using batch. Once the current save completes,
the sync thread fetches the batched pending update, clears it, and persists it next. Thus, each
persistence operation can drain all updates accumulated during the previous save.

After save(u) completes, PosSTMARK invokes apply(d_s,u) to incorporate the persisted up-
date into the previous durable state. The resulting ProtoState becomes the new d;. PosTMARK
atomically publishes this state and wakes messages waiting for persistence to advance.

Because ProtoState and apply are user-defined, an integration may compact or garbage-

collect state while advancing d;. For example, a Raft integration may discard obsolete log entries
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while retaining the durable progress needed by CanSend. Thus, PosTMARK need not keep the

complete protocol log or the history of persisted updates in memory.

CRASH-ATOMIC SAVES AND RECOVERY. Our model treats each Save as atomic: after a crash, either
the complete save is visible or none of it is. We provide this property by adapting each system’s
native storage and recovery path. Both etcd and RedisRaft append a save-completion record
after the records in an update and synchronize the log once. Recovery exposes only updates
terminated by this record and discards an incomplete tail. ZooKeeper writes transaction records
through its checksummed transaction log, commits a batch before publishing the new durable
state, replaces each epoch file atomically, and mirrors epoch changes into the transaction log so
recovery reconstructs a consistent zxid/epoch tuple. These mechanisms implement the atomic
Save operation assumed in Section 3.2.2; Section 3.4.2 describes the required implementation

changes.

GATING MESSAGE EMISSION. GateMessage enforces the synthesized CanSend predicate at the
outbound-message boundary. Before sending message m, PosTMARK evaluates CanSend(m, ds)
against the latest published durable state.

If the predicate holds, the message can be emitted immediately. Otherwise, the message waits
for persistence to advance. The sync thread continues persisting pending updates. After a save
completes and d; is updated, PosTMARK checks the gated message again and releases it once
CanSend(m, d;) holds.

A predicate may be stricter than the progress of d; and never become true; the conservative
case CanSend = false is one example. In the TLA" model, such a message is sent after execut-
ing Save. PosTMARK mimics this behavior by assigning each save a monotonically increasing
sequence number. When a message is gated, POSTMARK records the save that will cover its cor-
responding ProtoUpdate. Once that save, or a later one, completes, the message is released re-

gardless of CanSend. This preserves the save-before-send ordering modeled in Section 3.2.2 and
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prevents a gated message from waiting indefinitely.

GateMessage provides both blocking and non-blocking interfaces. The blocking form parks
the caller until the message can proceed. The non-blocking form returns immediately when the
message is gated, allowing the protocol to buffer it and continue execution. Our etcd integration
uses the non-blocking form because its Raft loop runs in a single goroutine that must continue
processing protocol events rather than block on one outbound message. Rejected messages are
buffered and reconsidered after the sync thread publishes a new durable state.

Together, these mechanisms provide the execution properties assumed in Section 3.2.1. The
handler pattern in Figure 3.8 submits a state update before gating the messages produced by
that transition. The single sync thread preserves the order of enqueued protocol updates, even
when adjacent updates are batched, and the system-specific atomic-save mechanism ensures that

recovery restores state through the latest completed save.

INTEGRATING POSTMARK. Integrating POSTMARK requires changes at two points in the protocol
implementation. First, the protocol submits persistence updates through EnqueueTask instead of
waiting for them to become durable on the protocol path. The protocol continues to update its
in-memory state in its original order, while the sync thread batches and persists the resulting
updates asynchronously.

Second, the implementation inserts GateMessage at the outbound-message boundary. Every
protocol message passes through the gate before leaving the node. The synthesized CanSend
predicate therefore determines which messages must wait for persistence without scattering
durability-ordering decisions throughout the protocol implementation.

Synthesis produces CanSend as a TLA" predicate; PosTMARK does not generate target-
language code. The developer directly transcribes this predicate over the implementation’s
message and durable-state types. This step maps the synthesized state and message fields into

Go, C, or Java, but does not require the developer to design a new durability policy.
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These two hooks directly enforce the persistence policy synthesized in Section 3.2. If a mes-
sage requires newer durable state, GateMessage holds it until persistence catches up. If its pred-
icate already holds, the message proceeds even while unrelated persistence is in progress. The
former prevents the unsafe message emission illustrated in Figure 3.2; the latter allows messages
on the linearizable-read path in Figure 3.3 to avoid waiting for unrelated write persistence.

Section 3.4 quantifies the effort required to integrate PosTMARK and the performance of the

resulting durability orderings.

USER INPUTS AND CORRECTNESS SCOPE. POSTMARK requires three classes of user input. For
synthesis, the user provides the protocol’s TLA™ specification and a state progress relation
Newer(sy, sp) stating when s; is at least as advanced as s;. For runtime integration, the user
defines ProtoState and ProtoUpdate and implements save, batch, and apply. Finally, the user
may supply a priority policy for draining buffered messages.

PosTMARK trusts but does not verify the runtime obligations: save must be crash-atomic, and
batch and apply must compose updates consistently with the protocol’s transitions (Section 3.3).
The priority policy affects only performance, not safety. A mis-specified Newer cannot yield an
unsafe result: if even the strictest instantiated candidate fails model checking, synthesis rejects

it and falls back to the always-safe CanSend = false.

CoRRECTNESS ScOPE. Synthesis runs TLC under the protocol and network bounds in Sec-
tion 3.2.4. These bounds make deeper exploration practical, but may exclude an execution that
exposes an unsafe predicate. A candidate that passes is therefore verified only within the checked
model, not proven safe for all executions. The model retains replication, commitment, leader
changes, and crashes during an incomplete save; Section 3.4.3 isolates the effect of network

bounding on TLC’s exploration depth.

63



All ops (ms) Read ops (ms) Write ops (ms)

System Confi Tput av avg p95 p99  av 95  p99
Yy g (kops/s) g g Pp P g p P
Baseline 35.2 14.2 17.1  23.0 26.8 11.3 16.9 20.8
eted Conservative 333 15.0 15.7 225 267 143 21.8 26.9
PosTMARK 56.8 8.8 63 149 214 113 18.3 245
Baseline 48.1 10.4 10.3 11.8 126 104 11.9 12.6
RedisRaft Conservative 19.6 255 243 529 80.0 26.6 54.9 82.0
PosTMARK 48.9 10.2 10.2 12.3 159 10.3 124 16.2
Baseline 33.5 14.9 9.7 11.1 32.6 20.0 23.2 49.2
ZooKeeper Conservative 5.5 90.3 59.1 72.6 82.7 1214 1399 1598
PosTMARK 33.2 15.0 9.5 123 327 205 244  49.1

Table 3.1: Throughput and latency of the three configurations. Latency is reported as average over all
operations, and as average, p95, and p99 separately for read and write operations.

3.4 EVALUATION

We evaluate PosTMARK on eted (Raft, Go), RedisRaft (Raft, C), and ZooKeeper (Zab, Java).

We ask three questions:

+ RQ1: How does PosTMARK affect throughput and latency? (Section 3.4.1)
« RQ2: How much developer effort is required to integrate PosTMARK? (Section 3.4.2)

« RQ3: How effectively does network bounding improve TLA" exploration? (Section 3.4.3)

EXPERIMENTAL SETUP. We use five AWS mb5.4xlarge servers and one client, each with an EBS
gp3 volume. We preload one million records and run YCSB Workload A (50% reads and 50%
updates) with 500 closed-loop clients, a uniform key distribution, and all operations, including
reads, directed to the leader. Baseline is the upstream system, and PosTMARK uses the synthesized
CanSend predicate. Conservative is otherwise identical to POSTMARK, but sets CanSend = false

so every message waits for its update to be saved.
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3.4.1 END-TO-END PERFORMANCE (RQ1)

Table 3.1 reports the results. For etcd, PosTMARK reduces average read latency by 63%. Read
P99 decreases from 26.8 to 21.4 ms, while write p99 increases slightly from 20.8 to 24.5ms. This
latency reduction comes from addressing the read-path problem in Figure 3.3: read-quorum mes-
sages bypass unrelated writes, eliminating the unnecessary persistence wait. For RedisRaft, Post-
MAaRrk matches the baseline, while read and write p99 rise from 12.6 to 15.9 and 16.2 ms, respec-
tively. For etcd and RedisRaft, Conservative shows the cost of waiting for persistence before every
message: throughput drops by 5% and 59%, while average latency increases by 6% and 145%, re-
spectively. For ZooKeeper, PosTMARK also matches the baseline. Read p99 changes from 32.6 to
32.7 ms, while write p99 changes from 49.2 to 49.1 ms.

Overall, PosTMARK can reduce read latency when an existing implementation makes reads
wait unnecessarily for persistence. When the existing implementation already uses substantial
manual effort to tune concurrency, POSTMARK remains competitive while deriving the required

durability ordering systematically.
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System Newer save batch apply CanSend Total

etcd 7 77 0 18 29 131
RedisRaft 7 117 61 147 35 367
ZooKeeper 7 124 6 7 52 196

Table 3.2: Source lines for the PosTMARK library APl and CanSend, plus the Newer relation (TLA*) each
protocol supplies to the synthesizer. The two Raft variants share one Newer.

3.4.2 INTEGRATION EFFORT (RQ2)

Table 3.2 reports the code required to connect each system to the PosTMARK library: the
Newer relation supplied to the synthesizer, then save, batch, apply, and CanSend. Although Post-
MARK automatically explores CanSend in TLA*, we require developers to translate the resulting
predicate into the target language.

The library integration requires 131 SLOC for etcd, 367 for RedisRaft, and 196 for ZooKeeper.
We count every function we add or modify along each path, including the changes to the upstream
baseline that make a save crash-atomic. The Newer relation is 7 lines of TLA™ per protocol, the
only specification input the developer writes for synthesis. The etcd integration needs no batch
code because Ready already includes the accumulated updates. RedisRaft requires more code to
merge incremental log operations and manage their memory in C, while ZooKeeper must handle
transaction and epoch state and more Zab message types.

Beyond this code, we augment the original save and recovery logic in all three systems to
make each save atomic. RedisRaft requires an additional storage change. Its original runtime
storage serves log reads from a cache and falls back to disk when necessary. We replace it with
an etcd-like design that maintains an in-memory log for all runtime reads, while the durable
storage layer performs writes asynchronously. However, we find no cache misses in the original
implementation during our performance experiments. Thus, both the original and our imple-
mentations serve all runtime reads from memory, and this storage change does not account for

their performance difference.
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With network bounds  Without network bounds

Protocol Depth States Depth States
etcd-raft 41 371M 30 836M
RedisRaft 40 331M 30 802M
ZooKeeper 131* 23.9M 89 100M

Table 3.3: TLC exploration within one hour for the strictest candidate (CanSend = false). Depth is the
greatest level TLC explored completely. Network bounds add 10-11 steps for the two Raft models while
enumerating fewer states; for ZooKeeper (*) the bounded space is exhausted in 19 minutes, so all 131 steps
are complete.

3.4.3 EFFECTIVENESS OF NETWORK BOUNDING (RQ3)

To isolate the effect of network bounding, we compare runs with and without the network
bounds. All runs use the protocol bounds of Section 3.2.4.1 and the search reductions of Sec-
tion 3.2.4.2; the bounded runs additionally use the network bounds of Section 3.2.4.3. TLC checks
the strictest candidate, which sets CanSend to false. We give each run the same one-hour budget
and report the greatest logical depth for which TLC fully explores the reachable state space.

Table 3.3 shows that network bounding increases the completely explored depth from 30 to
41 for etcd-Raft and from 30 to 40 for RedisRaft. For ZooKeeper the effect is qualitative: with the
bounds, TLC exhausts the entire bounded state space, 23.9M distinct states across all 131 depth
steps, in 19 minutes, turning every passing trial into a complete verification result rather than a
timeout. Without the bounds, TLC explores 4.2Xx more states in the full hour yet completes only
89 steps, with millions of states still queued. The two message models fail differently without
the bounds. In the Raft models, whose network is a message bag, TLC enumerates 2.2-2.4X more
states yet reaches executions ten to eleven steps shorter: unbounded senders may keep several
messages in flight to the same peer, and the budget is consumed by permuting their deliveries
rather than by protocol progress. In ZooKeeper, whose network is per-channel FIFO queues,
unbounded channels grow longer and make every successor computation more expensive, so

exploration also slows per state. In both cases, the bounds let TLC spend its budget on deeper
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protocol behaviors.

3.5 SUMMARY

The project reduces persistence timing to the ordering between durable state and outbound
messages. It represents this ordering with CanSend(m, d;), checks candidate predicates by adding
durability and crash behavior to a protocol’s TLA* specification, and removes constraints that
TLC shows are unnecessary within the checked model. At runtime, asynchronous saves advance
ds, while message gating delays only the messages whose predicates require newer durable state.

The evaluation integrates this design with etcd, RedisRaft, and ZooKeeper. The resulting
policies avoid both failure modes: exposing protocol progress before it is recoverable and forcing
every message to wait for persistence. In etcd, our experiments show that allowing read-quorum

messages to bypass unrelated writes reduces average read latency by 63%.
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4 CONCLUSION

4.1 SUMMARY

This dissertation has argued that a verified specification has more potential than current prac-
tice draws from it. In a conventional development workflow, the specification serves only as a
reference: developers read it, write code that they believe corresponds to it, and then set it aside.
This dissertation has shown that the specification can do considerably more. By putting it to
work during and after implementation, verification need not end before implementation begins,
and the correctness established for the specification can be carried forward to the system built
from it.

It has demonstrated two ways to put a specification to work. ELLSBERG uses the specification
online: by observing only the messages a process sends and receives, it reports behavior that no
execution of the protocol can explain. PosTMARK uses the specification offline: it extends the
model to account for the loss of volatile state during crashes, searches for a durability policy that
preserves safety without imposing unnecessary persistence, and enforces the resulting policy in

the running system.
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4.2 REVISITING SPECIFICATIONS AND IMPLEMENTATIONS IN THE

ERA OF LARGE LANGUAGE MODELS

LLM-based coding agents can now perform repository-level software-engineering tasks and
author changes in real projects. They have already seen wide adoption: The AlDev dataset iden-
tifies 932,791 agent-authored pull requests across 116,211 repositories [53]; and in April 2026,
Google reported that 75% of all new code at the company was Al-generated and approved by
engineers, up from 50% the previous fall [75].

The widespread adoption of Al changes software engineering in two important ways: First,
developers express what the system should do, and coding agents produce candidate implemen-
tations. Second, developers and automated tools review those candidates to determine whether
they realize the intended behavior. Code generation does not eliminate human responsibility;
instead, it shifts more of that responsibility toward (1) articulating intent precisely and (2) val-
idating the generated code. This shift is especially important when reviewers must assess code
that they did not write.

We argue that specifications will play a more critical role in both activities. During gener-
ation, a specification can provide a precise, machine-checkable statement of intent that guides
the coding agent. During review, the same specification can serve as an oracle against which the
generated implementation is checked. The specification is thereby shared by developers, coding
agents, and verification tools throughout the development process.

The two systems presented in this dissertation already instantiate these roles, although nei-
ther was designed with coding agents in mind. POSTMARK uses a specification to guide the con-
struction of an implementation policy, while ELLSBERG uses a specification to review an imple-
mentation’s behavior at runtime. Neither approach depends on whether the implementation was

written by a human or generated by an agent. Their specification-guided mechanisms therefore
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remain applicable as coding agents assume a larger role in producing code.

4.2.1 SPECIFICATIONS AS INTENT

Natural language remains indispensable for describing goals, rationale, and context, but it
does not have a fixed operational semantics. Durability provides a concrete example. A request
such as “do not lose an acknowledged write” does not specify when updated state must become
durable, and a coding agent must choose an ordering on its own. To review the code, developers
must then reconstruct both the durability policy and its correctness argument from an implemen-
tation they did not write. The resulting code is therefore harder to reason about and validate.

A formal specification makes these choices explicit. It defines system state, the transitions that
may change it, the assumptions made about the environment, and the properties that executions
must preserve. The coverage gap is therefore even more consequential in an agentic workflow.
The more precisely a specification captures relevant runtime scenarios, including crash recovery
and durability, the more completely it constrains the implementation that a coding agent may
generate. Conversely, each scenario omitted by the specification will leave the agent to make
another correctness-critical implementation decision without a formal oracle, and thus make the
resulting code harder to validate.

PosTMARK provides a complementary example from this dissertation. Rather than generating
an entire implementation, it uses the verified protocol specification to derive a correct durability
policy that avoids unnecessary persistence constraints. In an agentic workflow, this policy al-
lows the specification to constrain or synthesize implementation decisions that an agent would

otherwise have to infer from prose.
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4.2.2 SPECIFICATIONS AS REVIEW

Agent-generated code changes the developer’s position during implementation. When de-
velopers write code themselves, they gain familiarity with its invariants and design choices as
they work. When an agent supplies a large change, reviewers begin with the finished code and
must reconstruct that reasoning after the fact. Line-by-line review is still necessary, but it asks
reviewers to infer global protocol behavior from local control flow, and its cost grows with the
amount of generated code. This is a poor match for agents that can produce and revise code much
faster than humans can inspect it.

A specification provides a complementary form of review. Rather than asking only whether
each line appears reasonable, specification-guided review asks whether every relevant imple-
mentation behavior is allowed by the protocol and whether the required properties continue to
hold. The check can range over concurrent executions and failure cases that are difficult to reason
about in large volumes of generated code. Moreover, the oracle is independent of the particular
program text: an agent may change data structures or reorganize control flow without changing
the behavior that the specification permits.

ELLSBERG illustrates the runtime endpoint of this design space. It checks observed messages
against compatible specification executions and reports any implementation action that the pro-
tocol cannot explain. Because this judgment depends on observable behavior rather than on the
source code’s authorship or internal structure, ELLSBERG can check agent-generated and human-
written implementations in the same way. Its oracle continues to apply after deployment and

remains useful across later agent-generated revisions.

4.2.3 DiscussioN: LLMs AS SPECIFICATION-WRITING ASSISTANTS

If specifications become more important, their construction and maintenance may become

the next bottleneck. Writing a useful specification requires both knowledge of a formal language
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and judgment about which implementation details to abstract away. LLMs can reduce the me-
chanical part of this cost by drafting formal specifications from design documents, pseudocode,
tests, and relevant source code. Developers must still review the generated specification to en-
sure that it captures their intent, but that review can focus on algorithmic logic rather than on
implementation detail. A protocol specification can expose the algorithm’s essential state and
transitions while abstracting away concrete data structures, thread management, low-level syn-
chronization, and performance optimizations. Developers can therefore reason about correctness
at the algorithmic level instead of reconstructing invariants from optimized concurrent code. For-
mal languages such as TLA" provide an additional advantage: model checkers can mechanically
explore the specification and determine whether it satisfies the explicitly stated safety proper-
ties. Human review establishes that the abstraction and properties express the intended contract;
formal checking then verifies their consequences.

An LLM can also refine a specification using feedback from parsers, model checkers, tests, and
implementation traces. One recent system, Specula, explores this approach at repository scale:
it uses coding agents to construct TLA™ models and invariants from system code and then itera-
tively refines them using model-checking and conformance feedback [15]. Such tools can detect
syntax errors, property violations, and mismatches between a model and its implementation, but
they cannot determine whether the generated specification captures what developers actually
intend. Developers must therefore still review the specification’s scope, assumptions, and critical

properties.

4.2.4 CONCLUDING REMARKS

Taken together, these observations suggest a reciprocal relationship between formal methods
and coding agents. Specifications can ground code generation and hold its output accountable
to an explicit behavioral constraint; coding agents can in turn lower the cost of creating and

maintaining that constraint. As agents take on more of the work of writing code, the central claim
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of this dissertation becomes more, rather than less, important: a verified specification should not
be left behind after design, but should remain an active part of building, reviewing, and operating

the system.
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A SUPPLEMENTARY MATERIAL FOR

ELLSBERG

A.1 PRroOVING APPLY ASAP CORRECT

Protocol specifications in ELLSBERG include an apply_asap? function (Section 2.3.3), whose
output we use to avoid redundant exploration (Section 2.3.4.2). In this appendix, we look at
proving the correctness of this function.

We start by redefining the apply_asap? requirements in terms of dominating states.

DOMINATING STATE: We say a state s dominates state s’ (or s 3 s’) if and only if for any message
m, s’ being m-inducing implies s is m-inducing.
The apply_asap? function takes as input state s and an event e, and returns true if the

following conditions are met:
« For all schedules X where e € %, apply(apply(s,e), > —e) I apply(s, ).
« For all schedules X where e ¢ X, apply(apply(s,e), %) I apply(s, 2).

We now turn to describing our approach for proving a supplied apply_asap? function meets

this requirement.
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In our specifications (and indeed in all specifications), an apply_asap?(s, e) consists of a set of
constraints C = {co, ¢y, ..., ¢, } over s and e, and returns true if any constraint ¢; holds. For exam-
ple, in Raft’s apply_asap? function one of the constraints deals with append entry responses, and
returns true if e is an incoming AppendEntryResponse message with term ¢ and the simulation
state s’s term is larger than t (s.term > t).

We prove apply_asap? correct by analyzing each constraint ¢ € C. More formally

Theorem A.1. An apply_asap? function specified as the set of constraints C is correct if and only

ifforallc € C,s € S,e € E, c(s, e) = true implies that the following two properties hold fors, e:
o For all schedules 3. where e € 3, apply(apply(s,e),> —e) 3 apply(s,X).
« For all schedules Y. where e ¢ %, apply(apply(s,e),2) 3 apply(s, X).

Proving these two conditions mechanically is challenging, as it requires reasoning about the
set of all schedules ¥. Therefore, we instead prove that if four simpler properties (that can be

mechanically checked) hold for any ¢ € C, then c satisfies Theorem A.1:

Condition A.1.1. Order Preserving. The protocol should be such that for any event e, states sy, sz,

ifs1 3 sz, then apply(sy, e) 3 apply(sy, e).

Condition A.1.2. Constraints Preserving. For any event e, €', and any state s, if c(s,e) = true

then c(apply(s,€’), e) = true.
Condition A.1.3. Expansion. For any event e and any state s that satisfies C(s, e), apply(s,e) 3's

Condition A.1.4. Reorder Safety. For any events e and e’ and any state s that satisfies C(s, e),

apply(apply(s,e),e’) 2 apply(apply(s, e’), e).

Assume c satisfies the four conditions above, we use case splitting to prove that Theorem A.1

must hold:
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Case 1 e ¢ 2. Given Statement 3, we have apply(s,e) 2 s. Given Statement 1, we have

apply(apply(s,e),X) I apply(s,>). m

Case2e €. SupposeX =3 +e+ X" where 3 = ey, ey, ..., ;. To simplify the expressions, we

denote apply(s, e) by e(s). We first prove that:

Lemma A.2.

€ 0..0¢e410€0¢0..0e(s) Jeo0...oeo0e;0e0..0es)

Lets” = e; o... 0 e1(s), according to Statement 2, given that C(s, e) is satisfied, we have that
C(s’, e) is also satisfied. Then, according to Statement 4, we have e;;1(e(s”)) 3 e(ei+1(s")). Then,
given Statement 1, we can prove Lemma 1.

Therefore, we can further prove this by inductively applying Lemma 1:

er0..oe,0e;0e(s) Jeoego..epoes)

Then, let sy =ego0...oe;0e;0e(s) and s, =eo e o...e; 0 e1(s), given Statement 1, we have

3" (s1) 2 X" (s2), where X" (s1) = apply(apply(s,e), X —e), 2" (s2) = apply(s,%). m

A.2 MECHANICALLY CHECKING apply_asap?

We used Z3 to check the apply_asap? functions in our specification satisfy the four condi-

tions A.1.2-A.1.4. To do so, we used the following Z3 specifications:

1) apply(s, e) of each event.

2) dominates(sy,sy). It returns whether s; 3 s,
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3) C(s,e). It specifies the constraints between e and s. When C(s, e) = True, it means we can

apply e on s asap.

Among these, we specify apply(s, e) using each protocol’s TLA" specification. We show the

dominates and C specification for Raft below:
1fn dominates(sl: State, s2: State) {
2 //all other states are the same, except commit_index, match_index and

vote_granted

3 //s1's commit_index is not smaller than s2
4 //each slot of s1's match_index is not smaller than s2
5 //if s1'state is candidate, then s1's vote_granted is the same as s2.

Otherwise, s1's vote_granted set is the superset of s2.

6 return sl.term == s2.term && ... &&

7 sl.commit_index >= s2.commit_index &&

8 [for i in range (SERVERS):

9 sl.match_index[i]>=s2.match_index[i]] &&

10 (s1.state == CANDIDATE ?

11 equal (s1.vote_granted, s2.vote_granted)

12 subset(s2.vote_granted, sl.vote_granted))
13}

14

15fn C(s: State, e: Event) {

16 //we can apply e asap if this is an event from previous term
17 //or it is an AppendEntriesResponse in current state's term
18 //or this is a RequestVoteResponse in current state's term, and the

state now is not CANDIDATE

19 //or this is a AppendEntryRequest in current state's term, but it
broadcasts the entires that are a subsequence of the local log.

20 //or this is a RequestVoteRequest in current state's term, but server
has already voted for someone.

21 return e.term < s.term ||
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22 (e.term == s.term &&

23 (e.type == AppendEntriesResponse ||
24 e.type == RequestVoteResponse &&

25 s.state != CANDIDATE) ||

26 e.type == AppendEntryRequest

27 && s.state == FOLLOWER

28 && subseq(e.entries, s.log) ||
29 e.type == RequestVoteRequest

30 && s.votedFor != None)

313

The dominates and C specification for ZAB are below:
1fn dominates(sl: State, s2: State) {
2 //all other states are the same, except last_committed,

last_processed, ackid of each log entry, and ack_ld_recv

3 //s1's last_committed and last_processed are not smaller than s2
4 //each entry's ack set of s2 is the subset of si
5 //if in BROADCAST state, s2's ack leader set is the subset of s2.

Otherwise, s2's ack leader set is the same as s1.

6 return sl.accepted_epoch == s2.accepted_epoch && ... &&
7 sl.last_committed >= s2.last_committed &&

8 s1.last_processed >= s2.last_processed &&

9 [for i in range (ENTRIES):

10 subset(s2.Logl[i].ack, s1.Logl[il.ack)] &&

11 (s1.zab_state == BROADCAST?

12 subset(s2.ack_ld_recv, sl.ack_ld_recv):

13 equal (sl.ack_ld_recv, s2.ack_ld_recv))

14}

15

16 fn C(s: State, e: Event) {

17 //we can apply e asap if this is an ACK
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18 //or it is an ACKLD in outdated epoch compared with current state's
accepted_epoch
19 //or ACKLD in current accepted_epoch but current state already has

received quorum ACKLD

20 return e.Type == ACK ||

21 (e.Type == ACKLD &&

22 (Epoch(e.Zxid) < s.accepted_epoch
23 || has_quorum(s.ack_ld_recv)))
24 }

A.3 PROTOCOL SPECIFICATIONS

Below, we provide additional information about the protocol specification used in our evalu-
ation, including detailed breakdown of their lengths and additional information about how they

were derived.

A.3.1 SPECIFICATION LENGTH

Table A.1 shows lines of code for each portion of the ELLSBERG specifications used in our
evaluation. Similar to Section 2.4 we also report the length of specification used by Microsoft’s

CCF project for validating Raft [38] and an implementation derived ZooKeeper specification [41].

A.3.2 RArT

We evaluated our approach and ELLSBERG using two Raft implementations: etcd [22], a dis-
tributed key-value store that is widely deployed, often as a core component of Kubernetes [42]
and other orchestrators; and RedisRaft [34, 80], a module that adds consistent replication to the

Redis key-value store. In this section, we describe the specification we used.
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Component etcd RedisRaft ZooKeeper

State 45 47 102
apply 345 312 433
equal 64 64 73
infer_inducing 298 271 236
reachable 37 37 63
apply_asap? 39 39 36
lookahead_type 9 9 6
Other code 115 115 40
Total (ELLSBERG) 952 894 989
Baseline 1503 1503 1615

Table A.1: Lines of code in ELLSBERG specification when compared to those used by existing tools. For
baselines, we use the Raft specification from Microsoft CCF [38] etcd and RedisRaft, and a recent imple-
mentation derived TLA* specification [41] for ZooKeeper.

ProTOCOL SPECIFICATION. Our initial approach for producing a specification was to derive one
from Ongaro’s TLA™ Raft specification [67], since this closely mirrored the protocol described
in the Raft paper [68], and we assumed was the distributed protocol implemented in practice.
However, we found this was not the case, both implementations we evaluated implement a pro-
tocol which makes several changes to the original protocol, and the specification we use includes
these changes. The most significant changes from the protocol in the Raft paper affect read-only
operations and reconfiguration, and we describe both below.

Read-only operations: Both of the implementations that we evaluated provide linearizable reads,
but neither logs read-only operations. Both require the leader to process all read-only requests,
and the leader computes the return value using its current state. To ensure linearizability, a node
that is processing a read-only request must first assert that it is still the leader, i.e., it needs to
check that its term is the same as a quorum’s term [99]. Both implementations use the same
approach to assert leadership: when a node (that believes it is currently the leader) receives a
read-only request, it associates a request ID with it and includes this request ID in a heartbeat

request (as a reminder, Raft uses empty append entry messages for heartbeats) to other nodes in
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the cluster. The node then waits until a quorum (majority) of nodes have positively acknowledged
the heartbeat message (showing that a quorum agrees on the term, and that the node was the
leader when the request was received), before responding to the read-only request.
Reconfiguration protocol: The other area where both implementations differ is in how they imple-
ment cluster reconfiguration: etcd uses different protocols to handle reconfiguration that adds or
removes a single node (the etcd documentation [27] seems to prefer this protocol) and ones that
add or remove multiple nodes (where etcd largely uses the original joint quorum protocol with
minor changes); while RedisRaft only allows the addition or removal of a single node.

Both implementations use a similar (but not identical) single node reconfiguration protocol
that avoids the original protocol’s use of joint quorums, because in this case quorums are guar-
anteed to have intersection before and after configuration changes are applied. Therefore, the
reconfiguration protocol in this case merely requires that the leader replicate a reconfiguration
command to all followers. The two implementation differ on when they apply the reconfigura-
tion command: RedisRaft nodes apply the command as soon as it is added to their log, while etcd
treats reconfiguration commands like any other command and applies them asynchronously after
they have been committed. This approach can pose a safety problem, and recent versions of etcd
change the request vote protocol to ensure that nodes with replicated but unapplied reconfigu-
ration entries do not send request vote messages (and thus do not try to become leaders). This
restriction also applies to multi-node reconfiguration in etcd, and one of the bugs we reproduce
and detect with ELLSBERG (Section 2.6) is due to errors implementing this change.

Beyond differences due to changes in Raft, our specification differs in another crucial way: we
model the behavior of messages sent by clients (e.g., get and put) while Ongaro’s specification
doesn’t.

Our evaluation uses similar protocol specifications for both implementations, and they only

'What we have described corresponds to etcd’s ReadIndex method. It also implements a lease-based mechanism
for linearizable reads, but we neither modeled this mechanism nor use it in our evaluation.

82



differ in when reconfiguration commands take effect.

A.3.3 ZoOOKEEPER ATOMIC BROADCAST

Obtaining a specification for ZooKeeper atomic broadcast (ZAB) [41] as implement by
ZooKeeper [104] was a bit easier. While the TLA™ specification included in the Junqueira et
al’s [41] paper no longer reflects the implementation, a recent pre-print [69] has produced an
updated TLA" specification from the implementation, and we used this specification with minor
changes.

ZooKeeper is also easier to model, since it does not support linearizable reads, and we did not

need to consider modifications for this.

A.4 Buc DESCRIPTIONS

Below, we describe the bugs used in our evaluation (Section 2.6.2), their root-cause and how

we detected them.

ETCD-741 [26] is a bug that predates etcd incorporating the linearizable read protocol we de-
scribed in Section A.3.2. In older versions, an etcd leader responded to read-only requests with
its current value, without asserting that it was the leader, thus violating linearizability. We re-
produced this bug by removing the linearizable read logic from etcd. ELLSBERG detected the bug
when it observed the leader responding to a client’s request before receiving positive heartbeat

acknowledgments from a quorum.

ETCD-7280 [24] and etcd-12133 [23] are bugs in etcd’s reconfiguration protocol. As we noted
previously (Appendix A.3.2), etcd supports two different reconfiguration protocols (a single-node
reconfiguration that does not require joint-quorums, and a more general version that uses joint-

quorums). It also has two different command types for reconfiguration, one which only allows
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single node reconfiguration (V1), and one that can be used to trigger both single-node recon-
figuration and joint-quorum based reconfiguration (V2). Regardless of command or protocol,
reconfiguration takes effect when the command is applied by a node. Furthermore, etcd does
not allow a node with an unapplied reconfiguration command in its log to send a request vote
message (i.e., to transition to being a candidate).

Both of these bugs are caused by cases where etcd incorrectly allowed a node with an unap-
plied reconfiguration command to become a candidate. In the case of etcd-7280 this was caused
because etcd switched to applying reconfiguration requests asynchronously, but assumed that a
single reconfiguration request could be in progress at a given time. If more than one reconfigu-
ration request was in progress, then etcd would allow a node to become candidate after applying
the first change, resulting in two leaders being elected simultaneously. Similarly, etcd-12133 was
caused by a bug in how etcd counted the number of pending reconfiguration messages: the bug
meant that eted did not consider unapplied V2 reconfiguration commands, resulting in a split-
brain problem where two leaders are elected for the same term.

In both cases, etcd’s safety invariants say that any inducing states for a request vote message
has no unapplied reconfiguration commands. Thus, one might expect that we detect these bugs
when a node first sends out a request vote message. However, this is not the case: ELLSBERG does
not know whether a node has applied a reconfiguration command, since commands are applied
asynchronously by a background thread. Instead, when ELLSBERG see the request vote message,
it merely infers that the reconfiguration command has been applied. However, ELLSBERG reports
a bug when it later observes that the node has transitioned to being a leader (e.g., by observing
outgoing append entry messages) without having received votes from a quorum active in the

latest configuration.

ETCD-7331 [25] is a bug caused by interaction between etcd’s linearizable read protocol and

Raft’s leader election protocol that can result in a newly elected leader returning a stale value in
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response to a read. When an etcd leader receives a read-only request, it records the current com-
mit index, and checks that it is still the leader (by sending a heartbeat or append entry message,
and waiting for responses from a quorum). However, a newly elected leader’s commit index
might be smaller than the previous leader’s commit index. This is because while Raft’s leader
election protocol requires that the new leader’s log contain all committed entries (and in fact be
the most up-to-date log in a quorum), it cannot guarantee that the commit index (which leader’s
update asynchronously) is up-to-date.

Furthermore, for safety, Raft does not allow a leader to update its commit index until it has
replicated an entry in the current term [68, §5.4.2] to a quorum, i.e., it can only update the commit
index to point to entries in the current term. Consequently, a read-request handled by a newly-
elected leader might return a previous value, violating linearizability.

The etcd developers fixed this protocol bug in its linearizable read protocol by requiring that
leaders commit an entry in the current term before initiating a quorum check for a read-only
request. ELLSBERG uses the same approach to detect this bug: it raises an alarm if it sees the leader
is performing a quorum check for a read-only request (which it can detect because heartbeat or
append entry messages used for quorum checks include a request ID for the read request) before

committing an entry.

ZoOKEEPER-1154  [105] is data inconsistency bug, where after leader election, nodes disagree
on the log. In the leader election protocol implemented by ZooKeeper, a node needs to synchro-
nize its log with all other nodes. To do so, the leader collects the largest entry ID (ZXIDs) from
each follower, and compares the follower’s latest ZXID to the latest ZXID in its own log. If the
follower’s latest ZXID differs, then the leader needs to first have the follower truncate its own
log (to the last ZXID on which both agree) and then send missing entries to the follower. Simi-
lar to other protocols, ZXIDs in ZooKeeper are monotonically increasing. When implementing

the leader election protocol, the ZooKeeper developers introduced a bug and assumed that if the
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ZXID sent by the follower was smaller than the latest ZXID in the leader’s log, then the follower
must contain a subset of the leader’s log entries. The leader would then avoid truncating the
follower’s log, and immediately send new entries. However, this is unsafe since the follower’s
log might contain an entry that has a lower ZXID but is not present in the leader’s log, resulting
in an inconsistent log. Our simulation detects this when the leader sends out the DIFF message
since the follower’s latest ZXID is not contained in the leader’s log, and thus no inducing state

for the DIFF message can be reached.

REDISRAFT-17  [76] is also a reconfiguration bug: RedisRaft does not allow concurrent recon-
figuration requests, and will accept at most one reconfiguration request at a time (rejecting the
other). It considers reconfiguration to be complete once the command has been committed to
quorum. Due to a bug, it was not checking this correctly. Detecting this bug with ELLSBERG was
relatively simple: our inference function says that the inducing state for a successful reconfigu-
ration request is one where the reconfiguration command was added to the log. However, our
transition function does not allow transitioning into a state with two uncommitted reconfigura-
tion requests, and thus ELLSBERG cannot find a reachable inducing state for the second successful

reconfiguration response.

REDISRAFT-19  [77] is a bug in RedisRaft’s linearizable read implementation. Unlike etcd-741,
this bug occurs despite nodes asserting leadership before responding to clients, and is caused
by the node being unaware of the current commit index. In Raft, a leader may not know what
log entries were committed by the previous leader (in the previous term). Furthermore, Raft
requires that leader’s only commit entries from previous terms after they have added an entry
from the current term to the log [68, §5.4.2]. Therefore, linearizability might be violated if a Raft
leader respond to a read-only request before committing an entry in the current term. When
writing our protocol specification, we modeled the linearizable read-only protocol by associating

a linearization index with each read-only request: a request’s linearization index is the log’s
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commit index if the last entry committed in the current term, and is the last log index otherwise.
Furthermore, our inference function requires that the m-inducing state for a read-only response
have committed entries up to the request’s linearization index. Therefore, ELLSBERG flags a bug

in this case, because no valid m-inducing states exists for a non-linearizable return value.

REDISRAFT UNREPORTED. This previously unreported bug was discovered by ELLSBERG when
we ran fuzzing loops to find bugs. The bug is due to an additional complication in RedisRaft’s re-
configuration protocol: when adding a node, RedisRaft first issues a reconfiguration command to
add a non-voting node that cannot participate in quorums. After this command has been commit-
ted, RedisRaft next issues a second reconfiguration command to switch the non-voting node to
a voting node, allowing it to participate in quorums. However, due to a bug, RedisRaft acknowl-
edges the client reconfiguration request once the non-voting reconfiguration command has been
successfully replicated. Consequently, RedisRaft reports that reconfiguration is complete before
the quorum size has grown, and thus before the cluster can tolerate additional failures. In this
case, an ill-timed failure that occurs between the two commands can render the cluster unavail-
able, despite the administrator believing that this should not occur. Our specification models
both steps of the reconfiguration process, and flagged the bug because it observed the leader

acknowledging the client’s reconfiguration request before the second step had completed.

REDISRAFT-265 [78] is a reconfiguration bug related to the unreported bug described above.
This bug resulted in leader acknowledging a client reconfiguration command that adds a node
before replicating it to a quorum, and can result in situation where the client reconfiguration
command is never updated. ELLSBERG alerts on this bug when it observes the leader send a client
response without having received append entry responses from a quorum, i.e., before it has been

committed.
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REDISRAFT-52  [79] is a bug that leads to data-loss, and is due to a performance optimization
implemented by RedisRaft where the last few log entries are stored in a cache. When a node
appends an entry it adds it to both the cache and the underlying log. When reading an entry, the
node first checks the cache, and only refers to the underlying log if it is not in the cache. A bug
in RedisRaft meant that it did not update the cache when deleting entries from the log. However,
Raft requires to delete log entries in some scenarios, e.g., when a new leader has to overwrite un-
committed entries. This bug can therefore result in an inconsistent state machine replica, which
can lead to unexpected node behavior, e.g., rejecting append entry or vote requests that it should
have accepted. We reproduced a case where an append entry request was incorrectly rejected
due to an old conflicting entry in the cache. The ELLSBERG specification detected a divergence

when checking the append entry response and raised an alert.

A.5 FEFrrFECT OF ELLSBERG’S DESIGN CHOICES

Our evaluation (Section 2.6) presented end-to-end performance results for ELLSBERG. In this
appendix, we evaluate the impact of apply_asap? and the reachable function on ELLSBERG’S

performance.

A.5.1 BENEFITS FROM apply_asap?

Next we evaluate the effect of using apply_asap? to avoid redundant exploration. As we
discussed in Section 2.3.4.2, apply_asap? is used when processing incoming messages (Listing 2.3
line 20) and during breadth first search (Listing 2.4 line 25) to reduce the number of pending
messages, and the size of the simulation state set S. This improves find_reachable’s runtime
and reduces ELLSBERG’s memory requirement.

We evaluate improvements in find_reachable’s runtime by comparing the number of pend-

ing messages when apply_asap? is enabled to when it is disabled. In Figure A.1, we show the
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number of pending messages as a function of the number of outgoing messages processed. We

report results from a 5-node cluster when running the balanced workload, the results were simi-

lar for other workloads. We observe that when apply_asap? is disabled, the number of pending
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Figure A.3: CDF of fraction of edges pruned by the reachable check (Listing 2.4 line 22). All experiments
are run on a 5-node cluster using the mixed workload.

messages grows as ELLSBERG processes more of the trace. By contrast, enabling apply_asap?
limits the number of pending messages: in our workloads we observe between 0 and 5 pending
messages.

Using apply_asap? also reduces the number of simulation states in S, improving both perfor-
mance (results in fewer calls to find_reachable) and memory requirements. We evaluated this
improvement by comparing the size of S as a function of number of output messages processed
with apply_asap? enabled and disabled. Results from running a balanced workload on a 5-node
cluster, when apply_asap? is disabled, are shown in Figure A.2. When apply_asap? is enabled,
we found that S contained a single simulation state (|S|=1). By contrast, when apply_asap? is
disabled the number of states can grow large, with an average of ~ 444 states for etcd, ~ 478
states for ZooKeeper, and ~ 43 for RedisRaft.

In sum, these results show the importance of apply_asap? for limiting ELLSBERG’S memory

usage and in achieving our performance goals.

A.5.2 THE reachable FUNCTION’S IMPACT

ELLSBERG uses the specification’s reachable function to avoid exploring schedules that can-
not lead to m-inducing simulation states (Section 2.3.4.1, Listing 2.4 line 22). As we explained

in Section 2.3.4.1, we need to use this function to ensure that checking an outgoing message
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terminates, and we cannot turn it off.

Therefore, we evaluate the effectiveness of reachability checks by drawing a CDF of the frac-
tion of reachable calls that return false (and thus prune exploration). In Figure A.3, we show
results for the three DPIs running on a 5-node cluster evaluated using the balanced workload.
As one would expect, the results depend on the protocol and implementation: pruning is most
efficient for ZooKeeper because it assumes in-order deliver. The in-order delivery assumption
ensures that the number of pending messages is bound by the number of nodes and the protocol
structure allows the reachable function to prune more than 75% of possible paths. While pruning
is less effective for etcd and RedisRaft, we observe that even in this case, between 40-80% of calls
to the reachable function return false. These results show that while ELLSBERG can work with
specification that over-approximate reachability, this approximation can come at a performance

cost.
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