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Abstract

Given a behavior of interest, automatically determining the corresponding respon-
sible entity (or say, the root cause) is a task of critical importance in various scientific
fields, especially in the program static analysis. Classical static analysis techniques (e.g.
dependency analysis, taint analysis, slicing, etc.) assist programmers in narrowing down
the scope of responsibility, but none of them can explicitly identify the responsible en-
tity. Meanwhile, the causality analysis is generally not pertinent for analyzing programs,
and the structural equations model (SEM) of actual causality misses some information
inherent in programs (e.g. temporal information, and whether an entity is free to make
choices or not), making the corresponding program analysis imprecise.

In this dissertation, inspired by a classic forest fire example used in defining causal-
ity, a novel definition of responsibility based on the abstraction of trace semantics is
proposed, which is expressive and generic to cope with both program analyses and tasks
in other scientific fields. Briefly speaking, an action ag is responsible for behavior B in
a certain trace, if and only if ag is free to make choices, and such a choice is the first
one that ensures the occurrence of B in that trace. Such a definition makes use of the
information regarding the temporal ordering of actions, as well as whether an action has

free choices or not. In addition, our definition of responsibility takes into account the
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ABSTRACT

cognizance of observer, which, to the best of our knowledge, is a new innovative idea in
program analysis. Compared to current dependency and causality analysis methods, the
responsibility analysis is demonstrated to be more precise in many examples.
Furthermore, this dissertation proposes a sound framework of abstract responsibility
analysis, which allows a balance between cost and precision to solve the undecidable
problem of responsibility. Essentially, the abstract analysis builds a trace partitioning
automaton by an iteration of over-approximating forward reachability analysis with trace
partitioning and under-approximating/over-approximating backward impossible failure
accessibility analysis, and determines the bounds of potentially responsible entities along
paths in the automaton. Unlike the concrete responsibility analysis identifies exactly a
single action as the responsible entity along every concrete trace, the abstract analysis
may lose some precision and find multiple actions potentially responsible along each
automaton path. However, the soundness is preserved, and every responsible entity in

the concrete is guaranteed to be also found responsible in the abstract.



Table of contents

Acknowledgments
Abstract
List of Figures

List of Tables

Introduction

I Preliminaries

1 Program Syntax and Semantics
1.1 Program Syntax . . . ... ... ... ... ...

1.2 Program Semantics . . . . ... ... ...

2 Forward Reachability Analysis and Backward Accessibility Analysis
2.1 Basic Notations in Abstract Interpretation . . . . . ... .. ... ..

2.2 Abstract Domains . . . . . . . ...

vi

il

iv



TABLE OF CONTENTS

2.2.1  Abstract Environment Domain . . . . . ... ... ... ...
2.2.2 Concrete Invariant Domain . . . . . .. ... .. ... ....
2.2.3  Abstract Invariant Domain . . . . ... ... ...,
2.3 Forward Reachability Analysis . . . . . .. ... ... ... ......
2.3.1 Forward Reachability Semantics . . . ... ... ... ....

2.3.2 Over-approximating Abstract Forward Reachability Analysis
2.4 Backward Accessibilty Analysis . . . .. ... L. oL L.
2.4.1 Backward Impossible Failure Accessibility Semantics . . . . . .
2.4.2  Under-approximating Abstract Backward Impossible Failure Ac-
cessibility Analysis . . . . . ... ... oo 0oL
2.4.3  Over-approximating Abstract Backward Impossible Failure Ac-
cessibility Analysis . . . . . ... ... L Lo L
2.5 Other Backward/Forward Semantics . . . . ... ... ........
2.5.1 Backward Possible Success Accessibility Semantics . . . . . . .

2.5.2  Forward Impossible Failure Reachability Semantics. . . . . . .

Trace Partitioning
3.1 The Trace Partitioning Abstract Domain . . . . . . . ... ... ...
3.2 The Trace Partitioning Automata . . . .. . ... ... ... ... ..

3.3 The Extension of Partitioning Directives . . . . . .. ... ... ...

II Concrete Responsibility Analysis

4 The Characteristics of Responsibility

vii

42

49
57
57
59

61
62
66
68

72

75



TABLE OF CONTENTS

4.1

Discussion of the Forest Fire Example . . . ... ... ... ... ..

4.2 An Informal Definition of Responsibility . . . . ... ... ... ...

5 Formal Definition of Responsibility

5.1
5.2

5.3

5.4
5.5

Program Semantics . . . . ..

Lattice of System Behaviors of Interest . . . . . . ... ... .. ...

5.2.1 'Trace Property. . . . .

5.2.2  Lattice of System Behaviors of Interest . . . . . .. ... ...

5.2.3 Prediction Abstraction

Observation of System Behaviors . . . . . ... ... ... ... ...

5.3.1 Inquiry Function . . .

5.3.2  Cognizance Function

5.3.3 Observation Function

Formal Definition of Responsibility . . . . .. ... ... .. ... ..

Concrete Responsibility Analysis . . . . .. ... ... ... ... .

6 Applications of Responsibility Analysis

6.1

Example of Negative Balance / Bufter Overflow . . . . . ... ... ..

6.2 Example of Division by Zero / Login Attack . . . . .. ... ... ..

6.3 Example of Information Leakage . . . . . ... ... ... ......

III Abstract Responsibility Analysis

7 User Specification of Behaviors and Cognizance

7.1

User Specification of Behaviors

85
87
38
88
89
91
96
96
100
102
106
108

110
111
114
118

124

126



TABLE OF CONTENTS

7.1.1 The Abstract Behavior of Interest . . . . . . . . . . ... ... 127

7.1.2  The Lattice of System Behaviors . . . . . ... ... ... .. 128

7.2 User Specification of the Cognizance . . . .. .. .. ... ...... 130
7.2.1  The Abstract Cognizance Function . . . . ... ... .. ... 130

7.2.2  Validating Partitioning Directives with Cognizance . . . . . . . 135

8 Abstract Responsibility Analysis 151
8.1 The Framework of Abstract Responsibility Analysis . . . . ... ... 152
8.1.1 The Preprocessing Phase . . . . . ... ... ......... 154

8.1.2 The Backward Analysis Phase . . . . ... ... ........ 156

8.1.3 The Forward Analysis Phase . . . ... ... ......... 167

8.2 The Soundness of Abstract Responsibility Analysis . . . . . . ... .. 175

9 Conclusion 179
Bibliography 182

ix



List of Figures

1.1
1.2
1.3
1.4

3.1
3.2
3.3
3.4

3.5

5.1

6.1
6.2
6.3
6.4
6.5

Transition System Domains . . . . . . .. ... ... ... ... ... 9
The Syntax of a Simple Language . . . . . ... ... ... .. ...... 11
The Environment Transfer Functions and Expression Semantics . . . . . . 12
Access Control Program Example . . . . . . ... ... ... ... 13
Motivating Example for Trace Partitioning . . . . .. .. ... ... ... 62
Partitioning Directives d € D and Tokenst € 7" . . . . . ... ... ... 64
Trace Partitioning Automaton for the Motivating Example without Merge 67

Trace Partitioning Automaton for the Motivating Example with Merge . . 68

Trace Partitioning Automaton for the Access Control Program . . . . . . . 71

Framework of Concrete Responsibility Analysis for Access Control Example 86

The Withdrawal Transaction Program with Negative Balance Problem . . . 111
Lattice of System Behaviors regarding Negative Balance . . . . ... ... 112
The Program with Division by Zero / Login Attack Problem . . . . . .. 114
Lattice of System Behaviors regarding Login Attack . . . . ... ... .. 116
The Program with Potential Information Leakage . . . ... ... . ... 119



List of Figures

6.6

7.1

8.1
3.2
8.3
8.4
8.5

Lattice of Behaviors regarding Information Leakage . . . . . . ... ... 121
The Lattice £M®* of Behaviors in the Concrete . . . . . . . . . . . . ... 129
Trace Framework of Abstract Responsibility Analysis . . . . . .. ... .. 152
Trace Partitioning Automaton for the Omniscient Cognizance . . . . . . . 170

The Refined Trace Partitioning Automaton for the Omniscient Cognizance 171
The Trace Partitioning Automaton for a Non-omniscient Cognizance . . . 173

The Refined Trace Partitioning Automaton for a Non-omniscient Cognizance 174

xi



List of Tables

2.1
2.2

2.3

2.4

2.5

2.6

2.7

3.1
3.2

3.3

8.1

Concrete Forward Reachability Semantics for the Access Control Program .
Abstract Forward Reachability Semantics for the Access Control Program .

Concrete Backward Impossible Failure Accessibility Semantics for the Access

Control Program . . . . . ... ... Lo o
Refined Abstract Postcondition for “the Access to o Fails” . . . . . .. ..

The Under-approximating Abstract Backward Impossible Failure Accessi-

bility Semantics (Option 1) for “the Access to o Fails” . . . . .. ... ..

The Under-approximating Abstract Backward Impossible Failure Accessi-

bility Semantics (Option 2) for “the Access to o Fails” . . . . .. ... ..

The Over-approximating Abstract Backward Impossible Failure Accessibil-

ity Semantics for “the Access to o Fails” with Disjunctive Completion . . .

Abstract Forward Reachability Semantics of the Motivating Example
Partitioned Forward Reachability Semantics of the Motivating Example . .

Partitioned Forward Reachability Semantics for the Access Control Program

Abstract Forward Reachability Semantics for the Access Control Program .

xii

34

37

43
47

48

48

57

63
65

70

155



List of Tables

8.2
8.3

8.4

8.5
8.6

The Under-approximating Backward IF Accessibility Semantics for B .. 159
The Over-approximating Backward IF Accessibility Semantics for B! with
Disjunctive Completion . . . . .. . ... ... L Lo 159

The Complement of Over-approximating Backward IF Accessibility Seman-

tics for B! with Disjunctive Completion . . . . ... ... ........ 160
The Partition Function for the Omnisicent Cognizance . . . . . . . . . .. 165
The Partition Function for the Non-omnisicent Cognizance . . . . . . . . 166

xiii



Introduction

“Everybody is responsible for the fate of the world.”
Gu Yanwu (1613 -1682)

This well-known aphorism from an ancient Chinese philosopher encourages ordinary
people (not only the ruling class) to take the responsibility for the prosperity of society.
Yet, such a positive spirit does not help in solving specific problems in various scientific
fields, since usually what people really want is to narrow down or even exactly specify the
cause of every behavior of interest. For instance, when studying the cause of pollution
in a certain river, environmentalists shall not blame on the natural environment, but
explicitly point out which factory along the river is responsible for the pollution; for a
detective, instead of ascribing a certain crime to the whole society, his job is to determine
the culprit responsible for the crime; similarly, when analyzing the reason of a program
behavior (e.g. an error) during a certain execution, blaming on the whole program or a
large slice of the program is trivially correct but not of practical use, and the programmer
is eager to learn exactly which action (e.g. user input/random number generator/system
setting/variable initialization) is responsible for the behavior of interest.

In this dissertation, we focus on program analyses, and our objective is to give a

generic definition of responsibility and design a comprehensive framework of responsi-
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INTRODUCTION

bility analysis, which could automatically determine the responsible entity (or say, the
root cause) of any behavior of interest. Contrary to accountability mechanisms [32, 16,
28] that track down perpetrators after the fact, we want to detect the responsible entity
and configure its permission before deploying the program, which is of great importance
for the potentially insecure behavior in safety and security critical systems. Due to the
massive scale of modern software, it is virtually impossible to identify responsible enti-
ties manually. The only possible solution is to design a static analysis of responsibility,

which can examine all possible executions of a program without executing them.

The cornerstone of designing such an analysis is to define responsibility in program-
ming languages. It is surprising to notice that, although the concepts of causality and
responsibility have been long studied in various contexts (law sciences [58], artificial in-
telligence [57], statistical and quantum mechanics, biology, social sciences, etc. [1]),
none of these definitions is fully pertinent for programming languages. Take the actual
cause [47, 48] as an example, its structural equations model (SEM) [60] is not suitable
for representing programs: the value of each endogenous variable in the model is fixed
once it is set by the equations or some external action, while the value of program vari-
ables can be assigned for unbounded number of times during the execution. In addition,
the SEM cannot make use of the temporal information or whether an entity is free to

make choices, which plays an indispensable role in determining responsibility.

There do exist techniques analyzing the influence relationships in computer pro-
grams, such as dependency analysis [19, 39, 15], taint analysis [12] and program slicing
[45], which help in narrowing down the scope of possible locations of responsible entities.

However, no matter whether adopting semantic or syntactic methods, these techniques

2



INTRODUCTION

are not precise enough to explicitly identify the responsibility.

In order to solve the above problems, this dissertation proposes a novel definition of
responsibility, which is expressive and generic to handle various programming languages.
Roughly speaking, an action ay is responsible for a given behavior B in a certain trace,
if and only if the action ar can make choices at its discretion (e.g. an input action from
external subjects is assumed to have free choices on the input value), and such a choice
is the first one that guarantees the occurrence of B in that trace. Such a definition of
responsibility is an abstract interpretation [3, 4] of the program trace semantics, tak-
ing into account both the temporal ordering of actions and the information regarding
whether an action has free choices or not. Moreover, an innovative idea of cognizance is
adopted in this definition, which allows analyzing responsibility from the perspective of
various observers. Compared to current dependency/causality analysis techniques, our

definition of responsibility is more generic and precise.

Besides defining the responsibility in programming languages, another major chal-
lenge encountered is to design an abstract static analysis of responsibility. Since the
concrete trace semantics used in the definition of responsibility is uncomputable in gen-
eral, it is necessary to have a sound over-approximation of it, and here we propose to
adopt the trace partitioning automaton that is constructed by over-approximating for-
ward reachability analysis with trace partitioning [14, 43]. Together with the under-
approximating/over-approximating backward impossible failure accessibility analysis in-
troduced in this dissertation, we present a sound framework of abstract responsibility
analysis, which determines the possible range of responsible entities along paths in the

automaton. Although the abstract analysis loses precision to some extent, the sound-
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ness is preserved, i.e. it is guaranteed that every action that is found responsible in the

concrete must be also determined responsible in the abstract.

The application of responsibility analysis is pervasive. Although the implementation
of an automatic responsibility analyzer is not provided here, we have demonstrated its
effectiveness by examples including access control, negative balance / buffer overflow,

division by zero / login attack, and information leakage.
To sum up, the main contributions of this dissertation are:

* A completely new definition of responsibility based on the abstract interpretation
of trace semantics is introduced, which is more generic and precise than current
dependency/causality analysis techniques;

* To the best of our knowledge, the observer’s cognizance is adopted in program
analysis for the first time, which allows analyzing the responsibility from the per-
spective of different observers;

* A sound framework of the abstract responsibility analysis is proposed, which essen-
tially consists of an iteration of over-approximating forward reachability analysis
with trace partitioning and under/over-approximating backward impossible failure

accessibility analysis.

Specifically, in this dissertation, part I introduces some preliminary definitions and
techniques, including the syntax and semantics of a transition system (chapter 1), the
over-approximating forward reachability analysis and under/over-approximating back-
ward impossible failure accessibility analysis (chapter 2), the trace partitioning domain
and automata (chapter 3). Part II proposes the responsibility analysis in the concrete, in

which an informal but intuitive characterization of responsibility is given in chapter 4,

4
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the definition of responsibility is formalized in chapter 5, and the applications of respon-
sibility analysis are exemplified in chapter 6. Part III presents the responsibility analysis
in the abstract, including the user specification of behaviors and cognizance in the ab-
stract (chapter 7) and a detailed framework of abstract responsibility analysis (chapter 8),
which utilizes the forward/backward analyses from part I.

For the sake of coherence, it is recommended to read chapter 1 followed by part II
and part III, and refer to chapter 2 or 3 when any unfamiliar notations or techniques are
encountered (e.g. backward impossible failure accessibility analysis, forward reachability

analysis with trace partitioning).



Part I

Preliminaries



PART I. PRELIMINARIES

In this part, we introduce some definitions and techniques that will be used in the
rest of this dissertation.

Chapter 1 introduces the syntax and semantics of a transition system, which is generic
to model programs written in various languages. This dissertation focuses on numeric
programs, and we specifically consider a very simple programming language that features
assignments, conditionals and while loops. An introductory example of access control
written in this simple language is given, and it is used throughout the whole dissertation
to illustrate the framework of concrete/abstract responsibility analysis.

Chapter 2 recalls some key concepts and notations in the abstract interpretation
framework, and presents an over-approximating forward reachability analysis that au-
tomatically infers program invariants, which is a well studied problem in the program
analysis and verification. In addition, we discuss the dual problem that has been rarely ex-
plored: the backward impossible failure accessibility analysis, which infers sufhcient pre-
conditions for a given postcondition (program property) to hold. An under-approximating
backward impossible failure accessibility analysis was proposed by Min¢, and similarly we
propose an over-approximating backward impossible failure accessibility analysis.

Chapter 3 discusses the trace partitioning abstract domain proposed by Rival and
Mauborgne, introduces a new partitioning directive based on environment properties,
and proposes the trace partitioning automaton, which improves the precision of forward
reachability analysis and makes determining responsibility in the abstract possible.

It is worth noting that the forward reachability analysis with trace partitioning and
the backward accessibility analysis discussed in this part are the cornerstones of abstract

responsibility analyses in part III.



Chapter 1

Program Syntax and Semantics

In this dissertation, programs are modeled as transition systems, providing a language-
independent small-step operational semantics that is generic to handle various program-
ming languages (including the simple language introduced in this chapter, which is

similar to the C language and used by all examples throughout this dissertation).

1.1 Program Syntax

Transition Systems. V is the set of all possible values. X is the set of variables. M
is the set of environments (i.e. stores, or memory states), each of which maps all the
variables to their values at a specific time during the execution of the program. L is the
set of program points (i.e. control states); specially, [ © € LL is the initial program point
(i.e. the entry control state of the program), and [/ € L is the final program point (i.e.
the exit control state of the program). S = L x M is the set of states, each of which

is a pair of a program point / € L and an environment p € M. Specially, S € ©(S)

8



CHAPTER 1. PROGRAM SYNTAX AND SEMANTICS

denotes the set of initial states, which can be implemented as S* = {/*} x M in practice;
S’ € p(S) denotes the set of final states, which is implemented as S/ = {//} x M and
represents correct program termination; and w denotes the error state, which represents
the incorrect program termination (e.g. division by zero). By abuse of notation, w also
denotes the error in expression evaluations and the error environment. A is the set of all
actions (i.e. atomic instructions) in the program, e.g. assignments, boolean tests, skip,

external inputs, random number generations, variable initialization, etc.

v € V values
x € X variables
p €M £ XV environments (memory states)
[ € L program points (control states, labels)
s € S &2 LxM states
a € A actions (atomic instructions)

Figure 1.1: Transition System Domains

The transition relation can be defined as — € p(S x A X S), such that (s, a, s') €—
(or, s 2 &) denotes an atomic step from one state s to another state s" after executing
the action a. Alternatively, we can omit the action 4, and define the transition relation
as — € p(S x S), such that an atomic step from s to s’ is denoted as s —s". In order
to be consistent with the notations used in the trace partitioning abstract domain [43],
here we adopt the latter definition of transition relation, and the omitted actions can be
easily retrieved from the program source code. It is assumed that there is no outgoing
transition from final states or the error state (Vs € S/ U {w}. Vs' € S. s 4 ).

A transition system (or, program) P = (S, —) is defined as a pair of the set of initial

states and the transition relation, which is generic to represent programs written in vari-
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ous languages. Moreover, it is worthwhile to note that the above definition of transition
system can also cope with interprocedural programs, if we generalize the control states to
include both the syntactic program point and the calling stack. However, for the sake of

simplicity, this dissertation does not take interprocedural programs into consideration.

A Simple Language. This dissertation focuses on numeric programs. In order to for-
malize the forward reachability analysis and backward accessibility analysis introduced
in chapter 2, here we instantiate the transition system by considering a simple program-
ming language in Fig.1.2, which features assignments, conditional tests, and while loops.
It is similar to the language used in [34], except the ternary operation (or conditional
operation) “bexpr ? expr : expr”, which can be equivalently represented by a conditional
test. More precisely, in this language, X is a finite fixed set of real-valued variables
(i.e. the set of possible values V = R are real numbers, and can be further restricted
to integers), expr denotes numerical expressions, and bexpr denotes boolean expressions.
Besides, an interval [a; ] returns a random number between the left bound a and the
right bound b, which facilitates representing non-determinism directly in the language.
Specially, when a = b, [a; b] denotes the constant number a. In addition, it is assumed
that each atomic statement is associated with a unique program point [ from L.

Every program written in this simple language can be modeled by a transition system,
in which each action is either an assignment x := expr or a boolean test bexpr. In
addition, as shown in Fig.1.3, for every (numerical or boolean) expression e, its semantics
[e]p is defined as the set of all possible (numerical or boolean) values that e may take
in a given environment p (t denotes true, while f denotes false); for each action a, we

define an environment transfer function 7{ al} € p(M) — (M U {w}), which maps a

10



CHAPTER 1. PROGRAM SYNTAX AND SEMANTICS

prog = stat program

stat = x = expr assignment: x € X
| if (bexpr) {stat} else {stat} conditional test
| while (bexpr) {stat} while loop
| assert (bexpr) assertion
| stat; stat sequential statements

expr = [a;b] interval: a,b € RU {—o00, 00}
| x variable x € X
|  —expr unary operation
| expr- expr binary operation: - € {+, —, X, /}
|

bexpr 7 expr : expr

ternary operation

bexpr = expr < expr comparison: M€ {<, <, >, > = #}
| bexprV bexpr logical or operation
| bexpr A bexpr logical and operation
| —bexpr logical negation operation

Figure 1.2: The Syntax of a Simple Language

set of environments before a to the set of reachable environments after it, including the

error state w if the execution of a encounters an error. From these environment transfer

functions, the corresponding transition relation — can be easily derived: for any atomic

action of the form ‘a ', the transition relation is {(£, p) — (¢', ') | p,o’ E M A p' €

alf({pH)} U, p) = w | peMAw e 7{a}({p})}; for any program P, its

transition relation is the union of transition relations defined for all its atomic actions.

Consider the following example that is used throughout this dissertation.

Example 1 (Access Control) The program in Fig. 1.4 can be interpreted as an access con-

trol program for an object o (e.g. a confidential file), such that o can be accessed if and only if

11



CHAPTER 1. PROGRAM SYNTAX AND SEMANTICS

m{al
m{x :=eM
T{b}M

[expr]

[[a; b]]p
[x]p

[—elp

[e1 - e2]p
[b7 e :ep
[bexpr]

[e1 >t es] p
[[bl V bg]]p
[[bl A\ bg]]p

[-&lp

> > m

> (> J> f> m

(1>

> m

> >

>

M) = p(M U {w}) Environment Transfer Function
{plx—= o] [peMAvE[ep}U{w|[TpeM we []p}

{plpeMAte[b]pt U{w|IpeM. we [b]p}

M= p(RU{w})
{veR|a<v<b}
{p(x)}

{~v|ve [}
{o-m|nelalphmelalpn(n#0V-#/)}U
{w|0€[e]n =/}
{velelp|teblptU{velelp|fe[blp} U{w|w e [b]p}

M p({t,f,w})
{t| 3o € [er]p, » € [e2]p- v1 >} U

{f| Jov, € [e]p, » € [ea] p. v A} U
{w|we[a]pule]p}

{t|ce[b]pulblpr U{f]fe [bi]pn[b]p}u
{w|we [b]pU[b2]p}

{t]te [b]pn[blp} U{t|fe [b]pU[b]p} U
{wlw e [bi]pu[b2]p}

{t|feblp}uif]te [b]p} U{w|w e [b]p}

Numerical Expression Semantics

Boolean Expression Semantics

Figure 1.3: The Environment Transfer Functions and Expression Semantics

both two administrators approve the access and the permission type of o from system settings is

greater than or equal to “read only”. For the sake of clarity, it is assumed that in this example

the evaluation of an interval returns only integers (hence V.= N in this example), and the

analysis is similar to analyzing real numbers. Specifically, in line 2 and 4, the variable i1

and i2 assigned by a non-deterministic integer from [—1; 2] is used to mimic external inputs

that correspond to the decisions of two independent admins, where a positive value (i.e. 1 or 2)

12



CHAPTER 1. PROGRAM SYNTAX AND SEMANTICS

represents approving the access to o, while O or a negative value (i.e. —1) represents rejecting
the access; in line 6, the variable typ assigned by a non-deterministic integer from [1; 2] is used
to mimic the action of reading the permission type of o specified in the system settings (e.g. we
can assume that 1 represents “read only”, and 2 represents “read and write”, which is similar
to the file permissions system in Unix); in line 8, the access to o succeeds only when the value of

acs is strictly positive (i.e. 1 or 2), which guarantees that both admins approve the access and

the permission type of o is at least as bigh as “read only”. O
L apv =1, //Approval: positive - yes, zero or negative - no
L il:=1-1;2]; //Input from 1st admin
L: apv:=(i1<0)7?-1: apo;

L i2:=1[-1;2]; //Input from 2nd admin
5 apv:= (app > 1Ni2<0)7-1: apo;

ls: typ:=[1;2]; //Input from system settings

7 : acs = apv X typ;
ks : //Access the object o here, and it fails when acs < 0

Figure 1.4: Access Control Program Example

To represent the above program as a transition system, we have: the set of program
pointsL = {4, 6, b, 1, &, s, Iz, ls }; the set of variables X = {apv, i1, i2, typ, acs}; the set
of environments M = X — Z, where Z is the set of integers; the set of states S = L x M,
the set of initial states S = {; } x M, and the set of final states S/ = {} x M. Moreover,

the transition relation is defined as follows:

= = {4, p), (&, PN | p € T{lapv = 1}({p})} U

(&, p), ( >>|p e r{it:=[-L2]}({p})} U

{((G, p), (b, P)) | p' € Tﬂap = (i1<0)7-1: apof({p})} U
{({4, p), (6, p) | P € T{liz:= [ 2]({p})} U

13
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{6, p), (&, p)) | 0 € T{apv = (apv > 1 Ni2<0) ? -1 : apot({p})} U
{{(&; p)s (G, P)) |0 € T{mp = [L2]F({p})} U
{(&, p), (& 0)) | ' € T{acs := apv x wp({p})}.

1.2 Program Semantics

Traces. For any program (i.e. transition system), an execution is represented by a finite
or infinite sequence of states, which is called as a trace; the program semantics is a set of
such executions, and a trace property is a set of traces that have this property.

In the following, we write 0 = s- - -s,_1 to denote a finite trace of exactly length n,
where the (i + 1) state s; = (£, p;) € S along the trace is denoted as oy;; equivalently,
such a finite trace of length n can be represented as a mapping from natural numbers
in [0, n — 1] to states. Similarly, we write 0 = s- - -s;- - - to denote an infinite trace that
does not terminate, and such a trace can be equivalently represented as a mapping from
all natural numbers to states. Specially, € denotes the empty trace. In addition, by abuse
of notation, we say a state s belongs to a trace o (i.e. s € 0), if there exists a natural

number i € N such that o) = 5.

o € St £ U ([0,n — 1] —S) finite traces
n>1

o €S £ {eust empty or finite traces

o € S £ NwS infinite traces

o € St £ stus>® finite or infinite traces

o € S £ {JusSt® empty or finite or infinite traces

For any trace o, its length |o| is the number of states in o. Specially, the length of

the empty trace |¢] is 0; for an infinite trace o, its length |o| is denoted as co.

14
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The concatenation of a finite trace ¢ = - --s,—1 and a state s is simply defined

by juxtaposition os such that os = s- - -s,-15; the concatenation of a finite trace o0 =
.. a .

50 * *Sp—1 and a transition 7 = 5,_; — s, is denoted as o7 such that o7 = 55+ - -s5,_15,;
the concatenation of a finite traces 0 = sy---s,_1 and another (finite or infinite) trace
o' = s is denoted as 00’ such that oo’ = sy - 5,15, - -; the concatenation of an
infinite trace o and another trace (or a state, or a transition) is the same as o itself.

A trace o is said to be < - less than or equal to another trace ¢, if and only if, o is a

prefix of o’. Besides, for any set 7 of traces, we define a function Pref(7) that returns

the prefixes of traces in 7.

c=0d £ |o|<|o'|AVO<Li<]|o|:oy =0y ordering of traces
Pref € p(S™) = p(S*™) prefixes of traces
Pref(T) & {0/ €S*™|Foe€T.0' =20}

Trace semantics. For a program P = (S', —), a valid intermediate (partial) trace o
is a finite or infinite trace, along which every two successive states are bounded by the
transition relation —. The intermediate (partial) trace semantics [P]'" € p(S**°) is the set
of all valid intermediate traces for P, i.e. [P]" £ {sp---s,_1 € S* | Vi € [0,n —2].5; —
sip1y U {so 5o+ € S| Vi € N.s; — s;11}. This semantics is a formal description of
the executions of P, which start from any state, and stop at any time or do not ever stop.

A valid prefix trace o is a finite or infinite trace, such that it starts from an initial state
s € S" and every two successive states along the trace are related by the transition relation
—. The prefix trace semantics [P]P" € o(S*>°) of P is the set of valid prefix traces, i.e.
[P]Pef & {sp-- 5,1 €S* | 5o €S'AVi € [0,n —2].5 — si01} U {s---5--- € S™ |

so € S'AVi € N.s; — s;41}. This semantics is a formal description of the executions
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of P, which start from any initial state, and stop at any time or do not ever stop.

A valid maximal trace o is a finite or infinite trace, such that it starts from an initial
state s € S, every two successive states along the trace are related by the transition
relation —, and either it terminates at a final state s’ € S/ or the error state w, or it does
not ever terminate. The maximal trace semantics [P|M® € ©(S*>°) of P is the set of valid
prefix traces, i.e. [P]M®> £ {sp-- 5,1 € S* | 5 € S'AVi € [0,n—2].5; — 811 Asp_1 €
STU{w}U{s s+~ €S*®| s €S'AVi € N.s; — s;11}. This semantics is a formal
description of the executions of P, which start from any initial state, and stop only at
final states or crash or last forever. It is not hard to see that [P|Ma< C [P]"rf C [P]".

]] Pref

In addition, the prefix trace semantics [P is an abstraction of the maximal trace

semantics [P]JM2* via the function Pref, i.e. [P]""¢" = Pref([P]M=).

Specifically, for any program written in the simple language described in Fig. 1.2, its
intermediate/prefix/maximal trace semantics can be defined by structural induction/de-
duction on the program syntax, with the assistance of the environment transfer function
defined for every atomic instruction in Fig. 1.3. Here we omit the structural definitions,

and refer to chapter 16 of [2] for more information.

Example 2 (Access Control, Continued) Consider the access control program in Fig. 1.4
again, it is obvious that there is no valid infinite trace and it is impossible to reach the error
state w, thus a valid maximal trace must start from the initial point [, and terminate at
the final point ly. By the definition of — given in Example 1, it is not hard to construct
the corresponding maximal trace semantics: [P|M™ = {(4, p1){k, p2){&, ps){f, pa) (b,
ps) (s, pe) (&, p7) ks, ps) | (o1 € M) A (p2 = prfapr = 1]) A (p3 = palil = mi] Aoy €
{-1,0,1,2}) A (pa = pslapr — ((ps(i1) <= 0)?-1: ps(apv))]) A (ps = pali2 = vo] A

16



CHAPTER 1. PROGRAM SYNTAX AND SEMANTICS

o € {-1,0,1,2}) A (ps = ps[apr — ((ps(apv) >= 1 A p5(i2) <= 0)?-1: p5(apv))]) A
(p7 = poltyp — w] A vs € {1,2}) A (ps = prlacs — pr(apv) = pr(typ)])}.
Along every valid maximal trace, there are three inputs, where [-1;2] has four choices of

M= can be represented

integer values, and [1; 2| two choices of integer values. Therefore, [P
by 32 separate patbs, each of which denotes a set of valid maximal traces such that they share
the same inputs and the only difference comes from the initial environments.

In addition, the intermediate trace semantics [P]" and prefix trace semantics [P]P"" can
be easily obtained from the transition relation — too, bence are omitted here. Moreover, a
trace property “the access to o fails” can be represented by a set of maximal traces in which the

value of acs is less than or equal to 0 at point , i.e. {o € [P[M™ | Ip € M. o7 = (&,

p) A p(acs) <= 0}. U
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Chapter 2

Forward Reachability Analysis and
Backward Accessibility Analysis

Abstract interpretation [3, 4, 2] is a mathematical theory to reason on computer
programs, more precisely on the executions of computer programs running on a com-
puter. It formalizes formal methods and allows to discuss the guarantees they provide
such as soundness (the conclusions about programs are always correct under suitable ex-
plicitly stated hypotheses), completeness (all true facts are provable), or incompleteness
(showing the limits of applicability of the formal method). Abstract interpretation is
mainly applied to design semantics, proof methods, and static analysis of programs. The
semantics of programs formally defines all their possible executions at various levels of
abstraction. Proof methods can be used to prove (manually or using theorem provers)
that the semantics of a program satisfy some specification, that is a property of execu-
tions defining what programs are supposed to do. Static analyzers are programs that are

able to automatically extract properties of programs semantics (i.e. of their executions)
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using only the program text, without running the programs they analyze on a computer.

This chapter presents some notations and techniques in the abstract interpretation
framework, which will be referenced in part III. To be more precise, section 2.1 reviews
some key concepts of abstract interpretation, and section 2.2 introduces the abstract
domain of environments and invariants. In section 2.3, we define the classic forward
(possible success) reachability semantics of a program as an abstraction of the trace se-
mantics, and sketch the design of an over-approximating abstract forward reachability
analysis, which can automatically infer program invariants. In section 2.4, the backward
impossible failure accessibility semantics is defined as the adjoint of forward reachability
semantics, which specifies the sufficient precondition for a given postcondition to hold.
Compared with the classic forward reachability analysis, the abstract backward impossi-
ble failure accessibility analysis has not been well studied yet, and there are few literature
on this topic. We summarize the under-approximating abstract backward analysis pro-
posed by Miné [34, 42], and propose a similar over-approximating abstract backward
analysis, both of which will be used to determine responsibility in the abstract. In ad-
dition, for the sake of completeness, in section 2.5 we also briefly discuss the backward
possible success accessibility semantics (which is the conjugate of backward impossible
failure accessibility semantics) and the forward impossible failure reachability semantics

(which is the adjoint of backward possible success accessibility semantics).

2.1 Basic Notations in Abstract Interpretation

Posets. A partially ordered set (i.e. poset) (D, C) is a set D equipped with a partial order

C that is (1) reflexive: Vo € D. x C z; (2) antisymmetric: Vz,y € D. (x Cy) A (y C
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z)) = (z = y); and (3) transitive: Vz,y,z € D. (x Cy) A(y C 2)) = (x C z). Let
S € p(D) be a subset of the poset (D, C), then the least upper bound (or lub, join) of S
(if any) is denoted as LS such thatVx € S. 2 C US andVu € S. (Vx € S. 2 C u) =
LS T w, and the greatest lower bound (or glb, meet) of S (if any) is denoted as MS such
thatVz € S. NS CxandVl € S. (Vx € S. 1 C x) = | C 1S. The poset D has a
supremum (or top) T if and only if T = LD € D, and has an infimum (or bottom) L if
and only if 1 =MD € D.

Preorder and Equivalence Relation. A preorder < is a binary relation that is reflexive
and transitive, but not necessarily antisymmetric. Then x ~ y £ 7 S y Ay < z is
a equivalence relation that is reflexive, symmetric (Vz,y € D. © ~ y = y ~ z), and
transitive. For any equivalence relation ~, the equivalence class of x € D is defined as
[z]. £ {y € D | y ~ x}. The quotient set D|.. of D by the equivalence relation ~ is the
partition of D into a set of equivalence classes, i.e. D|. £ {[z]~ | € D}. In addition,
the preorder < on D can be extended to a relation < on the quotient set D|.., such that
(7]~ 2o [yl & T2 € 2], ¥ € [y]~. ' 2y Thus, if < is a preorder on D, then <

is a partial order on the corresponding quotient set D...

CPO and Lattices. A complete partial order (i.e. CPO) is a poset (D, C, L, L) with
infimum L such that any denumerable ascending chain {z; € D | i € N} has a least
upper bound Uieny z; € D. A lattice is a poset (D, T, L, M) such that every pair of
elements x,y has a least upper bound = U y and a greatest lower bound z My in D,
thus every finite subset of D has a least upper bound and a greatest lower bound. A

complete lattice (D, T, L, T, L, M) is a lattice in which any arbitrary (possibly infinite)
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subset S € (D) has a least upper bound LIS, hence a complete lattice has a supremum

T = UD and an infimum L = LI{).

Galois Connections and Abstraction. In the abstract interpretation framework, Galois
connections are used to formalize the correspondence between concrete properties (e.g.
sets of traces) and abstract properties (e.g. sets of reachable states) in case there is always
a most precise abstract property over-approximating any concrete property. Given two
posets (D, C) (called the concrete domain) and (D*, C*) (called the abstract domain),
the pair (a, ) of functions o € D + DF (called the abstraction function or lower/left
adjoint) and v € D* — D (called the concretization function or upper/right adjoint)
forms a Galois connection if and only if Vz € D. Vy* € Db a(z) Cf of & = C y(yP).

Such a Galois connection is denoted as:

(D, ©) & (D%, CF).

The above definition of Galois connections is equivalent to have  and v such that:
(1) « is increasing (monotonic); (2) «y is increasing (monotonic); (3) 7 o « is extensive
(i.e. Vo € D. 2 C y(a(1))); (4) o o v is reductive (i.e. Vy* € D. y* C a(y(y"))).

The intuition of Galois connections is that the concrete properties in D are ap-
proximated by abstract properties in D*: «(z) is the best (most precise) sound over-
approximation of x in the abstract domain D, and () is the least precise element of
D that can be over-approximated by 4. The abstraction of a concrete property = € D is
said to be exact whenever y(a(x)) = x, which means that the abstraction a(z) of prop-
erty  loses no information at all. In addition, we say that y* € DF is a sound abstraction

of # € D if and only if x T ~(y*).
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Fixpoints. For a poset (D, L), a fixpoint of a function (or transformer) f € D +— D
is an element x € D such that f(z) = x. We denote Ifp= f as the least fixpoint of f,
and gfp™ f as the greatest fixpoint of f, if they do exist. Ifp~ f is the least fixpoint of
[, which is - greater than or equal to a € D, if any. Dually, gfp~ f is the greatest
fixpoint of f, which is C - less than or equal to a € D. When the partial order T is
understood from the context, it can be omitted, and we write lfp f or gfp f.

(Tarski Fixpoint Theorem [59]) An increasing function f € D +— D on a complete
lattice (D, C, L, T, U, M) has a least fixpoint Ifp= f = M{x € D | f(x) C z}.
(David Park Conjugate Fixpoint Theorem [8, 9]) Let S be a set, f € p(5) — p(S) be
a C-increasing function on the complete lattice (p(5), C, #, S, U, N), and =X = S\ X

be the set complement. If we define f £ X — —f(—X), then gfp“ f = —lfp f.

Fixpoint Abstraction. All kinds of program semantics can be expressed as fixpoints
of increasing transformers in posets. Given an abstraction (D, C) %) (D%, C¥) of a
concrete domain D into an abstract domain D* and an increasing concrete transformer
f € D+ D, we would like to abstract the semantics expressed as Ifp= f in the concrete
domain into a least fixpoint lfp c* f* in the abstract domain, where f* € D* s D% is an
abstract transformer. If a(lfp= f) = lfpgi f*, this abstraction is exact; if a(Ifp= f) CF
lfpEjj f*, we get an over-approximation of Ifp= f, but the abstraction is still sound.

Let the concrete domain (D, C, L, T, U, M) and the abstract domain (D*, C¥, L¥, T#
LIF, T) be two complete lattices, (D, C) % (D*, C*) be a Galois connection between
the two domains, f € D — D and f* € D* — D* be increasing transformers. If
oo foy Ct f# (where Tt is defined pointwise such that fiCtg® o vt € DE. fi(at) CF

g*(2)), then we have Ifp= f TF y(Ifp=" f%).
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Fixpoint Approximation by Extrapolation with Widening. In the case where the ab-
stract domain has infinite increasing chains (e.g. in interval domain, polyhedron domain,
octagon domain, etc.), the sequences of abstract iterations are not guaranteed to termi-
nate in finitely many steps. In [3], a widening operator is introduced to replace the
abstract join operator such that the iteration convergence is guaranteed.

A widening is a binary operator V € (D* x D*) s D* on the abstract domain D*
such that: (1) Va#,y* € DF. of CF 2*Vyf A ¢* CF 2#Vyf; (2) for any sequence (2" ien,
the sequence (3 );en defined as y} = 2% and Vi € N. ¢/ 1= yivat 1 converges in finite
time. The following theorem shows that we can compute a sound over-approximation
of concrete semantics expressed by a least fixpoint in a finite number of iterations with
widening operators.

(Cousot and Cousot Upward Iteration with Widening Theorem [3, 5]) Given a con-
cretization function v € D — D, we assume that the abstract transformer f* € D! —
D* is a sound abstraction of the concrete transformer f € D+ D (i.e. foy C yo f¥).
Letz € D, 2t € D! such that = C ~(z%). Then, the sequence (y/°);cn defined as 3 = 2
and Vi € N. ¢ = Y2V f1(y?) is ultimately stationary and its limit lim (y);cy is a sound

approximation of Ifp f, that is to say, Ifp f C ~(lim (YD) ien)-

Fixpoint Approximation by Interpolation with Narrowing. Suppose the limit of the
sequence (yﬁi )ien is y# such that y? vV f#(y?) = y!. In many cases, v} is a strict post-
fixpoint of the function f* (i.e. f*(y%) C* %), thus the over-approximation v}, can be
refined by applying f* for a few more times without using the widening v, and get a
new sequence (2%);c that is defined as 25 = 3% and Vi € N. 2 = fH(zF). However,

such a sequence may not terminate, since the abstract domain € D* could have infinite
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decreasing chains. To guarantee the termination of this refinement, a narrowing operator

is proposed in [3].

A narrowing is a binary operator A € (D* x D*) — D* on the abstract domain D*
such that: (1) Vz!*,y* € DF. of CF 2f = ¢ C* (2 Ayf) CF 2% (2) for any sequence
(z8)sen, the sequence (y});cn defined as y, = xf and Vi € N. yfﬂ = yfo?H converges
in finite time. The following theorem shows that we can refine an over-approximation

of a fixpoint by decreasing iterations with narrowing operators.

(Cousot and Cousot Downward Iteration with Narrowing Theorem [3, 5]) Given a
concretization function v € D +— D, we assume that the abstract transformer f* ¢
D* — D! is a sound abstraction of the concrete transformer f € D+ D (i.e. foy C
vo f#). Let v € D, y* € D such that Ifp fC v(y*). Then, the sequence (zf)ieN
defined as z} = y* and Vi € N. 2/ =N ?(2) is ultimately stationary, and its limit
lim (2);cy is a sound approximation of Ifp f that is more precise than y*. That is to

say, fp, f C y(lim (),en) C 7(5).

2.2 Abstract Domains

The concrete trace semantics of transition systems introduced in Section 1.2 is not
computable in general, thus we propose to abstract sets of concrete traces into invariants.
In order to accomplish that, this section introduces the abstract environment domain,

the concrete invariant domain and the abstract invariant domain.
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2.2.1 Abstract Environment Domain

Let (Dg,ﬁ, Elﬁw, J_fw, Tlﬁw, ulﬂw, I—Ilﬁw be an abstract environment domain, and vy €
D, — o(M) be the corresponding concretization function that associates each abstract
element M* € Dﬁ,ﬂ to the set of concrete environments it represents. In particular, Dlﬁw
features an infimum L}, and a supremum T%, such that vz (_L,) = 0 and 44 (T%,) = M,
and an abstract join operator LIZ, that soundly approximates the concrete join operator U
(more precisely, YM, M’ € p(M), M*, M¥ € D! . (M C (M) A M’ C yu(M¥)) =
MUM C y(M*LE, M¥)).

This dissertation focuses on the analysis of numerical programs, and takes three
popular abstract domains that can express constraints on program variables as examples.
The interval domain introduced in [6] bounds the value of numerical variables by minimal
and maximal values between which all reachable values of a variable must stand, and each
abstract element in this domain can be defined as a mapping from program variables
to intervals (e.g. x € [[,h] Ay € [I',h']). It is a simple but useful domain, and it
has been applied not only to prove the absence of integers or array index overflows but
also to detect unseen inputs of neural networks [49]. However, the interval domain is
not expressive enough to be useful for a relational reachability analysis, in which the
constraints involving more than one variable are needed. One example of relational
abstractions is the polybedra domain introduced in [7] that can express conjunctions of
affine inequalities on variables. In this domain, an abstract element (i.e. polyhedron) is
defined as a finite set of affine constraints of form @- ¥ > b (e.g. 2% x —3*y+5*xz > 4),
where X denotes the vector of all variables, @ denotes a vector of coefficients and b denotes

a constant. In addition, strict inequalities are supported in current polyhedron domain
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[21, 41, 10] . Another example is the octagon domain introduced in [31, 18, 38], which
restricts the affine constraints used in the polyhedron domain to unit binary inequality
constraints of form £x + 1 < ¢ (e.g. * —y < 0). The above three numerical domains
are similar semantically in that they infer conjunctions of inequality constraints and
represent convex sets, but they are based on different algorithms and achieve different
trade-offs between precision and efficiency. Operators in the interval domain have a linear
cost in the number of variables, while octagon operators have a cubic cost. The cost of
polyhedra is unbounded in theory (since it can construct arbitrarily many constraints),
but it is exponential in practice [56, 42].

It is assumed that, for every concrete environment transfer function F € p(M) —
©(M) specified for atomic actions in the program (e.g. 7{ x := expr [} and 7{ bexpr |}
for the simple language described in Fig.1.3), the abstract environment domain Dlﬁw (e.g.
interval/polyhedron/octagon) provides a sound abstract function F* € D, s DY, such
that the soundness condition YM* € D%, (F o ) (M) C (721 0 F¥)(M*) holds.

In addition, it is worth noting that, in some abstract domains, we have an abstraction
function oy € p(M) — D}, such that cyy and 4y form a Galois connection (p(M),
<) % (D!, C!). In this case, every concrete element M C M (i.e. every set
of concrete environments) has a best abstraction ay(M) € D, and every function
F e p(M) — (M) in the concrete domain has also a best abstraction ay o F o vy €
D!, — Di,. Specifically, the interval and octagon domain have this desirable property,

while the polyhedron domain does not.

Example 3 (Access Control, Continued) For the access control program in Fig. 1.4, it

is sufficient to use the interval domain as D% to express environment properties such as “the
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access to o fails” (i.e. the value of acs is less than or equal to 0 at point ), since no relational
constraints on variables are required. To be more precise, the abstract environment element
M* = apv € [-00,00] A il € [-00,00] A i2 € [-00,00] A typ € [-00,00] A acs € [-00, 0]

represents the set of environments g (M?) = {p € M | p(acs) < 0}, in which the value of
variable acs is less than or equal to 0 while the values of other variables are arbitrary. Similarly,
an environment property “the access to o succeeds” (i.e. the value of acs is greater than or equal
to 1 at point ) can be over-approximated by M¥ = apv € [-00, 00] A il € [-00, 00| Ai2 €

[-00, 00] A typ € [-00,00] A acs € [1, ). O

2.2.2 Concrete Invariant Domain

For any set 7 of concrete traces (which can be either the program semantics or a
trace property), we would like to abstract it into an invariant, which collects the set of
environments for each program point that are visited by traces in 7. Hence, the concrete

invariant domain Dy is defined as (L — (M), C), and there exists a Galois connection

between concrete traces and the concrete invariant domain Dy.

(p(8™), C) === (L = p(M), &).

where C is the pointwise inclusion relation, and aj and 7y are defined as:

ar € P(S*™) — (L — p(M)) concrete invariant abstraction
a(T) & {peM|3oecT.{,p)cao}
m € (L= pM))— o(S*) concrete invariant concretization
A

(1) {oeS™ [V, p)€o pel(l)}

Proof- Forany T € p(S**) and | € L — (M), we can prove that

ar(T) C |
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e Vel a(T)l CI(1) {def. C§
sVieL. {peM|IoceT.{l,p)ca}tCI() {def. ay(S)(§
eVielL.VpeM. 3ceT.([,p) eo)=pel(l) (def. C§
SVieL. VpeM.YoeS*™. (c €T A, p)eo)=pel(l) (def. 3§
S VoeT. Y, p)ea. pel(l) {def. V and =§
ST C{oeS™|Y{,p)ea pelll)} {def. C§
& T Syl {def. 7§

By the above property, we have proved that a; and +; form a Galois connection. [

2.2.3 Abstract Invariant Domain

The concrete invariants introduced above can be further abstracted into abstract in-
variants, in which every set of concrete environments is represented by an abstract ele-
ment in D?,. Here we define the abstract invariant domain D¥ as (I — D}, Ei/H), where
the program points are mapped to abstract elements in Dﬁ,ﬁ, and gﬁﬂ is the pointwise
ordering induced by Cf, (i.e. VI¥,1¥ € D FELI¥ < (V0 € L. () T, 19(1))). The
corresponding concretization function 4y to the concrete invariant domain is:

€ (L Diy) = (L= p(M)) abstract invariant concretization
() 2 (D))
Similar to the abstract environment domain, D! features an infimum 1% £ \[ €

L. 1! and a supremum T} £ X\ € L. T%, such that 4y (L% = A\ € L. § and

A(TH = M € L. M. When the environment abstraction ayy € p(M) — D},
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does exist (e.g. in the interval or octagon domain), we can construct the corresponding
pointwise abstraction function ¢y for the abstract invariant domain:

(L — p(M)) — (L — D) abstract invariant abstraction

are(1(£))

an(1)(

[I> m

Furthermore, we can build a combination of Galois connections:

(p(8™), ©) &= (L = p(M), &) &= (L Dy, L),

v

such that an abstract invariant I* € IL — D, over-approximates a set of concrete traces
Yo Au(lf) = {o € S | YL, p) € 0. p € y(l¥(£))}. Specially, the bottom L
represents the empty set of concrete traces (7; 0 41(_L") = 0) and the topT* represents

the set of all possible traces (y; o fa(LF) = §*).

Example 4 (Access Control, Continued) For the access control program in Fig.1.4, its

maximal trace semantics [P]M>

given in Example 2 can be over-approximated by an abstract
invariant I* € 1L — D, such that: 11(f) = TE, = apv € [-00, 00 A il € [-00,00] A i2 €

[-00, 00] A typ € [-00, 00] A acs € [-00, 0],

In addition, the concrete trace property “the access to o fails” is over-approximated by

another abstract invariant ¥ € 1L — D%, such that its abstract environment element attached
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to every program point is the same as I* defined above, except the value bound of acs at point
k is refined to [-2, 0]. More precisely, when [ = , 1 ([) = apv € [0, 1] Ai1 € [0,1] AN i2 €
[0, 1] A typ € [1,2] A acs € [-2,0]; otherwise, I¥(£) = 1*(L). O

2.3 Forward Reachability Analysis

Given a program P, the corresponding forward reachability semantics specifies the
set of states that are possibly reachable at any program point for all executions of the
program. Section 2.3.1 formalizes a variant of the classic forward reachability (invariant)
semantics, which is defined as an abstraction of the program’s intermediate trace seman-
tics. Section 2.3.2 briefly presents an abstract forward reachability analysis that soundly

over-approximates the concrete forward reachability semantics.

2.3.1 Forward Reachability Semantics

Classic Forward Reachability Semantics. In the literature, usually the forward reach-
ability semantics of a program is defined as an abstraction of its prefix trace semantics,
which attaches to each program point a set of environments that are possibly encoun-
tered during any execution from a given set of initial environments. More precisely,
given a set of initial environments M’ € (M), the forward reachability semantics
S+[P](M") € L + ©(M) is defined as a mapping from each program point [ to a
set of environments at [ that are reachable from M’. The formal definition is given
as below, where (£*, p"Yo ([, p) denotes the concatenation of an initial state ([*, p'), a

(possibly empty) finite trace o and a state (£, p). Specially, if o is empty and (£, p) is
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S»[P]
Sw[P(M)(

M) = (L — p(M)) classic forward reachability semantics

equal to ([*, p'), then ([*, p')o ([, p) represents a trace with only one state ([*, p').
S
£ {peM|3oeS,p eM. (', pYall, p) € [P]"}

The classic forward reachability semantics defined above specifies an invariant prop-
erty of the program executions. If the set of initial environments M’ is taken as a
precondition, then S»[P](M’)( is an invariant at £, which holds if and when the exe-
cution of P starting with an initial state satisfying M reaches program point /. Such a

forward reachability semantics is quite useful in verifying program correctness.

Forward (Possible Success) Reachability Semantics  In order to build a Galois connec-
tion between the forward reachability semantics and the backward accessibility seman-
tics (defined in Section 2.4) and facilitate the trace partitioning by invariants during the
forward reachability analysis (introduced later in Chapter 3), here we define a variant of
forward reachability semantics, in which the considered execution traces are not required
to start from the initial point /*.

To be more precise, instead of collecting reachable states from a set of initial environ-
ments M, here the precondition I, € IL — (M) is specified by sets of environments
attached to any (not necessarily initial) program point, and the forward (possible suc-
cess) reachability semantics Sz;[P] collects all the reachable states in the intermediate

execution traces, which start from states satisfying the precondition l,e.

Sxp[P] € (L= pM))— (L — p(M)) forward reachability semantics
Sz[Pl(lpe)l’ £ {p €M |30 €S* [ €L,p€lyell). (£, p)a(l’, p') € [P]"}

Given a precondition lye € L +— o(M), the forward (possible success) reachability

semantics Sp;[P](lpre){ specifies an invariant at each point £, which holds if and when
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an execution of P starting with a state satistying |, reaches the point .

In order to distinguish from the classic forward reachability semantics and the for-
ward impossible failure reachability semantics introduced in section 2.5, the semantics
Sp:[P] defined above is formally named “forward possible success reachability semantics”.
Nevertheless, in the rest of this dissertation, the notation of forward reachability seman-
tics (where “possible success” or its abbreviation “ps” is omitted) refers to Sz [P].

It is easy to see that the classic forward reachability semantics S»[P] € p(M) —
(I = (M) is an abstraction of our definition Sg;[P] € (L — p(M)) — (L — p(M)),
and S+ [P](M’) is equal to Sx[P](Ipre) if lre = AL € L. (£ == (%) ? M" : (.

Forward (Possible Success) Reachability Semantics in Fixpoint Form. The forward
reachability semantics Sz[P] of a program P = (S’, —) can be defined by structural
induction on the language-specific syntax of the program, or in the fixpoint form with

a concrete forward transfer function Fz;[P]:

Sp[Pl € (L= pM))— (L — p(M)) forward reachability semantics
S[Pl(pre) = Ufp~ F[P]

Fa[P] € (L oM))— (L — p(M)) forward transfer function

Fa[P]l £ 1UXN eL{p eM|3reL,pel(l). (L, p)=(, p)}

where C and U are pointwise extensions of the standard inclusion relation C and union
operator U, respectively.

Essentially, the monotonic function Fz[P] described above can be constructed by
combining atomic forward transfer functions, each of which is typically defined for an
atomic action (instruction / computation step) in the program and associates a set of

environments before the action with the set of environments reachable after the action.
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More formally, here we assume that for every pair of program points (/, [’) in the
program P, an atomic transfer function F,_,/[P] € p(M) — ©(M) is provided such that
for any set M of environments at point /, the function F,_,[P](M) returns the set of
environments at point [’ that are reachable from M: (1) if £/ = [/, then F,_,[P](M) =
M; (2) if £ # [’ and there is not an atomic action from [ to [/, then F;_/[P](M) = 0;
and (3) otherwise, there is an atomic action from [ to [/, then F,_,[P](M) is the set of
environments after executing the action from M. Take the simple language in Fig.1.2 as
an example, there are only two types of atomic actions: for an assignment 1y := ¢, the
corresponding atomic transfer function F_,;, [P[(M) = 7{x := ¢[{M, which is defined
in Fig. 1.3; similarly, for a boolean test b2, the corresponding atomic transfer function
Fip [PIM) = 7{b[M.

Therefore, the definition of forward transfer function F5;[P] can be rephrased into:

Fn[P] € (L= p(M))— (L — p(M)) forward transfer function
Fr[P]l £ ' elL. UL Fron[PI(I(F))
Example 5 (Access Control, Continued) Consider the access control program in Fig.1.4
again, the forward transfer function ¥53[P]| can be derived by combining the following atomic
transfer functions: 7{ apv:=1 1], 7{ i1:=[-1;2] |, 7{ apr:=(i1<0)7-1: apv |},
i2:=[-L2 [}, 7{apw:=(apr >1Ni2<0)?-1:apv [}, 7{ typ :=[1;2] [}, and
T{ acs := apv x typ[}. Then, from a precondition |,e € L — (M) such that l,e(f) = M
and () = O for [ # L, we can compute the forward reachability semantics Sgz[P] (Ipre)
by the least fixpoint lfplfre F5:[P], which is equal to the classic invariant semantics.

To be more precise, the result S[P](lpre) is listed in Table 2.1, in which the constraints

on environment like “p(apv) = 17 is written as “apv = 1” for short. d
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(TSPl )t

L | M

L |{peM|apw=1}

L1 {peM|app=1Ni1€{-1,0,1,2}}
Li{peM|agw=1Ni1€{1,2}}U{peM|ap=-1Ai1€ {-1,0}}

L {peM|app=1Ni1€{1,2} Nize {-1,0,1,2}}
U{peM|agpw=-1Ni1€ {-1,0} Ni2 € {-1,0,1,2}}

| {peM|app=1Ni1€{1,2} Ni2z e {1,2}}
U{peM|apw=-1Ni1€ {1,2} Ni2 € {-1,0}}
U{peM|apw=-1Ni1€ {-1,0} Ni2 € {-1,0,1,2}}
Ll{peM|app=1Ni1€{1,2} Ni2 € {1,2} A typ € {1,2}}
U{peM|apw=-1Ni1€{1,2} Ni2€ {-1,0} A typ € {1,2}}
U{peM|agpw=-1Ni1€ {-1,0} Ni2e€ {-1,0,1,2} Awyp € {1,2}}

Ll {peM|apw=1Ni1€{1,2} Ni2e{1,2} ANtyp =1 N acs = 1}
U{peM|apw=1Ni1e€{1,2} Ni2e {1,2} Atyp =2 N acs = 2}
U{peM|apw=-1Ni1€ {1,2} Ni2€ {-1,0} Atyp =1 A acs = -1}
U{peM|agpp=-1Ni1e€{1,2} Ni2€ {-1,0} A typ =2 A acs = -2}
U{peM|agpp=-1Ni1€ {-1,0} Ni2e€ {-1,0,1,2} Atyp =1 A acs = -1}
U{peM|apw=-1Ni1€{-1,0} Ni2€ {-1,0,1,2} A typ = 2 \ acs = -2}

Table 2.1: Concrete Forward Reachability Semantics for the Access Control Program

2.3.2 Over-approximating Abstract Forward Reachability Analysis

Although the concrete forward reachability semantics Sz [P]] can be easily computed
in the Example 5 (since there is no infinite loops in the access control program and
the variable values are bounded integers), it is not computable in general, and an over-

approxnnatlon 1S necessary.

Over-approximating Abstract Forward Transfer Function. For the forward transfer
function F[P] € (L — o(M)) — (L. — ©(M)) on the concrete invariant domain, we
need to construct an abstract forward transfer function ﬁ‘% [P] € (L — D) — (L +—

D?,) that over-approximates F5[P], where the symbol * denotes over-approximations.
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In section 2.2.1, it is assumed that for each transfer function F,,[P] € p(M) —
©(M) defined for atomic actions, the abstract environment domain D, provides an ab-
stract function Fiﬁ[, [P] € D!, — D%, such that YM* € D, (F,_;[P] o yu)(MF) C
(ym © 13‘? _+[P])(M?*). For instance, the interval/polyhedron/octagon domain provides
the over-approximating abstract transfer versions 7#{ x := e[} and 7*{b[} for 7{x := e|}

and 7{b[}. Therefore, PA’% [P] can be constructed by the join of I}t} _[P] functions:

I}i@ [P] € (L~ Di)— (L~ D)) abstract forward transfer function
4 ~
FLIPIF 2 M e LUy e Frop [PIOF(0))

.ot . . .
The abstract function Fz;[P] is monotonic and obeys the soundness condition:

VI € L s Dy Fi[P] o 4us (1) & u o P [PI(1). 2.1)

Proof- We start with the soundness of abstract atomic transfer function Fi} _[P]:
VI, € LoYM? € Dl Froor[P] o ma(M?) C e 0 B [P] (M?)
= VI, e L.V € L s Dy Fry o [P] 0 3ua(F(0)) € e 0 B [P](E (1))
{by replacing M* with I#(£)S§
SV € LWF € L Dy Urer, B [PUa(F(0))) € me(Ubyren B o [PIF(1))
Ljoin on [ € L, and LI}, soundly approximates US§
= V' e L.VF €L Dy (F[P] o) (") C (Ao ﬁfﬁ[[P]](lﬁ))([')
{def. Fy3[P] and F5 [P
= VIF € L s Dly. F[P] o Ama(1f) € du 0 Foy [P (1) {def. C§ O
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By the monotonic property and the soundness condition (2.1) of the abstract forward
transfer function Fzﬂg [P], we know that: for any loe € L (M) and I£ . € L — D%,

pre

if lre € “a(1%,e), then lfplfre Fx:[P] C ”'YM(lfpflﬁw F}% [P]). That is to say, the concrete

forward reachability semantics Sp;[P](lore) can be soundly over-approximated by the

least fixpoint of the abstract forward transfer function Flﬁg [P].

Widening. In most abstract environment domains (e.g. intervals, polyhedra, octagons),
there may exist infinite increasing chains, hence the iteration of FA‘% [P]] may not converge
in finite time. To address this problem, as explained in section 2.1, we need to have a
widening operator V; € (L — Df) x (L — DY) — (L — D) on the abstract
invariant domain, which satisfies the following soundness and termination conditions:

(1) Vat, y* € L= Diy. Ana(2®) U Ama(v?) € Amala? V1 o);

(2) for any sequence (xﬁ),-eN, the sequence (y?)ieN defined as yg = x% and Vi €
N. yf 1= yf VI xf 1 converges in finite time.

The implementation of vy € (L +— D) x (L — D},) — (L — D!,) naturally
follows the widening operator Vi € Dﬁ,ﬂ X Dlﬁw — Dﬁ,ﬂ provided by the abstract environ-
ment domain, such that I¥ vy I¥ £ X\ € L. I¥(£) vy I¥(£). It is easy to prove such a

definition of V; obeys the soundness and termination conditions, and we omit it here.

Abstract Forward Reachability Semantics.  Given a precondition represented by I, €
L — D!, the corresponding concrete reachability semantics Sz [P](Yu (%)) is the

least fixpoint of function Fy;[P] which is greater than or equal to 4 (I%.). That is to

pre

say, Sz [P] (m(l5,)) = lfp_g . T [P]. By Cousot and Cousot’s upward iteration with

i (Ipre
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widening theorem, lfp‘g F5:[[P] can be soundly over-approximated by the limit of a ul-

’YM(lpre)

timately stationary sequence (I*);en, where I5 = I _ and Vi € N. |§H =1} vy 13‘% [P](1).

pre

W €L Diy. S FlP] € ullimg AF F v FL[PI(F).  (22)

™ Ipre

In the rest of this dissertation, the abstract forward reachability semantics S]% P]
refers to the following definition, which gives a sound over-approximation of the concrete

reachability semantics and can be computed in finite time.
S% [P] € (L~ Di)— (L~ D) abstract forward reachability semantics
SLIPI(G) £ limg AP vy Fo[P](F)

Example 6 (Access Control, Continued) For the access control program in Fig. 1.4, we use
the interval domain as the abstract environment domain D’;. Given an abstract precondition
el — Dy such that 18 (6) = T and & (() = LY, for [ # &, the corresponding

pre pre

pre

abstract forward reachability semantics Sg_g [P(I8,o)( is listed in Table 2.2.

(| SLIPI(E!

AT

L | apv € [1;1] A il € [-00;00] A i2 € [-00; 00| A typ € [-00; 00] A acs € [-00; 00]
G| apv € [1;1) Nil € [-1;2] A i2 € [-00; 00| A typ € [-00; 00] A acs € [-00; <]

L | apv € [-1; 1] N1 € [-1;2] A i2 € [-00; 00] A typ € [-00; 00| A acs € [-00; 0]
L | app e [-1;1Ni1€ [-1;2]) Ni2 € [-1; 2] A typ € [-00; 00| A aes € [-00; 0]

le | app € [-1; 1] Ni1 € [-1;2) Ni2 € [-1; 2] A typ € [-00; 00| A aes € [-00; 0]

b apve -1 ANi1e [-1;2) Ni2 e [F1;2) A typ € [1;2] A acs € [-00; 00]

k| apve -1l Ni1e [-1;2)Ni2 e [F1;2) A typ € [1;2] A acs € [-2;2]

Table 2.2: Abstract Forward Reachability Semantics for the Access Control Program

Compared with the concrete reachability semantics Sgz [P (Iore) [ in Table 2.1, it is obvious
that SI’% [PI(I2,.)( is an over-approximation and contains some spurious environments that

are not reachable in the concrete (e.g. the value of acs cannot be 0 at ks in the concrete). [
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2.4 Backward Accessibilty Analysis

Given a precondition on states, the forward reachability analysis collects states that
are possibly reachable by the executions from states satisfying the precondition. Inversely,
given a postcondition on states, the backward accessibility analysis collects states from
which the executions reach states satisfying the postcondition.

In general, there are two types of backward accessibility analysis: (1) the backward
impossible failure accessibility analysis computes the states, from which the executions can
reach only the states satisfying the given postcondition (i.e. it is impossible to reach
states that fail the postcondition); (2) the backward possible success accessibility analysis
computes the states, from which the executions may reach a state satisfying the given
postcondition (i.e. it is possible to succeed to reach a state satisfying the postcondition).
This section discusses the backward impossible failure accessibility semantics, which is
essentially equivalent to the sufficient condition semantics in [34, 42]. More precisely, we
briefly review the under-approximating abstract analysis introduced by Miné, and pro-
pose a new over-approximating abstract backward impossible failure accessibility analysis.
Meanwhile, the backward possible success accessibility semantics is not utilized in this
dissertation, hence we briefly introduce it in the next section for the sake of completeness,

as well as its adjoint (the forward impossible failure reachability semantics).

2.4.1 Backward Impossible Failure Accessibility Semantics

The forward (possible success) reachability semantics Sz[P] € (L — p(M)) —
(L — p(M)) is the lower adjoint in a Galois connection, and the corresponding upper ad-

joint is defined as the backward impossible failure accessibility semantics S [P] € (L —
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p(M)) — (I = (M), such that any execution from states satisfying S [P](Ipost) can

reach only the states satistying the given postcondition lpes € L — (M):

S<[P]
. 1f .
(L 01, €) = (L p(M), )

where the definition of Si; [P] is formalized as
SlPl € (L= pM)) = (L — p(M))
SelPl(pos)l 2 {peM|Vo €S0 €L g € M. ({, plolf’, §) € [PI* =
Pl S lpost([/))}

Proof. For any lye, lpost € L — (M), we can prove that:

S [Pl (Ipre) S lpost
S V' e L. Sp[P](lpe)l’ C lpost(£') {def. C§
SV el {peM|3oeS, (el pcly(l). (£, p)oll’; o) € [P]"} C loost(£")
(def. S5 [P]5

SV eL. {§f € M| ~(Vo €S eL,pe ). £, ppall’, o) ¢ [P]")} C

{p eM|p € lpost()} {def. 3 and V§
eV el . {p e M |Vo €S [cL,pcl.() (£ pall’,p)¢[P]"} U {p €
M| € los(£')} = M {def. = and U
eV eL.Vy e M. (Vo € S L € L,p € le(l). (£, pya(l’, p) ¢ [P]") v €
lpost () 2def. V§
SV €L V€ ly(l). Yo € S0 € L, € M. ([, p)a(l’, p/) € [P]" = p €
lpost (1) (def. =§
SV el () C {peM|VoeS, ("clL,peM.(, poll, o) e[P" =
P € loxe (1)} (def. €5
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& Ve L lye(f) € S[P(lpost)! (def. S5[P]§
d Ipre g Sff[[P]](lpost) zdef QS

Thus, the forward (possible success) reachability semantics Sz [P] and the backward
impossible failure accessibility semantics S [P] form a Galois connection. O

For any postcondition l,ess € L +— (M) that can represent a trace property of
interest Y1(lpost), the backward impossible failure accessibility semantics S [P (1post)
computes the states from which all the execution traces must have the property ¥;(lpost),
or say, it infers the sufficient preconditions for the postcondition lpest to hold. It is
of great importance to know that our S [P] is essentially equivalent to the sufhcient

condition semantics introduced in [34, 42].

Backward Impossible Failure Accessibility Semantics in Fixpoint Form. Similar to
the forward (possible success) reachability semantics Sz;[P], the backward impossible
failure accessibility semantics S [P] of a program P = (S*, —) can be also defined in

the fixpoint form with a concrete backward transfer function Fe [P]:
SglP] € (L pM)) = (L p(M))  backward IF accessibility semantics
S lPllpos) = gl Fe[P]

|post

Fe [P] € (L pM))+— (L~ p(M)) backward IF transfer function
FgPll £ INMeL{peM|VI'eL,p € M.((, p) =(", o)
= p elll)}

where C and N are pointwise extensions of the standard set inclusion relation C and
intersection operator N, respectively.
As Fz[P] is constructed by combining atomic forward transfer functions F,_,/[P],

we can construct Fi [P] by atomic backward transfer functions ¥, [P] € p(M) —
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©(M), which are defined for every pair of program points (£, ') in the program such that,
if there exists a single atomic action from [ to [/, then executions from environments
in Fr/[P]M at point [ can only reach environments in M at point [’. To be more
precise: (1) if £ = [/, then F. [P[(M) = M; (2) if [ # [ and there is not an atomic
action from [ to [/, then ¥/, [P](M) = M and (3) otherwise, there is an atomic action
from [ to [, then F/. [P](M) is the set of environments at point [ that guarantee the
environments after executing the atomic action belong to M.

Specifically, for the simple language described in Fig. 1.2, there are only two types
of atomic actions, and for each of them we define an atomic backward transfer function.
For an assignment “x := e?, the corresponding atomic backward transfer function
F.,[Pl(M) = 7 {x := e[ M, which is defined as:

T{x:=efM=2 {peM|Voe [p. plx — v] € M}.

Similarly, for a boolean test b2, the corresponding atomic backward transfer func-
tion F, , [P](M) = 7 {b}M, which is defined as:
IO MEM U {p e M| [b]p = {f}}.

Therefore, the definition of backward transfer function F [P] can be rephrased into:

Fo[P] € (L p(M)) = (L= p(M)) backward IF transfer function
F[PIl & M e L.Npe Frer[PI(I(L)

Example 7 (Access Control, Continued) For the access control program in Fig.1.4, the
transfer function ¥[P] can be constructed by combining the following atomic backward
transfer functions: T { app =1}, T{i1:=[-1;2] [}, T{ apr := (i1 < 0)?-1: apo [},
Tliz= L2} T{apr:=(app > 1ANi2<0)?-1:apo |}, T typ:=[1;2] |}, and

?ﬂ acs 1= apv X typl}.
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Suppose we are interested in inferring sufficient preconditions of the trace property “the
access to o fails”, a simple idea is to specify a postcondition oo € L — (M) such that
lpost (B) = {p € M | p(acs) <= 0} and lpost(£) = M for [ # &, and then compute the
corresponding backward accessibility semantics S7[P](lpost). However, such a result is too
imprecise. Take the semantics at the point & as an example: 857 [Pl(lpost) & = lpost(f) N
Firc e [P](lhost(5)) = M0 7 { aes == apv x typ }({p € M| placs) <= 0}) = {p €
M | (p(apw) <= 0 A p(typ) >= 0) V (p(apv) >= 0 A p(typ) <= 0)}. This semantics
does provide correct sufficient preconditions of “the access to o fails”, but it is not precise enough,
since the value of typ is never zero or negative at point l; in the real executions.

In order to get a more precise result, the specified postcondition |05 can be refined by the
intersection with the forward reachability semantics Sz [P]|(Iore) computed in Example 5, i.e.
we define I, o = lpost (VS5 [P](lore), and the semantics S [PI(1ost) would be more precise,
whose result is listed in table 2.3, and the constraints on environment like “p(apv) = 17 is
written as “apv = 17 for short. It is not bard to see that: at the point b or b, there is no
sufficient precondition that can guarantee the property “the access to o fails”; beginning from

the point b, the negative or zero value of il guarantees “access failure”; and beginning from

the point 5, the negative or zero value of i2 guarantees “access failure”. O

2.4.2 Under-approximating Abstract Backward Impossible Failure
Accessibility Analysis

Similar to the forward reachability semantics, the backward impossible failure acces-

sibility semantics may be not computable in the concrete, hence it is necessary to reason
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[ ] SiplPT(gost) £

b0

L0

L1 {peM|apw=1Ni1€ {-1,0}}

L|{peM|ap=-1Ni1€ {-1,0}}

Ll {peM|apw=1ANi1€ {1,2} Ni2z € {-1,0}}

U{peM|agpw=-1Ni1€ {-1,0} Ni2 € {-1,0,1,2}}

| {peM|app=-1Ni1€{1,2} Ni2 € {-1,0}}
U{peM|agpw=-1Ni1€ {-1,0} Ni2 € {-1,0,1,2}}

Ll {peM|apw=-1Ni1€{1,2} Ni2€ {-1,0} A ap € {1,2}}
U{peM|agpp=-1Ni1€ {-1,0} Ni2ze {-1,0,1,2} Ap € {1,2}}

k| {peM|agpp=-1Ni1e{l,2} Ni2e{-1,0} ANgp=1A acs =-1}
U{peM|agpp=-1Ni1€ {1,2} Ni2€ {-1,0} A typ =2 A\ acs = -2}
U{peM|app=-1Ni1€ {-1,0} Ni2€ {-1,0,1,2} Atyp = 1 A acs = -1}
U{peM|apw=-1Ni1€ {-1,0} Ni2 € {-1,0,1,2} A typ = 2 A\ acs = -2}

Table 2.3: Concrete Backward Impossible Failure Accessibility Semantics for the Access
Control Program

on the abstract domain instead. Although classic abstract domains come with abstract
transfer functions (operators) for both forward and backward analyses, these functions are
over-approximating and are suitable only for inferring invariants (i.e. reachability seman-
tics) or necessary preconditions (i.e. backward possible success accessibility semantics in
section 2.5), but not for inferring sufficient preconditions. The reason comes from that
an over-approximation of the tightest program invariant (respectively, the strongest nec-
essary precondition) is still an invariant (respectively, a necessary precondition), but an
over-approximation of the weakest sufficient precondition is not a sufficient precondition
anymore (which will be discussed later in section 2.4.3), thus under-approximations are
needed instead to preserve the soundness for inferring sufficient preconditions. To solve
this problem, Miné [34, 42] presents under-approximating abstract operators (including

a dual widening) for the classic interval/octagon/polyhedron domain, which makes au-
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tomatically inferring sufhicient preconditions directly by under-approximating backward
analysis possible. Other attempts to infer sufficient preconditions include [52, 22, 44],
but none of them can directly work on the classic numeric abstract domains.

In this section, we briefly summarize the framework of an under-approximating ab-
stract backward impossible failure accessibility analysis, and refer to [34, 42] and the
Banal static analyzer [55] for the details of implementing the under-approximating ab-

stract operators (including a dual widening).

Under-approximating Abstract Backward Transfer Function. For the transfer func-
tion Fiz[P] € (L — p(M)) — (L — ©(M)) on the concrete invariant domain, we
need to construct the corresponding abstract backward transfer function F% [P] € (L —
D) — (L — D)) (the symbol ~ denotes under-approximations), which satisfies the

following soundness condition:

VI € L Dy At 0 FS[P)(1) € Fi[P] o (). (2.3)

Since Fi? [P is defined by combining atomic backward transfer function F;./[P]
together (i.e.Fﬁ [Pl £ A\ € L.Npe Fre o [P](I(£"))), it is necessary to build the under-
approximating versions F’ﬁ . [P] € D}, — D, for atomic backward transfer functions

Frop[P] € p(M) — (M), such that the condition (2.4) hold.

UM € Dby s o B [PI(ME) C Fro o [P] 0 un(MP). (2.4)

In order to satisfy the soundness condition (2.4), we design Fi [P] such that: (1)
if [ = (', then Fi [PI(M*) = M¥; (2) if £ # (" and there is not an atomic action from
[ to [, then Fi v[PI(M*) = T%,; and (3) otherwise, there is an atomic action from

[ to [', then FL[, [P](M?F) is an abstract environment element in D}, that guarantees
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M? to hold after executing the atomic action. It is obvious that the case (3) is the
difficult one, and fortunately for the atomic actions of assignments and boolean tests in
the interval/polyhedron/octagon domain, Miné has proposed the corresponding under-
approximating atomic backward transfer function 7 #{ x := ¢} M* and 7*{b}M*, which
satisfies the soundness condition. Details see the section 3.2-3.4 of [42]. Now we can

build the backward transfer function Fg—f [P] by the following definition:

F% [P] € (L~ D)~ (L— D)) under-approximating backward IF function
FLIPIF 2 A e L.y reFi o [PI(F(C)

The backward transfer function F% [P] satisfies the soundness condition (2.3), and
its greatest fixpoint would soundly under-approximate the concrete backward impossible

failure accessibility semantics.

. ¢ ot : ¢ .
Vlpost € L — Diy. ulglp, FylPD) Cstp-  FilPl = SilP] (1 (Ifost))-

post ™ Ipost

Dual Widening. The iteration of the above defined F% [P] may not converge in finite
time, since there may exist infinite decreasing chains in the abstract environment domain
(e.g. intervals, polyhedra, octagons). To address this problem, we need a dual widening
operator V; € (L — D) x (L = DY) — (L ~— DY) on the abstract invariant domain,
which obeys the following soundness and termination conditions:

(1) Vat, gt € (L = D). Ama(2® vy %) € (@) O A (y?);
#

(2) for any sequence (z%);cn, the sequence (y%)icn defined as yf = x} and Vi €
N. yf 1= y? Vi xf 1 converges in finite time.
Notice that the above soundness condition is different from the one for classic widen-

ing V7 in the forward reachability analysis.
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In the section 3.5 of [42], Miné has proposed a so-called “lower widening” operator
Ve Dg,ﬂ X Dg,ﬂ > Dg/ﬂ for the interval/polyhedron/octagon domain. Correspondingly,
we define V; as the the pointwise version of V (i.e. I¥ v; I & X[ € L. I¥(£) v (1)),

and it can satisfy both the soundness and the termination condition above.

Under-approximating Abstract Backward Accessibility Semantics. Given a postcon-
dition specified as Iﬁost el — Dﬁ,ﬂ, the corresponding concrete backward impossi-
ble failure accessibility semantics S [P] ("yM(Iﬁost)) is the greatest fixpoint of function
F[P] which is less than or equal to 7M(|§>ost)- That is to say, Si[P] (ﬁM(Iiost)) =

gfp? . Fy [P], and it can be soundly under-approximated by the limit of a ultimately

'YM(Ipost>

stationary sequence (I*);cy, where If = I8, and Vi € N. I, = I! v, F% [P](1%).

. . =4 : ¢
Wlhest € L= Dig. Au(limg  AF v FGIP(1) Cgfp™ | Fg[Pl. (2.9

0!
P 'YM(Ipost)

In the rest of this dissertation, the under-approximating abstract backward impossi-
ble failure accessibility semantics Sv'% [P] refers to the following definition, which com-
putes a sound under-approximation of the concrete backward impossible failure acces-
sibility semantics, and can automatically infer the sufhicient precondition of any given

postcondition in finite time.

S'% [P] € (L~ Di)— (L~ D) under-appro. backward IF semantics
SEIP(ow) 2 limy AV ¥y FH[P](F)

po!

Example 8 (Access Control, Continued) Consider the access control program in Fig.1.4
again, we are interested in inferring the sufficient preconditions of the trace property “the access

to o fails”. Suppose the abstract environment domain DYy is chosen as the interval domain,
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then “the access to o fails” can be expressed by an abstract postcondition |§>ost € L — D such
that If,ost([g) = acs € [-00;0] and Iﬁost([) = T for [ # k.
Like in the example 7, the postcondition Iﬁost can be refined by the intersection with the

abstract forward reachability semantics S_g [P(IL.) from the table 2.2, and we get If,/ost =
I

post

e, S? [P](12,.), which is listed in the Table 2.4.

£ ost(0)

L Th

b | apv € [1;1] N il € [-00;00] A i2 € [-00; 00] A typ € [-00; 00] A acs € [-00; 00]
G| apv € [1;1) Al € [-1;2] A i2 € [-00; 00] A typ € [-00; 00] A acs € [-00; 0]
L | apv € [F1; 1) Nil € [-1;2] A i2 € [-00; 00] A typ € [-00; 00] A acs € [-00; 00]
G| apy € -1 N1 € [-1;2) Ai2 € [-1;2] A typ € [-00; 00| A aes € [-00; 00]

le | app € [-1; 1] Ni1 € [-1;2) Ni2 € [-1; 2] A typ € [-00; 00| A acs € [-00; 0]

L app e [-1;1)Ni1e [-1;2] Ni2 € [-1;2] A typ € [1;2] A acs € [-00; 00]

k| apvel[-1;1Ni1e[-1;2]) Ni2 € [-1;2) A typ € [1;2] A acs € [-2;0]

Table 2.4: Refined Abstract Postcondition for “the Access to o Fails”

From the above refined abstract postcondition ', there are two possible results of the back-
ward impossible failure accessibility analysis Séﬁ? IP] (Iﬁ’ost) and they are respectively displayed
in the Table 2.5 and Table 2.6 (in which the interesting part is emphasized in a bold fonz).
The difference between these two possible results comes from the assignment “apv := (apv >
1Ni2 <0) 7 -1: apv” at the point l;. To guarantee that “apv < 0” at point l, we have two

I 1;jJ/ost ) '

possible choices: either “apv > 1 N i2 < 07, or “apv < 0” at point ;. Since 59? IP](
K3

an under-approximation, we cannot join the two cases together like in the over-approximating

forward reachability analysis. Instead, we would keep one case and discard the other case (e.g.

the Banal analyzer adopts the former choice, and produces results as in Table 2.5).
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[ Sé? IIP]] (lf),ost) [

h| Ly

b | L

G| Ly

6| Ly

L | apv € ;1] Ni1 € [-1;2]) Ai2 € [-1;0] A typ € [-00; 00] A acs € [-00; 0]
ls | apv € [-1;0] Nil € [-1;2] AN i2 € [-1;2] A typ € [-00; 00] A acs € [-00; 0]
L | apv € [-1;0] Nil € [-1;2] ANi2 € [-1;2] A typ € [1; 2] A aes € [-00; o0
k| apwe -1 Ni1e[-1;2) Ni2 € [-1;2) A wyp € [1;2] A acs € [-2;0]

Table 2.5: The Under-approximating Abstract Backward Impossible Failure Accessibility
Semantics (Option 1) for “the Access to o Fails”

[ SF [[P]] (Ig/ost)

AR

b Lg,ﬂ

| apv € [1;1] N il € [-1;0] A i2 € [-00; 00] A typ € [-00; 0] A acs € [-00; 00]
[y | apv € [[1;0] AN i1 € [-152] A i2 € [-00; 00] A typ € [-00; 00] A acs € [-00; 00
| apv € [-1;0] Nil € [-1;2] AN i2 € [-1; 2] A typ € [-00; 00] A acs € [-00; 0]

ls | apv € [F1;0] Ni1 € [-1;2) Ni2 € [-1;2] A typ € [-00; 00] A acs € [-00; 00]

L | apv € [F1;0] Ni1e€ [-1;2) Ni2 € [-1;2) A typ € [1;2] A acs € [-00; o0

g | apv € [FL;1)ANi1€ [-1;2) Ni2 € [F1;2) A wyp € [1;2] A acs € [-2;0]

Table 2.6: The Under-approximating Abstract Backward Impossible Failure Accessibility
Semantics (Option 2) for “the Access to o Fails”

Alternatively, we could use the disjunctive completion [4] and maintain the abstract en-
vironment elements (i.e. sufficient preconditions) from both two tables. In this example, the
disjunctive completion could provide us with the exact backward impossible failure accessibility
semantics and its cost is not too heavy, because we need to keep a disjunction of two abstract
environment elements only at the point &, while the abstract environment elements at other
points are either the same from two tables or the bottom in one table (which can be omitted).

In order to distinguish from the over-approximating analysis introduced later in section 2.4.3,
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here we adopt the result (from the Banal analyzer) in Table 2.5 as an under-approximation.

Therefore, we have successfully inferred some sufficient preconditions of “the Access to o
Fuails”: “acs € [-2;0]” at l, “apv € [-1;0]” at l; and l;, and “apv € [1;1] A i2 € [-1;0]”
at 5, which implies that the zero or negative value of i2 (i.e. the input from 2nd admin)

guarantees the access failure. O

2.4.3 Over-approximating Abstract Backward Impossible Failure
Accessibility Analysis

Besides the under-approximating backward analysis described in the last section, we
would like to design an over-approximating abstract backward impossible failure acces-
sibility analysis as well, which computes an over-approximation of the set of states from
which all the executions must satisfy the given postcondition If,ost.

Such an over-approximation is neither a sufficient precondition for Iﬁost to hold, nor
a necessary precondition, due to the possible non-determinism of the program. Thus,
it may seem to be not of practical use. However, instead of directly using such an
over-approximating abstract backward impossible failure accessibility semantics in the
responsibility analysis, we intend to utilize its set-complement as partitioning directives
(which will be further discussed in Chapter 8), and it represents a set of states from which
there must exist at least one concrete execution trace that fails the postcondition Iﬁost.
This may seem to be counter-intuitive at first sight, since most abstract domains (e.g.
intervals, octagons, polyhedra) do not support complements. For instance, the comple-
ment of a polyhedron is a disjunction of affine inequalities, which cannot be expressed by

a single polyhedron. However, it would not be a problem for our responsibility analysis,
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since we do not require to represent the complement set by a single abstract environ-
ment element. Instead, we could keep multiple partitioning directives at every program
point. Take the complement of a polyhedron as an example, each affine inequality (or the
heuristically selected ones when the number of affine inequalities exceeds a threshold)
can be used as a partitioning directive in the responsibility analysis.

In the following, we formalize the framework of over-approximating backward impos-
sible failure accessibility analysis, which essentially corresponds to an over-approximating
version of section 3 of [42] and section 2.4.2 of this dissertation. More precisely, it con-
sists of the over-approximating backward transfer functions (e.g. for the boolean tests
and assignments in our simple programming language) and a narrowing operator that

over-approximates meets and enforces termination.

Over-approximating Abstract Backward Transfer Function. Here we need an over-
approximating abstract backward transfer function 15‘% [P] € (L —» D) — (L —
Dﬁ,ﬂ) (the symbol " denotes over-approximations) that satisfies the following soundness
condition (2.6).
. - i
VIF € L > Dfy. F[P] o 4ua(1F) € A o F[P](F). (2.6)
Like Ffef [P] is defined by the combination of Fv‘i o [P], the over-approximating ver-
sion F% [P] can be defined by combining Fik[, [P] € D, — DI,
ﬁ‘% [P] € (L~ Di)— (L~ D) over-approximating backward IF function
4 A~
F[P)F 2 A e L.y penF o [PIOA(C))
where the meet M, is exact and Fi [P] needs to satisfy the condition (2.7).
o~
YM? € DYy Frop[P] o yu(M?) C ypo By [P](MP). 2.7)
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Similar to the definition of F’ﬁ . [P], here Fi . [P] is defined such that: (1) if { = [/,
then Ff o [PI(M*) = MF; (2) if [ # (' and there is not an atomic action from [ to [/,
then ﬁ‘g [PI(M*) = T%; and (3) otherwise, there is an atomic action from [ to [,
then la‘i  [P](M*) over-approximates the sufficient precondition that guarantees M* to
hold after executing the atomic action.

Among the above three cases, (3) is the difficult one. In the following, we take
the simple programming language in Fig. 1.2 as an example, mimic the section 3 of
[42] and discusses how F? ¢ [[P] is implemented for atomic actions of form “a’ (e.g.
boolean tests 152, assignments “x := ¢2), where FZE[Q [Pl(M*) & %ﬂﬂ a }M? such
that VM? € D, 5 {a] 0 yua(MF) C w0 5 fal (MP).

1) Boolean tests (guards).

Affine guards. First, we consider the polyhedron domain, and the guard is of form

d- % > b such that it can be exactly represented by polyhedra. In this case, the concrete

backward transfer function can be rephrased into:

Fla-x>0M=MU{peM|[a-Z>blp={f}} =MU{peM|a 7<b}

where p denotes the vector of variable values in the environment p.
To over-approximate 7 {@- % > b}, we define the corresponding abstract transfer
. - ﬁ - =
function 7 {@- ¥ > b} € D}, — D, as:

~
THa- x> bpMFAME LE, @7 < ). (2.8)

Since LI, soundly approximates the concrete join operator U, it is easy to see the

soundness condition (2.7) holds. Moreover, if we use the disjunctive completion [4],
~ 4

then both M* and @ - Z < b can be kept without the join, i.e. 7 {a@-% > b}M* £

{M*, @-% < b}, which can greatly improve the precision of analysis. When the number
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of disjunctive elements exceeds a threshold, we can replace them by their join. It is wor-
thy to mention that current polyhedra abstract domain [10] supports strict constraints
like @ - & < b. For the original polyhedra abstract domain that cannot express strict
constraints, it is sound to replace @- Z < bby @ - Z < b in (2.8).

For the interval domain, the same technique can be applied to <%ﬁ{] +x > b}, since
a box (i.e. a Cartesian products of intervals) is a special case of polyhedron. Similarly,
we can handle <%ﬁ{l +x + y > b} for the octagon domain in the same way.

Extended affine guards. For strict guards and the guards with a non-deterministic

constant, the corresponding abstract transfer function is defined as:

~ 4§
SHa-z>bpM & M UL G- E<b 2.9)
~
SHa- 2> bdpM 2 MU o T<c
~
SHa-2=bdM & M U, a-7<bf, d-T>c

Boolean operations. For the boolean conjunctions and disjunctions of affine guards,

the section 3.2 of [42] has shown that the concrete transfer function has the following

property:
Tt V] = T{t N T{t} (2.10)
?ﬂtl A tQI} == <F{It1|} o ?{Itg[}

Since the abstract meet I—llﬁw is exact in the interval/octagon/polyhedron domain, we

can define the corresponding abstract transfer functions which are also exact:
~ ~ ~ f
T VL) =5t i T ] (2.11)
~ ~ ~
# {Itl /\tQI} — # {Itl[} O # {Itg[}

In addition, the boolean negation of affine guards 7 {|—(@ - ¥ > b)|} is equivalent to
S{a-x <bl, and the negation of conjunctions or disjunctions can be eliminated by

De Morgan’ law.
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2) Projection.

In order to reduce the backward transfer function of assignments to the backward
transfer function of guards, [42] introduces a projection action x := [—00; +00], which
is a special form of assignment that forgets the value of a variable. Here we do the same,
and reuse the under-approximating abstract backward transfer function for projections
in [42], since it is proved to be exact (i.e. both an over-approximation and an under-
approximation of the concrete transfer function).

. MF i (7 & := [—o00; +oo| PMP) = (M
1= o0 +oo pME 2 e e =t (2)'12)

1! otherwise.
The projection is used to model variable addition “add x” and removal “del x”, which
are not included in the language syntax but implicitly created to model assignments.
Again, since the under-approximating abstract backward transfer functions for these

two actions in [42] are exact, we can simply reuse them:

SFhdel 1 = Hadd 1} (2.13)
S hadd 1} = 7 del x]} o F {x == [—o0: +00]].
3) Assignments.
Reduction to guards. As shown in section 3.4 of [42], assignments x := ¢ can be

reduced to: add a temporary variable x’, then pass a guard ¥’ = ¢, remove the variable

x, and rename x’ as x. Furthermore, the backward transfer function is reduced to:

F{a=cff = r{del '} o T’ := [~00; +00]} o T &’ = e} o 7{ladd 1} o [« /]

where [x//x] represents renaming x as x’. Correspondingly, the over-approximating

backward transfer function can be defined as:

53



CHAPTER 2. FORWARD AND BACKWARD ANALYSIS

Clamep = rHdel '} o F X = [—o0: +od]} o F i = e}

o 7#{add x|} o [x'/x] (2.14)
in which ?ﬁﬂ x' = e[ for the guard x’ = e is over-approximating, while 7#{ del x|},
%ﬁﬂx’ := [—o0; +00] [}, 7#{add x|} and [x//x] are exact.

Special cases of assignments. There are a few special cases such that the above general
definition %ﬂ{] x = e [} can be simplified. For the case where the variable x is not
used in the expression ¢, there is no need to introduce the temporal variable 1, and the

corresponding %ﬁ{] x = el is simplified into:
~ f ~ f
THx =} = T {x:=[-o00;+x]}o T {x=e]. (2.15)

Moreover, for purely non-deterministic assignments x := [a; b], variable shifts x :=
x + [a;b] and variable copies x := y, the theorem 9 of [42] yields sound and exact
backward transfer function, thus we can reuse them.

Another case is when the assigned expression e is invertible, i.e. there exists an ex-
pression ¢! that allows recovering the initial value of x. For example, in the assignment

x := x + 1, the expression x + 1 can be inverted by x — 1. In such a case, the backward

1

transfer function for x := e can be replaced by the forward transfer function for x := ¢!,

ie. %ﬁﬂ x = e[} = 7#{x := e '}, which provides a sound over-approximation.
4) Expression approximation.

In the above, we have discussed how to handle affine expressions in guards and as-
signments. As for non-affine numeric expressions, [42] proposes to over-approximate
arbitrary expressions by affine ones, and this is accomplished by the linearization tech-

nique [30] that performs interval arithmetic on non-linear expression parts. Similarly,

54



CHAPTER 2. FORWARD AND BACKWARD ANALYSIS

here we could convert non-affine expressions into affine expressions with some non-
determinism embedded in a constant interval (or constant coeflicients), such that the
original non-affine expressions are under-approximated. Then, by replacing the original
non-afhine expressions with affine ones, we can reuse the solution designed for athne
expressions and correspondingly get over-approximating backward transfer functions for

arbitrary guards and assignments.

Narrowing. Up to now, we have discussed the design of over-approximating back-

ward transfer function 15‘27 [P]. By the soundness condition 2.3, the greatest fixpoint

gfplfgﬂ 13‘%? [P] would be an over-approximation of the concrete backward impossible fail-

post

ure accessibility semantics gfp© . Ty [P]. However, it is generally difficult to com-
”YM(lpOSt>

pute gfp ?uw F% [P], since the decreasing iteration may be infinite. In many cases, a (dual)
wideningpois; used to accelerate the convergence, but it does not apply here, since the (dual)
widening makes downwards extrapolation which may jump below the greatest fixpoint.
Therefore, we propose to over-approximate a decreasing iteration by narrowing, because
the narrowing can only do interpolations which prevent jumping below any fixpoint.

The narrowing operator Ap € (L — DY) x (L — D) — (L — D)) on the
abstract invariant domain satisfies the following soundness and termination conditions:

(1) Vot gt € (L — D). ot Elﬂw ot =y Elﬁw (z* Aryf) Elﬁw ¥

(2) for any sequence (z%);cn, the sequence (y%)icn defined as yf = x} and Vi €
N. ¢} 1= y! Ap xt, | converges in finite time.

The implementation of Aj naturally follows the narrowing operator Ay € Dg/ﬂ X

Dﬁ,ﬂ > D&,ﬂ provided by the abstract environment domain Dﬁ,ﬂ, such that If Ap I¥ £

AL € L. B(0) Dy 19(0).
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Over-approximating Abstract Backward impossible failure Accessibility Semantics.
Given a postcondition specified as Igost el — 'Dﬁ,ﬂ, the concrete backward impos-

sible failure accessibility semantics Si; [P] (f'yM(IE,ost)) = gfp_g

“/M('ﬁost)

Fe [P] can be over-
— |

approximated by the limit of a ultimately stationary sequence (I¥);c, where 15 = I,

. ~f
and Vi € N. |§+1 =¥ Ay Fﬁ[[P]](lf)

¢ ~f
Vlhost € L= Dig. gfp™ | Fi5[P] € Aua(limy_ A 1A FS[P](1)). (2.16)

'YM(Ipost) po
In the rest of this dissertation, the over-approximating abstract backward impossible
failure accessibility semantics S% [P] refers to the following definition, which gives an
2

over-approximation of S [P] and can be computed in finite time.
5’% [P] € (L~ Dﬁﬂ) — (L — Dﬁﬂ) over-approximating IF semantics

SEIP(huw) 2 Timg NP ¥ Ay FE[PY()

In practice, the abstract environment domain DY, may not have an effective narrowing
operator Ay, which makes the corresponding A; of no practical use. If this is the case,
like in the forward reachability analysis, we can just omit the narrowing operator, and
iterate the function 15‘%7 [P] until the analysis result is satisfactory (typcially, the number

of iterations needed is quite low).

Example 9 (Access Control, Continued) Using the refined abstract postcondition 'y, from
Example 8 that represents the trace property “the access to o fails”, an over-approximating back-
ward impossible failure accessibility analysis 3?7 IP] (Iﬁlost) creates the result displayed in Table
2.7. Here we adopt the disjunctive completion to gain precision, i.e. at point 5, the disjunction
of two abstract environment elements are maintained, which gives the most precise backward

impossible failure accessibility semantics. If the disjunctive completion is not used at point k,
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then we can simply join these two abstract elements together, and get the result same as the
abstract forward reachability semantics Sgg [P](1%,) from the point & to the point b, which is

still sound but imprecise for the further responsibility analysis. O

[ S;ﬁ? [[P]] (Ig/ost) [

G| Ly

b | L

L | apv € [1;1] Nil € [-1;0] A i2 € [-00; 00] A typ € [-00; 00] A acs € [-00; 00]

ly | apv € [[1;0] N i1 € [-152] A i2 € [-00; 00] A typ € [-00; 0] A acs € [-00; 00

5 | {apv € [F1;0] Ni1 € [-1;2] Ni2 € [-1;2] A typ € [-00; 00] A acs € [-00; o],
apv € [L; 1] Ni1 € [-1;2] Ni2 € [-1;0] A typ € [-00; 00] A acs € [-00; 00] }

ls | apv € [F1;0] Ni1 € [-1;2] Ni2 € [-1;2) A typ € [-00; 00] A acs € [-00; 0]
L | apv € [F1;0] Ni1e€ [-1;2) Ni2 € [-1;2) A typ € [1;2] A acs € [-00; o0
g | apv € [FL;1)ANi1€ [F1;2) Ni2 € [FL;2) A yp € [1;2] A acs € [-2;0]

Table 2.7: The Over-approximating Abstract Backward Impossible Failure Accessibility

Semantics for “the Access to o Fails” with Disjunctive Completion

2.5 Other Backward/Forward Semantics

For the sake of completeness, this section briefly introduces two other types of back-
ward accessibility or forward reachability semantics, which are not used in the responsi-

bility analysis.

2.5.1 Backward Possible Success Accessibility Semantics

The backward possible success accessibility semantics is defined as the conjugate of
the backward impossible failure accessibility semantics. More precisely, given a post-

condition lyot € L +— (M), the backward impossible failure accessibility semantics
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S57[P[(lpost) specifies a precondition for reaching only the states satisfying lpost, while
the backward possible success accessibility semantics Spz[P](Ipost) specifies a precondi-
tion for the existence of at least one execution reaching a state satisfying lpost. That is to
say, Sﬁ [P](Ipost) infers sufficient preconditions of Iyost, and Sz [P]|(Ipost) infers necessary
preconditions of lyost. It is obvious that the strongest necessary precondition of lyest is
the complement (or negation) of the weakest sufficient precondition of its complement
“lpost- Thus, the definition of Sgz[P](lyest) is formally given as the following.

St [P]
S5 [P](lpost) £

(L— p(M)) — (L — o(M)) backward PS accessibility semantics

% S IPI(* pos)

—{peM|VoeS["eL,p e M. (£, p)all’, p) € [P]" =
P& lhost (1)}

= ~{peM|VoeS", el peM. (( pall, o) ¢[P]"V

P& Tpost (1))}
= {peM|ToeS, el eM. (, pyall, o) € [P]" A
P € ot (1))}

[I> M

Similar to the fixpoint definition of backward impossible failure accessibility seman-
tics Si7[P], the backward possible success accessibility semantics Sg5[P] can be defined

as the least fixpoint of a concrete backward transfer function Fj;[P].

SlPllpos) — 17 FrlP]
F[P] € (L= p(M)) — (L — p(M)) backward PS transfer function
Fo[P]l £ 1UXNMeL{peM|3'eL,p el(').{t, p) ={', p)}

In the abstract, an over-approximating backward possible success accessibility analysis
is used to infer necessary preconditions, since an over-approximation of the strongest
necessary precondition is still a necessary precondition. Usually it is combined with the

forward (possible success) reachability analysis to compute program invariants (e.g. the
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Interproc Analyzer [50]), and the corresponding analysis result would be more precise
than sole forward analyses.

However, it is rare to see an under-approximating backward possible success accessi-
bility analysis in the literature, even though the result of such an analysis would be useful.
For example, let the postcondition |, specify error states, then the over-approximating
backward possible success accessibility analysis infers necessary preconditions of reaching
an error state. Meanwhile, the corresponding under-approximating analysis computes a
set of states from which there must exist at least one concrete execution going wrong,
and further inspections on such states can be used to determine the origin of errors.

The keys of designing such an under-approximating abstract backward possible suc-
cess accessibility analysis include: (1) an abstract backward transfer function that under-
approximates the corresponding concrete backward transfer function Fg;[P]; (2) a dual
widening operator that under-approximates joins and guarantees termination. It is a
thorny problem to build such a dual widening operator for classic numerical abstract
domains. Therefore, in this dissertation, we replace the under-approximating back-
ward possible success accessibility analysis by the complement of an over-approximating
backward impossible failure accessibility analysis, whose result fits in our framework of

responsibility analysis.

2.5.2 Forward Impossible Failure Reachability Semantics

It is not hard to find that Sg;[P] is the lower adjoint of a Galois connection, and the
corresponding upper adjoint is called the forward impossible failure reachability semantics

S73[P], which computes a set of states that can be reached only from states satisfying
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the given precondition lye. More formally, we have:
SIP]

(L= p(M), C) —— (L~ p(M), C)
45 [Pl

where S[P] is defined as:

S [P] € (L= pM))+— (L~ pM)) forward IF reachability semantics
S[PI(pre) " = = S[P)(= lore)

= ~{peM|ToeS [cL,pcM\l(l). (L, pyall’, p') € [P]"}
{peM|VoeS [ elL,peMly(l). (£, poll’, p') ¢ [P]"}

Proof. For any lyee, lpost € L — p(M):

Sﬁ [P] (lpost) Q lpre

& 5 SIPI (= lpost) < lore (def. Sgs[P](Ipost) §
& e € S[PI(+ lpost) {def. - and C§
& Sp[PI(5 Ire) S = Tpost (def. Sp[P]§
& lost € 5 S[P)( lpre) {def. - and C§
& lpost © S[P](Tpre) (def. S[P[(Tpre) = = S[PI( Iore) §

O

In the rest of this dissertation, the notation of backward accessibility semantics (or
analysis) refers to the backward impossible failure accessibility semantics (or analysis),
while the notation of forward reachability semantics (or analysis) refers to the forward
possible success reachability semantics (or analysis) by default, unless it is explicitly spec-

ified “impossible failure” or “possible success”.
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Chapter 3

Trace Partitioning

The forward reachability analysis discussed in chapter 2 intends to compute an over-
approximation of reachable states of the program, while the information about the ex-
ecution history and concrete flow paths would be lost in such a process, which makes
the correspondingly generated over-approximating reachability semantics in some cases
imprecise to determine if a behavior really occurs or not.

In [14, 43], Mauborgne and Rival propose a trace partitioning domain, which allows
the partitioning of traces based on the history of memory and control states. Essentially,
for any given transition system, they build an extended transition system by augmenting
the program points (i.e. control states, labels) with partitioning tokens, which can distin-
guish traces by the control flow or variable values. This technique has been successfully
implemented in the abstract interpretation-based Astrée analyzer [13, 35], significantly
improving the precision of analysis and reducing the execution time.

This chapter briefly summarizes the key idea of trace partitioning, proposes to rep-

resent elements in the trace partitioning abstract domain as trace partitioning automata,
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and extends the existing types of partitioning directive to include program invariants,
which facilitates determining responsibility in the abstract (see part III). For more details
about the theoretical framework and practical implementation of the trace partitioning

domain, we refer to [43].

3.1 The Trace Partitioning Abstract Domain

This section starts with a simple motivating example from [43], and illustrates how

the trace partitioning improves the precision of forward reachability analysis.

int x, sgn;
b if (x < 0){
b sgn = -1;
L Jelse {
ls: sgn = 1;
L}
b oyi=ax/gmn
ls :

Figure 3.1: Motivating Example for Trace Partitioning

In the above program of Fig. 3.1, it is obvious that the value of sgn is either 1 or
-1 at point &, and in particular it cannot be 0 in the concrete. Therefore, dividing by
sgn at point L is safe, and there is no possible “division by zero” error in the program.
However, if we use the interval domain as the abstract environment domain, then by
the over-approximating forward reachability analysis introduced in 2.3.2, we would get
the reachability semantics (or say, program invariants) S;% [P](1%,.) listed in the table

pre

3.1, where I _ € L +— DY, is defined such that I () = T and I£ (£) = L%, for

pre pre pre
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[ # ly. Particularly, the value of sgn at point 4 belongs to the interval [-1; 1], which is
not precise enough to exclude the possibility of “division by zero” in the program.
[ ng [P](15,) ¢

| Ti = x € [-00;00] A sgn € [-00;00] A gy € [-00; 00]
L | x € [-00;-1] A sgn € [-00;00] Ay € [-00; 9]

b | x €l-00-1] Asgn € [-1;-1] Ay € [-00; 0]
| x € [0;00] A sgn € [-00;00] Ay € [-00; 0]
L | x €[0;00] Asgn € [1;1] Ay € [-00; 0]

b | x € [-o0;00] Asgn € [-1;1] Ay € [-00; 0]
ls | x € [Foo;00] Asgn € [-1;1] Ay € [-00; 0]

Table 3.1: Abstract Forward Reachability Semantics of the Motivating Example

An intuitive idea to solve the imprecision problem is to relate the value of sgn to the
way it is computed. In this very example here, if the rue branch of the conditional was
taken, then the value of sgn at point 4 is -1; otherwise, it is 1. That is to say, we partition
the set of all possible concrete traces into two parts: in one partition, the ¢rue branch
is taken; in the other partition, the false is taken. For each partition, the standard over-
approximating forward reachability analysis can be performed, and the analysis results
together would be more precise.

To generalize the idea of partitioning, Mauborgne and Rival [14, 43] propose a trace
partitioning abstract domain, which is flexible and general to analyze and verify semantic
properties in the same way as other classic abstract domains. In the following, we will

briefly describe how to construct the trace partitioning abstract domain.

Extended Transition Systems. Suppose T is a set of partitioning tokens, which are
used to capture useful information about the history of execution and to guide trace

partitioning. In practice, each partitioning token ¢ € T is defined as a stack of parti-
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tioning directives that have been encountered during the execution, and all the possible
partitioning directives are listed in Fig. 3.2, each of which creates a partition as its name
implies. For example, in the case of a conditional at point £, by the partitioning direc-
tives part(If, [, t) and part(If, [, f), two partitions are created right after testing the
boolean condition, which respectively correspond to “true branch of the conditional at

point [” and “false branch of the conditional at point [”

d == vpar(lf, [, b) traces in the b branch of the conditional at point [
| part(Whlle [, n) traces with exactly n iterations in the loop at point [
| part(While, [, > n) traces with more than n iterations in the loop at point [
| part(Val, [, x =n) traces such that x = n at point /
| part(Fun, [, f) traces calling function f at point /
| part(None) void directive

€ empty stack, initial partition
5 addition of a partitioning directive on top o
d:t ddition of a partitioning d top of ¢

Figure 3.2: Partitioning Directives d € D and Tokens ¢t € T'

Given a set of partitioning tokens 7, the extended transition systems are defined as
transition systems over the set of program points (or, control states, labels) extended with
the partitioning tokens 7. More formally, let Ly £ L x T be the set of extended program
points, Sy = L7 x M be the set of extended states, S} C St be the set of extended initial
states, and —7 € (St X Sr) be the transition relation among extended states. Then,
we define an extended transition system as a tuple (7, S, — 7). In addition, a forget
function 7. can be defined to remove the partitioning tokens from extended program
points, extended states and transition relations, such that an extended transition system

(T, S, —7) can be transformed back into a standard transition system (S?, —).
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Trace Partitioning Abstract Domain. An extended transition system Pr = (7, S%,
—71) is a covering of the original transition system P = (S’, —), if and only if every initial
state s € S has at least one corresponding initial state s’ € S’ such that 7, (s’) = s, and
every transition step in P is simulated (mimicked) by at least one transition step in Pr.
Therefore, if Py is a covering of P, then every trace in P is simulated by one or more
traces in P7. For the formal definitions of covering and partition see section 3.2 of [43].

The trace partitioning abstract domain D is the set of tuples (Pr, ®F), where T is
a set of partitioning tokens, Py = (7, S%, —7) is a covering of the original transition
system P = (S, =), and ®! € Ly~ D}, is a function mapping each extended program
point (£, £) of Py into an abstract environment element in D, that approximates the set
of environments observed at point (/, 7).

Take the program in Fig. 3.1 as an example, if we use partitioning directives designed
for the conditional, then the forward reachability analysis with trace partitioning would

construct the corresponding ®* function, which is listed in the table 3.2.

(£, 1) ‘W(fa 2)

(, €) € [-00; 00] A sgn € [-00; 0] Ay € [-00; 9]
(h, part(If; &, t)) € [~o0;-1] A sgn € [-00; 00] A y € [-00; 0]
(b, part(If; &, t)) € [-o00;-1] A sgn € [-1;-1] A y € [-00; 0]
<[3> Part<1ﬂ o, f>> [ 700] N sgn € [ 0, ]/\y = [_OO;OO]
(G, part{TE, o, 1) | x € [0:00) A sgn € [1, 1] A € [-00;00]

(5, part(If, fo, t)) € [Foo;-1] A sgn € [-1;-1] Ay € [-00; 0]
(b, part(If, b, f)) | x € [0;00] A sgn € [1;1] Ay € [-00; 0]

(s, part(If, o, t)) € [-oo;-1] Asgn € [-1;-1] Ay € [1; 0]

(s, part(If, f, ) € [0; oo] Asgn € [1;1] Ay € [0; 0]

(@

Table 3.2: Partitioned Forward Reachability Semantics of the Motivating Example

From the above table, we can see that there are two extended program points for f:
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(6, part(If, f, t)) and (&, part(If, f, f)), and the corresponding abstract environments
indicates the value of sgn is either —1 or 1, which is exactly the desired result.
However, if we have successive creations of partitions in the extended transition
system, the cost would be prohibitive in practice. For instance, the partitioning of a
conditional multiplies by 2 the number of partitions in the current flow, thus a series of
n conditionals would lead to 2™ partitions, which brings an exponential cost. To solve
this issue, we can merge partitions together when they are no longer necessary, which
is implemented by popping (or removing) partitioning directives from the token. For
example, at point 4 of the program in Fig. 3.1, the partitions based on “which branch
of the conditional was taken” are not expected to lead to improvement in the precision
of further analysis, so we can merge those two partitions, and replace the last two rows
of table 3.2 by ®*((f, €)) = x € [-00;00] A sgn € [-1;1] A y € [0; 00], which is still

more precise than the standard forward reachability analysis.

3.2 The Trace Partitioning Automata

In order to facilitate determining abstract responsibility on graph structures (in part
ITI), this section proposes to represent the result of forward reachability analysis with
trace partitioning as automata, which are called trace partitioning automata.

More formally, each element (Pr = (T, Si, —7), ®) in the trace partitioning
abstract domain D? can be represented as an automaton A = (Q', §), where:

e The set of initial nodes (extended initial abstract states) Q' = {([?, ¢, M) ¢

Ly x DY | 3p € M. ([F, ¢, p) € Si.A M = ®(([?, 1))} such that every initial

state ([*, ¢, p) in Py is represented by an initial node, which is associated with
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an abstract environment element M* = ®#(([?, #)). By the property of ® in the
trace partitioning abstract domain, it is guaranteed that p € vy (M?).

* The set of edges (extended abstract transition relations) § = {((, , M*) — ([, 7,
M¥) € (Lyx DY) x (Ly x DY) | 3p, 0 € ML (L, ¢, p) =7 (L', £, p/) A MF =
DE(L, £)) AM¥ = ®F(([’, ¢))} such that every concrete transition relation in Py

has a corresponding edge in the automaton.

Again, consider the program in Fig. 3.1, its partitioned forward reachability analysis
result from table 3.2 can be represented as a trace partitioning automaton, which is de-
picted as in Fig. 3.3. For the sake of concision, instead of explicitly drawing partitioning
tokens inside the nodes, we comment some edges with “push d” such that every node
after the edge has the partitioning directive d pushed into its stack of directives (i.e. its
partitioning token). For instance, in Fig. 3.3, all the nodes after the edge commented

with “push part(If, f, t)” has part(If, f, t) in their partitioning tokens.

xe [-o0; -1]
xe [-0;-1]  xe [-0;-1] Sgne[-1;-1]
x € [-2;-1] sgne[-1;-1] sgne[-1;-1] Y& [1;*]

xe[0;0]  Xxe€[0;%]  Xxe[0;%°]  xe[0; o]
sgne [1;1] sgne[1;1]  sgne [1; 1]
ye [0; =]

Figure 3.3: Trace Partitioning Automaton for the Motivating Example without Merge

In addition, in order to represent the merge of partitions, we comment some edges

with “pop d” such that the partitioning directive d is popped from the stack of directives
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of every node after the edge. For instance, Fig. 3.4 depicts the trace partitioning automa-
ton for the program in Fig. 3.1 with partitions merged at point f, so the partitioning

token in the node f is € (i.e. its stack of partitioning directives is empty).

Xe [-00;-1]  xe [-00; -1]
xe [-; -1] sgne[-1;-1] sgne[-1; -1]

Xg [-00; o]
sgnel-1; 1]
ye [0; ]

xe [0; ] xe [0; ] xe [0; ]
sgne[1; 1] sgnel1; 1]

Figure 3.4: Trace Partitioning Automaton for the Motivating Example with Merge

3.3 The Extension of Partitioning Directives

As illustrated in [43], partitioning directives are inserted in the source code as special
comments in a preprocessing phase. Specifically, among the six types of partitioning
directives described in Fig. 3.2, five of them partition traces based on the control flow,
and only part(Val, [, x = n) introduces a partition guided by the value of a variable
x at some point /. Although these partitioning directives have successfully handled a
broad range of cases, there are still many cases that cannot be well coped with, and we
would like to introduce a new partitioning directive to partition traces by environment
properties (which are represented by abstract environment elements).

For example, in order to improve the precision of forward reachability analysis for

the access control program in Fig. 1.4, it is intuitive to partition traces by some environ-
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ment properties that can be easily expressed by abstract environment elements in DY (i.e.
il € [—00,0] and i1 € [1;00] at point &; apv € [1,00] A i2 € [—00,0], apv € [—00, 0]
and i2 € [1,00] at point ), and such properties (e.g. apv € [1,00] A i2 € [—00,0])
may not be expressed by directives of form part(Val, /, x = n) when more than one
variables are used in partitioning. Of course, the access control program can be equiv-
alently transformed into a program with conditionals (by replacing ternary operators
with conditionals), then the problem of partitioning guided by environment properties
is transformed to partitioning based on the branch of conditionals. However, this is not
always the case. For example, consider a simple program “f; : z := x — y; £ ", suppose
we are interested in whether the value of z is positive or negative at point 5, then it is
of value to create partitions guided by x > y and x < y at point 4. Such partitions can
be expressed by abstract environment elements in the polyhedra/octagons domain, but
not by the existing partitioning directives.

Therefore, here we propose a new partitioning directive of the form: part(Inv, /, MF)
(where M* is an abstract environment element in wa), which generates a new partition
of traces such that M* is satisfied at point [. In practice, the trace partitioning introduced
by a directive part(Inv, £, M*) can be simply implemented by creating a new node, such
that its partitioning token (i.e. the stack of partitioning directives) has this directive on
the top, and the corresponding abstract environment element is the meet of MF and the

standard forward reachability semantics Sfﬁ [P] (1%

: ) at point /.

Example 10 (Access Control, Continued) In example 6, we have discussed the standard
abstract forward reachability semantics of the access control program, in which the abstract en-

vironment domain D’ is the interval domain. Now we can gain more precision by introducing
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ve partitioning directives: ds : part(Inv, f, il € [-00,01), d5 : part(Inv, &, i1 € [1,00]),
p g p 3P

5 1 part{Inv, &, apv € [1,00] A i2 € [-00,0)), d : part(Inv, &, apv € [00,0]) and

d: : part(Inv, b, i2 € [1,00]), and the corresponding partitioned forward reachability se-

mantics is listed in table 3.3. For the sake of conciseness, trivial elements like “acs € [-00; 00]”

are omitted, and the forward reachability analysis stops at invalid extended program points

that are associated with 15,

(£, 1) (L, 1)

(4, €) Th

(b, €) apv € [1;1]

(L, ds3) apv € [1;1) A il € [-1;0]

(i, dy) apv € [1;1) AN il € [1;2]

(L, d3) apv € [-1;-1] Ni1 € [-1;0]

(G, dy) apv € [1;1] A il € [1;2]

(L, ds :: ds) J_Iﬁw

(5, ds 2 ds) | apo € [-1;-1] AN i1 € [-1;0] A i2 € [-1;2]

(5, ds : d3) | apo € [-1;-1] AN i1 € [-1;0] A i2 € [1;2]

(G, ds = dy) | apv € [1;1] Ni1 € [1;2] A i2 € [-1;0]

(. &, d) | 1,

(G, ds o dy) | apo € [1;1] AN i1 € [1;2] Ni2 € [1;2]

(ls, dy = d3) | apv € [-1;-1] Ni1 € [-1;0] A i2 € [-1; 2]

(ls, ds :: ds) | apv € [-1;-1] ANi1 € [-1;0] A i2 € [1;2]

(ls, ds = dy) | apo € [-1;-1] Ni1 € [1;2] A i2 € [-1;0]

(ls, ds = dy) | apo € [1;1] AN i1 € [1;2] Ni2 € [1;2]

(b, ds 2 ds) | apo € [-1;-1] AN i1 € [-1;0] Ai2 € [-1;2] A typ € [1;2]

(G, ds o d3) | apo € [-1;-1] AN i1 € [F1;0] A iz € [1;2] A typ € [1; 2]

(G, ds o dy) | apo € [-1;-1] Ni1 € [1;2] Ai2 € [-1;0] A typ € [1;2]

(G, ds o dy) | apo € [1;1]ANi1€ [1;2] N2 € [1;2] A typ € [1;2]

(, ds 2 ds) | apw € [-1;-1] AN i1 € [F1;0] Ai2 € [-1;2] A typ € [1;2] A aes € [-2;-1]
(, ds o d3) | apo € [-1;-1 N i1 € [F1;0] A iz € [1;2] A typ € [1;2] A acs € [-2;-1]
(g, ds = dy) | apo € [-1;-1J N i1 € [1;2] A2 € [-1;0] A typ € [1;2] A acs € [-2;-1]
(k, dy = dy) | apo € [ A1 €[1;2) Niz € [1;2] A typ € [1;2] A acs € [1;2)]

Table 3.3: Partitioned Forward Reachability Semantics for the Access Control Program
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Compared with the standard forward reachability semantics S? [PI(1E. )L in example

bre)
6, the partitioned forward reachability semantics is much more precise, revealing the relation
between acs and other variables, which is of significance in determining responsibility later.
Furthermore, the partitioned forward reachability semantics can be represented by a trace
partitioning automaton in Fig. 3.5. It is worthy to mention that, as what we have done in
Fig. 3.4, the partitions can be merged after the access check to acs finishes at point l, such

that all the partitioning directives pushed at point by or I can be popped from the partitioning

tokens at point .

i2e [-1; 2] apve [-1; type [1; 2] acse [-2; -1]

iel-1;0] aPvel1i-1 8o

<
OO0 = OF

"08/7 i2e [1;2] apve[-1;-1] type[1;2] acse [-2;-1]
>
x>
. S
apve [1; 1 N

£,
o% N
\3‘5‘\
i2e [-1; 0] apve [-1;-1] type [1;2] acse[-2;-1]
OO0
1
,o(,%

i2e [1;2] apve[1;1] type[1;2] acse[l1;2]

Figure 3.5: Trace Partitioning Automaton for the Access Control Program
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Part 11

Concrete Responsibility Analysis
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The problem of responsibility analysis is pervasive in various scientific fields. For any
behavior of interest, no matter it is a forest fire in the realistic life or an error in program
executions, the corresponding responsibility analysis aims at identifying entities that have

the primary control over that behavior, which are called responsible entities.

This dissertation focuses on detecting responsible entities, while the possible way of
exploiting the detected responsible entities varies on a case-by-case basis, and is beyond
the scope of this dissertation. For instance, in the scenario of a forest fire, if an action of
dropping a lit match in the forest is found responsible for the fire, then we could make use
of such information by bringing the arsonist who conducted this action to a trial; yet, ifa
lightening is found responsible for the forest fire, then no further operation is necessary
in this case. Similarly, when we complete the responsibility analysis of certain behaviors
in the program, the procedure afterwards can only be decided manually depending on
specific cases, and typically it is time for the user to configure the permissions granted to
the responsible entity at her/his discretion. More specifically, if the behavior of interest is
always desired (e.g. program non-termination, passing a safety check) or the responsible
entity is authorized to take control over the behavior of interest, then the permissions
granted to the responsible entity can be kept or even expanded; on the contrary, if the
behavior of interest is always undesired (e.g. a division-by-zero error, a buffer overflow
error) or it is against the policy for the responsible entity to control the behavior of

interest, the permissions granted to the responsible entity shall be restricted.

In this part, the objective is to give a formal definition of responsibility in the con-
crete, which is originally proposed in [24, 33] and generic to cope with miscellaneous

scenarios. To start with, chapter 4 introduces a simple but thought-provoking exam-
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ple of forest fire, which characterizes the difference of responsibility with dependency,
causality and other techniques in detecting causes. Inspired by this forest fire example,
we suggest an informal definition of responsibility, which is quite intuitive and applica-
ble to analyzing various program behaviors. Moreover, chapter 5 designs a framework of
concrete responsibility analysis, formalizes the definition of responsibility as an abstrac-
tion of the program trace semantics, and takes the access failure behavior in the access
control program from part I as an example to illustrate the process of concrete respon-
sibility analysis. Chapter 6 gives several examples of the application of responsibility
analysis, which include negative balance / bufter overflow, division by zero / login attack,

and information leakage.
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Chapter 4

The Characteristics of Responsibility

In order to give an informal introduction to responsibility, as well as its main distinc-
tions with dependency, causality and other techniques in detecting causes, this chapter
starts with a classic example of forest fire used in the definition of actual cause [47, 48],

and further characterizes three indispensable elements in defining responsibility.

4.1 Discussion of the Forest Fire Example

Example 11 (Forest Fire) Consider the example of forest fire taken from [47, 48]. Suppose
that two arsonists drop lit matches in different parts of a dry forest, and both cause trees to start
burning. Here it is assumed that one arsonist named A drops the lit match before the other
arsonist B, and there are two scenarios. In the first scenario, called the disjunctive scenario,
either match by itself suffices to burn down the whole forest. That is to say, even if only one
match were lit, the forest would burn down. In the second scenario, called the conjunctive

scenario, two lit matches are necessary to burn down the whole forest; if only one match were
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lit, some trees would be burnt, but the fire dies down before the whole forest is destroyed. [

It is quite natural to bring up this question: who shall be responsible for burning
down the whole forest? The literature has several possible answers. A simple but popular
solution is to use the dependency analysis that determines how entities (e.g. values of
variables) depend upon other entities. Suppose we use variables to represent all the
entities in the forest fire example (e.g. the decisions of two arsonist, the status of matches,
the fire condition of the forest, the weather), then the real life example of forest fire can
be viewed as an equivalent computer program. By the definition of dependency [19, 51,
39, 15, 23], in both scenarios the forest fire depends on each of those two arsonists, as
well as many other non-decisive factors, such as the wind which influences the spreading
speed of forest fire. Such a result is correct in some sense, but far from precise. The
reason is that, although the wind does affect the forest fire, it is not decisive (i.e. the
wind could not either enforce or prevent the fire), and it is against the intuition to mix
arsonists with the wind as the responsible entity of a forest fire. Thus, the responsibility
analysis shall have the ability to distinguish decisive factors from non-decisive factors.

A “naive” definition of causality [53, 54] based on counterfactual dependency could
exclude non-decisive factors (e.g. the wind in this example) from the analysis result.
This definition proposed by Lewis adopts an alternative world semantics and determines
causality relations according to a criterion: an event e is a cause of the occurrence of
another event €’ if and only if, were e not to occur, €’ would not happen. The testing
of this condition hinges upon the availability of alternative worlds. For instance, in the
conjunctive scenario of this forest fire example, we can infer that the forest would not be

burnt down in an alternative world where the arsonist A does not drop a lit match, thus
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the arsonist A is causal for the forest fire; yet, in the alternative world where there is no
wind, the forest would still be burnt down, hence the wind is not a cause of the forest
fire. However, the counterfactual causality may be too strict in some circumstances such
that no cause could be found. Take the disjunctive scenario of forest fire as an example,
in the alternative world where one arsonist A (respectively, B) does not drop a lit match,
the forest would still have been burnt down due to the other arsonist B (respectively,
A), hence neither of these two arsonists would be determined as the cause of forest fire.
Thus, it may be inappropriate to directly adopt the idea of counterfactual dependency in

the responsibility analysis.

The actual cause proposed by Halpern and Pearl [47, 48, 57] is based on the structural
equations model (SEM) [60], and extends Lewis’s notion of counterfactual dependency
to allow “contingent dependency”. More precisely, events are represented by variable
values in the SEM, and contingencies can be viewed as possible alternative worlds where
a variable value is changed. An event e is an actual cause of another event ¢/, if there
exists a contingency (where the values for other variables may be changed) such that ¢/
counterfactually depends on e. Take the disjunctive scenario of forest fire as an example,
the arsonist A is determined as an actual cause of the forest fire, since the forest fire coun-
terfactually depends on A’s action of dropping a lit match under the contingency (i.e. in
an alternative world) where the other arsonist B does not drop a lit match; similarly, the
arsonist B is also an actual cause of the forest fire, since the forest fire counterfactually
depends on B under the contingency where A does not drop a lit match. Such a struc-
tural model method has allowed for a great progress in causality analysis, solving many

problems of previous approaches. In addition, it has been extended to reason about com-
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putational models and applied to bounded model checking [20, 29, 27]. However, as an

abstraction of the concrete semantics, the structural equations model would unnecessar-

ily miss some information that are indispensable in determinating responsible entities

accurately, including the following three important points.

(P1)

(P2)

Time (or say, the temporal ordering of events/actions) should be taken into account.
For instance, in the forest fire example, the structural equations model approach
cannot tell the difference whether A or B drops a lit match first, hence determines
both arsonists as the cause of forest fire. Such a result may not seem to be absurd,
but imagine the case that the forest has already been burnt down by the match
dropped by A before B lit her/his match in the disjunctive scenario. In such a
case, it is against intuition to put B as a cause of the forest fire. To deal with this
problem, Halpern and Pearl’s solution is to modify the structural equations model
and introduce some new variable [17] to distinguish whether the forest was actually
destroyed by A or B, which is difficult to accomplish in practice for programs. In
contrast, a much simpler method is to keep the temporal sequence of events/actions,
such that only the first action that guarantees the behavior of interest is counted as
the responsible entity. For instance, in the disjunctive scenario of forest fire, the
action of dropping a lit match by A ensures burning down the whole forest even

before B makes his choice, thus only A is responsible for the forest fire.

The responsible entity must be free to make choices. In the forest fire example, suppose
that the match is taken as a separate entity, and its value (i.e. lit or not-lit) solely
depends on the corresponding arsonist. In the structural equations model of actual

cause, both the arsonist and the match are represented by endogenous variables
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(P3)

and further determined as actual causes of burning down the forest. However,
it is common sense that the match itself does not have a choice to light or not,
and it is inappropriate to identify matches as responsible entities for the forest fire.
Hence, only the action that can make choices at its own discretion can possibly
be responsible for a behavior. Specifically, in computer programs, such actions
include but are not limited to user inputs, system settings, files read, parameters of
procedures or modules, returned values of external functions, variable initialization,
random number generations and the parallelism. To be more accurate, it is the
external subject (who does the input, configures the system settings, etc.) that
is free to make choices, but we say that actions like user inputs are free to make

choices, as an abuse of language.

It is necessary to explicitly specify “to whose cognizance” when analyzing the responsibility.
All the above reasoning on causality is implicitly based on the cognizance/knowl-
edge of an omniscient observer who knows everything about the whole system, yet
it is non-trivial to consider the cognizance of a non-omniscient observer. For in-
stance, consider the forest fire example again, and here we can adopt the cognizance
of the second arsonist B. In the disjunctive scenario, if B is aware that A has already
dropped a lit match in the forest, then B is not responsible for the forest fire to
his/her cognizance, since B knows that the forest is guaranteed to burn down no
matter whether she/he drops a lit match or not; otherwise, if B does not know a
lit match has been dropped in the forest, then B is responsible for the forest fire
to her/his cognizance, although she/he is not responsible to the cognizance of an

omniscient observer. Similarly, in the conjunctive scenario, if B is aware that A has
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already dropped a lit match in the forest, then B understands that it is her/his own
action that ensures burning down the whole forest, hence she/he shall take the
responsibility to her/his cognizance; otherwise, if B does not know that a lit match
has been dropped, then she/he does not expect the whole forest to be burnt down,
hence to her/his own cognizance B is only responsible for burning some trees, but
not the whole forest. It is worthy noting that, in most cases, the cognizance of an

omniscient observer will be adopted, but not always.

4.2 An Informal Definition of Responsibility

In the last section, with the assistance of an intuitive example of forest fire, we
have characterized three essential points in responsibility analysis: temporal ordering,
free choices and the cognizance. In the rest of this dissertation, we focus on analyzing
the responsibility in computer programs, and an informal definition of responsibility is
presented as follows, which takes the above three points into account and allows for

building an expressive framework of responsibility analysis.

Definition 1 (Responsibility, informally) 7o the cognizance of an observer, an action
ag is responsible for the bebavior BB of interest in a given execution, if and only if; according
to the observers observation, ag is free to make choices, and such a choice is the first one

that guarantees the occurrence of B in that execution.

It is necessary to point out that, for the whole system whose concrete semantics
is a set of executions, there may exist more than one action that is responsible for 5.

Nevertheless, in every single execution where 5B occurs, there is only one action that is
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responsible for B. To decide which action in an execution is responsible, the execution
alone is not sufhicient, and it is required to reason on the whole semantics to exhibit the
action’s “free choices” and guarantee of . Thus, responsibility is not a trace property
(neither safety nor liveness property), but a hyper-property [11], which is a property of
sets of execution traces.

In the following, we consider the access control program example in Fig. 1.4 again,
and discuss the advantage of the responsibility analysis over the classic dependency /
causality analysis in an informal way, while the responsibility analysis procedure of this

access control program will be formalized in chapter 5.

Example 12 (Access Control, Continued) For the access control program in Fig. 1.4, the
question that we are interested in is: when the access to o fails in the program execution (referred
as “Access Failure”, i.e. acs < 0 at point lg), which action (actions) shall be responsible?
First, we consider the dependency analysis and corresponding slicing techniques. No matter
whether we adopt the syntactic dependency or semantic dependency, it is not hard to see that
the value of acs at point ly depends on the value of apv and typ at point l;, which further
depend on the inputs from the two admins and system settings. That is to say, the bebavior
“access failure” depends on all variables in the program, thus program slicing techniques (both
syntactic slicing [45] and semantic slicing [25]) would take the whole program as the slice
related with access failure. Although the slicing technique intends to rule out parts of the
program that are completely irrelevant with the bebavior of interest, it is too imprecise to be
practically useful in this example. For instance, the computed slice include the actions such
as apv = 1, apv := (i1 < 0) ? -1 : apv and acs ‘= apv X typ, which have no free

choices: they are completely deterministic and act merely as the intermediary between causes
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and effects, thus shall not be treated as responsible entities. Moreover, similar to the wind
in the forest fire example, the action typ := [1; 2] representing the input from system settings
is a non-decisive factor for the access failure bebavior (i.e. no matter whether typ is 1 or 2,
it cannot either enforce or prevent the access failure), although it does affect the value of acs
at point lg. Therefore, the dependency analysis and slicing are not precise enough to identify

responsible entities.

Second, using the counterfactual causality proposed by Lewis, we can exclude non-decisive
factors (i.e. the action typ := [1;2] in this example), but it fails to find any cause of the access
failure bebavior in the executions where the inputs from both two admins are negative or zero.
For example, in the execution where il = 0 and i2 = 0, neither of these two admin inputs
would be determined as the cause of access failure, because the bebavior of access failure does
not counterfactually depend on either of them. More precisely, if the input from one admin
(either i1 or i2) is changed to a strictly positive value (i.e. 1 or 2), the access failure would still

occur due to the input 0 from the other admin.

Third, we consider the definition of actual cause proposed by Halpern and Pearl, and
represent the access control program by a structural equations model (SEM): three non-
deterministic inputs from admins and system settings (i.e. [-1;2] and [1;2]) are represented by
exogenous variables, and each program variable is presented by an endogenous variable, whose
value is deterministically decided by the values of other (exogenous or endogenous) variables.
Similar to the counterfactual causality by Lewis, non-decisive factors (i.e. the assignment to
typ) would not be counted as actual causes. Yet, the actual cause allows reasoning counterfac-
tual dependency under a contingency, such that it can identify causes in the executions where

the inputs from both admins are negative or zero. For example, in the execution where the
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inputs from two admins are 0, both i1 = 0 and i2 = 0 are determined as actual causes of access
failure, because the access failure counterfactually depends on i1 = 0 (respectively, i2 = 0) un-
der the contingency where the value of i2 (vespectively, i1) is changed to 1 or 2. Besides, similar
to the dependency analysis, the intermediate events between causes and effects (e.g. apv = -1

and acs = -1) are also determined as actual causes of access failure.

Lastly, compared with the above dependency/causality analysis, the responsibility analysis
according to the Definition 1 would be much more precise, and it can accurately identify the
responsible entities of access failure in various cases. Here we list the entire desired responsibility
analysis results, while the detailed procedure of producing such results is formalized in the next
chapter. (1) To the cognizance of an omniscient observer: for any execution, if the input
from the Ist admin is negative or zero, then no matter what the other two inputs are, only
the action i1 := [-1; 2] (which represents the input from the Ist admin) is responsible for the
access failure bebavior, because it guarantees the access failure even before the 2nd admin inputs
her/bis decision; if the input from the Ist admin is positive and the input from the 2nd admin
is negative or zero, then only the action i2 := [-1;2] (which represents the input from the
2nd admin) is responsible for the access failure behavior, because the positive input from the
Ist admin does not either enforce or prevent the access failure, while the negative or zero input
from the 2nd admin is the first action that guarantees the access failure; otherwise, if the inputs
from both admins are positive, then the access failure bebavior does not occur, thus there is no
responsible entity. (2) To the cognizance of a non-omniscient observer who does not know the
input from the Ist admin: for any execution, if the input from the 2nd admin is negative or
zero, then no matter what the input from the Ist admin is, only the action i2 := [-1; 2] (which

represents the input from the 2nd admin) is responsible for the access failure bebavior, because
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from the knowledge of the non-omniscient observer, the access failure behavior is ensured only
after the 2nd admin inputs a negative value or zero; otherwise, if the input from the 2nd
admin is positive, then whether the access failure occurs or not is uncertain from the perspective
of non-omniscient observer, thus no entity is responsible for the access failure.

After finishing the responsibility analysis, it is time for the user to configure permissions
granted to each responsible entity at ber/his discretion. In this example, suppose the cognizance
of an omniscient observer is adopted, then we find that only the inputs from two admins are
possibly responsible for the access failure bebavior. If the two admins are authorized to control
the access, their permissions to input negative values or zero can be kept; otherwise, if those
two admins have no authorization to decline the access to o, then their permissions to input

negative values or zero shall be removed. O
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Chapter 5

Formal Definition of Responsibility

In order to put the informal definition of responsibility (Definition 1) into effect,
here we design a framework of concrete responsibility analysis as illustrated in Fig.5.1,
which essentially consists of three components: (1) Program semantics, i.e. the set of all
possible executions, each of which can be analyzed individually. (2) 4 lattice of system
bebaviors of interest, which is ordered such that the stronger a behavior is, the lower is
its position in the lattice. (3) An observation function for each observer, which maps every
(probably unfinished) execution to a behavior in the lattice that is guaranteed to occur,
even though such a behavior may not have occurred yet. These three components are
formally defined in this chapter, and their abstractions are presented in part III.

In this framework of concrete analysis, if an observer’s observation finds that the
guaranteed behavior grows stronger after extending an execution by an action, then the
extended part of execution (i.e. the action) must be responsible for ensuring the oc-
currence of the stronger behavior. Consider the example in Fig. 5.1 that sketches the

analysis for a certain execution of the access control program, where the inputs from
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Program Semantics Observation Lattice of System Behaviors
' of Interest
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Figure 5.1: Framework of Concrete Responsibility Analysis for Access Control Example

both admins are zeros while the input from system settings is one. Suppose in the
lattice of system behaviors, the top TM#* represents the behavior “not sure if the ac-
cess to o fails or not”, AF represents the behavior of access failure, and AS represents
the behavior of access success, whose formal definitions are given in section 5.2. The
solid arrow from executions to the lattice stands for the observation of an omniscient
observer who knows everything, while the dashed arrow stands for the observation of a

non-omniscient observer who is unaware of the input from Ist admin.

As illustrated in Fig. 5.1, the omniscient observer finds that the execution from point
4, to point 4 can guarantee only TM2* (i.e. before the 1st admin inputs her/his decision,
whether the access to o fails or succeeds is undecided), while the stronger behavior AF
is guaranteed when the execution reaches point 4 (i.e. after the 1st admin inputs zero,
it is ensured that the access to o will fail, even though it has not occurred yet). Thus,
to the cognizance of the omniscient observer, the action between point 4 and 4 (i.e.

il := [-1; 2] representing the input from 1st admin) is responsible for the access failure
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behavior. In contrast, the non-omniscient observer finds that all the executions upto
point /; guarantee T "< (i.e. the non-omniscient observer does not know the 1st admin
already inputs 0, thus believes that the access failure behavior is not guaranteed yet), and
AF is guaranteed only after point f is reached (i.e. only after the 2nd admin inputs zero,
the non-omniscient observer knows that the access failure is ensured to occur). Hence,
to the cognizance of the non-omniscient observer, the action between point £ and point
ls (i.e. i2 := [-1; 2] representing the input from 2nd admin) is responsible for the access
failure. It is easy to see that such analysis results are consistent with Example 12.

More formally, this chapter presents the program trace semantics, builds a lattice of
system behaviors by trace properties, proposes an observation function that derives from
the observer’s cognizance and an inquiry function on system behaviors. Furthermore, this
section formally defines responsibility as an abstraction of program semantics, using the
observation function. To strengthen the intuition of responsibility analysis, the analysis

of the access control program example will be illustrated step by step.

5.1 Program Semantics

Generally speaking, no matter what type of program we are concerned with and
no matter which programming language is used to implement that program, the corre-
sponding program semantics can be represented as a set of execution traces.

As introduced in chapter 1, every program can be modeled as a transition system
of the form P = (S’, —), and its execution traces are represented as finite or infinite
sequences of states. Furthermore, the intermediate trace semantics [P]" is defined as

the set of traces such that every two successive states are related by —; the prefix trace
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semantics [P]""f is defined as the set of intermediate traces that start from initial states;

[M=< is the set of prefix traces that either terminate

and the maximal trace semantics [P
at final states or the error state w, or do not ever terminate. A trace o is said to be valid
for a program P, if and only if o € [P]P"*". Obviously, the intermediate/prefix/maximal
trace semantics do preserve the temporal ordering of actions, which is missed by the
structural equations model (SEM) used by actual causes [47, 48, 57].

Specifically, for the access control program example in Fig. 1.4, its definition of
maximal trace semantics refers to Example 2. For the sake of simplicity, it is assumed
that the initial environment is fixed (e.g. the value of each variable is assumed to be 0 at

]]Max

the initial point 4), hence its maximal trace semantics [P consists of 32 traces that

correspond to different input values from two admins and the system settings.

5.2 Lattice of System Behaviors of Interest

5.2.1 Trace Property

A trace property is a set of traces. For any given system, many behaviors can be

represented as a maximal trace property 7 € o([P]V=).

Example 13 (Access Control, Continued) For the access control program example in Fig.
1.4, the bebavior “Access Success” AS (i.e. the access to o succeeds) is represented by a set of
maximal traces such that the value of acs is strictly positive at point ks, i.e. AS = {0 €
[PM= | 3p € M. o7 = (&, p) A placs) > 0}. More precisely, along every trace in
AS, each input from the 2 admins or the system settings is either 1 or 2. Since the initial

environment is assumed to be fixed, AS consists of 8 different traces.
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The bebavior “Access Failure” AF (i.e. the access to o fails) is represented as a set of maximal
traces such that the value of acs is less than or equal to zero at point Iy, which is the complement
of AS, i.e. AF = [P]M*\AS = {o € [P]M | 3p € M. o7y = (&, p) A placs) <= 0}. It
is not hard to see that, along every trace in AF, at least one input from the two admin is -1 or
0, while the input from system settings is 1 or 2. Hence, AF consists of 24 different traces.

Furthermore, the behavior AS can be split into two parts: RO = {o € [P]M> | Jp €
M. o1 = (&, p) A p(acs) = 1} represents a stronger bebavior “Read Only access is granted’,
which consists of 4 traces; and RW = {o € [P]M> | 3p € M. o5y = (&, p) A p(acs) = 2}
represents another bebavior “Read and Write access is granted”, which also consists of 4 traces.

i

5.2.2 Lattice of System Behaviors of Interest

Here we build a complete lattice of maximal trace properties, each of which represents
a behavior of interest. Typically, such a lattice is of the form (LMax C TMax ' | Max (o)

M), where

= LM e o(p([P]M=)) is a set of behaviors of interest, each of which is represented by

a maximal trace property;

— TMax = [P]Ma i.e. the top of the lattice is the weakest maximal trace property which

holds in every valid maximal trace;

— 1Ma = () je. the bottom of the lattice is the strongest property such that no valid

trace has this property, hence it is used to represent the property of invalidity;

— C is the standard set inclusion operation;
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— Wand M are join and meet operations, which might not be the standard U and N, since

LM s a subset of p([P]™**) but not necessarily a sublattice.

For any given system, there is possibly more than one way to build the complete
lattice of maximal trace properties, depending on which behaviors are of interest. A
special case of lattice is the power set of maximal trace semantics, i.e. LM = o([P]M=),
which can be used to examine the responsibility for every possible behavior in the system.
However, in most cases, a single behavior is of interest, and it is sufficient to adopt a lattice
with only four elements: B representing the behavior of interest, [P]™*\ B representing
the complement of the behavior of interest, as well as the top [P]M® and bottom .

Particularly, if B is equal to [P]M=

, i.e. every valid maximal trace in the system has this
behavior of interest, then a trivial lattice with only the top and bottom is built, from

which no responsibility can be found, making the corresponding analysis futile.

Example 14 (Access Control, Continued) For the access control program, there are two
possible ways to build the lattice of maximal trace properties. To start with, we consider the
lattice displayed in Fig. 5.1, which consists of 6 elements. Regarding whether the access to o
fails or not, the top TM> = [P]Ma< is split into two properties “Access Failure” AF and “Access
Success” AS, which are formally defined in Example 13 such that AF\JAS = [PJM>* and
AFAAS = 0. Furthermore, regarding whether the write access is granted or not, AS is split
into “Read Only access is granted” RO and “Read and Write access is granted” RW, such
that ROWRW = AS and ROMRW = (). With the assistance of such a lattice of system
bebaviors, we can determine not only the responsible entity for access failure/success, but also

the entity in charge of the write access.
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Meanwhile, if we are interested in only one bebavior (e.g. “Access Failure” AF), then RO

and RW can be simply removed from the lattice and we can get a lattice with 4 elements. [

5.2.3 Prediction Abstraction

Although the maximal trace property is well-suited to represent system behaviors, it
does not reveal the point along the maximal trace from which a property is guaranteed to
hold later in the execution. Thus, we propose to abstract every maximal trace property
X e M isomorphically into a set ) of prefixes of maximal traces in X, excluding
those whose maximal prolongation may not satisfy the property X'. This abstraction is
called prediction abstraction, and Y is called the prediction trace property corresponding to

X. It is easy to see that ) is a superset of X', and is not necessarily prefix-closed.

apred([PIM™) € 9(S*™) = p(S*) prediction abstraction
aprea([PIM™)X 2 {0 € Pref(X) | Vo' € [P]M™. 0 < 0/ = o’ € &}

Yrred([PIM) € 9(S™) = p(S*™) prediction concretization
wea([P]")Y = {0 €V ]|oe[P]"™}=yn[P["™

By the above definition, for any program P, every valid maximal trace ¢’ that is greater
than or equal to a prefix trace o in apeq([P]V*¥)X is guaranteed to have the maximal
trace property X (i.e. 0’ € X). Hence, the prefix traces in apreq([P]V*) X gives a hint
on the point along the maximal trace from which the property X" is guaranteed to hold.

More formally, we have the following lemma:

Lemma 1 For any maximal trace property X € o([P|M™), if a prefix trace o belongs to
apred ([PIM2) X, then o guarantees the satisfaction of property X (i.e. every valid maximal

trace that is greater than or equal to o is guaranteed to have property X).
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Moreover, we have a Galois isomorphism between maximal trace properties and pre-
diction trace properties:

(([P]"™), ) =BT e ([PI™H (o(IP*™), ©) (.1)

Qpred ([[P]] Max)

where the abstract domain is obtained by a function ap.eq{[P[M*} € p(p(S*>®)) —

p((S™)) such that Gpres { [P["™}(X) £ {aprea([P]U™)X | X € X}

Proof. First, we prove that apeq([P]M®) and Ypreq([P]™**) are increasing.
- XX
= Vo' € [P]M™ (¢/ € X) = (¢/ € &) {def. C§

= Vo € ', 0’ € [P]M™. (=(c 2 0)V (¢' € X)) = (=(0 =)V (¢/ € X))

{def. V/§
= {0 €S™ | Vo' € [P[M™. —(0c <o)V (¢ € X)} C
{0 €S | Vo' € [P]M*. ~(c < o')V (o' € X)} {def. C§
= {0 eS™|Vo' € [P 0 <0 =0 X} C
{ceS™|Vo' c[P]M™. 0 <0 =0 €&} {def. =§

= (Pref(X) N {o | Vo' € [P]M™. 0 <0’ =o' € X}) C

(Pref(X) N {0 | Yo' € [P[M™. 0 < ¢’ = o' € &'}) {def. N and Pref is increasing
= {0 € Pref(X) | Vo' € [P]M™. 0 <0/ = o' € X} C

{0 € Pref(X') | Vo' € [P]M™. 0 < o' = o' € X} {def. M
= aprea([P]") X C aprea([P]"*) X’ {def. aprea([P]™™)§
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- yc)y
= (YN [P["™) € (V' N [P]™™) (def. N§
= 'YPred([[PHMaX)y g 'YPred([[PHMaX)y, Zdef /YPred([[P]]MaX)S

Then, we prove that Ypyeq([P]M) 0 apred ([P]¥**) and apyed ([P]M*) 0 Yprea ([P]V2)

are identity functions.

= prea([PI™™) 0 aprea([P]M*) X
= Yprea([P]V™) ({0 € Pref(X) | Vo' € [P]"™. 0 < 0’ = o’ € X}) {def. apreg §
= Ypred([P]M™) (X U {0 € Pref(X)\[P]M™ | Vo' € [P[M**. 0 < ¢/ = o' € X})
X = Pref(X) N [P]™* since X' € p([P]M>)§
= [PIM>*N (X U {o € Pref(X)\[P]M™ | Vo’ € [P]M**. 0 < 0’ = ¢’ € &'})
(def. Yprea$
= [P]"™nx L[PT™™  (Pref (X)\[P]M*) = 0§

= & (X € p([P[Y™)$

— aprea([P]"™) 0 Yprea[P]M™)Y
= aprea ([P]"™) © Yprea([P]™™) © prea([P] ) X"

L € Gprea{ [P]M™H(p([P]M™)), thus FX". I = apreq([P]M) X"
= aprea([P]") A7 prea (IP1V™) © apre ([PIVo) X" = X'
=Y {by the assumption V = aprea([P]M**)X’§
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— By the four properties proved above, apreq([P]M*) and Ypyeq([P]M**) form a Galois

isomorphism. U

Corollary 1 Given the semantics [PJM>* and lattice LM® of system bebaviors, for any max-
imal trace property T € LM if a trace o belongs to the prediction trace property that
corresponds to T, then every valid trace greater than o belongs to that prediction trace prop-
erty too. Le. YT € LM™ Vo, 0’ € [P]P". (0 € aped([P]M>)T Ao <X 0') = o' €

OPred ( [[P]] Max)T'

Proof. Proof by contradiction. Here we assume 37 € LM Jo 0’ € [P]P. o €
apred([PIM>)T Ao = 0’ Ao’ & aprea([P]M™)T. By the definition of prediction
abstraction, ap,eq([PJM>*)T = {o € Pref(T) | Vo' € [P]M>. 0 < ¢’ = o' € T}.
There are two possibilities for o/ & apeq([P]M™)T:

1) o’ & Pref(T), hence every maximal trace greater than o’ does not belong to T

2) Jo" € [P[M>*. o' < 0" No" & T.

Both cases imply that there is a maximal trace ¢” € [P]M** such that 0 < o/ <

o”" AN a” & T, which contradicts with the assumption of o € apreq([P]M)T. O

Corollary 2 Given the semantics [PJM* and the lattice LM of system behaviors, for any
maximal trace property T € LM and any valid prefix trace 7 that is not maximal, if every
valid prefix trace ws which concatenates ™ with a new event s belongs to the prediction trace
property apred([P]M™)T, then 7 belongs to apred([P]M2)T too.

More formally, ¥T € LM Vr € [P]P\[P]M>*. (Vs € S.7s € [P]P™ = 75 €
apred([PIM>)T) = 7 € aprea([P]M™)T.

94



CHAPTER 5. FORMAL DEFINITION OF RESPONSIBILITY

Proof. Prove by contradiction, and here we assume that 37 € £M> 371 € [P]Prf\ [P|M=.
(Vs € S. s € [P]Pf = 75 € aprea([PIM™)T)AT & aprea([P]M*)T . According to the
definition that apeq([P]M™)T = {0 € Pref(T) | Vo' € [P]M>*. 0 < o' = o' € T},
there are two possibilities to have 7 & apyeq([P]M*) T

1) © & Pref(T). This implies that Vs € S.7s € [P]Pf = 7s & Pref(T), which
further implies that Vs € S. s € [P]P = 75 & aprea([P]M™)T. Since m € [P]7re\
[P]Ma*) there must exist at least one s such that s € [P]P"f A s & apreq([PJM>)T.

2) There is a maximal trace o’ € [P]M® such that 7 < o/ Ao’ & T. Take s =
o[z}, then 7s € [P]P*A 7s < o’ Ao’ & T holds, which implies 7s € [P]"'A
7 & preal [PV T

Both two cases find that 3s € S.7s € [P]™f A s € aprea([P]M™)T, which

contradicts with the assumption Vs € S. 7s € [P]P"*" = 75 € apred([P]M™)T. O

Example 15 (Access Control, Continued) By the function apred([P]M*), each bebavior

in the lattice LM of Example 14 can be abstracted into a prediction trace property:

— apred([P]M™) TMax = [P]P'ef, i.e. every valid prefix trace in [P]P™" guarantees TM>.

— apred([P]M™)AF = {0 € [P]?f | 3p, € M, v € {-1,0},7" € {1,2}. (4, p1){&,
p2 = prlape = 1])(B, p3 = polil = o)) = o V (4, p1){k, p2 = prlapy — 1])(k,
ps = palil — ') (L4, ps = p3){b, ps = psli2 — v|) = o}. For any valid prefix trace
o, if at least one input from the two admins is -1 or 0, then the bebavior “Access Failure”

AF is guaranteed to occur in all the maximal traces that are greater than or equal to o.

— apred([P]M™)AS = {o € [P]P" | 3p, € M, v € {1,2}. (4, p1){k, p2 = pi]apv —
)&, ps = polil — 0]|){l, ps = ps3){b, ps = psli2 — v|) = o}. For any valid prefix

trace o, if the inputs from both admins are 1 or 2, “Access Success” AS is guaranteed.
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~ apred([P]")RO = {0 € [P[™"*" | 3p1 € M, v € {1,2}. (4, p1){k, p2 = prlapv —
)G, ps = polit = o)), po = p3){6, ps = paliz = o])(k, ps = ps)(&, pr =
peltyp — 1]) = o}. For any valid trace, if the inputs from both admins are 1 or 2 and

the input from system settings is 1, then it guarantees “Read Only access is granted” RO.

= apred([P["*)RW = {0 € [P]"" | Ip1 € M, w € {1,2}. (4, p1){h, p2 = p1lapw
)G, ps = palit = o)) (l; po = ps)(6, ps = pali2 = o|)(l; pe = ps) (&, pr =
peltyp — 2]) = o}. For any valid trace, if the inputs from both admins are 1 or 2 and the

input from system settings is 2, then it guarantees “Read and Write access is granted” RW.

— apred ([P]M™) LM2* = (), i.e. no valid trace can guarantee the bottom 1M, O

5.3 Observation of System Behaviors

Let [P]M** be the maximal trace semantics and £M** be the lattice of system behav-
iors designed as in Section 5.2. Given any prefix trace 0 € S**°, an observer can learn
some information from it, more precisely, a maximal trace property 7 € LM that is
guaranteed by o from the observer’s perspective. In this section, an observation function
O is proposed to represent such a “property learning process” of the observer, which is

formally defined in the following three steps.

5.3.1 Inquiry Function

First, an inguiry function 1 is defined to map every trace ¢ € S** to the strongest
) quiry P y g

maximal trace property in £M2* that o can guarantee.
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I e o(S™) — p(p(S*™)) = S*™° — p(S*™) inquiry (5.2)
]I([[P]]Max7£Max’O_> L
let apred(S)T = {0 € Pref(T) |Vo' € S.0 20’ =o' € T}in
ﬂ{T e LM ‘ (S Oépred([[P]] MaX)T}
Specially, for every invalid trace o & [P]"™f, there does not exist any 7 € £LM** such
that o € apred([P]M™)T, thus I([P]M>, LMa* ) = ) = 1 M2*_ In contrast, for any valid

trace o € [P]P, it is ensured that o € apeq([P]M**) TM> hence I([PJM2*, LM o) £

1 Max_ Therefore, [([P]Max, LMo 5) = 1 Ma<if and only if o is invalid.

Example 16 (Access Control, Continued) Using the maximal trace semantics [P]M** from
Example 2 and the lattice of system bebaviors LM from Example 14, bere we define the in-

quiry function I for the access control program such that for any initial environment p; € M:

— I([PIMx, LM (5, p1){k, p2 = pilapy — 1])) = TM® ie. every prefix trace that ter-

minates at point ly (before the admins input their decisions) can guarantee only TM>,

= I([P[M™, LM, (4, p1) (&, p2 = pilapo = 1])(b, p3 = palil = 0)) = AF, i.e. after

the Ist admin inputs 0, the bebavior “Access Failure” AF is guaranteed.

— I([PI™>, LM (4, p1)(ha, p2 = prlapo = 1]){&, ps = polil — 1])) = I([P[M*,
ﬁMaX? <[1> p1><[2> P2 = pl[apﬂ = 1]><[57 p3 = p2[i1 = 1]><[4a P4 = p3>) = TMaX) Le.
if the first admin inputs 1, only the top T™* can be guaranteed before the second admin

inputs ber/bis decision.

- H([[PHMaxuf’MaX7 <[17 p1><[27 P2 = pl[apv = 1]><[3> P3 = p2[i1 = 1]><[4a Pa = 93><[5>
ps = pali2 — 0])) = AF, i.e. after the second admin inputs 0, the bebavior “Access Failure”

AF is guaranteed.
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— I([PPM=, LY (4, p1) (o, p2 = prlapy = 1){B, ps = palit = 1]){4, ps = ps)(6,

ps = pali2 — 1])) = AS, i.e. if both two admin inputs 1, “Access Success” AS is guaranteed.

= I([PP™=, LY (4, p1) (o, p2 = prlapr = 1))(B, ps = palit = 1]){h4, ps = ps)(6,
ps = paliz — 1))k, ps = ps){&, pr = peltyp — 1])) = RO, i.e. if both two admin
input 1, then after the input from system settings is set as 1, a stronger property “Read Only

access is granted” RO is guaranteed.

= L(PP™, £ (4, pu)(s p2 = palape = 1)(G, ps = pafit = 1) (A, pa = pa) {6,
ps = pa[i2 = 1)k, ps = ps){&, pr = pe[typ — 2])) = RW, i.e. if both two admin
input 1, then after the input from system settings is set as 2, a stronger property “Read and

Write access is granted” RW is guaranteed. O

Corollary 3 Given the semantics [P]M** and lattice LM of system behaviors, if the inquiry
function 1 maps a trace o to a maximal trace property T € LM, then o guarantees the
satisfaction of T (i.e. every valid maximal trace that is greater than or equal to o is guaranteed

to have property T).
Proof. The proof immediately follows Lemma 1 and the definition (5.2) of inquiry. O

Lemma 2 Given the semantics [P]M* and lattice LM® of system bebaviors, the inquiry
function T([PJM2*, LM is decreasing on the inquired trace o: the greater (longer) o is, the
stronger property it can guarantee. Le. Vo,0' € S**°. o < o' = I([P]M>, LM> 5) D
I([P]Vx, LM<, o).

Proof. First, if o is invalid (i.e. o & [P]7""), then every trace o’ that is greater than
o must also be invalid (i.e. o’ ¢ [P]"™f), hence it is obvious that I([P|Max, LM2x &) =

H([[P]]MaX,EMaX,OJ) — J_Max_
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Second, if ¢’ is invalid (o’ ¢ [P]P™f), then we have I([P|M=x, LM> o') = | Max
hence H([[P]]Max’ LMax) O') D J_Max — ]I([[P]]Max7 ,CMaX, O'/).

Last, if both o and o’ are valid( o, o’ € [P]""¢f), then we have

/
oc=xXo0

= VT € LM 5 € aped([P]Y™)T = 0’ € aprea([P]M™)T {corollary 1§
= {T € LM*| 0 € apa([PIM™)T} C {T € LM | ¢’ € apa([P]M™) T}

{def. =
= T € LM | 0 € apa([P]M™)T} 2 A{T € LM | ¢’ € aprea([P]"*)T}

{def. ™5

= ]I([[P]]Max7£Max,O_) D H([[P]]MaX,LMaX,O',) Zdef HS

To sum up the three cases above, we prove that I([P]M> £LM®) is decreasing. O

Corollary 4 Given the semantics [P]M> and lattice LM of bebaviors, Vo € [P]7ref\ [P]M2x.
I[([[P]]Max7£Max70.> — UH([[PHMaX,ﬁMaX,O'S) — U H([[P]]MaX,EMaX,US).

SES USEIIP]]P"ef

Proof. First, W{I([P]M>, £M 0s) | s € S} = (W{I([P]M>, LM, 0s) | o5 € [P]P'})
W(WI([P]™™, LY, 05) | os & [P]™"}) = (W{I([P[M"™, LY, 05) | os € [P]"*})
1Mo — W{I([P]M>, LM% 55) | o5 € [P]PreF}.

Second, we prove W{I([P]M™, LM 55) | os € [P]P} = I([P]™>, LM, o) in
two steps: 1) by lemma 2, it is proved that Vo,0s € S*°. I([P]M=, LM< ) D
I([P]Ve, £M%%, 55), thus I([P]M>*, £M, o) D W{I([P]V*, LM% o) | os € [P}
2) assume I([PM*, LM o) D W{I([P]™>, LM os) | os € [P]P} = T. By
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the definition of T in (5.2), we know that 0 & apeq([P]M™)T and Vos € [P]r'.
05 € apred([P]M™)T, which is impossible by corollary 2. Thus, by contradiction,
H([[P]]MaX,EMaX,O'> — U{H([[P]]Max,ﬁMax,O'S) | os € [[P]]Pref}. O

5.3.2 Cognizance Function

As discussed in (P3) of section 4.1, it is necessary to take the observer’s cognizance
into account. Specifically, in program security, the cognizance can represent attackers’
capabilities, e.g. what they can learn from program executions (see section 6.2 for more
details). Given a trace o (not necessarily valid), if the observer cannot distinguish o from
some other traces, then she/he does not have an omniscient cognizance of o, and the
cognizance function C(o) is defined to include all traces indistinguishable from o.

C € S p(S™) cognizance (5.3)
C(o) =

{0’ € S** | the observer cannot distinguish ¢’ from o'}

Such a cognizance function is extensive, i.e. Vo € S**°. o0 € C(0). In particular,
there is an omniscient observer and its corresponding cognizance function is denoted as
C, such that Vo € §**. C,(0) = {0}, which means that every trace is unambiguous
to the omniscient observer.

To facilitate the proof of some desired properties for the observation function defined

later, two assumptions are made here without loss of generality:

(A1) The cognizance of a trace oo’ is the concatenation of cognizances of o and ¢’. Le.
Vo,0' € §*°. C(oo’) = {rn’ | m € C(o) A7’ € C(0’)}. Specially, we require
that C(e) = {e}, such that for any non-empty finite trace o, C(o) = C(o¢) =

{nn" | m € C(0) A" € C(g)} would not include infinite traces.
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(A2) Given an invalid trace, the cognizance function would not return a valid trace. ILe.

Vo € S*°. o ¢ [P]Pf = C(o) N [P]P" = 0.

In practice, we can define an equivalence relation on traces that satisfy the above two
assumptions, thus it is assumed that the observer cannot distinguish two traces if and
only if they are equivalent. That is to say, for any trace o, C(o) is a class of traces that
are equivalent to o, and {(o, ¢’) | ¢’ € C(0)} is an equivalence relation.

Corollary 5 For any cognizance function C, we bave |-JC(s) O S.

seS

Proof. This corollary follows immediately from the fact that the cognizance function C

is extensive. O

Example 17 (Access Control, Continued) For the access control program, consider the cog-
nizance function for two different observers.

(i) For an omniscient observer: Vo € S**. C,(0) = {o}.

(ii) For an observer who is unaware of the input from Ist admin: C({f, p1){h, p2 =
pilapy = )G, ps = polit = 0])) = {{4, p1) (&, p2 = prlapy = 1])(G, ps = palil
-10), (4, p1){k, p2 = pilape = 1)(, ps = polil = O)), (4, p1){&, p2 = pilapv —
1){6, ps = polit = 1]}, (&, p1)(b, p2 = pilapv — 1]){&, p3 = polil = 2])}, i.e. this
observer cannot distinguish whether the input from Ist admin is -1 or 0 or 1 or 2.

Similarly, for a prefix trace in which the inputs from both two admins are zeros, C({f,
p1)(ls p2 = pilapy = 1) (G, p3 = polit = ON{h, ps = ps){b, ps = pali2 —
0)) = {(4, p1){k, p2 = prlapy — 1)){B, ps = palil = -1]){l4, ps = p3)(5, ps =
paliz = 0)),Ch, pr)(ls p2 = prlapy = 1])(k, ps = palil = O])(l, pa = ps) (b,

ps = paliz = 0]), {4, p1)(k, p2 = prlapy — 1]){&, ps = po[il = 1]){4; pa = p3) (5,
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ps = paliz = 01), (h, p1){ks po = prlapo = 1])(k, ps = polil = 2])(h; pa = p3) (6,
ps = pali2 — 0]) } consists of 4 traces, such that the value of i1 is not distinguishable while the

value of i2 is. In the same way, the cognizance on other traces can be defined. O

5.3.3 Observation Function

For an observer with cognizance function C, given a single trace o, the observer
cannot distinguish o with other traces in C(o). In order to formalize the information
that the observer can learn from o, we apply the inquiry function I on each trace in
C(o), and get a set of maximal trace properties. By joining them together, we get the
strongest property in £M® that o can guarantee from the observer’s perspective. Such a
process is defined as the observation function Q([P|Max, LM< C, 7).

O € p(8™) = p(p(S™)) = (8 = p(S7)) = 8™ = p(5™)
O([PIM>*, £M=> C,0) £ observation (5.4)
let apred(S)T ={o € Pref(T) |Vo' € S.0 20" =0 € T}in
let (S, L,0) =m{T € L| 0 € apred(S)T } in
W{I([PIM>, LM 6') | o’ € C(o)}.

]]Pref,

From the above definition, it is easy to see that, for every invalid trace o ¢ [P we

have O([P]M>, M= C, o) = 1M since every trace ¢’ in C(0) is invalid by (A2) and
I([PJMax, £Max ') = M2 In addition, for an omniscient observer with cognizance

function C,, its observation Q([P]M> LM C, o) = I([P]M>, LM> 7).

Corollary 6 Given the semantics [P|M* and lattice LM* of system behaviors, for any observer
with cognizance C, if the corresponding observation function maps a trace o to a maximal
trace property T € LM™, then o guarantees the satisfaction of property T (i.e. every valid

maximal trace that is greater than or equal to o is guaranteed to bave property T).
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Proof. Suppose I([P]M=, LMax 5) = T". By the corollary 3, o guarantees the property
T, i.e. every valid maximal trace that is greater than or equal to o belongs to 7.

In addition, since the cognizance is extensive (i.e. 0 € C(0)), then from the def-
inition of observation function in (5.4), we know that 7 = Q([P]M=, LM> C, o) =
W{I([PJM=, LM o) | o' € C(o)} D I([P]M=*, LM** o) = T'. Therefore, every valid
maximal trace that is greater than or equal to o belongs to 7. That is to say, o guarantees

the satisfaction of property 7. O

Corollary 7 Given the semantics [P]M2, the lattice LM® of system behaviors and the cog-
nizance function C, we have: Vo € [P]Prf\ [PJM2x. OQ([P]M*, LM C, o)
= [JO([P]Mex, LM C,0s5) = | O([P]M=, LM> C, o).

seS UsEHPﬂPref
Proof. We start the proof from the right side.
© (O)([[P]]Max, LM C, os)

O.SE[[P]]Pref

= (W O(P]M™, LM C, os)) W LM {def. L M§
05€HPHPref

= W O(PIM>* LM C,o5)w  ©  O([P]M™ LM C, 0s) {def. O
osE[[P]Pref os@[P]Pref

= US(D)([[P]]MaX, LM< C, os) { merge two cases
se

= W{I([PIM>, LM< 1) | 7 € C(os) A s € S} {def. OF

= W{I([P]M>, LM o'6") | o’'0” € C(os) As €S} (replace 7 with 0’0" §

= W{I([PIM>, LM< o'0") | 0’ € C(o) Ao” € C(s) A s € S} {assumption (A1)

= (W{I([PM=, LM o'0") | o € C(o) A" € C(s) As € SA o =
1}) u (WI([P]M™, LM o'6") | 0/ € Clo) Ao” € C(s) As € SA|o"| =
0}) W (WI([PIM>, LM 6’0"} | ¢’ € Clo) A" € C(s) As € SA "] > 1})
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In the above, the formula is split into 3 cases by the length of ¢”’. The first case:

{I([PIM, LM 6’0"} | 0’ € C(o) A" € C(s) As € SA 0" =1}

= W{I([P]M>, M= o'5) | o' € C(o) A s € S} { corollary 5§
= W{I([P]M>, M= &'} | o’ € C(0)} { corollary 4§
= O([pP]M=, M= C, o) {def. O

The second case: if there is s € S such that e € C(s), then W{I([P]M2x, LM o'5")
| o' € C(o) A" € C(s) As €SA|0”"| = 0} = H{I([PJMex, LM 67) | o' € C(0)} =
O([PJMax, £Max C, 7). Otherwise, it is an empty set.

The third case:

W{I([PIMx, LM 6’0"} | 0’ € C(o) A" € C(s) As € SA|a"| > 1}

C W{I([PIM>, LM o) | o' € C(o) Ao” € C(s) As €S A |o"| > 1} {lemma 2§
C W{I([P]M, LM ') | ¢’ € C(o)} {def. U§

- O([P]M*, £V, C, o) 1def. O

Joining the above three cases together, we have proved that

) O([P]™>, LM, C, 0s) = O([P]M=, LY, C, o). O

osE ﬂPﬂPref

Lemma 3 Given the semantics [P|M*, lattice LM of system bebaviors and cognizance func-
tion C, the observation function Q([P|M=*, LM2< C) is decreasing on the observed trace o:

the greater (longer) o is, the stronger property it can observe. Le. Vo,0’ € S*°. 0 < ¢/ =

@<[[PHM3X7 EMaX, (C, (7) D @([[PHMax’ LMaX,C, 0/).
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Proof. We only need to consider the case where o < ¢’. First, if o is invalid (i.e. o ¢
[P]Fref), then every trace o’ that is greater than o must also be invalid (i.e. o’ & [P]P"*),
hence it is easy to find that O([P]M=x, LM C, o) = O([P]M=*, LM2x C, ") = L Max,

Second, if o’ ¢ [P]Pf, then we have O([PJM>, LM< C, ¢’) = 1M, Hence, it is
trivial to find Q([P]M>, LMa C, o) D LM = Q([P]M=x, LM2x C, o).

Last, if 0,0’ € [P]™f, then o must be a valid non-maximal trace, i.e. o €
[P]Pref\[P]M2%. From corollary 7, it is easy to see Vs € S. Q([P]M>, LM C,0) D
O([P]M=x, £Mx C, 55). Since o’ is greater than o (or say, o’ is a prolongation of o with
states), then by the transitivity of D, it is not hard to see that Q([P]M=*, LM< C, o) D

@([[PHMaX,,CMaX,C,O'/). O

Example 18 (Access Control, Continued) For an omniscient observer, the observation func-

tion is identical to the inquiry function in Example 16. If the cognizance of a non-omniscient

observer defined in Example 17 is adopted, we get an observation function that works exactly

the same as the dashed arrows in Fig. 5.1:

= O([PIM*, LM, C, (4, p1)(h, po = pilapo = 1])(k, ps = polil = 0])) =
HI([PIM™, LY, (4, p1){k; p2 = prlapy = 1]){h, ps = palil = 2])) | v € {-1,0,
1,2}} = AFUAF\ TMax g TMax — TMax "4 o0 epen if the 1st admin already inputs 0,

only TMax com be guaranteed from the perspective of the non-omniscient observer.

= O([PIM*, LM, C, (&, pr){k, p2 = pilape — 1))(k, ps = polil = O]){l, pa =
pa){b; ps = paliz = 0])) = W{I([PIM, LM (4, p1){k, p2 = pilapy = 1])(G,
ps = palil = o]){la, pa = p3){b, p5 = paiz = 0])) | v € {-1,0,1,2}} =
AFYAF JAFJAF = AF, i.e. only after the 2nd admin inputs O (or -1), “Access Failure”

AF can be guaranteed from the perspective of the non-omniscient observer.
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= O([P[¥™, LY**,C, {4, p1){k, p2 = prlapr = 1))(k, ps = pafil = O]){4, ps =
ps)(6; ps = paliz = 1)) = W{I(P]™™, LY (4, p1)(&, p2 = palapr = 1])(8,
ps = palil = o)){la, pa = p3){b, p5 = pa[iz2 = 1])) | v € {-1,0,1,2}} =
AFJAF ) TMax g TMax — TMax" o if the 2nd admin inputs 1 (or 2), only the top
TM2 can be guaranteed from the perspective of the non-omniscient observer, even if the Ist

admin already inputs 0 or -1. OJ

5.4 Formal Definition of Responsibility

Using the three components of responsibility analysis introduced above, responsibil-
ity is formally defined as the responsibility abstraction ag in (5.5). Specifically, the first
parameter is the maximal trace semantics [P]™®*, the second parameter is the lattice
LM of system behaviors, the third parameter is the cognizance function of a given ob-
server, the fourth parameter is the behavior B whose responsibility is of interest, and the
last parameter is the analyzed traces 7.

For every trace o € T to be analyzed, we split it into three parts such that o =
ouTROF, Where o = s+ - 5,1 € S* represents the History part of trace o, the transition
TR = §5—1 2R, s, represents the Responsible part of trace o (which is a transition between
two states, and the corresponding action agr can be retrieved from the source code), and
op = s+ -+ € S* represents the Future part of trace o.

If ) C O([P]M>, LM=x C,oxmr) C B A O([P]M™, LM** C,0y) Z B holds, then
oy does not guarantee the behavior 3, while o7y guarantees a behavior which is at least

as strong as BB and is not the invalid trace property represented by | M= = (). Therefore,
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. . . a
to the cognizance C of a given observer, the transition 7R = s_; B s, (or say, the

action ag) is said to be responsible for the behavior B in the trace oyroy.

— Responsibility Abstraction ag

ar € p(S™) = p(p(S™)) = (8 = p(S™)) = p(S™) = p(S™)

= o(S* x (S x S) x S$*) (5.5)
aR([[P]]MaX, £Max’ C, B, 7—) L

let apeg(S)T ={o € Pref(T) |Vo' € S.0 2 d' =0 €T} in
let I(S,L,0) =M{T € L] 0 € apred(S)T } in
let O(S,L,C,0) ={I(S,L,0") | o € C(o)} in
{<O’H, TR, UF> | OHTROTF € T VAN @ g @([[P]]MaX,EMaX,C,O'HTR) Q B A
@(HPHMaX,ﬁMaX,C,O’H) Z B}

Since ag([P]M>, LM=* C, B) preserves joins on analyzed traces T, we have a Galois
’)’R(HPHMaxr LMax} (Cv B)

connection: (p(S*), C) ¢ (p(S* x (S x S) x §*°), C).

(XR(IIP]]MQX,LMQX,(C,B) .

It is worthy noting that, compared with our original definition of responsibility ab-
straction ag in [24, 33] (which adopts the condition () C O([P]M* LM C, o) C
B C O([P]M=x £M=x C, o)), the definition 5.5 proposed in this dissertation is more
generic: when the lattice of system behavior £M> is of complex structure (i.e. it con-
sists of more than four elements), the observation Q([P]M2*, £LM>* C, oy;) may return

a behavior that is incomparable with B; as long as ) € Q([P]M=*, LM2< C, oy7r) C B

holds after extending oy with 7w, we know the transition 7R shall be responsible for B.

Theorem 1 If 1y is said to be responsible for a bebavior B in a valid trace cutroy, then
ouTR guarantees the occurrence of bebavior B, and there must exist another valid prefix trace

ouTy such that the bebavior B is not guaranteed.

Proof. First, from the definition of responsibility, we know Q(SM=* LM< C, oy7r) C B
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By corollary 6, opymr guarantees the satisfaction of O(SM> LMa C, oy7y), which is at
least as strong as B. Thus, the occurrence of behavior B is guaranteed.

Second, we prove by contradiction. Assume that every valid trace o7y, guarantees
the occurrence of behavior B (i.e. Vour, € SPf. O(SM> LM C, opymh) C B). By
corollary 7, we can prove that O(SM> LM C, oy5) C B, which contradicts with the

condition O([P]M>, LMa C, oy3) € B for 7y to be responsible for the behavior B. O

Now recall the three essential characteristics for defining responsibility (i.e. the
temporal ordering of actions, free choices and the observer’s cognizance) in section 4.1.
It is obvious that the responsibility abstraction az has taken both the temporal ordering
of actions and the observer’s cognizance into account. As for the free choices, from
theorem 1 it is easy to find that, if the transition 7 is completely determined by its

]] Pref

history trace oy and is not free to make choices (i.e. Vou7r, outg € [P]7. = = 73),

then 7 cannot be responsible for any behavior in the trace oymroy.

5.5 Concrete Responsibility Analysis

To sum up, the responsibility analysis in the concrete typically consists of four steps:
I) collect the system’s trace semantics [P]V** (in Section 1.2 and 5.1); II) build the lattice
of system behaviors of interest £LM® (in Section 5.2.2); III) derive an inquiry function
I from £M® (in Section 5.3.1), define a cognizance function C for each observer (in
Section 5.3.2), and create the corresponding observation function O (in Section 5.3.3);
IV) specify the behavior B € £LM#< of interest and the analyzed traces T € p([P]V**), and
apply the responsibility abstraction ag([P]M*, LM> C, B, T) to get the analysis result

(in Section 5.4). Hence, the responsibility analysis is essentially an abstract interpretation
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of the program trace semantics.

Moreover, in the definition 5.5 of responsibility, the sets of traces involved in the trace
semantics, system behaviors and the cognizance function are concrete. For the simple
access control program example, such concrete traces are explicitly displayed for the sake
of clarity. However, they are uncomputable in general, and we cannot require the user
to directly provide concrete traces in the implementation of responsibility analysis. To
solve this problem, an abstract responsibility analysis that can soundly over-approximate

the concrete responsibility analysis results is proposed in part III.

Example 19 (Access Control, Continued) Using the observation functions in example 18,
the abstraction oug can analyze the responsibility of any bebavior B in the specified set T of
traces. If we would like to analyze “Access Failure” in every possible execution, then B is set as
AF, and T includes all valid maximal traces, i.e. T = [P|M>*. Thus, by the responsibility
abstraction ag([P]Max, LM< C, AF, [P]M™), we could compute the responsibility analysis
result, which is essential the same as desired in Example 12 and omitted here.

In addition, if we would like to analyze the responsibility of “Read and Write access is
granted”, then the bebavior of interest B shall be replaced by RW instead, and we can get the
following result. To the cognizance of an omniscient observer, in every execution that both
two admins input 1 or 2, the input from system settings (i.e. typ := [1;2]) is responsible for
RW. Meanwhile, to the cognizance of the non-omniscient observer who is unaware of the
input from Ist admin, no one would be found responsible for RW, because whether the write

access is granted or not is always uncertain due to the unknown input from Ist admin. O
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Chapter 6

Applications of Responsibility Analysis

Responsibility is a broad concept, and our definition of responsibility based on the
abstraction of trace semantics is applicable in various scientific fields. We have examined
every example supplied in actual cause [47, 48] and found that our definition of respon-
sibility can handle them well, in which events like “drop a lit match in the forest” or
“throw a rock at the bottle” are treated as actions along the trace.

In this chapter, we focus on analyzing computer programs, and illustrate the applica-
tion of responsibility analysis by three more examples: (i) the “negative balance” problem
of a withdrawal transaction, which can be equivalently viewed as the “bufter overflow”
problem; (ii) a program with “division by zero” error, which can be also interpreted as a
scenario of “login attack”; and (iii) the “information leakage” problem. It is worthy not-
ing that, for any behavior B of interest, our responsibility analysis is designed to analyze
the programs where the behavior B does not always occur, i.e. B C [P]M#*. Yet, for the
programs where every trace has the behavior 3, we need to admit that the responsibility

analysis cannot identify any responsible entity, unless “launching the program” is treated
y y resp Ys g prog
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as a separate action and it would be found responsible for B.

6.1 Example of Negative Balance / Buffer Overflow

Consider a withdrawal transaction scenario, which is simplified into a program with
only three lines of code as in Fig. 6.1 for the sake of clarity. At point 4, we read
the bank account balance before the withdrawal transaction, which is assumed to be a
positive integer or zero; in practice, this read action is typically implemented by a query
in the database system. At point 4, the user inputs the withdrawal amount, which is
assumed to be a strictly positive integer. At point &, we update the bank account balance
after the withdrawal transaction by subtracting num from balance. When the withdrawal
transaction completes at point , if the account balance is negative (i.e. balance < 0),

then it is an error and we would like to detect the responsible entity for it.

f . balance := [0; INT_MAX]; //Account balance before the transaction
b num:= [1;INT_MAX]; //Withdrawal amount
[z :  balance := balance — num; //Account balance after the transaction
[ : //Error if balance < 0

Figure 6.1: The Withdrawal Transaction Program with Negative Balance Problem

It is not hard to see that, the “negative balance” problem can be transformed into an
equivalent “buffer overflow” problem, where a memory of size balance is allocated, the
index at num — 1 is visited, and a buffer overflow error occurs when balance < num — 1
holds. Although this problem has been well studied, it suffices to demonstrate the

advantages of responsibility analysis over dependency/causality analysis.

111



CHAPTER 6. APPLICATIONS OF RESPONSIBILITY ANALYSIS

In this example, we consider only the cognizance of the omniscient observer, and the

responsibility analysis consists of four steps as discussed in section 5.5:

(1) Collect the trace semantics [P]M®. In the withdrawal transaction program, each
maximal trace is of length 4, and [P]M® = {(f, p1)(&, p2){&, p3){L, ps) | (p1 €
M) A (pa = pi[batance — o] A v € [0;INT_MAX]) A (p3 = pa|num — '] A
v € [1;INT_MAX]) A (ps = ps3|balance — p3(balance) — p3(num)])} consists of
a very large number of traces. For example, (4, p1){&, p2 = pi[balance — 0])(5,
p3 = po[num — 1]) (L, py = ps|balance — -1]) denotes a maximal trace such that the
balance before the transaction is 0 and the withdrawal amount is 1; and (4, p1)(£&,
p2 = p1lbalance — 5]) (&, ps = pa|num — 9]) (L, ps = ps|balance — -4]) denotes a
maximal trace such that the balance before the transaction is 5 and the withdrawal

amount is 9. Both the above two traces have the negative balance problem.

(2) Build the lattice of system behaviors of interest. Since “negative balance” is the only
behavior that we are interested here, we can build the lattice £M** with only four
elements as in Fig. 6.2, where NB is the set of valid maximal traces where the value
of balance is negative at point /4 (i.e. NB = {0 € [P[M™ | 3p € M. o5 = (L,
p) A p(batance) < 0}), and —NB is its complement (i.e. “NB = [PJM>*\NB = {o €
[PIM=*| 3p € M. o3y = (&1, p) A p(balance) > 0}).

TMax _ [[P]] Max
PN Behaviors:
NB —NB NB : Negative Balance
o —NB : Not Negative Balance
LMax _ @

Figure 6.2: Lattice of System Behaviors regarding Negative Balance
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(3)

4)

Create the observation function. Using the omniscient observer’s cognizance C,
such that C,(0) = {0}, the observation function O can be easily derived from the

lattice LM of system behaviors, such that:

— O([PpMax, LM< C,, (4, p1)) = TV ie. at the initial point 4, only the top
behavior TM2* can be guaranteed.

— O([P]Max, LM C,, (4, p1){l, pa = p1|balance — 0])) = NB, i.e. if the balance
before the transaction is 0, the occurrence of “negative balance” is guaranteed even

before the withdrawal amount num is entered;

— O([P]Max, LM< C, (£, p1){h, ps = pi|balance — v])) = TM* where v > 0, i.e.
if the balance before the transaction is strictly positive, whether “negative balance”

occurs or not is uncertain at point b;

— O([P]M=, LM, C,, (&, pr){k; p2 = prlbalance — v])(k, ps = po[num — o/])) =
NB where v > 0 and o' > v, i.e. “negative balance” is guaranteed to occur imme-
diately after the value of num is set strictly greater than balance;

= O([P]M=, LM, C,, (4, pr){k; p2 = prlbalance — v])(k, ps = po[num — o'])) =
—NB where v > 0 and o' < v, i.e. “negative balance” is guaranteed not to occur

immediately after the value of num is set less than or equal to falance.

Lastly, by setting the behavior B = NB and the analyzed traces 7 = [P]M=X, the
abstraction ap([P]M2*, LM< C,, B, T) can find: if the balance before the trans-
action is 0 (e.g. (4, p1){k, p2 = pi[balance — O))(, p3s = po[num — 1])(f,
ps = ps[balance — -1])), no matter what the withdrawal amount is, the action
balance = [0; INT_MAX] is responsible for “negative balance”; otherwise, if the

balance before the transaction is strictly positive (e.g. (4, p1){k, p2 = p1[balance —
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5) (G, ps = pa[num — 9])(L4, ps = ps|balance — -4])), then the action num :=
[1; INT_MAX] shall take the responsibility.

Using the responsibility analysis result above, we could prevent the “negative balance”
behavior by configuring the program (e.g. a test guard for the withdrawal operation),
such that the balance before the withdrawal transaction is ensured to be strictly positive,

and the withdrawal amount is ensured to be less than or equal to the balance.

6.2 Example of Division by Zero / Login Attack

Consider the program in Fig. 6.3, in which there is obviously a potential division-
by-zero error at point . Alternatively, the division-by-zero error can be interpreted
as a behavior of “login attack success” by interpreting the program as a simplified login
scenario of some complex system for a malicious user (e.g. an attacker attempts to login

the account of a normal user in a website).

L pwd = [1;INT_MAX]; //The password stored in the system
L i1:= [1;INT_MAX]; //The first input from attacker
;. i2:= [INT_MIN;0]; //The second input from attacker
ly o res = (pwd — il) * i2; //The attack result: 0 - success, otherwise - failure
l5: check := 1/res; //Error if res = 0
ls :

Figure 6.3: The Program with Division by Zero / Login Attack Problem

More precisely, at point 4, the program reads the real password of a normal user that

is stored in the system, and saves it in the variable pwd . Typically, in practice a password
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of valid format consists of letters/numbers and meets the requirement of length, while
a password of invalid format contains special characters or does not meet the length
requirement. For the sake of simplicity, it is assumed that the passwords of valid format
are represented by positive integers in this simplified program, while the passwords of
invalid format are represented by zero or negative integers. At point b, the input il
is used to mimic the attacker’s attempt of entering a guessed password that is of valid
format (i.e. a positive integer). If the guessed password coincides with the real password
pwd, then the attacker succeeds to log into the normal user’s account. Further, at point
5, the input i2 is used to mimic the attacker’s attempt of entering a password that is of
invalid format (i.e. zero or a negative integer). Specially, the value zero represents a piece
of malicious code (e.g. SQL statements) that could bypass the authentication. Thus, the
attacker succeeds to log into the normal user’s account, if the guessed password coincides
with the real password (i.e. pwd = i1) or the attacker injects malicious code (i.e. i2 = 0).
Such an attack is represented by the computation of res at point f;, and the division by
zero error at point & represents the behavior of login attack success.

Now the question is: which action is responsible for “login attack success” (or say,
“division by zero”)? In the following, we illustrate the four steps of responsibility analysis
for “login attack success”. Different from the analysis of “negative balance” in section

6.1, in this example we shall take the cognizance of an non-omniscient observer.

(1) Collect the trace semantics [P]M**. For the program in Fig. 6.3, each maximal trace

is of length 6, and [P["™ = {(4, p1){&, p2){5, p3){h. pa){6, ps){l. pe) | (p1 €
M) A (p2 = pilpwd — o] A v € [L;INT_MAX]) A (p3 = palil — /| A €
[1;INT_MAX]) A (p1 = pslit — o] A o € [INT_MIN;0]) A (p5 = palres
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(pa(pwd) — pa(i1)) * pa(i2)]) A (ps = ps|check. — 1\ps(res)])} consists of a large
number of traces. For example, (4, p1)(&L, p2 = p1[pwd — 911])(L, p3 = palil —
911])(&, pa = psli2 — -B]){(b, ps = palres — 0]){fs, w) denotes a maximal trace
such that the guessed password (i1) coincides with the real password (pwd), and
the execution ends with an error state representing “login attack success”; and (4,
p1)(ks p2 = pilpwd = I11)) (G, p3 = palil = 123]){&, pa = p3[iz — 0])(5,
ps = pa[res — 0])(f, w) denotes a maximal trace such that the attacker enters a
piece of malicious code that bypasses the authentication (i.e. i2 = 0). Both the

above two traces have the behavior of “login attack success”.

(2) Build the lattice of system behaviors of interest. Here “login attack success” is the
only behavior that we are interested in, and the corresponding lattice £M** consists
of only four elements as in Fig. 6.4, where AS (login Attack Success) is the set
of valid maximal traces where the value of res is zero at point & (i.e. AS = {0 €
[PIM= | 3p € M. oy = (b, p) A p(res) = 0}), and —~AS (login Attack Failure)
is its complement (i.e. —AS = [P]M*\AS = {0 € [P]M> | 3p € M. oy = (44,
p) A pres) 7 0}).

TMax _ [[P]] Max

Behaviors:
7\
AS —AS AS : Login Attack Success
NS —-AS : Login Attack Failure
J_Max - (Z)

Figure 6.4: Lattice of System Behaviors regarding Login Attack

(3) Create the observation function. In this case, it is intuitive to adopt the cognizance of

the attacker, and it is assumed that the attacker does not know the real password of
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the normal user (otherwise there is no way to prevent the login attack). Hence, a non-
omniscient cognizance shall be designed such that it cannot distinguish the value of
pwd, e.g. (b, p1){k, p2 = pr[pwd — 123]) € C((4, p1)(&, p2 = prl[pwd — 911]))
denotes that the attacker does not know whether the real password is 123 or 911.
Then, the observation function @ can be derived from the lattice £M#* of system

behaviors and the cognizance function C, such that:

_ @([[P]]Max,,CMaX,(C,ZE) — @([[P]]Max,,CMaX,C, <[17 p1>) — @([[P]]Max,,CMaX,C, <[17
p1){k, p2 = p1lpwd — 911])) = TMa<je. before the attacker takes any action

at point b, only the top behavior TM#* can be guaranteed.

= O([P]™™, LY, C, (&, p1){(&, p2 = prlpwd = IL1])(G, ps = pofil = 911]))
O([P[M*, LM, C, (4, p1){k, p2 = prlpwd = IL1]){, ps = polil — 123]))

TMaxje. after the attacker enters the guessed password, no matter the guessed
password coincides with the real password or not, only the top behavior TM2* can
be guaranteed to the cognizance of the attacker. The reason is that the attacker
does not know the value of pwd, thus cannot ensure her/his guessed password
is the same as the real password. More formally, Q([P]M=*, LM< C, (4, p1){k,
po = pilpwd — 911))(h, p3 = pofil = 911])) = I([P[M™, LM (5, p =
prlpwd — L)) (s, ps = polil = 911))) WI([P[M>, LM, (&, p2 = pr[pwd —
123)) (6, ps = pafil > O11])) ... = AS 1y TMax = TMax,

- ©<[[P]]M3X7£Maxv(c7 <[17 p1><é7 P2 = pl[Pw‘{ = 911]><[37 pP3 = 102[11 = 911]><l;l7
ps = pa[i2 — -5])) = TM>je. if the second input i2 from the attacker is not
zero, then to the cognizance of the attacker, the behavior of login attack success

cannot be guaranteed, even if she/he guesses the correct password in reality.
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4)

= O([P]", LM, C, (&, p1)(k, p2 = pr[pwd — I11])(B, ps = pelil — 123])(L,
ps = psli2 — 0])) = AS, i.e. only after the attacker enters zero as the second
input (or say, succeeds to inject malicious code), then to the cognizance of the

attacker, the behavior of login attack success is guaranteed.

Lastly, by setting the behavior B = AS and the analyzed traces 7 = [P]M**, the
abstraction ag([P]M>, £LM= C, B, T') can find: only the action i2 := [INT_MIN; 0]
representing entering passwords of invalid format is responsible for the behavior
“login attack success”, and the action i1 := [1;INT_MAX] representing entering

passwords of valid format is not responsible.

Meanwhile, if we take —AS as the behavior of interest B, then the corresponding
responsibility analysis would find that there is no responsible action for —AS. That
is to say, we cannot take any action to prevent the attacker from succeeding to login
the system, since there is always a possibility (although it is low) that the attacker

succeeds to guess the correct password.

Using the responsibility analysis result above, we could configure the program to

exclude the value of zero from the range of second input (or say, we forbid the attacker

to enter malicious code like SQL statements), so the attacker can never ensure to login

the account of a normal user in the system.

6.3 Example of Information Leakage

From the example of access control in chapter 5 as well as the two examples in section

6.1 and 6.2, it is not hard to see that the responsibility analysis process is essentially the
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same for all behaviors, and the only significant distinction among these examples is on

defining the behaviors of interest and the cognizance function.

Non-interference. In this section, we consider the responsibility analysis of the behav-
ior “information leakage”, which is represented by the notion of non-interference [26].
More precisely, the inputs and outputs in the analyzed program are classified as either
Low (public, low sensitivity) or High (private, high sensitivity). For any valid maximal
trace o € [P]M> if there is another valid maximal trace o’ € [P]™#* such that they have
the same low inputs but different low outputs, then the trace o is said to leak private
information, and the analyzed program is possibly insecure. If there is no valid maximal
trace in the analyzed program that leaks private information (i.e. every two valid maxi-
mal traces with the same low inputs must have the same low outputs, regardless of the

high inputs), then the program has the “non-interference” property, hence it is secure.

hLo: input_k = [1; INT_MAX]; //High (private) input
L input_[ :=[0;1]; //Low (public) input
i output_[ = [0;0]; //nitialization of low (public) output
fy - while (input_{ > 0 N\ input_h > 0) {

l5 output_[ := output_[ + 1;

ls input_h = input_h — 1; }

l; - //Here we output output_[ in public

Figure 6.5: The Program with Potential Information Leakage

Here we take the simple program in Fig. 6.5 as an example, which does not have the
desired “non-interference” property. At point 4, a high (private) input of positive integer

is read and saved in the variable input_f. Similarly, at point 5, a low (public) input is
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stored in the variable input_[, which is assumed to be either zero or one. At point &,
a variable output_[ is initialized as zero. After the execution of the while loop between
points /4 and £, the value of output_[ is output as low (public). It is not hard to find
that, although there is no direct data flow from input_# to output_[ (e.g. an assignment
output_[ := input_#) in the program, the low output output_[ at point 4 is equal to
the high input, if the value of low input input_[ is 1 at point . Therefore, there is a
potential behavior of information leakage from input_f to output_[ in this program.
Similar to previous examples, the responsibility analysis of information leakage con-

sists of four steps, and we adopt the cognizance of omniscient observer.

(1) Collect the trace semantics [P]M>*. For the program in Fig. 6.5, [P]M2* consists of

2 x INT_MAX maximal traces, and here we take two of them as examples:

i) o = (4, p1)(k, p2 = prlinput_h — 2]){, ps = pafinput_{ — 1]){h4, ps =
p3loutput_[ — O))(5, ps = pa){ls, po = ps[output_{ — 1])(Ls, py = pelinput_f —
1){6, p5 = pi)(ls, ps = psloutput_[ — 2])(L, pi = pglinput_h — 0]){&, pr = pf).
In this trace, the high input is 2, and the low input is 1. After two iterations of the

while loop, the value of output_ is assigned to 2, which is equal to the high input.

ii) o' = (4, p1){k, p2 = prlinput_k — 2])(B, p3 = polinput_{ +— 0])(&4, ps =
psloutput_{ — 0])(&, pr = p4). Difterent from the previous trace o, the low input
in this trace is 0, such that the while loop is never entered, and the value of output_[

remains as 0 at point £.

(2) Build the lattice of system behaviors of interest. In general, for the responsibility

analysis of information leakage, the corresponding lattice £LM>* of system behaviors
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consists of four elements as shown in Fig. 6.6.

TMax - [[P]] Max

Behaviors:
7N
IL “IL IL :Information Leakage
NS —IL : No information Leakage
J_Max — @

Figure 6.6: Lattice of Behaviors regarding Information Leakage

More specifically, the behavior of “Information Leakage” IL is represented as the set
of valid maximal traces that leak private information, i.e. IL = {0 € [P]M> | 3o’ €
[PJM2*. low_inputs(c) = low_inputs(c’) A low_outputs(c) # low_outputs(c”)},
where the functions low_inputs (respectively, low_outputs) collects the list of low
inputs (respectively, low outputs) along the trace 0. In contrast, the behavior of
“No information Leakage” —IL is the complement of IL, which is the set of valid
maximal traces that do not leak private information, i.e. —=IL = [P]M>\IL = {0 €
[PJM | Vo' € [P]M=. low_inputs(c) = low_inputs(c’) = low_outputs(c) =
low_outputs(c”)}.

For the program in Fig. 6.5, IL = {0 € [P|M™ | 3p,p' € M.op = (&, p) A
Ollol-1) = (h, p') A plinput_k) = p'(output_[)} = {o € [P["> | Fp.op) = (4,
p) N plinput_[) = 1} (i.e. IL is the set of valid maximal traces where the value of
output_[ at [ is equal to the high input, which is also the set of valid maximal traces
where the value of input_( is 1 at £); —~IL = {0 € [P[M> | 3p € M. oyp)—1) = (£,
p) A ploutput_[) = 0} = {o € [P]M> | Fp. o = (&, p) A plinput_[) = 0} (i.e.
—IL is the set of valid maximal traces where the value of output_[ is 0 at &, which

is also the set of valid maximal traces where the value of input_[ is 0 at ).
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(3) Create the observation function. Using the omniscient observer’s cognizance C,, the
observation function O can be easily derived from £M** such that:
— O([PJMax, LM C,, (4, p1)) = TM= i.e. at the initial point 4, it is uncertain if

the information leakage occurs or not, hence only TM2< is guaranteed.

— O([PJMa*, LM C,, (6, p1){k, ps = pilinput_k +— v])) = TM> e, after the
high input input_# is entered, no matter what value it is, only the top behavior

TMax can be guaranteed before the low input input_( is entered.

- @([[P]]MBX"CMaX>CO> <[17 p1><[27 P2 = pl[input_ﬁ = U]>)<[3a p3 = pQ[input_[ =
1]) = IL, i.e. the behavior of information leakage is guaranteed to occur immedi-

ately after the low input input_[ is set as 1.

— O([P]Me*, LM* C,, (4, p1)(, p2 = prlinput_k — o))k, ps = polinput_[
0]) = —IL, i.e. the behavior of information leakage is guaranteed not to occur

immediately after the low input input_[ is set as 0.

(4) Lastly, by setting the behavior B = IL and the analyzed traces 7 = [P]M?%, the
Yy, by & Y’

abstraction ag([P]M*, £LM> C,,B,T) can find that only the action input_[ :=

[0; 1] representing a low input is responsible for the information leakage, while the

action input_h := [1; INT_MAX] representing a high input is not responsible.

After the responsibility analysis of information leakage completes, it is of interest to
discuss the procedure of configuring the analyzed program, especially for the programs
where the information leakage is acceptable or even desirable under certain circumstances.
For instance, imagine a more complex analyzed program that is a social network, where

every user can enter some public information (e.g. name, gender) as well as some private
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information (e.g. birth date, photos). If the private information of any user called A
flows to another user called B (e.g. the user B accesses a photo uploaded by A), then it
can be viewed as a behavior “information leakage” IL defined above, and we would like
to analyze the corresponding responsibility. After the responsibility analysis is finished,
if the responsible entity is determined as an action of A who is the owner of the private
information (e.g. A sets her/his own photos public, or A adds B as a friend) or an action
of the system administrator, then this information leakage is safe and the corresponding
responsible actions can be kept. In contrast, if the responsible entity is determined as an
action of B or other unauthorized users (e.g. B exploits a bug of the system such that
she/he can access the private information of any other user without authorization), then
such an information leakage behavior is undesired, and the corresponding responsible

actions shall be eliminated to fix the system.
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In general, the concrete trace semantics is not computable, thus the concrete respon-
sibility analysis ag([PJM2*, LM C, B, T) proposed in part II is undecidable, and we
need to propose an abstract responsibility analysis to over-approximate the result of con-
crete responsibility analysis. In order to do so, the concrete trace semantics is abstracted
by trace partitioning automata introduced in the chapter 3, and the behaviors of interest
and the cognizance function are specified by abstract invariants as shown in chapter 7.
Furthermore, chapter 8 proposes a detailed framework of abstract responsibility analysis,
which is based on an iteration of over-approximating forward (possible success) reachabil-
ity analysis with trace partitioning and under-approximating/over-approximating back-
ward impossible failure accessibility analysis (defined in chapter 2). It is proved that
every responsible entity in the concrete must be also found responsible by the abstract
responsibility analysis, and the entities that are not found responsible in the abstract
cannot be responsible in the concrete.

In practice, in order to improve the efficiency of responsibility analysis, we can pre-
process the analyzed program of large size with classic dependency analysis [19, 51, 39,
15] / program slicing techniques [45, 25], and perform the responsibility analysis on the

correspondingly generated program slice of smaller size.
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Chapter 7

User Specification of Behaviors and

Cognizance

In chapter 5, the responsibility is defined as an abstraction ag([P]M>, LM> C, B, T),
where [P]Ma € ((S**°) is the concrete maximal trace semantics, LM® € p(p(S*°)) isa
lattice of system behaviors (i.e. trace properties), C € S** — p(S**°) is the cognizance
function of a given observer, B € £M** is the behavior whose responsibility is of interest,
and 7 € p([P]M*) is the set of valid traces to be analyzed.

Among these parameters, the maximal trace semantics [P]M>

is inherent in the given
program P, which can be soundly over-approximated by the abstract trace partitioning
automata introduced in chapter 3. Meanwhile, all the other parameters indicate the
objective of responsibility analysis and can be specified only by users. However, it is
difficult, if not impossible, to require users to explicitly specify system behaviors and

the cognizance function in the concrete. Therefore, in order to implement the static

responsibility analysis, the very first step is to specify LM, C, B and T in the abstract.
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For the sake of simplicity, here it is assumed that we would like to analyze all the
maximal traces of P, thus 7 = [P]™*< and there is no need for the users to explicitly
designate the traces to be analyzed. As for the behavior B of interest, the lattice £M=*
of behaviors and the cognizance function C, this chapter discusses how to specify them

with the abstract invariant domain D! = (L — D, I;Iﬁw introduced in section 2.2.3.

7.1 User Specification of Behaviors

7.1.1 The Abstract Behavior of Interest

The behavior of interest is specified by an abstract invariant Bf € L — D%, which
associate every program point with an abstract environment element. The corresponding
behavior B in the concrete is [PJM>* N~y o 4y (B*) = {o € [P[M>* | V((, p) € 0. p €
yma(B*([))}, i.e. the set of concrete valid maximal traces such that every state satisfies
the abstract environment assigned by B* at the corresponding program point.

In practice, the user can explicitly designate the chosen program points with some
non-trivial abstract environment elements from Dlﬁw, while all the other program points

are implicitly associated with Tlﬁw.

Example 20 (Access Control, Continued) Lezt us consider the access control program in
Fig. 1.4 again, there are a few bebaviors that the user may be interested in: (1) If the user is
interested in “the access to o fails”, like the abstract postcondition Iﬁost defined in example 8,
the abstract bebhavior B € 1L — DY can be defined such thar B! (&) is explicitly designated
as “acs € [-00;0]”, while BL(() is implicitly assigned to T%, for other program points [ # k.

(2) As we bave discussed in part I1, the responsibility for the complement bebavior “the access
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to o succeeds” is different from the one for “the access to o fails”. Thus, if the user is interested
in “the access to o succeeds” instead, the abstract bebavior shall be specified such that B* () is
“acs € [1;00|”, while B() is T%, for other program points [ # l. (3) Similarly, in order
to analyze “the read and write access to o is granted” that requires the value of acs is greater
than or equal to 2 at point ks, the corresponding abstract bebavior IB* shall be specified such

that B¥ () is “acs € [2; 0], while BH(() = Ty for [ # k. O

It is worthy mentioning that, although in the above example there is only one pro-
gram point that is assigned with non-trivial abstract environment elements, in general
the user can express behaviors that are related to multiple program points. However,
we have to admit that the expressiveness of abstract behaviors depends on the abstract
environment domain Dﬁ,ﬂ, and not every concrete behavior (i.e. a set of concrete traces)
can be expressed by an abstract behavior. For instance, we cannot express the relation of
variables by the interval domain, and it is impossible to express behaviors like “the value
of x is increasing along the execution” by the numerical invariance abstract domains.

In addition, the user specified behavior B is not directly used in the following back-
ward accessibility analysis. Instead, as what we have done for Igost in example 8, the
abstract behavior will be refined by the intersection with the abstract forward reachabil-

ity semantics, which will be further illustrated in chapter 8.

7.1.2 The Lattice of System Behaviors

For the sake of conciseness, it is assumed that the user is interested in analyzing the
responsibility of only one behavior, and the corresponding lattice of behaviors in the

concrete consists of four elements: the top, the bottom, the behavior of interest, and the
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corresponding complement behavior. However, for an abstract behavior B! € L — D%,
its complement may not be expressible by the abstract invariant domain L. — Dﬁﬂ, since
most abstract environment domains (e.g. intervals, octagons, polyhedra) do not support
complements. For instance, in general the complement of an interval (e.g. 1 € [0;9)]) is
a disjunction of two intervals; the complement of a polyhedron is a disjunction of affine
inequalities, which cannot be expressed by a polyhedron. Therefore, for any lattice of
behaviors in the concrete, it may be impossible to construct the corresponding lattice of
abstract behaviors, and we cannot require the user to specify such a lattice.

Fortunately, the abstract responsibility analysis introduced latter in chapter 8 does not
directly use the lattice of abstract behaviors, and it is sufficient to provide only the abstract
behavior BB* of interest to the analyzer. Nevertheless, in order to prove the soundness of
abstract responsibility analysis for a given abstract behavior B¥, the corresponding lattice

LM2x of behaviors in the concrete can be easily built as in Fig. 7.1.

TMax — [[PﬂMax

7N
B -B
N/
| Max _ 1]

Figure 7.1: The Lattice LMax of Behaviors in the Concrete

More precisely, the lattice LM of concrete behaviors consists of four elements: the
top TM2* is the maximal trace semantics [P]M**, the bottom LM is the empty set, the
behavior B = [P]M> N v o 4y (B*) = {o € [P]M™ | V((, p) € 0. p € (B (1))},
and the complement behavior =B = [P|M™\B = {0 € [P[M> | ([, p) € 0. p ¢
ma(BH([))} is the set of valid maximal traces, in each of which there exist at least one

state that do not satisfy the abstract environment assigned by 53%.
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Example 21 (Access Control, Continued) For the access control program, its maximal
trace semantics [PJM** is given in example 2. If the bebavior of interest is “the access to o fails”
(i.e. B is specified such that BY(y) = acs € [-00;0]” and BH(() = T2, for [ # &), then the
corresponding concrete behavior B = {o € [P]M** | 3p € M. oj7) = (&, p) A p(acs) < 0},
and the complement bebavior =B = {o € [P|M> | 3p € M. o5y = (&, p) A p(acs) > 0}.

Together with the empty set, the four elements form the lattice of bebaviors in the concrete. [

7.2 User Specification of the Cognizance

In the concrete, the cognizance function C € S**° — ©(S**) of an observer essen-
tially maps a trace o to an equivalence class C(o) of traces such that every trace in C(o) is
equivalent (or say, indistinguishable) to ¢ according to the cognizance of that observer.
Specially, for an omniscient observer, every trace is distinguishable from other traces,
thus the equivalence class for each trace is a singleton (i.e. Yo € S**. C,(0) = {0}).
However, it is infeasible to require users to directly provide a cognizance function or
an equivalence relation on concrete traces, hence the cognizance function needs to be

specified in the abstract instead.

7.2.1 The Abstract Cognizance Function

Formally, the abstract cognizance function Ct € 1. — o(D}y) is defined as a func-
tion mapping the program point to a set of cognizance directives d., each of which is an
element of the numerical abstract domain D&I. It is important to note that, although

both the abstract environment element M* and the cognizance directive d, are from the
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same abstract domain Dﬁﬂ (e.g. intervals, octagons, polyhedra), their meanings in the
concrete are completely different: M* represents a set of concrete environments that
satisfy a certain property, while d. essentially defines an equivalence relation on concrete

environments, which is further used to define an equivalence relation on concrete traces.

To start with, we give several examples of the abstract cognizance functions and
explain their concrete meanings in an informal but intuitive way, while its formal con-

cretization back to the concrete cognizance function is defined in the next paragraphs.

i) Consider an abstract cognizance function C* such that C*(/) = {x € [-o0; 0]}
When x € [-00;00] is treated as an abstract environment M?, then it represents a set
of concrete environments, i.e. Yy (M) = M, which does not provide any non-trivial
information. In contrary, if we take x € [-00;00] as a cognizance directive, then it
actually defines an equivalence relation on environments, such that two environments are
equivalent even if their values of x are different, as long as the values of any other variable
(e.g. z) are the same in those two environments. Thus, such an abstract cognizance
function C* indicates that the observer does not know the value of x at the program

point /, but the value of any other variable.

ii) For another abstract cognizance function such that C*(f) = {x € [-o0; —1],x €
[0; 00|}, there are two cognizance directives assigned to point /. Take x € [0; 00] as an
example, it does not mean the value of x is positive or zero at point /. Instead, it means
that any two environments p and p’ at point [ are equivalent (or indistinguishable), if
and only if, the value of x in both p and p’ are positive or zero (e.g. p(x) = 0 and
p'(x) = 5), and the values of any other variable are the same. Similarly, x € [-00; —1],

as a cognizance directive, means that two environments p and p’ at [ are equivalent, as
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long as their values of x are negative (e.g. p(x) = -2 and p/(x) = -5) and the values of
any other variable are the same. Together, the abstract cognizance function C* indicates
that the observer does not know the exact value of x at point /, but only the sign of x
(i.e. positive or zero, or negative), as well as the exact value of other variables.

iii) The numerical abstract domain used in the previous two examples is the interval
domain, and now we consider another example with the octagon/polyhedron domain.
Suppose the abstract cognizance function C* is specified such that C*(/) = {x < y,y <
x}, then the cognizance directive x < y (respectively, y < x) means that two environ-
ments p and p’ are equivalent, if and only if p(x) < p(y) and p'(x) < p/(y) (respectively,
p(y) < p(x) and p'(y) < p'(x)) hold, and the values of any other variable in p and p/
are the same. That is to say, the observer does not know the exact value of x and y at
point £, but the relation between x and y, as well as the exact value of other variables.

In the following, we formalize the equivalence relations introduced by the abstract
cognizance function, and define the concretization from the abstract cognizance C* €

L +— p(Dﬁ,ﬂ) back to the corresponding concrete cognizance C € S** = o(S*).

Equivalence Relation on Environments. Suppose D, is a numerical abstract domain
(e.g. intervals, octagons, polyhedra). For any cognizance directive d, € Dg/ﬂ, let vars(d,)
be the set of variables used in d.. For instance, vars(x € [-00; 00]) = {1}, and vars(x <
y) = {x, y}. Then, for every cognizance directive d, € D’,, we can define an equivalence
relation “ on concrete environments as follows:

de . . .
N p(M x M) equivalence relation on environments

de
pp o p=pV(pEqmld) A€ mlde) AV € X\vars(d,). p(x) = p(x))-
That is to say, two environments are equivalent (indistinguishable) according to a
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cognizance directive d,, if and only if, either they are equal to each other, or both of
them belong to vy (d.) and the values of any variable not used in d, are the same.

For example, suppose the set of all variables in a program is X = {x,y}, and the
cognizance directive d, is x € [0; 00| from the interval domain such that vars(d.) = {x}.
Let [x — 7,y +— ?/] be an environment such that the value of x is v and the value of
y is ©. Then, it is not hard to see that [x — 0,y — 1] & [x +— b,y — 1], since the
values of x in both environments are positive or zero, and the values of y are the same in

de
those two environments. Besides, we have [x — -1,y +— 1] 4 [x — 5,y > 1], since the

de
value of x is negative in the first environment; and [x — 0,y — 1] % [x — 5,y — 2],
because the values of y in those two environments are different.
Specially, for the cognizance directive 1%, € DY, the set of used variables vars(_L?,)
is empty, thus two environments cannot be equivalent unless they are equal to each

other. That is to say, the special cognizance directive L}, indicates that every concrete

environment is distinguishable from each other.

Equivalence Relation on Traces. Given an abstract cognizance function C* € L +

. . CF
©(Dfy), an equivalence relation ~ on concrete traces can be defined as follows (where

|o| denotes the length of 0, and it is oo when the trace o is infinite):

ct . .
~oe (ST x ST equivalence relation on traces

oS0 o lo| = |o'| AVi € [0, o). (o = (L, py A" = (", ©))

= ([ =0 A(3d, € CHL). p % o).

That is to say, two concrete traces are equivalent (indistinguishable) according to

the abstract cognizance CY, if and only if, they are of the same length and have the same
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control flow, and the environments at the same location are equivalent according to some
cognizance directive assigned to that point.

For instance, suppose the set of all variables in a program is X = {x,y}, and the
abstract cognizance function C! is defined such that C*(f) = {L,} and C¥(4) = {x €
[0; 00]}. Then, a trace (4, [x — -1,y — 1]) — (&, [x — 0,y — 1]) is equivalent to
another trace (4, [x — -1,y — 1]) — (b, [x — 5,y — 1]), because the two traces
have the same control flow, the two environments at point 4 are equal, and the two

environments at point / are equivalent according to the cognizance directive x € [0; 00].

Concretization to the Concrete Cognizance Function. Using the equivalence relation
ct, . .. .
~ introduced by the abstraction C*, we can define the concretization function:

e € (L p(DhY) = (S*° = p(S*) cognizance concretization
1 (CH 2 No € S*™. [0]u

~

'
Ao €S . {d' €S*™ |0 iy o'}

According to the above definition, for any abstract cognizance function C¥, the cor-
responding concrete cognizance function maps a trace o to its equivalence class [o], i.e.
the set of traces that are ~ equivalent to o.

Here we have to admit that, compared with the concrete cognizance function that
could map a trace to an arbitrary set of traces, the expressiveness of our abstract cog-
nizance function is restricted: only traces with the same control flow can be specified
as equivalent in the abstract, but it is expressive enough to cover many interesting cases.
An alternative way to specify the abstract cognizance function is to use abstract relational
invariants, which could express relational properties about two executions of a single

program on different inputs [40, 37].
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7.2.2 Validating Partitioning Directives with Cognizance

As discussed in chapter 3, the program’s trace semantics is soundly over-approximated
by trace partitioning automata, which can be computed by the abstract forward (possible
success) reachability analysis with trace partitioning. Hence, every valid maximal trace
is represented by at least one (and possibly more than one) paths in the automaton, and
every path in the automaton represents a set of concrete traces, which may include invalid

concrete trace due to the over-approximation.

In order to implement the cognizance function C* in the abstract responsibility anal-
. . . / .
ysis, the key is to guarantee that: for any two concrete traces o and ¢’ that are equivalent
. e s . . . ct
(indistinguishable) to each other according to C* (i.e. o ~ ¢”), they must be represented

by the same path in the trace partitioning automaton.

Since the structure of trace partitioning automata is decided by the partitioning di-
rectives, we need to make sure that during the execution of any two equivalent traces,
every time when a partitioning directive d,, is encountered, the two traces must belong
to the same partition (i.e. both of them are in the partition generated by d,, or neither
of them are in the partition generated by d,). If such a property holds, then the parti-
tioning directive d, is said to be valid with respect to the cognizance C* and will be used to
generate trace partitioning automata; otherwise, it is invalid, and will be either removed

or revised before it is used in generating trace partitioning automata.

.. ct o, . .
By the definition of ~, it is assumed that two equivalent traces must have the same
control flow. Thus, for all partitioning directives related with the control states (e.g. a
partitioning directive part(If, /, b) that partitions traces by the branch of a conditional),

every two equivalent traces are ensured to belong to the same partition. That is to say,
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for any cognizance function, all the control state related partitioning directives are valid.
Therefore, when implementing the cognizance function in the abstract responsibility
analysis, we only need to check the validity of partitioning directives related with memory
states (i.e. environments) that is of the form “part(Inv, [, M?)”, while the directive of
the form “part(Val, [, x = n)” can be treated as a special case of “part(Inv, [, M*)”.

In this section, we give a formal definition of the validity of a partitioning directive

d,, with respect to a given cognizance directive d., and propose a sound approach to check

the validity in the abstract.

7.2.2.1 The Definition of Validity of Partitioning Directives

As explained above, all the control state related partitioning directives in Fig. 3.2 are
always valid, here we only need to consider the validity of partitioning directives that are
related with environments. Intuitively, a partitioning directive d, = part(Inv, £, Mzﬁ)
creates a partition at point [ such that the environment property M’ holds, and this
partition is valid if and only if it does not partition any equivalence class of environments
into two separate parts. That is to say, every equivalence class of environments must be

either a subset of ’yM(Mg)) or completely disjoint from VM(M??).

Definition 2 4 partitioning directive d, = part(Inv, [, M%) is valid with respect to a cog-

nizance directive d. € DYy if and only if

Wp € M. [l Cme(ME) v [y N me(M5) =0 (7.1

where [ply, = {p/ € M | p % pYand p % ¢ & p=p V(p € ymld)Ap €
a(de) AV € X\vars(de). p(x) = p'(x))-
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For example, for a cognizance directive d. = x € [0; 00|, the partitioning directives
part(Inv, [, x € [-1;00]), part(Inv, [, x € [-00;-2]) and part(Inv, [, y € [1;00]) are
valid, since none of these partitioning directives would partition any equivalence class
incurred by % Meanwhile, partitioning directives part(Inv, [, x € [1; 00]) and part(Inv,
[, x € [-9;9]) are invalid: for example, [x — 0,y +— 1] is equivalent to [x — 5,y — 1]
according to % but [x — 5,y — 1] belongs to the partition generated by part(Inv, [,
x € [1;00]) while [x — 0,y — 1] does not belong to it.

In practice, it is difficult or even impossible to directly check if the condition (7.1)
holds or not, since the number of equivalence classes (or say, the size of quotient set
of M by the equivalence relation i5) is huge, making the cost of directly checking the
condition (7.1) prohibitive. In the following, we try to transfer (7.1) into equivalent
forms, which are easier to check in practice.

By the definition of £ it is trivial that: for every environment p € M\ (d,),
its equivalence class [pl,, = {p}. Since a singleton is either a subset of another set or
completely disjoint from that set, the condition “[p],, € VM(Mf)) vV [pla ﬂyM(Mﬁ) =y
trivially holds for every partitioning directive part(Inv, £, M) where M! € D,

Therefore, the condition (7.1) is equivalent to the the following simplified one:
Vp € a(de)- [pli; © M) v [ply Nyma(M) = 0 (7.2)

Compared with checking the condition (7.1), the cost of checking the condition (7.2)
is lower: instead of checking the quotient set of M by rdf», now we need to check only

the quotient set of Yy (d.) by % whose size is reduced.

Further Refinement on the Definition.  First, it is not hard to find that, for any abstract

environment element M’ € D}, we have:
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Vp € M. (Yx € vars(M}). p(x) = p'(x)) = (p € (M) & p' € yu(M})) (7.3)

The intuition is that, whether an environment belongs to WM(MB)) or not (or say,
whether an environment property Mf) holds or not) is not affected by the value of vari-
ables that are not used in M¥. For example, suppose M, = x € [0;00] (where trivial
constraints like “y € [-00; 00]” are assumed to be omitted in the abstract environment el-
ement), then whether an environment belongs to (M%) or not is solely decided by the
value of x. Hence, if two environments have the same value of x and may have different
values of other variables, then both of them or neither of them belong to 'yM(Mf,).

Second, given a cognizance directive d, € D}, and a partitioning directive d, =
part(Inv, [, M?) where M?) S Dﬁ,ﬂ, we define a new equivalence relation g, OD
environments:

i, € (M x M) equivalence relation on environments

P, PE p=0V(p€qmulde) Np' € alde) A
Vx € Vars(Mﬁ)\Vars(dC). p(x) =p'(x)).

. . . . . de
It is obvious that the size of each equivalence class by ~,:, , is greater than ~:
P C

Vp € M. [pls, € [p]~ (7.4)

M \de

dc
where [pl, = {p" € M| p~ptandpl. , =1 €M[p~y, F}
P c

~

Corollary 8 Vp € M. V' € [p]NMﬁ " 3p" € [ple.- Va € vars(Mg). P'(x)=p"(x)

Proof- The key is to prove there exists an environment p” in [p],, which satisfies all
the requirements. Here we construct p” = p[Vx € Vars(Mzﬁ,) Uvars(d.). x — p'(x)]

such that (i) Vx € vars(M?) U vars(d.). p/(x) = p"(x) and (i) Va € X\ (vars(M}) U
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vars(d.)). p(x) = p"(x). Thus, the constructed environment p” satisfies the requirement
Vx € Vars(Mf)). o(x) =p"(x)-

Now we only need to prove that p” € [p],.. Since p' € [p]~ W’ by the definition

M
. . . o 1/
of gy WE know that there are two possible cases: the first case is p = p/, then p

is also equal to p, which makes p" € [p],, trivial; the second case is p € Yu(de) A p' €
~a(de) and (ifi) Vx € vars(M})\vars(d.). p(x) = p/(x). Since Vx € vars(d.). p/(x) =
p"(x), by (7.3) we can prove that p” € y(d.) holds. Moreover, combining (i) and (iii)
together, we get Vx € Vars(Mf))\Vars(dc). p(x) = p"(x), which further implies that
Vx € X\vars(d.). p(x) = p”(x). By the definition of £ we have proved that p” € [pl,.
U

Last, using the corollary 8 and (7.3), we can prove that the condition (7.2) is equiv-

alent to the condition (7.5), and get the following lemma.

Lemma 4 A partitioning directive d,, = part(Inv, [, Mi) is valid with respect to a cognizance
directive d, € DYy if and only if

Vp € yu(de). [p) C M) V [ole,  Now(M;) =0 (7.5)

NM% \de p\de

wherelpl , =10 €M p g ptandp g e p=pV(p € malde)p’ €
wwi(de) AV € vars(Mf))\vars(dc). p(x) = p'(x))-

Proof. To prove that the condition (7.2) is equivalent to the condition (7.5), we first need

to show that: Vdc,Mf) € Diy. Vp € M. e 7M(ij) < [p]~ ) C W’M(Mf,)- The

M4

proof of this statement from right to left is trivial, since [p],. C [p]NMﬁ y (7.4). Here

we consider the opposite direction: [p],, C m(ME) = [p] C yu(ME). By the

UMb \de

corollary (8), we have V' € [,O]NMn w 30" € [pla. Y € Vars(Mg). p'(x) = p"(x). Since

P
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the assumption [p],, C a(M:) implies that p” € y(M5), then by (7.3), we prove that

f
Mé\d - ’YM(Mp)

p \dc

pe WM(Mf,), which implies that [p].
Similarly, we can prove that [p],. N (M) =0 < [p]NMg\dc Ny (ME) = 0.
Together, we have proved that Vd,, Mf] e D}, Vp € M. ([ple € 'yM(M?,) V [pls, N

M) = 0) & (ol S M)V ol N a(M]) = D). O
Intuitively, compared with checking the condition (7.2), the cost of checking (7.5)

is further reduced. Essentially, for both conditions, we need to partition the set of

environments Yy (d.) into equivalence classes, and check if there exists any equivalence
class that overlaps with ’yM(Mf)). Since the definition of g, 1S looser than %, the

size of each equivalence class created by ~, .« \d. 1 larger, thus the number of equivalence
p \dc

classes that need to be checked is smaller.

7.2.2.2 Checking the Validity of Partitioning Directives in the Abstract

In the last section, we have formally defined the validity of a partitioning directive
d, = part(Inv, [, Mf)) with respect to a cognizance directive d. € Dﬁ,ﬂ. However, it is
impractical to directly use those definitions to check the validity of partitioning directives,
since it requires to compare sets of environments in the concrete. The objective of this
section is to propose a sound checking approach, which guarantees that if a partitioning
directive is determined as valid in the abstract, then it is indeed valid in the concrete.

To begin with, we consider the abstract environment domains Dﬁﬂ that have a Galois
connection with the concrete environment domain, i.e. (p(M), C) % (D, £8)).
Such abstract domains include but are not limited to the interval domain and the octagon

) Ty ME & oo, C (M) and

domain. In this case, we have: an([p]~_,
M \de M \de
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aM([p]NMg\dC) e, Mf) =1 = [p]NM’i w“ N ’yM(Mf)) = (). Therefore, we can infer a

P

sufficient condition for (7.5) to hold:

Vp € u(d)- asellpl, ) MV anlpl, )T ME= LE (.6

More generally, for abstract domains (e.g. the polyhedron domain) that do not have
a corresponding abstraction function ay; € (M) — Df,, we can use the following

condition instead as a sufficient condition to check (7.5):

Vp € milde). 34, € Dy ol Cwald) A (T ME v dTEME = 1E) (77)

Now the question is: how to find d, € D}, such that MNMﬁ y C yu(d.)? Sup-
pose D%, is a classic numerical domain (including intervals, octagons, and polyhedra),
Vars(Mg)\Vars(dc) = {x,..., %} that are denoted as ¥. Then, for any environment

p € y(d.), its equivalence class [p]. can be soundly over-approximated by d, =

M \de

d, I_Ilﬁ\,JI (X = 7), where 7 is the values of ¥ in p. Therefore, we can infer another sufficient

condition for (7.5) to hold, which is more convenient to check.

Lemma 5 A partitioning directive d,, = part(Inv, [, ME) is valid with respect to a cognizance
directive d. € DY, if

vie V. d = (d.M ¥ =9) A (d, Cf, M2 v mi, ME = 1)) (7.8)
where X = vars(Mg)\vars(dc) ={x, -, %}

More specifically, ¥ = @ is expressed as “xy € [v1; 1] A ... A % € [vn; vp)” in the
interval domain, and as ‘51 < v A -1 < o AL A K < v A -x < -, in the
octagon/polyhedron domain.

However, directly checking the condition (7.8) is still costly, thus we discuss a few

special cases that are common and easy to check in practice:
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(S If Vars(Mf?) Nvars(d.) = 0 (or say, Mf) and d. do not have commonly used
variables, e.g. Mg =x <landd. =y < 0): in this case, ¥ = Vars(Mg)\Vars(dc) =
Vars(Mg)) includes all the variables used in Mﬁ, hence we have V7 € V. (¥ = 7 C/,
M)V (% = o, Mt = 1%)). Since (d.M%, X = 9) C!; & = 7, the condition (7.8) always
holds. Thus, if Vars(Mf,) Nvars(d.) = (), then the partitioning directive d, = part(Inv,

[, M:) is valid with respect to the cognizance directive d,. € Di,.

(S2) If Vars(Mf))\vars(dc) = () (or say, every variable used in Mf) is also used in d.,
eg Ml =x <landd. =x <0Ay<0): in this case, ¥ = vars(M!)\vars(d.) = 0,
hence d, = d. in the condition (7.8). It is obvious that, the condition (7.8) is equivalent
to d, C}, Mf, vd, i, Mf, — 1! . Thus, when Vars(Mg)\Vars(dc) = (), the partitioning
directive d,, = part(Inv, £, M%) is valid with respect to the cognizance directive d. € D,

if and only if, d. Cf; M v d. Mf; M? = L}, holds.

(S3) If d. Cf; ME V d, My M, = L}, holds: since d, = (d. M, X = ) Tl de, we
always have d_ Cf; M v d. i, M? = L}, Thus, If d. T}, M2V d. M, MY = Lf,, then
the partitioning directive d,, = part(Inv, [, Mf,> is valid with respect to the cognizance

directive d. € D!,.

To sum up the lemma 5 and special cases (S1-S3), here we propose a sound approach
to check if a partitioning directive d, = part(Inv, £, M%) is valid with respect to the
cognizance directive d, € D}, and formalize it as a function isValid, € D}, — (D}, — B)

such that isValid,(d., Mf,) returns whether the partitioning directive is valid or not.

bool isValid,(d,, ij) {
If (Vars(Mg) Nvars(d.) = 0) return true; // Case (S1)

If (d. Elﬁw Mf? Vd, I_Ig/JI Mg = J—K/n) return true; // Case (S3)
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If (vars(M?)\vars(d.) = () return false; // Case (S2)

Check (7.8) and return the result. // Lemma 5

By the proof of lemma 5 and the explanation of (S1-S3), we know that the above
approach is sound. More precisely, if the function isValid,(d., Mg) returns true, then the
partitioning directive d, = part(Inv, £, M%) must be valid with respect to the cognizance

directive d, € Dg,ﬂ in the concrete (def. 2).

Special Case of the Interval Domain.  Specially, the implementation of isValid,(d.., M%)
can be further simplified, if the abstract environment domain D}, is the interval domain.
Since the interval domain cannot express the relation among variables and every ele-
ment in the interval domain is simply a conjunction of interval constraints on a set
of variables, for any Mf?, d. € Dlﬁw, the constraints in Mg can be split into two parts:

M? ol 4.y denotes the constraints on the variables in VH.I‘S(M?D)\VaI‘S(dC), and

vars( Mﬁ )\vars

M? | denotes the constraints on the variables in Vars(Mﬂ) Nvars(d.). When

vars( Mﬁ )Nvars(d.)

the set Vau"s(I\/Iti )\vars(d..) (respectively, Vars(Mﬁ) M vars(d,)) is empty, M? pvars( M) \vars(de)

(respectively, M? ) denotes —I—ti Then, the condition (7.8) is equivalent

D |Vars Mg)ﬂvars
to: Vo € V. (d. CY, M|
M|

i i
Plvars(M )ﬂvars( ) A ?(‘ - 7/ E M ’vars Mn )\vars(d )) v (dC I_lM

= f
vars( ﬁvars(d ) J‘ A ?(‘ = vl M ‘vars Mu Nvars(de) — J_M)

Since (7_(: 77 M |Vars Mﬁ )\vars(d.) ) Vv <7_(: =7 HM Mi|vars(M£)\vars(dc) = J_lﬁw) always
hold in the above condition, the condition (7.8) is equivalent to:

d. Chy MY vV d, My ME| = 1h (7.9)

vars( Mﬁ )Nvars(dc) vars( Mu )Nvars(dc)

and the implementation of isValid,(d,, Mf,) for the interval domain could be simplified

into checking if the condition (7.9) holds.
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For example, ifd. = x € [0; 00]Ay € [0; 00] and d), = part(Inv, [, Mfg =y € [-5;5]A
€ [-5;5]), then Mi|vars(Mg)mvars(dc) =y € [-5; 5], since Vars(Mg) Nvars(d.) = {y}. Itis
not hard to see that d, 2}, y € [-5:5] and d. %, y € [-5:5] = x € [0;00] Ay € [0;5] #

J_g,ﬂ, thus the condition (7.9) does not hold, and d,, is invalid with respect to d..

Example 22 (Checking the Validity of Partitioning Directives) Here we give some exam-
ples of checking the validity of partitioning directive d,, with respect to some cognizance directive
d.. by the approach proposed in this section.

(1) d. = x < -1 and d, = part(Inv, [, Ml = y < 0): d. indicates that the observer
does not know the exact value of x if it is negative, and d,, would like to generate a partition
such that the value of y is less than 0. Since vars(M%) M vars(d.) = 0 (Case (S1)) holds, the
partitioning directive d,, is valid with respect to d...

2)d. = x < -1and d, = part(Inv, [, Mg) = x < 0): d. indicates that the observer
does not know the exact value of x if it is negative, and d,, would like to generate a partition
such that the value of x is less than 0. It is obvious that d. Elﬁw Mlﬁ,, thus this is the case (S3),
and the partitioning directive d,, is valid.

(3)d. = x < 0and d, = part(Inv, [, Mf) = x < -1): d. indicates that the observer
does not know the exact value of x if it is negative or zero, and d,, would like to generate a
partition such that the value of x is negative. In this example, vars(Mf,)\vars(dc) =0, and
It is easy to see that d. Z}, M: and d. e, ME L, thus this is the case (52), and the
partitioning directive d,, is invalid with respect to d...

(4) d. = x < y and d, = part(Inv, [, Mg = x < z): d. indicates that the observer
does not know the exact value of x and y when x < y, but knows the relation between x and

y; and d,, would like to generate a partition such that x < z. It is not hard to see that none
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of (§1-53) holds in this example, thus we need to directly check the condition (7.8), which is
VoeV.d =(x<yrz=o)Ad. Cyx <zvd m,x <z= 1Y) Suha
condition does not hold: for example, if v = 0, then d, = (x < y A z = 0), hence we have
de 2 x < zandd My x <z=(x <yAhz=0Ax <0)# L. Therefore, the
partitioning directive d, is invalid with respect to d...

(3)d.=x < yNy < zandd, = part(Inv, [, M} = z < x Aw < 0): in this
example, vars(ME)\vars(d,) = {w}, and none of (S1-S3) holds in this example, thus we
need to directly check the condition (7.8), which is always true because Vv € V. (x < yNy <
zAhw=0), (z < x Aw < 0) = L. Therefore, the partitioning directive d,, is valid

with respect to d.. O

7.2.2.3 Checking the Validity of a Partition Function in the Abstract

Up to now, we have discussed how to check if a single partitioning directive is valid
with respect to a cognizance directive. For a program, the user speciﬁes an abstract cog-
nizance function C! € L — o(D%,), and there are typically more than one partitioning
directive of the form part(Inv, /, Mf)), hence we need to check the validity of all these
partitioning directives with respect to the whole cognizance function. For the sake of
clarity, here we rephrase the set of partitioning directives of the form part(Inv, [, Mf)
as a partition function P! € I — (D},), such that V/ € L. VM?, € P¥(1). part(lnv, [,
Mﬁ) is a partitioning directive in the program.

Formally, here we define a function isValidp that checks if a partition function P* is

valid with respect to a cognizance function Ct:
isValidp € (L — p(D%)) = (L — (D)) — B)  Validity of Partition
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true if V[ € L. Vd, € CH[),M? € PH((). isValidy(d., M?)
isValidp (C!, PY) £ . ’

false otherwise.

That is to say, a partition function P* is valid with respect to an abstract cognizance
function C¥, if and only if, at each program point /, every partitioning directive specified
by IP* is valid with respect to every cognizance directive assigned by C*.

Recall that the partitioning directives are designed to create new partitions when
constructing trace partitioning automata, and the sole purpose of checking if a partition
function P* is valid with respect to an abstract cognizance function C* is to ensure that
any two indistinguishable traces would not be partitioned into difterent partitions, thus

are always represented by the same path in the constructed trace partitioning automaton.

Theorem 2 If the partition function P* is valid with respect to the cognizance function C?,
then every two indistinguishable traces o £ o must belong to the same partition created by
¥ at every program point along the execution.

Formally, VC!, Pt € L s o(DY,). isValids(CH, PH) = (Yo,0’ € 5. 0 X o' =
(Vi € [0,]0]). 3C € L,p,p/ € M. oy = (£, p) Ao’y = (£, p) NYME € PH(1). p €

M) & p' € (ML)

Proof. The contraposition of this theorem states that, suppose P* is valid with respect to
C*, if two traces do not belong to the same partition created by P* at some program point
along the execution, then these two traces cannot be equivalent according to C*. More
formally, YC!, P* € L — o(Dy). isValidp(C*, P¥) = (Vo,0" € $*°. (3i € [0,]0]), [ €
L,p, o' € MM} € PH(L). oy = (L, p)A0"iyy = (£, p)Ap € ma(ME) AP & ya(ME)) =
o (7:2 a’).
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Here we prove by contradiction. Assume that there exist two traces o € o’ such that
they do not belong to the same partition at some location 4, i.e. Mf, e PH(L) Aoy = (L,
pY N’ = (L, p'Y A p € qu(ME) A p' & ya(ME).

Since 0 < o’ , there must exists some d, € C*(/) such that p & p'. By the definition
of i?, there are two possible cases:

(1) p = p'. In this case, it is impossible to have p € ’yM(MfD) ANp & fyM(Mf?), which
simply introduces a contradiction.

Q) p € ld)Np' € y(do)AVx € X\vars(d,). p(x) = p'(x). Since isValidp(C*, P¥)
is true, we know isValid,(d,, Mf)) must hold, which further implies [p],, C VM(Mg) Y
[p)a. N Mi(ME) = (0 (7.1). By the assumption p € v(M5) and the fact that p € [Pl
we know [pl,, N VM(Mg)) # 0, thus [pl,. C WM(MB)) must hold. Since p & p’, we have

/

P € [pla, thus p/ € VM(Mf,), which contradicts with the assumption p’ ¢ VM(Mf,). O

7.2.2.4 Revising Partitioning Directives to be Valid

In the previous sections, we have introduced the method to check the validity of
partitioning directives (or say, the partition function), while the approach of creating
partitioning directives will be discussed in chapter 8. Intuitively, we could create parti-
tioning directives based on the information provided by the cognizance function, such
that the created partitioning directives are always valid. For example, if the cognizance
function C*(/) = {x < 0,x > 0} indicates that the observer knows the sign of x at
point £, but not the exact value of x. It is intuitive to create two partitions according to
the sign of x at point [: part(Inv, [, x < 0) and part(Inv, [, x > 0), both of which can

be simply proved to be valid with respect to C¥. However, this is not always the case,
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and we may want to create partitioning directives based on some other criteria, which
may bring us invalid partitioning directives. Thus, a missing part here is: what shall we
do if a certain partitioning directive d, = part(Inv, [, M) (or M, for short) is found
invalid with respect to a cognizance directive d.. at point / (i.e. isValid(d., ij) = false)?

Obviously, we can simply discard the partitioning directive d,,, and the correspond-
ingly constructed trace partitioning automaton is still guaranteed to be sound. However,
this may incur the loss of precision in the forward reachability analysis, which further
affects the result of abstract responsibility analysis.

Alternatively, we can retrieve the validity by revising Mf). By the definition of

isValidy(d,, M%), we know that d. T, M} v d. M, M? = L}, does not hold. That

p

is to say, d. [Z}, M and d, e, Mf) + 1}, thus there are two possible cases:

1. Mf, Elﬁw d.: Mf, is strictly less than d,, or VM(Mg,) C ma(d,). In this case, we can
just use d. as a new partitioning directive to replace M¥, i.e. we define M¥ = d.,
and Mff is obviously valid with respect to d.. For example, d, = part(Inv, [,
Mg = x < 0) is invalid with respect to d. = x < 0, and we can replace it by a

new partitioning directive part(Inv, [, ij = x < 0) which is trivially valid.

2. M} Zi d.ond, 2, ME A d, ne, M: N M overlaps with d., and they are
incomparable. In this case, there are two possible ways to create new partitioning

directives to replace Mf,:

a) Define a new partitioning directive Mf,’ = Mf) I_I§/JI d..
Obviously, Mg’ is valid with respect to d, since d. Eﬁ,ﬂ Mzﬁ,’. For example,

d, = part(Inv, [, M} = x € [1;00]) is invalid with respect to the cognizance
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b)

directive d. = x € [0; 1] that indicates the observer cannot distinguish the
value 0 and 1 of x, then we can replace it by a new partitioning directive
part(Inv, [, Mg = x € [0; 00]). Itis worthy mentioning that, convex abstract
domains (such as the polyhedra domain) cannot exactly represent unions,
which must be over-approximated (e.g. the convex hull for polyhedra). If
the incurred loss of precision is unacceptable and we need the exact union, we
could use the disjunctive completion as a new partitioning directive, although

it may be costly and does not scale well.

Or, we split Mf) LI, d, by defining two new partitioning directives: Mi’ =d,

— i
and MY = M ) —d..

It is not hard to see that d. Elﬁw Mf)' and d, I_IltiMI Mf)” = J_ﬁ,ﬂ, thus these
two new partitioning directives are valid. Specially, Mf)” under-approximates
M, thus the correspondingly created partition preserves the desired prop-
erty of partitioning by Mg. However, the classic numerical domains (such
as intervals, octagons, polyhedra) do not support the complement operation
-, e.g. the complement of a polyhedron is a disjunction of affine inequal-
ities, thus Mg ¥, —d, may not be expressed by a single element in DY,
If this happens, instead of defining a single partitioning directive to repre-
sent Mf) M, —d,, we define a list of partitioning directives, each of which
is a conjunction of M’ and an affine inequality from —d.. For example,
d, = part(Inv, [, M]ﬁg = x < 10) is invalid with respect to the cognizance
directive d. = x > 0 Ay > 0. The complement of d, is the disjunction

of x < 0and y < 0. Thus, we create three new partitioning directives:
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Mg:dc:2(20/\y>O,ij":Mf,|—llﬁw7(<0:7(<0,and
Mg’” = Mf) I_Ilnw y < 0=7x<10Ay < 0. In addition, when the num-
ber of athne inequality from —d, is large, we could heuristically select part
of them to create new partitioning directives, reducing the cost incurred by

trace partitioning without harm to the soundness.

To sum up, in this chapter, we have discussed the user specification of system behav-
iors and cognizance in the abstract, proposed a sound approach to check if the partition-
ing directives are valid with respect to the user specified cognizance, and sketched some

possible methods to retrieve the validity for invalid partitioning directives.
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Chapter 8

Abstract Responsibility Analysis

The concrete responsibility analysis ag([PJM2*, LM2< C, B, T') proposed in chapter
5 is undecidable, and an implementation of it has to abstract sets of finite or infinite traces
involved in [P]M>, £M* C, B, and T. Up to now, we have discussed the abstraction
of maximal trace semantics [P|M=* by trace partitioning automata that are constructed
by over-approximating forward reachability analysis (section 2.3) with trace partitioning
(chapter 3), the abstraction of system behaviors B by abstract invariants (section 7.1), and
the abstraction of cognizance C by abstract cognizance function (section 7.2). Moreover,
it is assumed that the lattice of behaviors £M2* consists of only B and its complement
(besides the top and bottom), and the set of traces to be analyzed 7 is the whole maximal
trace semantics, thus all the components in responsibility analysis have been abstracted.

In this chapter, we propose the framework of responsibility analysis in the abstract,
which essentially consists of an iteration of forward (possible success) reachability analysis
with trace partitioning and backward impossible failure accessibility analysis. In addition,

this abstract responsibility analysis is proved to be sound.
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8.1 The Framework of Abstract Responsibility Analysis

As shown in Fig.8.1, given a program P with the user specified behavior of interest
B! € L+ D}, and abstract cognizance C* € IL — (D},), the abstract responsibility
analysis can determine the responsible entities in P that are potentially responsible for

B! to the cognizance of Ct,

Abstract Responsibility Analyzer

Forward Reachability
Analysis

Reachability Semantics

—D[ Refine Behavior ]

[
Refined Behavior

Program
& Behavior
& Cognizance

Under-approximating Over-approximating
Backward IF Backward IF
Accessibility Analysis Accessibility Analysis
Accessibility Semantics Accessibility Semantics

[ Complement

v

- ™
Partitioning Directives
Generation with
Validity Check

T
Partitioning Directives

- ™
Forward Reachability
Analysis with Trace
Partitioning

No Partitioning Automaton

s N

Determine
Responsibility

Satisfy or
Time Out

Analysis Result A

Figure 8.1: Trace Framework of Abstract Responsibility Analysis

.
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More precisely, the abstract responsibility analysis starts with a forward reachability
analysis SI% [P], which produces an over-approximation of the program’s reachability
semantics. Then, after refining the behavior of interest B* by the intersection with the
computed reachability semantics, we perform in parallel both an under-approximating
backward impossible failure accessibility analysis S?? [P](B*) and an over-approximating
backward impossible failure accessibility analysis S’% [P](B*), and the correspondingly
computed accessibility semantics (or its complement) are transformed into partitioning
directives of form “d,, = part(Inv, [, Mp”. Further, using the partitioning directives that
are valid with respect to C?, a new round of forward reachability analysis is conducted,
which computes a refined reachability semantics and a trace partitioning automaton. In
such an automaton, nodes created by partitioning directives from the complement of
S’% [P](B*) are marked as left bounds, while nodes created by partitioning directives
from S?? [P](B*) are marked as right bounds. It follows that, along each path in the
automaton, the responsible entities must be located after the left bounds (if any) and
before the right bounds (if any). Thus, at this point we can determine responsible
entities in the trace partitioning automaton, and stop if we are satisfied with the results
or the time cost exceeds the pre-specified threshold. Otherwise, we start a new round
of backward-forward analysis with the behavior B* that is refined again by the new

reachability semantics, which may improve the precision of responsibility analysis result.

It is not hard to see that, most components in this framework of abstract responsi-
bility analysis have been discussed in previous chapters. In the rest of this chapter, we
summarize these components and illustrate how they collaborate to determine responsi-

bility in the abstract, with the example of the access control program in Fig. 1.4.
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8.1.1 The Preprocessing Phase

The abstract responsibility analysis starts with a preprocessing phase, in which the
user specifies the behavior of interest and the observer’s cognizance, and a preliminary
forward reachability analysis is conducted to compute the reachability semantics.

The abstract behavior B* and the abstract cognizance C* have been elaborated in
chapter 7, and the over-approximating forward reachability analysis Sf)? [P](I%.) has been
formalized in section 2.3, thus here we reuse them and supplement with some practical
tips that could facilitate the coming analysis phrases.

For any program P to be analyzed, we insert a dummy initial program point £ fol-
lowed by a dummy action that does not affect the program execution (e.g. skip) in front
of P, such that the variable initialization action at the beginning of program execution
is explicitly mimicked by this dummy action. Therefore, when the dummy initial action
is determined as responsible for a behavior B, it means that whether B* occurs or not
may be decided by the variable initialization.

In addition, for the over-approximating forward reachability analysis SI% [P](1%.),

the abstract precondition I, € I — D is always defined such that the abstract envi-

pre

ronment element for the dummy initial point is the top (i.e. I.(h) = T?) and it is the

bottom for all other program points (i.e. I (/) = 1}, for [ # ). Moreover, the preci-
sion of this forward reachability analysis can be improved by trace partitioning, which is
optional. Although until this step we have not obtained any partitioning directives that
are related with memory states and of form “part(Inv, [, Mg)”, we can still conduct the

trace partitioning by partitioning directives related with the control flow (e.g. part(If; /,

b) and part(While, £, n)), which can be derived as in the preprocessing phase of [43].
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Example 23 (Access Control, Continued) For the access control program in Fig.1.4, we
insert a dummy initial point ly as well as a dummy action before the point [, which bas no affect
on the result of forward reachability analysis in this phase. Suppose the user is interested in the
bebavior “the access to o fails”, then the user can specify the abstract bebavior B € IL + DY,
such that B () = acs € [-00;0], while BY([) = T, for other program points [ # .
Here we consider two types of observers: an omniscient observer, whose abstract cognizance
function CL € 1L +— (D}, is specified such thar C([) = { L1} for every program point
[ € L; and an observer that does not know the input of the Ist admin, and the corresponding
abstract cognizance function C* € 1L — (DY) is defined such that, if [ € {ly, L, &}, then
CH(L) = {LE,), otherwise CH([) = {i1 € [~1;2]}.

Since there is no conditional or while loop in the access control program, we do the forward
reachability analysis without trace partitioning, and the corresponding forward reachability

semantics Sfﬁ [P] (1%

te) is listed in table 8.1 (which is almost the same as the table 2.2). For the

sake of clarity and to be consistent with the analysis result from the Interproc analyzer [50],

the trivial constraints like acs € [-00; 00| are omitted in the table. d
(] SLIPI(E!
b | T
G| T
L | apv € [1;1]
L | apv € [1;1] Nil € [-1;2]
L | apv € [-1;1) Nil € [-1; 2]
L | apv € [-1;1) Ni1 € [-1;2] N i2 € [-1; 2]
s | apv € -5 1) N1 e [-1;2] Ni2 € [-1; 2]
b | apv e -1 Nite [-1;2) N2 e [-1;2) A typ € [1; 2]
k| apwe -l Ni1e[-1;2) Ni2 € [-1;2) A typ € [1;2] A acs € [-2;2]

Table 8.1: Abstract Forward Reachability Semantics for the Access Control Program
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8.1.2 The Backward Analysis Phase

The objective of this backward analysis phase is to create partitioning directives of
the form “part(Inv, [, Mg>” that can either guarantee that the behavior 3% always hold

or guarantee the existence of at least one execution trace that fails behavior B,

8.1.2.1 Behavior Refinement with Reachability Semantics

After completing a forward reachability analysis, the first step is to refine the behavior

B? of interest by the intersection with the computed reachability semantics SI% [P(I5e).

If the reachability semantics is computed without trace partitioning, the intersection

of S]% [P](I£,.) € L — Di, with B* € L — D, is simply the pointwise meet I, of

pre

abstract environments, and the refined behavior is Sﬁ_g [P)(IE,.) i, BE. However, if the

pre)

trace partitioning is involved in the forward reachability analysis, then Sg_g [P](E,.) €

pre)
Ly — Di 2 L x T — D}, (where T is the set of partitioning tokens) has to be

transformed into the form L D!, before the intersection with B* can be performed.
There are possibly several ways to do so: (1) A naive method is to apply to 8;% [P(I5)
the forget function 7, which is defined in the trace partitioning abstract domain (section
3.1) to remove partitioning tokens from extended program points, such that abstract en-
vironments at the same point with different partitioning tokens are joined together. For-
mally, we construct I € I — D}, such that V[ € L. I¥({) = I_Ifw{S% [PI(E (L, 2y [t e
T}, and the refined behavior would be I# 1%, B¢, (2) The naive method can be improved
if we do the intersection with B* before joining the abstract environments together. For-
mally, the refined behavior is BY € I+ D%, such that B¥ (/) = l_IIﬁMI{S]% [PI(IE, (L, 2) e,

B(l) | t € T}. (3) Another alternative method is to use multiple behaviors to represent
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the intersection of B* with Sfﬁ [P](IE,).

More specifically, Sfﬁ [P] (I

“e) can be equiva-

lently viewed as a trace partitioning automaton, thus for each path in this automaton
we can do an intersection with B*, and construct a new behavior if the path is still valid
(i.e. no node is attached with L%,). This method is the most precise one for refining
the behavior of interest, but the cost of introducing multiple behaviors to the following

backward analysis is prohibitive, hence it is not adopted in this dissertation.

Example 24 (Access Control, Continued) Following the example 23, the trace partition-
ing is not used in the forward reachability analysis, bence the abstract behavior B* can be

refined simply by the pointwise meet r1ty with SI% [P](E5,.)

from table 8.1. For the sake of
conciseness, the refined behavior is still called BY, thus we bave: B*(k) = apv € [-1;1] A il €
[-1;2] Aiz € [-1;2] A typ € [152] A acs € [-2;0], and B*([) = S%[[P]](Iﬁre)[fbrprogmm

points [ other than L. O

8.1.2.2 Under-approximating/Over-approximating Backward Impossible Failure

Accessibility Analysis

Using the under-approximating backward impossible failure accessibility analysis for-
mally defined in section 2.4.2, we get S’% [P](B!) € L — D!, such that, for every
program point /, Séﬁ? [P](B*)( is an under-approximation of the weakest sufficient pre-
condition for B*. Since an under-approximation of the weakest sufficient precondition
is still a sufficient condition, every concrete valid trace that begins from a state (£, p)
such that p € VM(S% [P](B*)£) must satisfy the behavior BF.

Similarly, using the over-approximating backward impossible failure accessibility

analysis formalized in section 2.4.3, we get Sg? [[P]](Iﬁlost) e L — D}, such that, for
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every program point /, 5’57 [P](B#)( over-approximates the weakest sufficient precondi-
tion for B*. Since an over-approximation of the weakest sufficient precondition is not
necessarily a sufficient condition, S% [P](B*)f does not guarantee that the occurrence
of behavior B*. However, it is guaranteed that, if all the concrete valid traces that begin
from a state (£, p) have the behavior B, then p must satisfy the environment property
5’;7 [P1(B*)( (ie. p € ’YM(S% [P](B*)r)). That is to say, from a state ([, p) such that p
does not satisfy S’% [P1(B( (ie. p & WM(S’f(_f [P](B*)[)), there must exist at least one
concrete valid trace that fails the behavior B*.

In order to make use of the environments that do not satisfy S;ﬁ? [P](B*)(, we want
to compute the complement ofg% [P](B*), or even better, S]% P] (Iﬁre)\s% [P](B*) (i.e.
SI% [[P]](If)re)ﬁ&(%gé% [P](B#))), such that invalid environments can be excluded before
entering the next step. Yet, most abstract environment domains do not directly support
the complement operation, including the classic numerical domains (such as the interval,
octagon and polyhedron domain). For example, the complement of a polyhedron is a
disjunction of afhne inequalities. Nevertheless, similar to the disjunctive completion,
we can define the complement of S‘% [P](BY) € L — D as ﬁS% [PI(B*) € L
©(DEy), such that each abstract environment element in ﬁ% [P](B*)[ represents an
affine inequality in the disjunction at the point /.

It is worthy to mention that, the number of affine inequalities in the complement
of some abstract environment element from D&,ﬂ may be large, especially for polyhedra.
However, it is safe to remove part of these affine inequalities and keep only the heuristi-

cally selected ones, without any harm to the soundness of abstract responsibility analysis.

Example 25 (Access Control, Continued) Following the example 24, we conduct an under-
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approximating backward impossible failure accessibility analysis on 3%, and the corresponding
result S'% [P)(B?) is listed in table 8.2. Similarly, the result of the over-approximating back-
ward impossible failure accessibility analysis on IB* is listed in table 8.3. Notice that we bhave
adopted the disjunctive completion in S?_ [PI(B*) to gain the precision, otherwise it would

be apv € [-1;1] AN il € [-1;2] A i2 € [-1; 2] instead, which is equal to S? [P](12, )L

1;1) A1 e [-1;2) A2 € [-1;0]

,0]/\116 [-1;2] A i2 € [-1; 2]

;0 Ni1e [-1;2) N2 e [F1;2) A typ € [152]

sl AiTe [-1;2) Ni2 € [F1;2) A wp € [1;2] A acs € [-2;0]

SO || [ S
l_
Zt‘(

—_

Table 8.2: The Under-approximating Backward IF Accessibility Semantics for B!

[ s%up]](zsﬁ)[

o | Lis

h | L

b | L

G| apv € [1;1) Ail € [-1;0]

L | apv € [-1;0] A il € [-1; 2]

G| {apv € [-1;0] Ni1 € [-1;2] Ni2 € [-1;2],
[

apv € [1;1) Ni1 € [-1;2] AN i2 € [-1;0]}
| apv € [F1;0] Ni1 € [-1;2] N i2 € [-1; 2]
b | apv € [F1;0] Ni1 € [-1;2] Ni2 € [F1;2] A wyp € [152]
k| apvel[-1;1Ni1e[-1;2) Ni2 € [-1;2) A typ € [1;2] A acs € [-2;0]

Table 8.3: The Over-approximating Backward IF Accessibility Semantics for B! with
Disjunctive Completion
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Furthermore, the complement ofS‘,L [P](BY) is listed in table 8.4. Notice that, instead of
simply using the direct complement of&_ [P)(B), here we adopt S%,[P](1 pre)\sgf [P](BY),
or say, S&[P] (] p,e)mM(ﬁsﬁ [P](BY)), such that invalid environments would not be included.
For example, at point b, the direct complement ong? [P]1(BY) G = LY is TF,. After the meet

M, with the reachability semantics Sﬁ 2 [PI(12.) o, we can get the more precise apv € [1;1].

pre
Similarly, at point f3, the direct complement OfS;7 [P](B*)f = apv € [1;1] Ai1 € [-1;0] is
the disjunction of {apv € [-00; 0], apv € [2; 00], i1 € [-00;-2], il € [1; 00|}, most of which

are invalid (or say, unreachable in the concrete). After the meet with the reachability semantics

S%[[P]](Iﬁre)[g = apv € [1;1] Nil € [-1;2], it is refined to {apv € [1;1] A il € [1;2]},

which is much more precise than direct complement. O

8? [[P]]( pre)[\S;ﬂ? [[P]] (Bﬁ)[

o {Tid

q | {Ti}

5 [ {apw € [L1])

L | {apv € [1;1] Ni1 € [1;2]}

| {apv € [1;1] Ni1 € [-1;2]}

b | {apv € [1;1] Ni1 € [-1;2) Ni2 € [1;2]}

ls | {apv € [1;1]Ni1e€ [-1;2) Ni2 € [-1;2]}

L {apw € [L;1|ANi1€[-1;2) Ni2 e [-1;2] A typ € [1;2]}

| {apv e -1 Ni1e [-1;2) Ni2 € [F1;2) A typ € [1;2] A acs € [1;2]}

Table 8.4: The Complement of Over-approximating Backward IF Accessibility Semantics
for B? with Disjunctive Completion

8.1.2.3 Partitioning Directives Generation with Validity Check

Using the under-approximating backward impossible failure accessibility semantics

S;ﬁ? [P](B*) and the complement of over-approximating backward impossible failure ac-

160



CHAPTER 8. ABSTRACT RESPONSIBILITY ANALYSIS

cessibility semantics SI% [[P]](Ig,re)\%’,j7 [P](B*), this step aims at constructing a partition
function P* € L — (D), such that V[ € L. VMzﬁ) € P¥((). part(lnv, [, Mzﬁ)) is a
partitioning directive that is valid with respect to the specified cognizance function C*
and will be used in the next round of forward reachability analysis. Sometimes, a par-
titioning directive d, = part(Inv, [, Mf,> is called as Mzﬁ, for short, when the program
point [ is known from the context.

More specifically, here we design 4 types of partitioning directives that are based on
the environments, and accordingly the partition function P* can be splitted into 4 parts:

(1) Right-bound partitioning directives. For any point /, S% [P](B*)( is a right-
bound partitioning directive, if it is not J_Iﬁw and is valid with respect to all cognizance
directives assigned to . Formally, we define the right-bound partition function P,

Pl
P (f)

L — o(DLy) right-bound partition function
(M| M = 5157 [PI(B*) AME £ Ly AV, € C¥((). isValid(d., M)}

[I> M

By the definition of 5’?7 [P](B#), it is easy to see that the partitions generated by
right-bound partitioning directives during the next forward reachability analysis would
guarantee the occurrence of 3.

In addition, the time cost of forward reachability analysis with trace partitioning
greatly depends on the number of created partitions, while typically 5‘% [P](B*) con-
tains redundant elements in consecutive program points, thus adopting every element
in &% [P](B*) as partitioning directives may bring unnecessary burden to the forward
reachability analysis without benefits in improving the precision. Therefore, in practice,
we can keep the partitioning directives only for the program points of importance (e.g.

the points immediately after external inputs) and discard the rest of them.
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(2) Left-bound partitioning directives. Similar to the generation of right-bound par-
titioning directives from SV'% [P](B*), the left-bound partitioning directives are derived
from the complement ofgi,% [P](B*) (i.e. 8}% IP] (lf)re)\‘é?? [P](B*)). Specifically, for any
point [, every element in Sﬁ_g [P](12 )L \5’?7 [P](B*)( is a left-bound partitioning direc-

tive, if it is not L%, and is valid with respect to all cognizance directives assigned to .

The formal definition of left-bound partition function P¥ is:

PﬁL € L p(plﬁ\/ﬂ) left-bound partition function
P62 M| M € SLIP(,)(\SE [P (B A ME # 1],

pre
AVd, € CHI). isValidd(dc,Mfo)}

By the definition of 3?7 [P](B*), we know that from every partition generated by
the left-bound partitioning directive, there must exist at least one concrete valid trace
that fails the behavior B*. Moreover, similar to the right-bound partitioning directives,
it is of practical use to keep the left-bound partitioning directives only for the selected
program points of importance and discard the rest of them.

(3) Dual-right-bound partitioning directives. Intuitively, the left-bound partition-
ing directives can determine the points from which there is still possibility to fail 5,
and the right-bound partitioning directives are used to determine the points at which
B is guaranteed and the responsibility analysis could stop. Besides these two types of
partitioning directive, the responsibility analysis would benefit from another type of par-
titioning directive, which are used to determine the points at which the behavior B is
guaranteed to fail and the responsibility analysis can also stop. Such partitioning direc-
tives are called dual-right-bound partitioning directives, which marks the finishing point
for responsibility analysis on the traces failing 3*; without such partitioning directives,

the responsibility analysis may last much longer than necessary.
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Theoretically, the dual-right-bound partitioning directives can be derived from back-
ward impossible failure accessibility analyses for the complements of 53, but the cost of
doing so would be prohibitive and the analysis results overlaps with the left-bound par-
titioning directives. In practice, to mark the finishing point of responsibility analysis
on the traces failing B*, we can simply use the complements of %, or more precisely,
Sfﬁ [PI(I5.)\B* Specifically, for every point [ of interest where the original behavior
(before the refinement) B*(() # Tlﬁw, we compute the complement of B*(/) which is
represented by the disjunctive completion (e.g. a disjunction of affine inequalities for the
polyhedron domain), do the meet with Sﬁ? [P](I3,) for every element in the disjunction,
and collect the valid ones in the dual-right-bound partition function ]P’%. Usually, there
are not many dual-right-bound partitioning directives, since the original behavior B* is

specified T?, at most program points.

IP% € L p(Dy) dual-right-bound partition function
PL(0) £ {M}| M} € SLIPI(Ih)\B (1) AM # L,

AVd, € CH[). isValidy(d., M?)}

(4) No-bound partitioning directives. In order to make sure that the trace parti-
tioning automaton (or say, the extended transition system in [43]) constructed by the
partitioning directives introduced above is a covering of the original transition system (i.e.
every transition in the original transition system is simulated by at least one transition
in the trace partitioning automaton), we introduce some complementary partitioning
directives to ensure every reachable state is covered by at least one partition. Such parti-
tioning directives are called no-bound partitioning directives, and we define a no-bound

partition function P% € L — (D).
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Formally, it is required that: V/ € L. U {ys(M%) | M} € P}, (1) U} (£) UPL () U
Pé(0)} D WM(S]% [P](I%,.)(), where S%g [P](I%,.)( over-approximates the set of all reach-
able concrete environments at point /. Ideally, the no-bound partitioning directives
P4 (£) can be computed by the subtraction of P%,(£) U (1)U Pg([) from S}% [P](12, )L
However, in some cases it may be difficult to do such a subtraction operation. If this
happens, it is always safe to define P%(/) = Sf?% [PI(I£,)L, or even, PE(() = T#., which
are guaranteed to be valid with respect to any cognizance function.

Combining the above four types of partitioning directives together, we can get a
partition function P¥ € L+ o(Df;) such that P#(£) £ P, (£) UPS (1) UPE (1) UP(L).
For every program point [, every partitioning directive in P*(/) is valid with respect to
every cognizance directive d,. in C*([), thus by the definition of isValidp, the partition
function P* is valid with respect to the cognizance function C*. Besides, it is assumed

that P*() = () for the dummy initial point £, such that the correspondingly constructed

trace partitioning automaton has only one initial node.

Example 26 (Access Control, Continued) Using the backward analysis result S’% [P](B*)
and SZ% [P] (lﬁre)\géﬁ? [P](B*) from the example 25, here we generate partitioning directives
for two different cognizance functions that are specified in the example 23.

1) Consider the omniscient cognizance function C2 such thar C2([) = {11} for every
point [ € L. In this case, every partitioning directive is trivially valid with respect to C5,
and the corresponding partition function P* is displayed in table 8.5. As mentioned before,
the partition function P* may keep the partitioning directives only for the selected program
points of importance, and in this example such program points include:  that is immediately

after the variable initialization action (i.e. the dummy initial action); b, & and f; that are
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immediately after external inputs; and gy that is specified with the bebavior B of interest.

Meanwhile, the partitioning directives at other points (b, [ and k) are optional and would

not affect the final result of abstract responsibility analysis, thus are omitted bere.

L] PL(0) Py, (() PL(0)| PA()
b0 0 0 0
h|0 {Tid 0|0
L0 0 0 0
L0 {apv € [1;1]Ni1€ [1;2]} | 0 {apv € [1;1]
Ail € [-1;0]}
L]0 0 0 0
b | {apv € [1;1]Ni1€ [-1;2] | {apv € [1;1] Ni1€ [-1;2] | () {apv € [-1;0]
Ni2 € [-1;0]} Ni2 € [1;2]} Nil € [-1;2]
Ni2 € [-1; 2]}
b | 0 0 0 0
| apv € [-1;0] Ni1 € [-1;2] | {apv € [1;1] Ni1€ [-1;2] | () 0
Ni2 € [-L;2) Ap € [1;2] | Ai2 € [-1;2]Amp € [1;2]}
G| {apv € [[1;1)Ni1 € [1;2] | {apv € [-1;1]Ai1 € [-1;2] | PL(K)| 0
Ni2 € [-1; Q}Atype [1;2] | Ni2 € [-1;2] A typ € [1;2]
Nacs € [-2;0]} Nacs € [1; 2]}
Table 8.5: The Partition Function for the Omnisicent Cognizance
Take the point l; as an example, the forward reachability semantics S_S> [P(1.) 5

apv € [-1;1] N il € [-1;2] A i2 € [-1;2] is partitioned into three parts: the right-bound
partitioning directives P (1) = {apv € [1;1] A il € [-1;2] A i2 € [-1;0]} thar guarantee
“the access to o fails”; the lefi-bound partitioning directives P! () = {apv € [1;1] A il €
[-1;2] A i2 € [1;2]}, which ensures there exists at least one valid concrete trace such that “the
access to o succeeds”; the no-bound partitioning directives P%() = {apv € [-1;0] Ail €
[-1; 2] A i2 € [-1; 2]} are complementary to the two other types of partitioning directives such

that every reachable environment at point l is covered. Although P (f) actually guarantee
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“the access to o fails” in this very example, we cannot take advantage of this information, since
typically the no-bound partitioning directives cannot guarantee anything.

2) Consider a non-omniscient cognizance function C* such that, if [ € {k, i, &}, then
CH(L) = {LE), otherwise CH([) = {i1 € [~1;2]}. In this case, every partitioning directive
from the table 8.5 needs to be checked with respect to the cognizance. Since the abstract
environment domain is the interval domain, checking the validity of partitioning directives
is quite easy by the condition (7.9), and we can find that only the partitioning directives at
point ly are invalid. Take Mg —apv € [L; 1 Ai1 € [1;2] € P%(4) as an example, the only

cognizance directive at ks isd. = i1 € [—1;2] € C*(f), thus M =il € [1;2],

P|vars(Mjj YNwars(de)
and it is obvious the condition (7.9) does not hold. Similarly, the partitioning directive in
P% () is found invalid. Therefore, after removing the invalid partitioning directives at s, we

get the partition function as in table 8.6, which is valid with respect to C*.

| PR(0) PL(6) PL(0)] PE(L)
b0 0 0 0
G| {Ti) 0 0
LD 0 0 0
L0 0 0 0
L]0 0 0 0
| {apv € [L;1]Ni1€ [-1;2] | {apw € 1;1] N1 € [-1;2] | O {apv € [-1;0]
Ni2 € [-1;0]} Ni2 € [1;2]} Nil € [-1;2]
Ni2 € [-1;2]}
|0 0 0 0
L apv € [-1;0] Ni1 € [-1;2] | {apv € 1;1] N1 € [-1;2] | O 0
N2 € [F1;2] Awp € [1;2] | Ai2 € [-1;2)Ap € [1;2]}
| {apv € [[1;1)Ni1 € [-1;2] | {apw € [-1;1|niz e [-1;2] | PE(&)| 0
Ni2 € [-1; 2} Ntyp € [1;2] | Ni2 € [F1;2) A wyp € [152]
Nacs € [-2;0]} Naces € [1;2]}

Table 8.6: The Partition Function for the Non-omnisicent Cognizance
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8.1.3 The Forward Analysis Phase

The objective of this forward analysis phase is to construct a trace partitioning au-
tomaton with the partitioning directives from the last phase, mark left bounds and right

bounds of responsibility in the automaton, and determine responsible entities.

Trace Partitioning Automaton Generation. Using the partitioning directives gener-
ated in the last backward analysis phase (i.e. {part(Inv, [, Mf)) |feLA M?) c P}
and optionally the partitioning directives based on the control flow (e.g. part(If, £, b)),
we perform an over-approximating forward reachability analysis with trace partitioning
(chapter 3), compute the refined forward reachability semantics and construct a trace par-
titioning automaton. Specially, the nodes generated by left-bound partitioning directives
are marked as “lefi-bound nodes” in the automaton, the nodes generated by right-bound
partitioning directives are marked as “right-bound nodes”, and the nodes generated by
dual-right-bound partitioning directives are marked as “dual-right-bound nodes”.
Furthermore, after the forward reachability analysis with trace partitioning completes,
we can improve the constructed automaton by propagating the right-bounds or dual-
right-bounds: for any node in the automaton which is not marked as any bound, if all its
successors are marked as right-bound nodes (respectively, dual-right-bound nodes), we

mark this node as a right-bound node (respectively, a dual-right-bound node) as well.

Determining Responsible Entities. Now, we can determine the responsibility in the
generated trace partitioning automaton. The intuition is: every path in the automaton
represents a set of concrete traces; if a path contains a dual-right-bound node, then the

path does not have the behavior 8%, hence there is no responsible entity along this path;
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otherwise, the responsible entities are the edges (i.e. actions), which are located after
the left-bound nodes (if any) and before the right-bound nodes (if any) along the path.
That is to say, for any path that does not contain a dual-right-bound node, all the actions
between the rightmost left-bound node (if any) and the leftmost right-bound node (if
any) are potentially responsible for the behavior B?. Specially, if there is neither a left-
bound node nor a right-bound node along a certain path, then the analysis is not precise

enough and every action along that path would be determined as potentially responsible.

Since only the actions with free choices can be possibly responsible for a behavior,
we can further restrict the potentially responsible entities to the actions such as external
inputs, random number generation, and variable initialization (which is mimicked as the

dummy initial action).

In addition, we do not only find potentially responsible entities, but also get some
hints on when these entities are actually responsible, and this is the so called “responsible
under the condition”. Suppose an edge ([, t, M*) — ([', d,, :: t, M) in the automaton
is found potentially responsible, it means that the action a from [ to [’ (which can be
retrieved from the program source code) is potentially responsible under the condition
that the partitioning token ¢ holds at point [ and the action g satisfies the partitioning
directive d,,. For example, for the access control program in Fig. 1.4, the edge (4, ¢,
M* — (&, d, :: t, M") is determined responsible, where ¢ = apv € [1;1] A il € [1;2)]

and d, = apv € [1;1] N il € [-1;2] A i2 € [-1;0]. Instead of claiming that the action

i2 := [-1;2] is responsible for “the access to o fails” in all executions, we state that
i2 := [-1;2] is responsible under the condition that: the partitioning token apv €
[1;1] A i1 € [1;2] holds at £, and the action i2 := [-1; 2] satisfies the new partitioning
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directive apv € [1;1]Ail € [-1;2]Ai2 € [-1;0]. That is to say, the input from 2nd admin
is responsible for the behavior “the access to o fails” if the input from 1st admin is positive
and the input from 2nd admin is negative or zero, which is much more informative than

simply claiming the input from 2nd admin is responsible.

Termination or a New Round of Analysis. Up until this step, we have already suc-
cessfully inferred some information about the responsible entities. If such an analysis
result is satisfactory or the time and cost exceeds the prespecified threshold, we could
terminate the analyzer and return the found responsible entities to the user. Otherwise,

if the precision of forward reachability semantics Sfﬁ [P] (1%

*e) is improved in the last for-

ward analysis phase, then we could start a new round of backward accessibility analysis
(section 8.1.2) followed by the forward reachability analysis (section 8.1.3) to seek for
more precise responsibility analysis results.

Intuitively, in the new round of analysis, using the refined behavior of interest (possi-
bly with the disjunctive completion), the backward impossible failure accessibility analy-
sis is expected to be more precise, which creates more partitioning directives to construct
arefined automaton, and further improves the responsibility analysis result. The extreme
case is that we create as many partitioning directives as possible and construct the most
precise trace partitioning automaton, such that every path in the automaton represents a
single concrete valid trace. From such a trace partitioning automaton, we can get exactly
the same analysis result as the concrete responsibility analysis (part II), yet the time cost

is in general prohibitive.

Example 27 (Access Control, Continued) Following the example 26, we conduct a for-
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ward reachability analysis with trace partitioning, construct the trace partitioning automaton
and determine responsible entities. Since the partition function varies for different cognizance
functions, the corresponding constructed trace partitioning automata are different.

1) First, consider the omniscient cognizance function C¥. In this case, we adopt the parti-
tioning directives from the partition function defined in the table 8.5, and the correspondingly
constructed trace partitioning automaton is displayed in Fig. 8.2, in which various types of

nodes are represented by different circles.

RIEEN N -2; -1
|1: Left-bound (= Dual-right-bound y [ ]

Rightbound | ls ! Invalid node _
A i2e

i2e [1: 2]

N

R
oo

type [1;2] acse[1;2]

dir)
type acse

[1:2] [-2;-1]

ile
[-1;0]

Figure 8.2: Trace Partitioning Automaton for the Omniscient Cognizance
Since there is at most one element in P, ([) for every program point [, we simply use the

notation dy ) for short to refer the partitioning directive part(Inv, [, M?), where M* is the

only element in P ([). For instance, dy g, refers to the partitioning directive part{Inv, [,
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apv € [1;1] A i1 € [1;2]), where apv € [1;1] A i1 € [1;2] € PL(%). Similarly, we use
the notations dr(), dp ) and dor) to refer the partitioning directives from P (1), ]P’%([ ),
and P (). Besides, for the sake of conciseness, instead of explicitly drawing partitioning tokens
inside the nodes of the automaton, we comment some edges with a partitioning directive d such
that every node after the edge bas the partitioning directive d pushed into its stack of directives
(i.e. the partitioning token). For instance, for the node at point & with double dashed circles
in upper path of the automaton, its partitioning token is “dr g : dp(g) ™

Furthermore, the automaton in Fig. 8.2 can be refined by removing the invalid node whose
associated abstract environment element is 1}, (i.e. it is unreachable) and propagating right-
bound nodes, and we get a simpler trace partitioning automaton as in Fig. 8.3. For example,
the node at point l; created by do (i) in the upper path is invalid and can be removed; the node
at point s in the lower path bas only one valid successor that is marked as a right-bound node,

thus we mark the node at point ls also as a right-bound node, as well as its predecessors.

I1 Left-bound := Dual-right-bound
i2 e apv € type acse
Right-bound [-1; 0] [-1; -1] [1; 2] [-2;-1]

apve acse
;1] weelli2l o q; 2

(-" I5 \‘:::” l; “:1—»:'\:
» 4 . i d '\ /o
NP dL(|7) ~=z YL(18) =

apve apve
[-1;-1] i2e [-1; 2] [-1;-1]

Figure 8.3: The Refined Trace Partitioning Automaton for the Omniscient Cognizance
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From the above automaton, we can clearly see that there are three maximal paths from b

to [y in the automaton, which over-approximate all the concrete valid traces of the program.

For the upper path, the rightmost left-bound node is at l; and the lefimost right-bound
node is at 5, thus the responsible entities must be located between 5 and 5. Since the action
“apv 1= (i1 < 0) 7 -1 : apv” has no free choice, only the action “i2 := [-1;2]” is determined
responsible under the condition: apv € [1;1] A i1 € [1;2] hold at point [y, and the action
“i2 .= [-1;2]” satisfies apv € [1;1] N i1 € [-1;2] Ni2 € [1;2]. It indicates that, the input
from 2nd admin is responsible if the input from Ist admin is positive and the input from 2nd

admin is negative or zero.

For the path in the middle, the node at ly is marked as a dual-right-bound node, which
means that every concrete trace represented by this path does not bave the bebavior “the access

to o fails”. Thus, there is no responsible entity along this path.

For the lower path, the rightmost left-bound node is at [ and the lefimost right-bound node
is at L. Since the action “apv := 17 from [j to by bas no free choice, only the action i1 := [-1; 2]
from b to L is determined responsible, under the condition that apv € [1;1] Ail € [ — 1;0]

holds at point . That is to say, the input from Ist admin is responsible if it is -1 or 0.

To sum up, for the omniscient cognizance in the access control program example, the
abstract responsibility analysis finds that the input from Ist admin or 2nd admin is potentially
responsible for “the access to o fails” under certain conditions, while other actions with free
choice (e.g. the variable initialization, and the input from system settings) are not responsible.
This analysis result is almost as precise as the concrete responsibility analysis, thus there is no

need to conduct a new round of analysis and we can terminate the analysis bere.

2) Second, consider the trace partitioning automaton constructed for the non-omniscient
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cognizance function C* such that the observer does not know the input of Ist admin (i.e. the
observer cannot distinguish the value of i1 in the interval [—1;2]). In this case, we adopt the
partitioning directives from the partition function defined in table 8.6, and the correspondingly
constructed trace partitioning automaton is in Fig. 8.4, in which we represent various types of

nodes by different circles as in Fig. 8.2.

TN , -2; -1
W 1 Left-bound (= Dual-right-bound [ ]

Rightbound Iy ! Invalid node
Yoo apve[1; 1] apv e

= i2e[-1;0] [-1;-1]

apve apve[-1; 0]

T T [1; 1] 2 e[-1;2]

dugny %5, LY
W N
:5\ 5 ,‘Z EEN (‘)?\\\%\ :\Is_ ML

A O -

i2e1;2] type g ;,

[1;2]
acse [1; 2]

Figure 8.4: The Trace Partitioning Automaton for a Non-omniscient Cognizance

Compared with the trace partitioning automaton for the omniscient cognizance, we do
not bave the partitioning directives at point 5, while the partitioning directives at other points
are still valid and preserved. After removing the invalid nodes and propagating right-bound
nodes, the refined trace partitioning automaton is in Fig.8.5.

Similar to the automaton in Fig.8.3, there are three maximal paths in the refined automa-
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(:'"Iu‘u\l . (‘ Dual-right-bound apve[1;1]  apve type acse
‘.. Left-bound 9 i2e[-1:0] [-1;-1] ;2] [-2; 1]

Right-bound

apve i1e
[1;1] [-1;2]

T T

dign) 7555
v

apve[1; 1] yp
i2e[1;2] [1;1] [1 2] [1 2]

l':=:\ dL |7
v lg ‘. I7 )—»
8.5 R

Figure 8.5: The Refined Trace Partitioning Automaton for a Non-omniscient Cog-
nizance

ton for the non-omniscient cognizance, which over-approximate the concrete valid traces.

For the lower path, the node at l is marked as a dual-right-bound node, which means

that the bebavior of interest does not hold, thus there is no responsible entity along the path.

In contrast, along both the upper path and the middle path, the rightmost left-bound node is
at point [y and the lefimost right-bound node is at point [, thus the responsible entities must be
located between [ and ;. After filtering out the actions without free choices, we would determine
both “i1 := [-1;2]” and “i2 := [-1;2]” potentially responsible for the bebavior. More precisely,
“i1 := [-1;2]” is responsible under no condition, while “i2 := [-1;2]” is responsible under
the condition that the partitioning directive apv € [1;1] A il € [-1;2] A i2 € [-1;0] or
apv € [-1;0] AN il € [-1;2] A i2 € [-1; 2] holds at point b.

To sum up, for the non-omniscient cognizance such that the observer does not know the

input from Ist admin, the abstract responsibility analysis find both the input from Ist admin

and the input from 2nd admin are potentially responsible for the bebavior “the access to o
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fails” in every execution where the bebavior occurs. Compared with the concrete responsibility
analysis that determines only the input from 2nd admin responsible, this abstract analysis result
is less precise, but it is still sound, since every entity that is responsible in the concrete is also

found responsible in the abstract. O

8.2 The Soundness of Abstract Responsibility Analysis

In this section, we prove that the abstract responsibility analysis introduced in section

8.1 is sound with respect to the concrete responsibility analysis defined in section 5.4.

Theorem 3 Every entity that is responsible in the concrete must be found responsible in the

abstract responsibility analysis.

Proof. Given a program P along with the user specified behavior of interest B* € L
D!, and cognizance function C* € L — p(DY,), the corresponding concrete behavior of
interest BB and lattice of concrete behaviors £M®* are formalized in section 7.1, as well as
the concrete cognizance function C in section 7.2. Suppose that the behavior 5 holds in
a valid concrete trace o of P, and a concrete transition 7 = (£, p) = (', p') (in which a
may be omitted and can be retrieved from the source code) in ¢ is found responsible for
B by the definition 5.5 of concrete responsibility analysis (i.e. the trace o is splitted into
o = oy7oy such that ) € O([PJM>, LM>* C,oy7) C B A O([P]Max, LM C, oy) &
B), then we would like to prove that the action a must be found responsible in the
abstract responsibility analysis.

Since the trace partitioning automaton constructed in the abstract responsibility

analysis is a covering of the concrete trace semantics of P, every valid concrete trace
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is simulated by at least one path in the automaton. Let o be a path in the trace par-
titioning automaton that simulates the concrete trace o, and 7% = ([, ¢, M) 4 (r,
¢/, M") € (Ly x DY) x (Lg x DY) be the edge on the path o that represents the
transition 7. Thus, we need to prove that ¢ must be found responsible in the abstract

responsibility analysis.

To start with, we prove that there is no dual-right-bound node along the abstract path
o by contradiction. Assume there is a dual-right-bound node at point /5 on ¢#, which is
created by a dual-right-bound partitioning directive part(Inv, £z, Mg%) By the definition
of dual-right-bound partition function, we know that M% guarantees the complement

of B (ie. M, e SL[P](

! )5\ B*([3)), thus all the concrete traces represented by

of must fail the behavior B at point ;. This contradicts with our assumption that o is
simulated by o and the behavior B holds in o. Thus, along the path o¥, there is no dual-
right-bound node, and all the edges between the rightmost left-bound-node (if any) and
the leftmost right-bound-node are determined potentially responsible by the abstract
responsibility analysis. Specially, if there is no left-bound-node or right-bound-node

along o, every edge is determined potentially responsible, which obviously includes 7*.

Furthermore, we prove that if there is a left-bound node along of, then 7% must
be located after that node. Assume that there is a left-bound node along o, which is
created by a left-bound partitioning directive part(Inv, £, MﬁL), and a concrete state
s, = ([, pr) on o is represented by the left-bound node. By the definition of the
left-bound partition function, the abstract environment MﬁL is from the complement of
the over-approximating backward impossible failure semantics for the behavior B (i.e.

M: e Sz% [[P]](Iﬁre)[L\S% [P](B*)f;). That is to say, from every concrete state that is
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represented by the left-bound node, there must exist at least one valid concrete trace
that fails the behavior B. If we split o into ¢’ and ¢” such that ¢’ ends with s, while
0" begins with sz, then it is obvious that ¢’ cannot guarantee the occurrence of B, thus
I([P]M=x, M &') & B. Since I([P]M=x, LM> o') C O([P]Ma*, LM=x C, 0"), we have
O([PJMax, LM C o') € B. As O([P]M=*, LM C,oxq7) C B and the observation
function O is decreasing (lemma 3), we find that oy7 must be greater (longer) than o’.
Therefore, the responsible transition 7 must be located after the state s;,, and accordingly

the edge 7% must be located after the left-bound node.

Last, we prove that if there is a right-bound node along %, then 7% must be located
before that node. Assume that there is a right-bound node along o, which is created
by a right-bound partitioning directive part(Inv, /[, Mg%), and a concrete state sp =
(Ir, pr) on o is represented by the right-bound node. By the definition of the right-
bound partition function, the abstract environment M is from the under-approximating
backward impossible failure semantics for the behavior B? (i.e. M% = 5’% [P](B*)Lz).
That is to say, every concrete trace starting from the states represented by the right-bound
node is guaranteed to have the behavior 5. If we split ¢ into ¢’ and ¢” such that ¢’ ends
with sg while 0” begins with sg, then it is easy to know B holds in ¢’ (since B holds in
the whole trace ), and every trace with the prefix ¢’ is guaranteed to have the behavior 5.
Hence, we get I([PM2*, £LM>* ') C B. Now we consider the traces that are equivalent
to o’ according to the cognizance C*. For any trace o/, such that o, £ o , the behavior
B must hold during the execution of ¢, (since O([P]M> LM C, op7) C B). By the
theorem 2, o/, must be represented by the same path as ¢’ in the automaton, thus the last

state in o, is also represented by the same right-bound node in the automaton. Thus,
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every trace with the prefix o/ is guaranteed to have the behavior B, which implies that
I([P]Max, LM< o!) C B. By the definition of O, we get O([P|M>, LM< C,¢") C B.
Since the observation function O is decreasing (lemma 3) and Q([P]M>, LM C, o5)
B, it is easy to see that ¢’ is strictly greater (longer) than oy. Therefore, the responsible
transition 7 must be located before the state sz, and accordingly the edge 7% must be
located before the right-bound node.

To sum up, we have proved that for every concrete trace o with a responsible entity
which is a transition 7 = (£, p) = ([, o), there exists an abstract path o with an
edge 7 = (£, t, M*) 5 ([’, ¢, M¥) in the corresponding trace partitioning automaton,
and the edge 7 must be located after all the left-bound nodes (if any) and before all the
right-bound nodes (if any) on the path o*. Thus, by the abstract responsibility analysis

designed in section 8.1, the edge 7¥ must be determined responsible for B*. O
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Conclusion

This dissertation formally defines responsibility as an abstraction of trace semantics.
Typically, the responsibility analysis consists of four steps: collect the trace semantics,
build a lattice of system behaviors of interest, create an observation function for each ob-
server, and apply the responsibility abstraction on analyzed traces. Compared to current
dependency and causality analysis methods, the responsibility analysis is demonstrated
to be more generic and precise in several examples. In addition, a sound framework
of abstract responsibility analysis is proposed, which is based on trace partitioning au-
tomata constructed by the iteration of over-approximating forward reachability analysis
with trace partitioning and under-approximating/over-approximating backward impos-
sible failure accessibility analysis. It is guaranteed that actions that are not found respon-
sible in the abstract analysis are definitely not responsible in the concrete.

We hope this dissertation has successfully demonstrated that the responsibility analy-
sis constitutes a worthy avenue of research. In the future, there are a number of directions

that deserve further exploration.
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Analysis of Probabilistic Programs. The definition of responsibility proposed in this
dissertation can be extended to probabilistic programming languages such that the de-
gree of responsibility of each responsible entity can be quantified, which is similar to
the degree of blame designed to quantify actual causality [36]. More precisely, instead
of identifying a single responsible entity for each specific trace as in (5.5), we can collect
all the potentially responsible entities for the whole system, and assign to each of them

with a probability of being responsible for the behavior of interest.

Generalization of Abstract Analysis. The framework of abstract responsibility analysis
can be applied to new abstract domains other than the classic numeric domains dis-
cussed in this dissertation, such that we can analyze the responsibility of more behaviors
(which cannot be expressed by intervals, octagons or polyhedra). The main challenges
are expected to come from designing a sound under-approximating backward impossible
failure accessibility analysis for the new abstract domain. In addition, we suggest speci-
fying the abstract cognizance function by abstract relational invariants [40, 37] that can
directly express relational properties about two executions of the program, such that we
don’t have the restrictions that two equivalent traces must be of the same length and

have the same control flow.

Alternative Definitions of Responsibility. In the philosophy literature, there is a pro-
tracted controversy concerning the meaning of responsibility. Just like the law varies
from one nation to another, there cannot exist a perfect universal rule of defining respon-
sibility [46] that deals well with all scenarios. In our current definition (5.5), whether
a transition 7r (or say, the corresponding action ag) is responsible or not in the trace

ouTroy solely depends on its history oy, while its future oy has no impact on deciding
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the responsibility. For instance, in the forest fire example, whether an arsonist A is
responsible or not solely depends on if there is another arsonist that already drop a lit
before A or not. This definition of responsibility is quite intuitive and works in many
scenarios, but not necessarily all scenarios. In some scenarios, the future part op may
also need to be taken into account for determining responsibility. We wish to design
a lattice of responsibility definitions, each of which adopts a distinct rule of defining
responsibility, and for every specific scenario there is at least one definition from the

lattice that can handle it well.
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