
Figure 1: Piracy prevention flowchart. No information leaves
the User Device.

Figure 2: System architecture.
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Figure 3: User Device.
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Figure 4: Privacy-preserving purchase. Identity of user hidden by anonymizing network and digital cash. Tag Table Identifier is
embedded into Purchase Order using a one-way function.

User Device

Verify. Install Tag into 
Tag Table.

Prepare Purchase Order.
Digital cash/one-time 
credit-card number.

Vendor

Verify purchase
conditions/money.

Pass signed
Purchase Order

through.

Author

Sign Purchase Order.
(Knows what has been
purchased, but not by

whom.)

Anonymizing
network



Thursday, July 7, 2005 12:52:52 PMPage 2 of 2d10rabi.g.g2db

Figure 5: Privacy-preserving Call-ups. User knows that it is
talking to the Guardian Center but not vice versa (an option
of SSL). TTIDs do not reveal the associated Tags. The one-way
hash function associated with the NONCE prevents any
revelation of the User Device Descriptive Value, so even
processor identifiers can be used without fear of privacy
breach.
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