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Making the Software Watermarking Algorithms Public

More confidence in public algorithms;

Make the embedding/extraction algorithms public;

b

By parameterizing with a secret:
Watermark embedding:

Program X Signature X Secret — Watermarked
program

Watermark extraction:
Watermarked program x Secret — Signature

Both the signature and secret should be invisible in the water-
marked program.
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Stegomark Approach to Software Watermarking
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Dynamic Software Watermarking
e Semantics-based approach

e \Watermark embedding: the signature is hiden in the semantics
of the stegomark

e \\atermark extraction: execution of watermarked program with
the secret input reveals the signature:
Dynamic data structure watermarking: by building a data
structure containing the signature
Dynamic execution trace watermarking: by generating a
succession of events (adresses/operations/. .. ) encoding the
signature

= more robust (Collberg & Thomborson [POPL'97 & 98])
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Formalization of Abstract Software Watermarking
1.a) Ingredients of a concrete semantics l.c)V

e Programs: P € Program ® Sigl
e Concrete semantic domain: D
e Concrete semantics of programs: S € Program — D ® Sigl

e Observability abstraction: ap

such that: ® Ste
VP € Program, only ap(S|P]) is of interest

e Observability equivalence: = * Stey

I[S

P=p P' < ap(S[P]) = ano(S[P])
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3) Extraction 4) Re

Watermark extraction: o Abs

Watermarked program X Secret — Signature stat
Signature extraction from P is by static analysis:

E[Secret](SH[Secret][P])  bxt

= The

grar
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5) Resistance to attacks

e Signature extraction without the secret is hard:
- Computing S[?][Z[?](P, Q)] is hard

e Recovering the original program/stegomark elimination is hard:
— Computing P from I[Secret|(P, @) is hard (without Q)

e |deally, stegomark obfuscation should be effectless:

If Q = M]|Secret|(A[Secret|(Signature))

and P =p 1
then S¥[Secret]

Secret](P, Q)

[P'] = S"[Secret][I[Secret](P, Q)]
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Static analysis

. | o | { steg
e / times a variant of Kildall's constant propagation modulo the 5
. o
secret M
-
o
I
Dl = 1 E where DH—O n; -1
1=1 O
1 .
® W IS
e Extend pointwise/componentwise to environments, program points, proj
etc.

® WIS
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Obfuscating the stegomark for c;

Obfuscation for 224 degree polynomials (computed by Horner o /ss
method):
o Plz) = (z— k1)xz+ ko Finc
where k1 = (1 4+ ¢;) + r1.1;) _ ex
ko = (¢; + r2.n4) — an

r1 and 79 are random numbers; ~ ha

e idem for Q(z).
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Example of Watermarked Program

bublic class Fibonacci { S
~n1ihla-~ Fihanaceca () 1
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Attacks on erasing the stegomark for c;

The stegomark contains:
e unusual large integer constants
e auxiliary variables with almost stochastic integer values in Z

that might be recognized by monitoring the watermarked program
execution to reveal the stegomark components for some ¢; where

1 € [1,/]
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Counter-attack on obfuscating the stegomark for c;

When
® | he
® [he

und

1) obfuscate the watermarked program before distribution

2) refine the static analyzer

feas
o \ot
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