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Abstract

Digital signing is at the heart of Internet based transast@nd e-commerce. In this global communica-
tion environment, signature computation will be frequgptrformed on a relatively insecure device (e.g., a
mobile phone) that cannot be trusted to completely (and titrads) maintain the secrecy of the private key.
Loss of private keys has a devastating effect on digitalagigne schemes and is considered a catastrophic
event. If the loss of a key is not noticed early enough, thigilitg involved in the unlimited number of
possible abuses (signature forgeries) may be prohibiitbd wide-scale deployment of digital signatures
for high-volume transactions.

In an effort to deal with this, we propose the studytibng key-insulatedignature schemes whose goal
is to minimize the damage caused by secret-key exposur#se key-insulated model (recently considered
for public-key encryption schemes [8]), the secret keyi@)esl on an insecure device are refreshed at dis-
crete time periods via interaction with a physically-seoflnut computationally-limited) device which stores
a “master key”. All signing is still done by the insecure dmyiand the public key remains fixed throughout
the lifetime of the protocol. In a stron@, NV)-key-insulated scheme, an adversary who compromises the
insecure device and obtains secret keys for upperiods is unable to forge signatures for any of the re-
mainingN — ¢ periods. Furthermore, the physically-secure device (@dwersary who compromises only
this device) is unable to forge signatures&orytime period.

We construct strong key-insulated signature schemes based variety of assumptions. First, we
demonstrate and prove secure a generic construction afragstN’ — 1, IV)-key-insulated signature scheme
using any standard signature scheme. We then give an imnghomrestruction of a stron@, V)-signature
scheme whose security may be based on the discrete logaghumption in the random oracle model.
Finally, we construct strongV — 1, N)-key-insulated schemes based on any “trapdoor signathesrse’

(a notion we introduce here); this leads to very efficieni8ohs based on, e.g., the RSA assumption in the
random oracle model. We also investigate a close conndatimeen our notion of key-insulated signature
schemes and that of identity based signature schemes.

1 Introduction

Cryptographic primitives are typically defined based ondksumption of “perfectly secure” storage which
prevents any exposure of the private keys. However, giverrdpid development and ever-changing nature
of the communication and computational infrastructureitimg for this perfect (and unobtainable) situation to
materialize will surely prevent the deployment of crypeggy altogether.

In reality, for any signature scheme deployed on an inedxpensnobile, and (hence) relatively insecure
device, the threat of secret key exposure is perhaps thedebsitating. Exposure of the secret key typically
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means that all security guarantees are lost; furthermiasspften much easier to obtain a secret key from a naive
or unsuspecting user than to break the computational asEumygm which the security of the system is based.

With the increasing prevalence of mobile, wireless devioesvhich the importance of secure authentication is

paramount, concerns about key exposure must be addresaedtisfactory and timely fashion, and this is the

issue we deal with here.

A recently-proposed method of minimizing the damage causegecret key exposures is that kdy-
insulated cryptography8] (motivated by earlier work oforward-secure cryptographj, 5]). In this model,
physical security (and hence secrecy of stored data) isagted for asingle device that holds a “master”
secret keyS K* corresponding to a fixed public kedyK. Day-to-day cryptographic operations, however, are
performed by an insecure device which “refreshes” its kayopéally by interacting with the secure device.
In a (t, N)-key-insulated cryptosystem (informally) an adversaryowelompromises the insecure device and
obtains keys for up te time periods is unable to violate the security of the cryypstasm for any of the re-
maining N — t periods; we elaborate for the specific case of digital signestbelow. In atrongkey-insulated
system, security is additionally guaranteed with respedhé secure device itself or compromises thereof;
this is vital when the secure device may be untrusted. Stkeyginsulated public-key encryption schemes
have been defined and constructed recently [8]; here, wedardive first definitions and constructions for key-
insulated signature schemes. We believe that signatuegrszhare important case and deserve special efficient
constructions and theoretical investigation of their oviAtecise modeling and tailored constructions for the
case of digital signatures results, in fact, in a wide vgradtefficient protocols for this primitive. Theoretical
connections between this primitive and the basic primiti/eD-based signatures is investigated as well.

1.1 Overview of the Model

We review the informal description of the model as given i)} f&lapted here for the case of digital signatures
rather than public-key encryption. As in a standard sigmaticheme, the user begins by registering a single
public keyPK. A “master” secret key K*, generated along witR K, is stored on a device which is physically
secure and hence resistant to compromise. All signing, hexves done by the user on an insecure device for
which key exposures may occur. The lifetime of the protosalivided into distinct periods, . .., N; one may
think of these each as one day. At the beginning of peritioe user interacts with the secure device to derive a
temporary secret ke§ K; which will be used to sigh messages during that period. Thiqpkey PK used to
verify signatures remains fixed. Signatures are labelel thé time period during which they were generated.
Thus, signing messagd during period; results in signaturé, s).

The user’s insecure device, on which the temporary keystared; is assumed to be vulnerable to repeated
key exposures; specifically, we assume that up<4oN periods can be compromised. Our goal is to minimize
the effect such compromises will have. Of course, when a%kBy is exposed an adversary will be able to
sign messages of his choice for periodOur notion of security is that this is the best an adversarydo. In
particular, the adversary will be unable to forge a sigreatur a new message for any of the remainiig- ¢
periods. We call a scheme satisfying this not{enV)-key-insulated

If the physically-secure device is completely trusteds thevice may generaf@ K, SK*) itself, keepSK*,
and publishP K on behalf of the user. When the user requests a key for pgribd device may computgk;
and send it. More involved methods are needed when the @lilyssecure device isottrusted by the user. In
this, more difficult case (which we consider here), a sofut®to have the user generdteK, SK), publish
PK, and then derive keySK*, SK,. The user then sendsK™* to the device and storgsK, himself on the
insecure device. When the user wants to update his key tathgdriod j (and the user currently holds the
key for period:) the physically-secure device computes and sends “pakegl SK{J to the user, who may
then compute the “actual” ke§ K; using SK; andSK’ If designed appropriately, the user’s security may
be guaranteed duringll time periods with respect to the device itself. Schemes inge#tis level of security



are termedtrong As noted previously [8], strong key-insulation is essantihen a single device serves many
different users. Here, users may trust the device to uptatekeys but may not want the device to be able to
sign on their behalf.

The assumption of a basic level of synchronization, so thatyeparty in the system knows the index of the
current period, is necessary for the model to be well-defilddo necessary is some form of authentication
between the user and the physically-secure device durageth update phase. Note that if a ki§yis used for
this authentication and is stored on the insecure devicagegrsary who exposes keys ewteobtainsK and
can then impersonate the user during subsequent key ugttaiseobtaining signing keys for subsequent time
periods). As in previous work, however, we assume that atittegion is handled by an underlying protocol,
outside the scope of this work, which is immune to such ataéls one possible exampl& might never be
stored on the insecure device but instead might be obtaiimedtlgt from the user each time authentication is
needed (e.gKk may be a password or a key derived from biometric information

1.2 Our Contributions

The initial work on key-insulated cryptosystems [8] foadisxclusively on the case of public-key encryp-
tion; here, we focus on specialized and improved solutiangHe complementary case of digital signatures.
Adapting a “folklore” result (which has been put forth in J4yve first show a generic construction of a strong
(N — 1, N)-key-insulated signature scheme from any standard sigmatineme. We then give a strofigV )-
key-insulated signature scheme whose security may be eddiacthe discrete logarithm assumption in the
random oracle model. Finally, noting a connection — whicl baen overlooked in some previous work —
between key-insulated and identity-based cryptosystermsonstruct strongNV — 1, N)-key-insulated signa-
ture schemes based on any “trapdoor signature schemeftr{ateintroduce here). This results in very efficient
solutions based on, e.g., the RSA assumption in the randaoleomodel. Our last approach also generalizes
several recent (and independent from this work) propo&alsd, 27, 28] for identity-based signature schemes
based on the so called “Gap Diffie-Hellman Groups” (see [25])

We believe that this demonstated variety of schemes forgaeialized protection of digital signatures is an
important step toward full deployment of a Public Key Infrasture in realistic environments.

1.3 Related Work

Girault [11] investigates a notion similar to that of keyufetion of digital signatures in the context of smart
card research. However, this preliminary work has no formatlel and no proofs of security. Attempts at
key-insulated public-key encryption were considered bgnizand Tzeng [33] and also by Lu and Shieh [20]
(but only against a weak non-adaptive adversary). Keylatsd public-key encryption was first formalized,
and schemes with rigorous proofs of security given, in tikemework of Dodis, et al. [8].

The notion of key insulation is related to, yet distinct frdime notion of forward security [4, 5, 3, 19, 16, 21].
In the forward-secure model (introduced by [4, 5]), the sekey is updated without any interaction with an
outside device; thus, an adversary compromising the syst#ainsall the secret information existing at that
point in time. In this setting the adversary cannot be priagkfrom signing messages associated with future
time periods which is a major consideration herein. Forwgacure signature schemes, however, prevent the
adversary from signing messages associated prith time periods. A consequence is that even the legal user
is unable to generate signatures for prior time periods.

Compared to the forward-secure model, the key-insulatedeimmakes the stronger assumption of (a lim-
ited amount of) physically-secure storag€or this reason, much stronger security guarantees — nathaty

1For many applications, this secure storage can be reafiaeexample, by a personal smartcard or a non-networkedserv



the adversary cannot sign messages associatecamython-compromised time period — are possible. Fur-
thermore, the assumption of secure storage enables thethe® to request “old” keys thereby allowing the
legal user (who has been correctly authenticated) to sigardents for prior time periods. As we mentioned
above, this is impossible in the forward-secure settingis Thindom access to keys also allows a two-level
signature scheme in which one, “basic” level is used for radrday-to-day operation (and the key-insulated
security guarantee still holds) and a second, “privilegied€l is reserved for emergency or highly sensitive
transactions.

Somewhat related to key insulation is the problem of sigeatielegation [12]. In this model, a user wants
to delegate use of a signing key in a particular way. For exaufip place it in our setting), a user may delegate
the right to sign messages for a single day. Here, one segkgvent exposure of the “master” signing key
when a small number of delegated keys are exposed. On thehathd, to prevent excessive delegation it is
required that exposure of many delegated keys completebale the master key. The key-insulated model
makes no such requirement, and this allows for greater @fiiyi and flexibility. We also note that the existing
practical delegation schemes [12] are not provably-seageenst aradaptiveadversary who chooses which
keys to expose at any point during its execution. Finally,sitongschemes also protect against forgeries by
the physically-secure device itself; this has no counteipahe context of signature delegation.

Independent of the present work, we have become aware tédehork in the context of re-keyed digital
signatures [2]. Recasting this work in our model, one magnplesthat they constru¢tv — 1, N)-key-insulated
signature schemes based on either (1) generic signatueensstor (2) the factoring assumption. Their generic
construction is essentially identical to ours except thatadditionally ensure that our schemesisngly se-
cure. Our discrete logarithm scheme has no counterparf.ird@r scheme based on trapdoor signatures and
specialized for RSA may be viewed as the “Guillou-Quisqriate4] analogue to their “Ong-Schnorr” [26]
factoring-based scheme, where again we additionally ersuong security of our construction. The notion of
random access to keys is unigue to our treatment.

Finally, we mention a close connection with identity-baséghature schemes [31] (a connection which
has been overlooked in some previous work [11]). An ideritdged signature scheme may be viewed as an
(N — 1, N)-key-insulated scheme, and vice versa. We note, howe\aretisuringstrong security requires
additional work, so it might be harder to build strong kegtilated signatures than regular ID-based signatures.
We discuss this connection in more detail in Section 5.

Our work has already infuenced further modeling and furgwremes. ltkis and Reyzin [17] add to our
notion the idea of proactive refresh capability which akogwen a stronger adversary. Their adversary may
corrupt both the signer and the other device as well, in arating fashion. We hope that various strength-
enings and similar developments can be further motivatethisywork, since we believe that protection of
cryptographic keys is very central to the notion of security

2 Definitions

2.1 The Model

In this section, we provide a formal model and definition fey4insulated signature schemes and their security.
We begin with the definition of a key-updating signature sebgwhich generalizes the notion of a key-evolving
signature scheme [5]. In a key-updating signature scheeme th some data (namelyK ™) that is never erased;
this data need not be erased since it will be stored on a @ilysgecure device and hence never exposed.

Definition 1 A key-updating signature scheiiiés a 5-tuple of polynomial time algorithni&en, Upd*, Upd, Sign, Vrfy)
such that:



e Gen, thekey generation algorithm, is a probabilistic algorithm taking as input a security paneter
1*¥ and the total number of time periodé. It returns a public keyP K, a master keys K*, and an initial
keySKj.

e Upd*, thedevice key-update algorithm, is a probabilistic algorithm taking as input indicés; for
time periods (throughout, we assurmeC i, 5 < N) and the master ke§ K*. It returns a partial secret
keySK!

e Upd, theuser key-update algorithm, is a deterministic algorithm taking as input indiceg, a secret
keySK;, and a partial secret keﬁKZf,j. It returns the secret ke§ K ; for time period;.

e Sign, thesigning algorithm, is a probabilistic algorithm taking as input an indéxf a time period, a
messageé//, and a secret ke§ K;. Signg,, (i, M) returns a signatureii, s) consisting of the time period
i and a signatures.

e Vrfy, the verification algorithm, is a deterministic algorithm taking as input the public key<, a
messagelV/, and a pair (i, s). Vrfyp (M, (i, s)) returns a bitb, whereb = 1 means the signature is
accepted.

If Vrfyp i (M, (i, s)) = 1, we say thati, s) is avalid signature of)/ for period:. We require that all signatures
output bySigng, (i, M) are accepted as valid byrfy.

A key-updating encryption scheme is used as one might expacter begins by generatifd® K, SK*, SKy) «
Gen(1*, N), registeringP K in a central location (just as he would for a standard puksig-scheme), storing
SK* on a physically-secure device, and storifi§f, himself> When the user — who currently holdsk;

— wants to obtainSK; the user requesSK’ + Upd*(i, 7, SK*) from the secure device. UsingKk,; and
SK’ the user computeSK = Upd(i, j, SK SK’ ) this key may be then used to sign messages during
time pel’IOd] without further access to the deV|ce After computatiob'&f;, the user eraseSK; andSK’

Note that verification is always performed with respect toxadipublic keyP K which does not need to be
changed.

Remark 1 The above definition corresponds to schemes suppar@indom-access key updates [8]; that
is, schemes in which one can updat&; to SK; in one “step” for anyi, j. A weaker definition allowg = 741
only. All schemes presented in this paper support randooessckey updates.

2.2 Security

Basic key insulation. The adversary we consider is extremely powerful: (1) it meguest signatures on
messages of its choice during time periods of its choiceptaddy and in any order (i.e., we do not restrict the
adversary to making its queries in chronological order)jt(Ehay expose the secrets contained on the insecure
device for up tot adaptively-chosen time periods (alternately, it may ckdomsexpose the secrets stored on
the physically-secure device); and (3) it can compromigeirieecure device during a key-update phase, thus
obtaining partial keys in addition to full-fledged secrey«e The adversary is considered successful if it can
forge a valid signaturéi, s) on messag@/ such that the adversary never requested a signatuké fom period

1 and furthermore the adversary never exposed the insecuieedd time period.

We will model each of these attacks by defining appropriaéeles to which the adversary is given access.
To model key exposures, we give the adversary accesskiy &xposure oracIExpSK*,SKO(-) that does

2The purpose oF K} is to ensurestrongsecurity; i.e., protection against (compromises of) thgsjifally-secure device. If such
protection is not needed, we may simply Sét, =_1.



the following on inputi: (1) The oracle first checks whether peribtias been “activated”; if so, the oracle
returns the value already stored f8f;. Otherwise, (2) the oracle rur8K, « Upd*(0,i, SK*) followed
by SK; = Upd(0,¢, SKy, SK]), returns and stores the val$d;, and labels period as “activated”. We
also give the adversary access tsigning oracleSigng - sk, (-, -) that does the following on input M: (1)
The oracle first checks whether periblas been “activated”; if so, the oracle retuign . (i, M) (where

a value forSK; is already stored). Otherwise, (2) the oracle r$ifs; < Upd* (0,7, SK*) followed by
SK; = Upd(0,4, SKy, SK]), storesSK;, returnsSigng . (i, M), and labels periodas “activated”.

Remark 2 Storing the values of the secret keys for “activated” pesidd only necessary whedpd® is
probabilistic; when it is deterministic (as is the case fonge of our schemes), the oracle may simply run
Upd* “from scratch” whenever needed to answer an oracle query.b&dully general, we might have al-
lowed the adversary to access a “re-issuing oracle” whichioput ; re-computes the secret k&, via
SK; «+ Upd(0,7, SKy,Upd*(0,i, SK*)). The schemes presented here all remain secure under a more co
plex definition of this form.

Definition 2 LetII = (Gen, Upd, Upd*, Sign, Vrfy) be a key-updating signature scheme. For any adversary
A, define the following:

ot . (PK,SK*,SK) + Gen(1*, N),
SUCCA,H(k) = Pr VrfypK(M7 <273>) =1 ]7

(M, (i, s)) ASignSK*’SKo("')’EXpSK*,SKo(')(pK)

where(i, M) was never submitted to the signing oracle andas never submitted to the key exposure oracle.
We say thatl is (¢, NV)-key-insulated if, for anyPT A who submits at mostrequests to the key-exposure
oracle,Succy 11(k) is negligible. We sayl is perfectly key-insulated It is (/N — 1, N)-key-insulated.

We remark that we allow the adversary to interleave signeguests and key exposure requests, and in
particular the key exposure requests of the adversary mayaole adaptively (based on the entire transcript of
the adversary’s execution) and in any order.

Secure key updates. For the purposes of meeting Definition 2, we could Ietﬂf&if,j = SK* for all 4, j;

the user could then rudpd® andUpd by himself to deriveSK; (and then eras§ K*). Of course, one reason
for not doing so is the realistic concern that an adversary gdins access to the insecure device is likely to
have access for several consecutive time periods (i.dl.thmtuser detects or re-boots) including Key update
steps In this case, an adversary attacking the scheme above wbtdih SK* and we would not be able to
achieve everfl, V)-key-insulated security.

To address this problem, we consider attacks in which anradmebreaks in to the user’s storage while a key
is being updated from§ K; to SK;; we call this skey-update exposure @t j). When this occurs, the adversary
receivesSK;, SKZ(J-, andSK; (actually, the latter can be computed from the former). Weaacheme has
secure key updateka key-update exposure &t j) is of no more help to the adversary than key exposures at
both periodg and;. More formally:

Definition 3 A key-updating signature scheriehas secure key updates if the view of any adversary
making a key-update exposure (@tj) can be perfectly simulated by an adversaty making key exposure
requests at periodsand ;.

Strong key insulation. Finally, we address attacks that compromise the physisaityire device (this in-
cludes attacks by the device itself, in case it is untrusteldye, our definition is similar to Definition 2 except



that instead of having access to the key exposure oraclgdversary is simply given the master k8y<*.
Schemes which are secure in this sense — and (@l99)-key-insulated — are termestrong (¢, NV )-key-
insulated. Note that we do not protect against an advershoyoempromiseboththe physically-secure device
and the user’s storage; in our model, this is impossible hieze. (But see the recent work of [17] for some
partial solutions to this problem.)

Definition 4 Letll = (Gen, Upd, Upd*, Sign, Vrfy) be a signature scheme which(is IV)-key-insulated. For
adversaryB, define the following:

ef

. (PK,SK*,SKy) + Gen(1* N),
Succp (k) = Pr[foYPK(M7 (1,8)) =1 ]’

(M, (i, s)) « BSIMske 51,0 (P, SK*)

where(i, M) was never submitted 8igng . g, (-, -). We sayll is strong (¢, N)-key-insulated if for anppT
B, Succg i1(k) is negligible.

3 Generic, Perfectly Key-Insulated Signature Scheme

We demonstrate a perfectly key-insulated signature schibatecan be constructed from any existentially un-
forgable (standard) signature schefe= (G, S, V). Rather than repeating the standard definition of security,
we may viewO as ag0, 1)-key-insulated scheme in the natural way. Thus, our coctstr can be viewed as
the amplification of g0, 1)-key-insulated scheme to a perfectly key-insulated schéfeelater show how to
achieve strong key insulation with minimal additional cost

The basic construction achieving perfést — 1, V)-key-insulation is folklore Gen generates a pair of keys
(PK,SK*) + G(1*), sets the public key t®K, setsSK, =1, and storesSK* on the physically-secure
device. At the beginning of time peridgdthe device generates a fresh pair of k@ys;, sk;) < G(1*) and cer-
tifies pk; for time period; by signing it as followscert; = (pk;, Ssk+(pki||7)). It then setsSK; = (sk;, cert;)
and sendsSK; to the user, who erases the previous key. The user signs ageggs at time period: by
using the “temporary” keyk; and appending the certificatert;; that is,Signg . (i, M) = (i, o, cert;), where
o « Sq, (M). To verify, one first verifies correctness of the cerificatd #ven uses the period verification
key pk; to verify the signaturer, accepting only if both are valid. We remark that it is crlitéasign the time
periodi along withpk; since this prevents an adversary from re-using the samiéicg at a different time.

Signing requires computation equivalent to the originals{b) signature scheme, while the cost of signature
verification is increased by a factor of two. In practice,ify@ng the validity of cert; need only be done once
per period when multiple signatures are verified. Secufith® scheme is given by the following.

Lemma 1 If © is existentially unforgeable under a chosen message attiaekII as described i$N —1, N)-
key-insulated. Furthermoré] has secure key updates.

Proof ThatIl has secure key updates is trivial. We therefore focus onrthaf pf perfect key insulation. Let
A attackIl. A forgery occurs when the adversary forges a valid sigeatuw, (pk, 7)) of some messagg/
at time periodi such that: (1) is a vaild signature ofpk||i) w.r.t. PK; (2) o is a valid signature o/ w.r.t.
pk; (3) period; was not exposed; and (&), M) was not submitted to the signing oracle. Denote the event of a
forgery byF.

If period ¢ is “activated” (cf. Section 2.2), then the valueg; is well defined. In this case, I&q be the
event thaipk = pk;. If period is not activated then the value pf; is not well defined and we simply define
Pr[Eq] = 0. ClearlyPr(F) = Pr(F A Eq) + Pr(F A Eq).



Case 1:In case event§ andEq both occur themk = pk;. Assume thatd makes at mosg(k) = poly(k)
queries to the signing oracle overall. We constrdtattacking® as follows: A’ has as input a verification key
pk' for which it does not know the corresponding secret &€y and also has oracle access to the signing oracle
S, (). A’ chooses arandom indexc {1,...,q(k)}, generates a random key paltK, SK*) «+ G(1¥), and
runsA on inputPK. Leti* be the period for which the' signing query ofd was made. If a previous signing
query was made for period, the experiment is aborted. Otherwise, advers&rymplicitly uses(pk’, sk')
to respond to the query by making use of its signing ordgle(-). For signature queries+ 1,...,q(k), if
A requests a signature for perigtithe signature is computed usisg(-). If A ever makes a key exposure
request for period*, the experiment is aborted. All other oracle queries arevaredd by A’ in the expected
manner; namely, by generating fresh temporary keys and tisencorresponding secret keys to answer signing
and key exposure requests. If the final outputia$ (M, (i, o, (pk, 7))) and the experiment was never aborted,
then A’ simply outputs(M, o).

With probability at least /¢(k), the experiment is not aborted aifd= i (recall, is the period for which a
forgery is made). The success probabilityAfin forging a signature fo® is thus at leasPr[F A Eq]/q(k).
By the assumed security 6f, this quantity must be negligible. Singék) is polynomial ink, it must be that
Pr[F A Eq] is negligible as well.

Case 2: In case event§ and Eq both occur, then either periadis not “activated” or elsek # pk;. We
constructA’ attacking® as follows: A’ has as input a verification keyk’ for which it does not know the
corresponding secret key:’, and has access to a signing oraglg (-). A’ setsPK = pk’ and implicitly sets
the master ke K* = sk’. A’ then simulates the entire run dfby generating (on its own) all the temporary
keys as needed, and using its signing or&lg(-) to produce the needed certificates. If the final output of
is (M, (i, o, (pk,7))) then A’ simply outputs(pk||i, 7). The success probability of in forging a signature for
O is then exactyPr[F A Eq]. By the assumed security 6f, this quantity is negligible. |

Achieving strong key insulation. The above construction is extensively used in practice. évew the
scheme assumes a fully-trusted device on which to sfdfé since, as described, the device can sign mes-
sages without the user’'s consent. We now present a simplet-geperic and powerful — method to achieve
strong security foany key-insulated scheme (not just the folklore scheme abavé)h&nce offer protection
against the device.

LetII = (Gen,Upd*, Upd, Sign, Vrfy) be a(t, N)-key-insulated signature scheme anddet= (G, S, V)
be a standard signature scheme. We construct a schiéme follows. Gen'(1¥) runs (PK, SK*, SKp) «+
Gen(1*, N) followed by (pk, sk) «+ G(1¥). It setsPK' = (PK,pk), SK* = SK* andSK)) = (SK, sk).

In other words, the user get “his own” signing key. The key updating algorithmdpd*’ andUpd’ do not
change. When signing, the user computes both the signaftuvé w.r.t. IT and the signature qfM/||i) w.r.t.
S. Formally,Sign’(SKi,sk) (4, M) = (Signg, (i, M), Ssk(M]|2)). To verify, simply check the validity of both
signatures.

The modified scheme is obviously, N)-key-insulated as before (a formal proof is immediate).o&gr
security also follows as long &3 is secure, since an adversary who has only the mastef k&ycan never
forge a signature on a “new” messag¥ ||:) with respect t®. We remark that it is crucial that the periothe
signed along with\f usingsk. To summarize:

Lemma 2 If ITis (¢, N )-key-insulated an@ is existentially unforgeable, thdif as described is stron@, N )-
key-insulated.

Remark 3 We can also support the following variant of forward seguih addition to the usual key-insulation
property) if we use anforward-securaignature scheme (e.g., that of [16, 21]) in place of an cadjrsignature
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scheme above. Now, even foththe user and the secure device are compromised at pérmideast all the
previous periodd ... (i — 1) are “secure”. (Of course, we must necessarily must give @préimdom-access
key update property, and only allow to change the keys framoqie: to 7 + 1).

4 (t, N)-Key Insulation under the DLA

While the scheme of the previous section is asymptoticgiinwal in all parameters, in practice one might
hope for more efficient — and less generic — solutions, egfigdor strong security. In particular, one might
hope to avoid the doubling (tripling) of signature/veritioa time and also to reduce the length of a signature.
In the following sections, we provide schemes based on Bpessumptions in which signing and verifying
require only a single application of the signing/verificatialgorithm of the underlying, “basic” scheme. The
signature length will also be essentially the same as thideofinderlying scheme.

In this section, we present (@, N)-key-insulated scheme which may be proven secure underisheete
logarithm assumption. Unfortunately, the lengths of theligukey and the master key grow linearly with
(yet they are independent of). Thus, while practical for small values éfit does not completely solve the
problem fort =~ N. We defer such a solution to the following section.

Our scheme builds on the Okamoto-Schnorr signature schedme9] which we review here. Let ¢ be
primes such thap = 2¢ + 1 and letg be the subgroup df; of orderq. Fix generatorg,h € G. A public
key is generated by choosingy €r Z, and settingy = g*hY. To sign messagé/, a user chooses random
r1,r2 € Zgand computes = ¢g"th"™. Using a hash functiod/ (modeled as a random oracle), the user then
computes = H (M, w), wheret is interpreted as an element®jf. The signature istw, r —tz, ra—ty) (Where
computation is donenodgq). A signature(w, a, b) on messagé/ is verified by computing = H (M, w) and
then checking thaiv z g*hPut. It can be shown [24, 23] that signature forgery is equiviatercomputing
log, h.

Gen(1¥, N):
T0: Yoy - -+ T Ui < Lg
v =g%ihvi,fori =0,...,t
SK* = (xfayfa a*xzayz()’SKO = (3’?3,?46)
PK = (g,h,v5,...,v;)
return (PK, SK*, SK))

Upd*(l,j, (xfayfa s amz(ayz()) : Upd(l,], (miayi)? (xg,]’y;,])) :
;= Yo (5 —iF) Tj = T + T
Ui = Yor1 Ui (" — i) i =Y+,
return SK; ; = (%] ;,Y; ;) return SK; = (zj,y;)
Sign(xiyyi)(i, M) : Vrfy(v(’;,...,vz)(Mv <iv (wv a, b)>) :
1,72 < Lg v; = Hizo(vf)ik
w=g"h" T =H(i, M, w)
7= H(i, M,w) if w=g®hv7 return 1
a=11—TT;b=r2—TY; else return 0
return (i, (w, a,b))

Figure 1: A strong ¢, IV )-key-insulated signature scheme.

Our construction achieving strong@, V)-key-insulated security appears in Figure 1. We stressttieat
scheme achievestrong security without additional modifications, yet the time uggd for signing and ver-
ifying is essentially the same as in the basic Okamoto-Sthsuaheme. Furthermore, using two generators
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enables a proof of security for aulaptiveadversary who can choose which time periods to expose atanty p
during its execution. This is vital for our intended applicas. For completeness, we include here a theorem
describing the security of this construction; the proofefity appears in Appendix A.

Theorem 1 Under the discrete logarithm assumption, and modelih@) as a random oracle, the scheme of
Figure 1 is strong(t, N)-key-insulated and has secure key updates.

5 Perfectly Key-Insulated Signature Schemes

We now construct a strongperfectly key-insulated scheme whose security (in the random oracketis
based on what we calfapdoor signatures This scheme is more efficient than the generic signaturenseh
presented in Section 3, and results in a variety of specifitepity key-insulated signatures; e.g., an efficient
perfectly key-insulated scheme based on ordinary RSA énahdom oracle model).

Informally, we say that signature schef@e= (G, S, V) is atrapdoor signature scheniithe following hold:
(1) Key generation consists of selecting a permutafipnf—!) from some family of trapdoor permutations,
choosing randony, and computing: = f~!(y); and (2) the public key i$f,y) and the private key is. Itis
essential that it imot necessary to includé—" as part of the private key.

Given any (secure) trapdoor signature scheme, we congirpetfectly key-insulated signature schemhe
as follows (methods for achieving strong security are dised below):Gen chooses trapdoor permutation
(f, f~!) and publishes?K = (f, H) for some hash functiod/ (which will be treated as a random oracle
in our analysis). The long-term secret keyd&* = f—!. The keySK; for time period: is computed as
SK; = f~1(H(i)), and a signature on messate during periodi is computed (using the basic scheme) via

o < Ssk;(M). Verification of signaturg, M) is done using the basic verification algorithm and “period

public key” PK; def (f, H(i)). The security of this scheme is given by the following:

Theorem 2 If © is a secure trapdoor signature scheme, thiefas constructed above) is perfectly key-insulated
and has secure key updates.

Proof ThatII has secure key updates is obvious. Given an advetsaattacking the security ofl, we
construct an adversaly attacking the security dd. AdversaryB is given public key( f,y) for an instance of
© as well as access to a signing orablg-). Assume thatd makesg(k) = poly(k) queries to hash function
H(-). AdversaryB chooses a random indéxe {1,...,¢(k)} and runsA on input PK = f. We assume
without loss of generality that for any indéx A queriesH (I) before queryind=xp(I) or Sign(Z, ) and also
before outputting a forgery of the forifi\Z, (1, o)); if not, we can have3 perform these queries on its own.
To answer theg/*t query of A to H(-) for j # 4, B chooses a random;, computesy; = f(z;), and returns
y;. To answer the'h query of A to H(-), B simply returnsy. LetI,... , Ly(x) represent the queries df to
H(-). Note thatB can answer honestly all oracle queries of the f@gn(/;, ) for 1 < j < g(k): whenj # i
then B has the necessary secret key and when: then B can make use of its own signing oracle to answer
the query. Furthermorg? can answer honestly all oracle queries of the f@&xp(/;) as long ag # 4, on the
other hand3 aborts the simulation if the queBxp(I;) is ever asked. When outputs a forgeryM, (I;,0)),

if 5 # i then B aborts; otherwisel3 outputs forgery( M, o). Note that the probability tha® does not abort is
exactly1/q(k) and thereforé@r[Succp ] = 1/¢(k) - Pr[Succy 1i]. Since this quantity must be negligible, the
success probability ol must be negligible as well. [ |

We note that the conversion to a perfectly key-insulate@sehis quite efficient. The length of public key
PK is roughly equal to the length of the public key@ and temporary key§ K; require as much storage
as secret keys in the original scheme. Signing and veriftimgs inIl are essentially identical to those in
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©. As for concrete instantiations of trapdoor signature seh®, we note that the scheme of Guillou and
Quisquater [14] provides an example of such a scheme whaskitgeis equivalent to the RSA assumption
(in the random oracle model). However, a number of additisnhemes satisfy this requirement as well (i.e.,
[9, 22, 26, 32, 30]). Thus our technigue is quite flexible alholxas for adaptation of a number of standard (and
previously analyzed) schemes. As an example, the secoedhecbf [2] may be viewed as an instance of our
construction instantiated with the Ong-Schnorr trapdagmagture scheme [26], implying an immediate proof
of security.

Relation to Identity-based Signatures. Recall that anD-based signature schenjdl] allows the trusted
venter to publish a single public kely K for the system (keeping the “master” kéy<*), and useSK* to
extract a valid signing key K; corresponding tany identity/. The security of ID-based signatures roughly
states that no coalition of users can sign on behalf of angraiker. Obviously, by identifying our concept
of time periods with the concept of identities, any ID-baseghature scheme is equivalent to a perfectly (but
not necessarily strong) key-insulated signature schemdeeld, when our “trapdoor” construction above is
instantiated with the Guillou-Quisquater scheme, theltiaguscheme is essentially equivalent to the original
proposal of Shamir [31] for an ID-based signature. We mentimwever, that prior to our work no truly formal
definitions or proofs of security for any identity-basednsityire scheme have appeared. We believe that it is
extremely important to provide such formal treatment duiiaéchuge practical relevance of both ID-based and
key-insulated signatures. The above connection that wadftsialso very interesting.

We also remark that very recently (and independently froisitork) several proposals [28, 27, 6, 15] for
ID-based signatures were given. (Among those, only [6] idexy formal definitions and analysis; indeed,
one of the schemes of [15] was recently broken [7].) Inténght they all can be viewed as applying our
“trapdoor” methodology of Theorem 2 to various regular tlagr signatures, since all these signatures use the
same functionf~!. Roughly, the corresponding function (considered in sopezial “gap Diffie-Hellman”
groups; see [25]) had the forrfﬁa (g°) = g®. This (inverse) function can be indeed computed given the
trapdoora. And even thougly itself is not efficiently computable given only ¢*, one can easily see that all
we need in Theorem 2 is to efficiently sample random pairs @ffélhm (g°, g%°) (in order to respond to the
random oracle queries), which is easy to do for the aljfovEhus, our general approach seems to encompass a
variety of currently proposed schemes.

Achieving strong security. Strong security for any scheme following the above consitncan be achieved

immediately using the “generic” conversion outlined in 8®t3 and proven secure in Lemma 2. This increases
the cost of signature computation and verification. For ifigeschemes, however, we can often do better:
in particular, when computation of ! can be done in a 2-out-of-2 threshold manner by the user and th

device. As an example, for the RSA-based scheme [14] in wiieh(x) ' z¢ mod N and f]\*,}d(y) f

y? mod N (for ed = 1 mod o(NV)), the user and the device can shdradditively using standartithreshold
techniques (i.e., [10]). Here, the user stores (at all tjrdgsand the physically-secure device stothssuch
thatd, + d2 = d mod p(N). To compute the keyp K; for periodi, the device sends; » = H(i)% to the
user who then compute&k; = z; » - H(i)% = H(i)?. We note that similar threshold techniques are available
for computingf —! in 2-root signature schemes [18], showing that the scheme afd@]be made strong as
well. Finally, the recent proposals for ID-based signasgleemes [28, 27, 6, 15] utilizinggjgla (z) = z® and
having master key, can also be trivially made strong by randomly splitting= a1 + a2 and noticing that
fgfgla (H(i)) = (H((2)* = (H())* (H (7)), so that the device can compUtH (i))*? and the user can then

3For our application we may assume a trusted dealer sincestrhimself acts as the dealer during the key generation phase.
Furthermore, we may assume that the physically-secureeévi(at worst) honest-but-curious since if this is not tasecthen this
device can simply refuse to cooperate with the user altegeth
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multiply it by (H (7).
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A Proof of Theorem 1

We prove the theorem in a number of steps. We first considemdtien of a key-updating identification pro-
tocol and state the natural definition of key-insulated ggcin this context. Then, we show and prove secure
a particular identification scheme based on the discretrithgn assumption. Applying the Fiat-Shamir tran-
formation [9] to this protocol yields the protocol of Figutesecurity of the transformed protocol (considered
as a signature scheme) in the random oracle model followstragghtforward way from the results of [5] (see
also [1])4

We work in the standard framework for identification protiscm which public keys are associated with
users. The prover has a secret kel{ associated with a public kel K, and the prover wants to identify
himself to the verifier. We assume here, for simplicity, @éround protocol in which the prover sends an initial
message, the verifier sends a random “challenge”, and thempresponds with some “answer”. Informally,
an identification protocol is secure if an adversary, evéer gfarticipating as a verifier in many interactions,

“Fiat-Shamir transform in the context of standard securityfarward security; however, itis clear that their resalia be extended
to the case of key-insulated security.
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cannot impersonate the prover to another verifier. We natiectlir definition of security includes the case of an
adversary who may act ad&éshonestwerifier and choose his challenge in an arbitrary manner.

Completely analogous to the key-updating signature scluafieed in Section 2, we may also define a key-
updating identification scheme. Here we have a masteSk€y which is stored on a physically-secure device.
At the beginning of time period the prover interacts with the secure device in order toinlat&ey S K; valid
for the current time period. The prover (who may be operatin@n insecure device) proves his identity to a
verifier in periodi using keySK;.

As with key-updating signatures, we may consider an adwevgao interacts with the prover in an execution
of the identification protocol during various time periodad may additionally compromise the insecure device
and obtain the temporary keys for a limited number of timeqgols: We say that an identification scheme is
(t, N)-key-insulated if, for any adversary who compromises trstesy at most times, the adversary will not
be able to successfully impersonate the prover during amy tieriod other than those in which a compromise
occurred. A formal definition along the lines of Definition2aasily obtained from the above discussion. We
may definestrongsecurity in an analogous fashion to Definition 4.

A proof of the following may be immediately dervived from [(df. footnote 4).

Theorem 3 For any strong(t, V)-key-insulated identification scheme, the correspondeygupdating signa-
ture scheme derived by applying the Fiat-Shamir transfo@n(fnd assuming a random oracle) is strong
(t, N)-key-insulated. Furthermore, if the identification schems secure key updates then so does the signa-
ture scheme.

In fact, we note that the identification scheme need only berseagainst a passive adversary (see [1]) for The-
orem 3 to hold; however, our construction achieves the gaolevel of security (security against an adaptive
adversary) anyway.

The identification scheme will be defined in the obvious wageoaon Figure 1. Primes, ¢ with p =
2q + 1 are fixed, as are elemergsh € Z; of orderg. A user’s public keyPK is chosen by first picking
T Y, - 5, Yp € Zgand settingy} = g% h¥i . The public key igvg, ..., v}), SK* is (z1,y5,. .., 75, y}),
andSKj is simply (z§, ;). Key updates are done as in Figure 1.

The identification protocol for time peridgproceeds as follows. The prover has secretk&y = (z;,y1) =
(ko ik, 31—y yii®) and the verifier computes period public keyaswv; = I5_y(v7)”. To begin, the
prover chooses;,r, € Zg4 cOmMputesw = g™ h"?, and sendsv as the first message. The verifier responds
with randomr € Z, as the challenge. The prover calculates r; — 7z; mod ¢ andb = r, — 7y; mod ¢ and

sends response, b). The verifier then checks whether= g“h”u{.

Our proof that the identification scheme sketched abovededd key-insulated uses the techniques from
[24]. We state the following lemma without proof, and refee teader to [24] for details:

Lemma 3 Assume there exists an adversatyith non-negligible probability of impersonating the pesvn
time periodi. Then there exists an algorithm which runs in expected pohyjal time and outputs two accepted
executionJw, 7, a,b) and (w, 7', o', b') of the identification protocol for period (i.e., with respect to period
public keyv;), with 7 # 7.

Using this lemma, we now show that an adversary who can bhegkely-insulated identification scheme can
be used to computieg, ~ (which is assumed to be intractable). We denot&/by Z; the (unique) subgroup
of orderg in Z,.

Theorem 4 The identification scheme sketched above is stfony )-key-insulated, assuming the hardness of
computing discrete logarithms . Furthermore, it has secure key updates.
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Proof That the scheme has secure key updates is obvious. Assuraeitigs an adversary who has non-
negligible probability of impersonating the prover duriagime period for which key exposure did not occur.
We show how to usel to computelog, h. Giveng andh, run the identification scheme in the presence of
adversaryA, taking part in executions of the protocol withand givingS K; to the adversary when requested
(note that knowledge dbg, h is not required for any of these steps, and we can therefordldadversaries

A who may act as dishonest verifiers). lZebe the set of time periods for which the adversary requested a
key exposure. By assumptior, has non-negligible probability of impersonating the proshering some time
periodi ¢ T. Letv; = IT;_,(vf)” . Lemma 1 shows that we can then (with overwhelming protigptienerate

two accepted execution{ss, 7, a,b) and(w, 7', a’,t") for periodi with 7 # 7'. Using this, we may calculate

zh = (a' —a)(7 — 7') " mod g andy} = (b — b)(7 — 7')~" mod ¢ such thaw; = g%ih¥:.

There are exactly solutions(z,y) such that; = ¢g*hY. We already have one solutidm;, y;), and have
derived a second solutigia}, y;). Note that even a computationally-unbounded adverdacgnnot determine
the values(z;,y;) we already have. To prove this, first consider any acceptedution (w,t,a,b) of the
protocol in period;. The valuegz;,y;) are constrained as follows:

logjw = ry+ralog,h modgq
a = 71 —tzjmodgq
b = ry—ty;modg,

and hence alj solutions(z;,y;) are equally likely. Furthermore, the key exposure requefstie adversary
reveal only the/ values{(z;,y;)};cz. Since these values are simply the values of the functjGiis) =
Z?:o x;‘-zj andfa(z) = Z?:o y;fzj evaluated af distinct points, the adversary gains no information abbet t
values of these functions at any point nofZin

Therefore, with all but negligible probability/q, the solutions(z;, y;) and (z}, y;) are distinct. We may
then calculatdog, h = (z; — z})(y; — y;)~" mod gq.

The proof of strong security is exactly similar, and is ositt |

Theorem 2 is implied by Theorems 3 and 4.
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