Transparent Distribution Middleware

for Ge n eral Purpose Computations 1

Partha Dasgupta

� , Vijay Karamcheti � and Zvi M. Kedem �

� Arizona State University

� Ne wYork University

1 This research ispartiallysupported by grants from DARPA/Airforce Research Laboratory˘ Rome Research Site

( F30602-96-1-0320 ), NSF (CCR-94-11590 and CCR-95-05519), Intel, and M i crosoft.

Abstract

A huge installed base of general-purpose (often seque n -

tial) applicationscannot take advantage of distributed

systems. Thispaper presents a design and initial prot o -

types of a set of techniques, called adaptive virtualiz a -

tion, that endows regular applications with features for

exploiting a distributed environment. These featuresi n -

clude the ability to be scheduled on diverse CPUs,

adapting to availability of resources, handling faults,

and moving around in a distributed system.

Our approach isto first lift the executing binary of the

application off of the operating system using the API

interception technique. Then we insert a middleware

layer between the application and the operating system.

This layeremulates the base operating system asfaras

the application is concerned, but actually builds a di s -

tributed operating systemthat the application run on.

This technique essentially virtualizes all resources of a

distributed systemand creates a large virtual multipro c -

essor.

Keywords : Distributed Operating Systems, Mi d -

dleware, Process Migration.

1.

Introduc tion

Sincemid 1980ś ther ehas been ext ensivework on distributed comput ing, distributed (or decentra l - ized) programming, distribut ed operating syst ems, and distribut ed applications. However, theseefforts havenot achieved widespr ead success in tran s - for ming net worked machines int o easily useable, reliabledistribut ed comput ing pla t for ms.

A major obstaclethat has proven difficult to surmount is the application development barrier .

When a new syst emwit h new features is built, it comes wit h an API and a set of met hods to build

applications. Older applications do not run on the new system, nor can they takeadvantageof the new systemś capabilit ies. . Sincedeveloping new applications using a new development environment is difficult, theprogrammers shun thesyst em, and it gets only limit ed a c ceptance.

In this paper, wepresent a novel met hod of middlewaredevelopment, which does not suffer fromthe excruciating problemof having t o rede s - ign, re-code, or even recompileapplications. All binaries of all existing applications that run on a standard operating syst em(OS) run on thenew, distributed platfor m. Binary compatibilit y wit h all applications, gives us the^no new API~ met hod of syst emdeve l opment.

Our approach takes a baseOS (Windows NT in our case), and all theapplications that run on it, and transparent ly converts that systeminto a ^di f - ferent~ one. This ^differ ent~ syst em is called a

^Computing Community~ or CC. A CC has fe a - tures that areselect ed when theCC is constructed.

For example, a CC that can havethefeatures of transparent distribution , global scheduling, fault tolerance , and application ada p tation .

2. The M echanism: API Interception

Thebasic, low-level mechanismused t o makeit possiblefor any application to uset hefacilit ies of a distributed syst emis API interception . An appl i - cation runs on top of an operating syst em. It uses theAPI of theoperating syst emt o obtain ser vices of theoperating syst em. API int erception a met hod of unobtrusively and transparently int ercepting all or part of theAPI calls theapplication ma kes to the operating syst ema nd t hen emulating thefunction provided by thenativeAPI call using addit ional soft ware.

API int erception allows theapplication to be

^lifted-off~ of theoperating system and a layer of soft wareinserted bet ween t heapplication and the operating syst em. This softwareis a middleware layer that is invisibleto theapplication, but e n - dows theapplication with features it was not d e - signed for. Froma differ ent perspective, wecan say this middlewar eenhances thebaseoperating syst emint o a new operating syst emt hat has fe a - tures aboveand beyond theoriginal operating ˘ syst em, and still is binary compatiblewit h the origina l operating syst em.

Our research project is using theAPI int erce p - tion mechanismt o build a distribut ed operating syst emthat will provideall application wit h fe a - tures of distribution without theneed for reprogramming or even re-compilation. Ther eare several toolkits availablet o automatethetask of

API int erception. Wearecurrently using the Med i - ating Connectors toolkit fromISI [Ba99] A toolkit with similar funct ionalit y called Detours [Hu*99].

is availablefromMicrosoft. Thedistribut ed syst em wearebuilding is called theComputing Comm u - nity.

3. The Computing Community (CC)

Definition : A CC is an aggr egation of comput ing and infor mation resources˙and even CCs˙ all drawn from diverse sources . CCs aredyna mic and hierarchically constructed. CCs are self-repairing , and continuedelivering , adequate, and predictable performance of the key services despite faults and other imperfections of the execution pla t form.

Effect ively, a CC is a single, dyna mically cha n g -

ing, virtual multiprocessor system, physically built of ma ny components. Thephysical net work disa p - pears fromtheview of thecomputations that run on theCC.

TheCC comprises thr eesynergistic comp o - nents: (1) Virtual Operating System(2) Global R e - sourceManager, and (3) Application Adaptation.

Thesecomponents areresponsible, respectively, for providing a unified view (virtualization) of CC resources and privileges, int egrating diverseco m - ponents into theCC, and adapting to cha nges in

CC resourcecharacteri s tics.

1.

The Virtual Operating System ( VOS ) is a

layer of soft warethat non-intrusively operates

bet ween t heapplications and thestandard o p -

erating syst em. TheVOS presents thestandard

Windows NT API to theapplication, but can

execut ethesa meAPI calls diffe r ent ly.

2. The Global Resource Manager component

ma nages all CC resources, dyna mically di s -

covering theava ilability of new r esources, i n -

tegrating themint o theCC, and making them

availablefor useby CC computations.

3. The ApplicationAdaptation component e n -

ables thecomputations to takefull advantage

of CC resources and provides self-r epair cap a -

bilit ies.

Figur e1 shows a conceptual view of a CC. It

takes a set of operating syst ems, and a set of r e -

sources, and via a layer of middlewareconverts it

into an int egrated syst em. A computation execu t -

ing within a CC has controlled and customizable

access to theunion of ther esources and privileges

contained in theCC. CCs can expand and contract

dyna mically, and thecomputations arecomplet ely

mobilewithin CCs.

O p e r a t i n g

S y s t e m

O p e r a t i n g

S y s t e m

O p e r a t i n g

S y s t e m

R 1 R 2 R 3 R 4 R 5 R 6 R 7

P 1 P 2 P 3 P 4

P r o c e s s e s ( P i ) , o p e r a t i n g s y s t e m s , a n d

r e s o u r c e s ( R j ) i n a c o n v e n t i o n a l s y s t e m

C C a u g m e n t s t h e o r i g i n a l s y s t e m w i t h g l o b a l s y s t e m -

w i d e e n t i t i e s

O p e r a t i n g

S y s t e m

O p e r a t i n g

S y s t e m

O p e r a t i n g

S y s t e m

R 1 R 2 R 3 R 4 R 5 R 6 R 7

P 1 P 2 P 3 P 4

Figur e1: Froma standard operating syst emto a Computing Community.

This paper describes that part of themiddl e -

warethat ma kes thetransparent distribution poss i -

ble, na mely theVirtual Operating Syst em(VOS).

4. Virtual Operating Syste m D e sign

4.1 The Virtualization Concept

Virtualization is thefunda mental idea behind the

power of a CC. Consider a user process running a

standard application. Under a standard OS, this

process runs in a logical addr ess space, is bound t o

a machine, and int eracts wit h theOS local to this

machine. In fact, theprocesses (and their threa ds)

arevirtualizations of ther eal CPUs. Similar virt u -

alizations exist for memor y, files, screens, and

net works. However, such virtua l ization is low-

level and limit ed in scope. In theCC framework,

virtualization is defined at a much higher level. All

physical resources (CPU, memory, disks, and ne t -

works) as well as the OS s belonging to all them a -

chines areaggr egated int o a single, unified (di s -

tributed) virtual resourcespace.

As in an operating syst em, a process in theCC

runs on a virtual CPU, uses virtual memor y and

accesses virtual peripherals. However, in addit ion,

it is enveloped in a virtual shell (Figure2).

This shell makes t heprocess feel that it is

running on a standard OS˙Windows NT, in our

case. Theprocess int eracts wit h theshell as it

would int eract with Windows NT. However, the shell creates a virtual world ma deof theaggregat e

of thephysical worlds in theCC.

In general, a running application needs co n -

stant access to some set of virtual resources ( V 1 , V 2 ,

V 3 , ... V n ). TheCC contains, in general, a much

larger set of physical resources, ( R 1 , R 2 , R 3 , ... R n ).

To enablemobilit y and reconfigurabilit y, theCC

can cha nget hemappings between a virtual r e -

source V j and a physical resource R i , at any time , as

long as V j and R i areof thesamet ype. Somet imes it

is possible(and desirable) to assign mult iple

physical resources to a singlevirtual resource, as

described below. Of course, substituting a partic u -

lar fileis not possible, but substituting thedisk

storing thefilewith another disk is poss i ble.

Her earea few of theadva n tages:

· Theusers can movetheir virtual ^homem a - chines~ at will, even for applications that are currently executing. This is the ultimate mobile computing scenario.

· A critical ser vicerunning on machine M 1 can bemoved t o machine M 2 if M 1 has to becast away. This is essential for perfor ming maint e - nancewit hout serviceint erru p tion.

· Schedulers can control thecomplet eset of r e - sources. This is important for providing high perfor mance.

· Theprovision of mult iplephysical resources for a singlevirtual resourcedelivers important new capabilities ranging fromduplicating a p - plication displays on mult iplescr eens to repl i - cating processes for fault-tolerance(all wit hout programming t heapplication to do so).

· Applications can useresources, transparently aggr egated fromseveral machines. For exa m - ple, a memory-int ensiveapplication can use memor y in remot emachines.

To summarize, theCC presents a singlem a - chineint erfaceto all applications, although t hey execut eon differ ent physical machines.

[ZMK1]

4.2 The Virtual Operating System (VOS)

TheVirtual Operating Syst em(VOS) is a layer of soft warethat runs on every machinein theCC, shielding running applications fromt hestatic n a - tureof thestandard OS. TheVOS runs at theuser level, and ext ends thecapabilities of an OS by monit oring and intercepting syst emcalls madeby all application running on that machine. Cons e -

P 1

o p e n ( v i r t _ h )

C C

Network

o p e n ( r e a l _ h )

Figur e2: Theint eraction of a pr o - cess with thevirtual shell.

quent ly, thebehavior of int ercept ed syst emcalls can bemodified whilema intaining theoriginal

API, and OS capabilit ies can be ext ended by d y - na mically ^installing~ additional functionalit ies.

Theunder lying t echniques implement ed by

VOS makeit possibleto virtualize resources by controlling themapping bet ween physical r e - sources (as visibleto an operating syst em) and virtual handles (as visiblet o running applications).

Thevirtual handles aretranslated (transparent ly) to physical handles when an API call r eaches theOS

(via theVOS). This enables applications to use remot eresources as though they arelocal, and mor eimportantly, it makes it possible to dynam i - cally change the mapping of virtual to physical r e - sources .

TheVOS, provides thefollowing major fun c - tions:

· It creates a ^unified~ virtual machineint erface for application processes. This allows pro c - esses running on t heCC to seeall machines as a single(virtual) Windows NT machinesu p - porting theWin 32 API, thus providing full b i - nary compatibility with Windows NT.

· It provides thelow-level mechanismfor pro c - ess migration and dyna mic resourceallocation.

It uses theglobal resourcema nager and appl i - cation adaptation modulefor process reco n - figuration, adaptation, and global resource ma nagement insidetheCC.

5. The VOS Imple me ntation

TheVOS relies on a set of int egrated mechanisms to provideits ser vices. It consists of a set of DLLs and a set of proxy processes. Someof theDLĹs areper process, i.e. each process has a copy of such DLL. 2 Someof t heDLĹs areper-machine , i. e. all processes on a machinesharethesa me

DLL. Thesa meis truefor theproxies, wit h some being per-process and some per-machine. All the components of theVOS aredescribed below and areshown in Figure3.

5.1 Simplistic Virtua l ization and Handles

TheVOS works by int ercept ing all calls made fromtheapplication to the Win32 int erface. The

VOS int ercepts API calls by injecting a VOS DLL into a running process, creating a monit oring thread in theprocess, and then rer outing Win32

API calls by cha nging theDLL import tablein the process. Aft er int ercept ing a call, theVOS does oneof thefollowing operations. (1) passes it on to thelocal Windows NT operating syst em. (2) passes it to a remot e Windows NT operating system. (3) execut es it insidet heVOS. (4) execut es someVOS codeand then passes it to a local or remot eWi n - dows NT sy s tem.

Simplistic Virtualization : Wefirst present a si m - plist ic design for virtualizing mult iplephysical machines int o a single(virtual) machine. On ever y

2 Technicallyapplications share a singleDLL, but the presentation iseasier if phrased in termsof multiple

DLĹ s.

s y s t e m c a l l A P I i n t e r c e p t i o n l a y e r

P 1 P 2 P 3 P 4 P 6 P 5 o p e r a t i n g s y s t e m o p e r a t i n g s y s t e m o p e r a t i n g s y s t e m

u s e r a p p l i c a t i o n

u s e r a p p l i c a t i o n

V O S k e r n e l

i n t e r f a c e t o e x t e r n a l r e s o u r c e s

G D I / W i n d o w i n g p r o x y

d i r e c t o r y s e r v i c e g l o b a l s c h e d u l e r

Q o S a r b i t r a t o r s e c u r i t y t u n a b i l i t y a d a p t a t i o n s e r v i c e

t r u s t m a n a g e m e n t t u n a b i l i t y p o l i c y n e t w o r k p r o x y f i l e p r o x y

g l o b a l h a n d l e a l l o c a t o r l o c a l t o g l o b a l h a n d l e t r a s l a t o r

Figur e3: Thecomponents of theVirtual Operating System.

machine, ever y API call madeby applications is int ercept ed and rerout ed (using a proxy) to a de s - ignated machine M 0 for execution by theOS ther e.

Thus, all themachines run application code, but all thesyst emcalls are execut ed on machine M 0 . In consequence, all applications believet hat they are executing on a singlemachinea nd, hence, such applications can easily bemigrated among physical machines. However, ther eareshortcomings. For instance, all screen displays appear on M 0 and this archit ectureis, of course, not scalable.

However, thererout ing of syst emcalls should belimit ed only t o calls generat ed by a migrated process, or for calls requiring remot eresourcea c - cess. Even t hen, careful design minimizes such remot ecalls. For instance, system calls to manage processes, such as creating a processes or looking up a process handle, can execut eon thema chine on which they aregenerat ed oncet heVOS mai n - tains virtual/physical ha ndlebinding, as discussed b e low.

Virtual and Physical Handles : Equally essential is theuseof virtual handles. For examplewhen a process opens a file, it gets a fileha ndlefr om

Win32. It can usethis ha ndlefor accessing thefile until thefileis closed. However, if t heprocess m i - grates, this handleis useless, as it is a physical handle. Hence, when a process opens a fileon top of a VOS, theVOS int ercepts this call and stores thereturned physical handlebut returns to thepr o - cess a handle, which wer efer to as virtual . The virtual handle can beused by theprocess, regar d - less of mobilit y, to access that file, dueto the transparent translation serviceprovided by the

VOS. Thevirtual handles areused to virtualizeI/O connections, sub-processes, threa ds, files, net work sockets, etc.

5.2 GDI/Windowing Virtualization

As an exa mple, consider an int eractiveapplication

A, which reads froma keyboard and writ es to a screen. Initially, theapplication (theprocess, ke y - board, and screen) was execut ing on a single physical machine M 1 . Then theprocess is migrated to machine M 2 , thekeyboard is mapped to theke y - board of machine M 3 , and thescr een is mapped t o thescreen of machine M 4 . To enablecont inued execution of A , theVOS on M 3 runs a keyboard i n - put proxy that collects and sends keystrokes to the

VOS on M 2 , which delivers it transparently to A.

Similarly, M 4 runs a screen output proxy, which handles all screen displa y requests, including those on beha lf of A , as request ed by theVOS on M 2 , following theint erception of an API request from

A .

Thus, theGDI/Windowing Virtualization scheme uses a per-process proxy for ever y input devicelocated remot ely. It uses a per-machine proxy for displa ying all output devices rout ed t o that machine. In addition, theper-process DLL for ever y process sends theGDI requests to theappr o - priatemachineand collects all incoming Wi n - dowing events fromr emot emachines. Furthe r - mor e, theper-process DLL virtualizes all handles used by an application. Of course, this scheme supports process migration quit ewell.

5.3 Process Migration

To migratea running process, weneed to migrate its image ( heap and stack ) and the threads it has created, whilemaintaining its access to resources, such as open files and net work connections . For simplicity, weconsider only t wo machines for a process, the home machine M h , on which it was created, and the target machine M t , to which it is migrated.

When a process makes a systemcall creating a thread (whilestill on M h ), theVOS int ercepts the calls and records thecr eated thr ead. Thus, after migration to M t , theVOS can recreat ethethr eads and their cont exts. Similarly, when a process on M h opens a file, theVOS int ercepts thesyst em call, creates a virtual filehandlewit h a CC-wideglobal uniqueident ifier, and delivers this virtual handleto theprocess. A tableretains thetranslation fromt he virtual handleto thephysical ha ndler eturned by theOS. Each timet heprocess accesses thefileu s - ing thevirtual handle, theVOS translates it to the local ha ndleand presents it to theOS. Aft er the process migrates from M h t o M t , theVOS on M t opens thefile, gets a physical handlefor it, and a s - sociates theoriginal virtual handlewit h this phys i - cal handle. Similarly, socket communication uses translations fromvirtual to physical handles for sockets.

5.4 File and Network Virtualization

Theprevious approach, though powerful, needs augmentation. First, somefiles that theprocess a c - cessed from M h ma y not beaccessibleon M t . For such files, M t opens themusing a remot efilea c - cess proxy, running on M h . For net work virtualiz a - tion ther eareaddit ional co n cer ns .

IP Addresses : Whenever a process asks for an IP addr ess (or host na me), it must beprovided an i m - migration-invariant IP address. For this, theVOS always returns theIP addr ess of a special CCgateway machine . A process ext ernal to t heCC can reach a socket created insidetheCC, using a proxy ru n ning on thegatewa y machine.

Intra-CC sockets : Suppose P 1 on M 1 and P 2 on M 2 arecommunicating using a socket. P 1 migrates from M 1 to M 3 . The VOSś on M 1 , M 2 , and M 3 c o - operatively closetheoriginal socket and open a new socket connect ing P 1 t o P 2 . In this way, the processes transparently continuecommunicating in spit eof them i gration.

Inter-CC sockets: Theaboveschemer equir es

VOSś that cooperate. If P 1 is executing on a CC and P 2 is not, then weneed t o proceed differ ent ly.

All routing of int er-CC-net working will usethe gatewa y machine. When P 1 opens a connect ion with P 2 , theconnection uses thegat eway as a proxy. Now, when P 1 migrates, the P 1 -to-gat eway connection is re-established using theaboveintra-

CC-networ king scheme

6. Status and E xperie nces

Computing Communities is a large, ongoing r e - search project that is expect ed to takeyears from now to reach completion. However, wehaveo b - tained significant early results of attaining virtua l - ization of operating syst emr esources. As stated earlier, weareusing the Mediating Connectors

[Ba99] toolkit to automat etheAPI int erception mechanism. Our results can bedivided into four categ o ries:

1. GDI Virtualization

2. Net work Virtualization

3. FileSyst emVirtualization

4. Process Migration

In this section, wediscuss theprogr ess in each of thesecategories, in brief.

6.1 GDI Virtualization

TheGDI virtualization testbed works by starting up a regular application (likeclock) under theAPI int erception scheme. Then, by sending theGDI

API calls to anot her machinewecan displa y the clock on a machinediffer ent fromwher eit is ru n -

ning. Wehavethen exper iment ed with moving the process without moving t hedispla y and havebeen successful at that. Current ly weca n migratepro c - esses whilet hey areactively displa ying window cont ents.

6.2 Network and File Virtualiz a tion

Similar to GDI Virtualization weha vedeveloped prototypes wher ea connection bet ween processes

A and B can bebroken and then A connect ed to C without A realizing that theprocess it was talking to has been substituted. Fromt his simple prot ot ype wehaveadvanced to a morecomplex casewher e theprocess B is moved t o a differ ent machine without either A or B realizing themovement.

If theprocess that is being moved has open file handles theseareclosed and reopened at theot her machine, and thehandletranslating scheme e n - sures that thehandles do not change. Fileaccess then continues wit hout any disruptions.

6.3 Process Migration

All theaboveprotot ypes involve migrating pro c - esses. Theprocess spaceunder NT is composed of the text region, . bss region , . rdata region and the

. data region. To achieveprocess migration, the thread in theprocess is suspended and its cont ext extracted. Then all but thetext region is transferred to anot her thread, then thecont ext is rest ored, and thethr ead resumed. Of course, all theha ndle translation and ther esourceacquisit ions havet o be doneat this point. Wehavet est ed process migr a - tion with each of theabovementioned virtualiz a - tion schemes, but havenot int egrated all of them yet.

7. Related Wor k

Computing Communities (CC) enablestandard a p - plications running on t op of commodit y operating syst ems to transparently acquirethebenefits of s e - cure, dynamically reconfigurable, survivableco m - puting. Virtualization traditionally has dea lt with location transparency and process mobility. Trad i - tional solut ions haverequir ed modifications to e i - ther theapplication programs or theunderlying o p - erating syst em. For instance, GLUnix [Gh*98] is a set of programs and library funct ions to provide applications running on a net work of Unix wor k - stations wit h a unifor mview of distribut ed r e - sources. In other projects, such as MOSIX

[Ba *93] and SPIN [Be*95], operating syst ems havebeen modified to support distributed comp u - tations and to providetransparent process m o bilit y.

Morerecent approaches haverelied on e x - tending standard operating syst ems, int ercepting operating syst emcalls ma deby applications, and ma nipulating thesecalls to providea richer set of funct ionalities tha n origina lly int ended. Int erce p - tion t echniques, first proposed in Int erposit ion

Agents [Jo93], havebeen successfully used to cr e - atea user-level sandbox called Janus [Go*96], build a virtual filesyst em Ufo [Al*98], and pr o - videtransparent checkpoint/recovery servicein

NT-Swift [Hu*98].

8. Conclusions

Wehaveoutlined thedesign and key aspects of a preliminary implementation of middlewarewhich provides a flexibleplatfor mfor executing general purposeapplications on distr i but ed environments.

Theapplications "believe" that they arerunning on a standard operating syst em, Windows NT in our project, but in fact aretransparently mana ged so that they can beprovided syst ema nd ot her r e - sources and migrated most ly wit hout their know l - edget o providebett er reliability and end-t o-end funct ionality for theusers.

9. References

[Al*98] Albert D. Alexandrov, Maximilian Ibel, Klaus

E. Schauser and ChrisJ. Scheiman, Ufo: A

Personal Global File System Based on User-

Level Extensions to the Operating System,

ACM Transactionson Computer Syst ems,

16(3), pp. 207-233, August 1998.

[Ba*93] Amnon Barak, Shai Gudayand Richard G.

Wheeler, The MOSIX Distributed Operating

System , Lecture Notes in Computer Science,

Vol. 672, Springer, 1993.

[Ba99] Robert Balzer, Mediating Connectors , ICDCS

Middleware Workshop, 1999.

[Be*95] B. N. Bershad, S. Savage, P. Pardyak, E. G.

Sirer, M. Fiuczynski, D. Becker, S. Eggers and

C. Chambers, Extensibility, Safety and Pe r - formance in the SPIN Operating System, Pr o - ceedings of the 15th Symposium on Operating

Systems Principles, pp. 267-284, December

1995.

[Gh*98] D. R. Ghormley, D. Petrou, S. H. Rodrigues and A. M. Vahdat, GLUnix: A Global Layer

Unix fora Network of Workstations Software˙

Practice and Experience, 28(9), p. 929, 1998.

[Go*96] Ian Goldberg, David Wagner, Randi Thomas and Eric A. Brewer, A Secure Environment for

Untrusted HelperApplications, Proceedings of the 6th Usenix SecuritySymposium, July

1996.

[Hu*98] Yennun Huang, P. Emerald Chung, Chandra

Kintala, De-Ron Liang, and Chung- Yih Wang,

NT- SwiFT: Software Implemented Fault Tole r - ance for Windows NT, 2 nd USENIX Windows

NT Symposium, July1998.

[Hu*99] Galen Hunt and Doug Brubacher, Detours: B i - naryInterception of Win32 Functions, Micr o - soft Researach Technical Report, MSR-TR-98-

33, Fe b ruary1999

[Jo93] Michael B. Jones, Interposition Agents: Tran s - parently Interposing User Code at the System

Interface, Proceedingsof the 14th Symposium on Operating Systems Principles, pp. 80-93,

ACM Press, D e cember 1993.

Sponsor Acknowledgment: Effort sponsored bythe Defense

Advanced Research Projects Agencyand AFRL/Rome, Air

Force Materiel Command, USAF, under agreement number

F30602-96-1-0320. The U.S. Government is authorized to r e - produce and distribute reprints for governmental purposes notwithstanding anycopyright ann o tation thereon.

Sponsor Disclaimer : The views and conclusions contained herein are those of the authors and should not be interpreted as necessarilyrepresentingthe official policies or endorsements, either expressed or implied, of the Defense Advanced R e - search Projects Agency, AFRL/Rome, or the U.S. Gover n - ment.

.