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Abstract to move an application and its state from one de-
vice to another. Yet, despite a large body of con-
This paper explores migration, the ability to move siderably different designs, which include process
an application between devices, in the context oiigration as provided by Spritgl[7], object mobility
pervasive, or ubiquitous, computing. Pervasiveas provided by Emerald[15., 23], and mobile agents
computing, with its vision of information access as provided by Aglets [16], migration has not been
anytime and anywhere, introduces a new class ofyidely adopted as a system service. This lack of
applications that seamlessly follow people as theyyidespread acceptance stems from the fact that tra-
move through the physical world. As a result, mi- ditional uses of migration, such as exploiting the
gration becomes an important bUIIdlng block for thecomputing power of idle Workstation& are not suf-

development and deployment of pervasive applicaficiently compelling and, as an application domain,
tions. However, the main challenge with migration not specific enough.

is to strike a reasonable balance between the com- Ags a result, these projects had limited success in

plexity of implementing migration and the actual defining reasonable requirements for migration and
utility delivered to applications. In this paper, we in finding the right trade-off between the complex-
introduce a migration service for pervasive applica-ty of implementing migration and the actual utility
tions that marks a new, practical design point in thegelivered to applications. At one extreme, Douglis

design space. We explain the trade-offs made in itgnd Ousterhout conclude about Sprite’s support for
design, detail its implementation, and reflect on oufransparent process migration [7]

own and others’ experiences with using it.

From the outset we expected migration to

be difficult to build and maintain. Even
1 Introduction so, we were surprised at the complexity

of the interactions between process mi-

In this paper, we present a migration service specif- gration and the rest of the kernel.

ically designed for pervasive computing environ-
ments. The key idea behind pervasive, or ubiqui-At the other extreme, most mobile agent systems
tous, computing [26] is to deploy a wide variety of are considerably less complex, but provide little
computing devices throughout our living and work- functionality beyond serializing an agent’s objects
ing spaces. These devices then coordinate witlon one device and then deserializing them on an-
each other and network servicés$ [6], with the goalother.
of seamlessly assisting people in completing their In contrast, pervasive computing as an applica-
tasks. In such an environment, migration becomesion domain provides a compelling use for migra-
an essential system service, allowing applicationgion: applications that follow people as they move
to follow people as they move about during thethrough the physical world. This focus lets us de-
course of their day and remain continuously avail-fine clear-cut requirements for an appropriate mi-
able. gration service. First, migration needs to be visible
A considerable number of projects have ex-to applications rather than being transparent, so that
plored how to provide migration [19]—the ability applications know their execution context and can



adapt to it. Second, migration needs to integraté\Ve start by presenting an example application in
persistent storage, so that applications can conSectiorf 2. We then introdu@me.world and its ser-
tinuously provide access to people’s information.vices, including migration, in Sectidr] 3. We fol-
Third, migration must be easy to control, so thatlow with a detailed discussion of the design and im-
migration logic can be effectively factored from plementation of our migration service in Sectipns 4
the rest of application functionality and devicesand5, respectively. We then reflect on our own and
protected against malicious applications roamingothers’ experiences with using migration in Sec-
around the network. Our focus on applications thation[d and present performance results in Se¢tjon 7.
follow people as they move about also helps set petWe compareone.world’s migration with represen-
formance goals for migration: It needs to performtative previous designs in Sectiph 8. Finally, we
well enough to match people’s movements in theconclude in Sectionl 9.
physical world.

Of course, developers of pervasive applications
could implement their own, application-specific 2 An Example Application
migration mechanisms. That way, they only need to
implement as much functionality as strictly neededTo illustrate migration for pervasive applications,
by their applications. They might even be able towe now introduce the digital laboratory. This ap-
avoid moving execution state altogether and ratheplication addresses a real need of real people—
just communicate necessary data. However, this agperforming reproducible biology experiments. Fur-
proach also places a considerable burden on applthermore, as discussed in Section] 6.3, the dig-
cation developers. They need to correctly imple-ital laboratory has been implemented on top of
ment their application-specific migration mecha-one.world by the University of Washington’s Lab-
nisms and evolve them as their applications evolvescape project and deployed at the Cell System Ini-
Furthermore, in the absence of full migration, theytiative [3]. As a result, it provides an apt example
need to deploy their applications throughout an enfor using our migration service.
vironment with a plethora of (embedded) devices. As already mentioned, the goal of researchers
In other words, without migration as a system ser-working in a biology laboratory is to perform re-
vice, the application developers’ task becomes conproducible experiments. Today, they manually log
siderably harder. individual steps in their paper notebooks. This eas-

We thus introduce a practical migration serviceily leads to incomplete experimental records and
for pervasive applications. Our migration servicemakes it unnecessarily hard to share data with other
is part of a larger system architecture for pervasiveesearchers, as the biologists need to explicitly en-
applications, calledne.world [12]. It builds on our ter the data into their PCs. In contrast, a digital
architecture’s environment service, which providedaboratory employs digitized instruments, such as
a nestable container for both computations and stopipettes and incubators, to automatically capture
age, and moves or copies environments between deélata, location sensors to track researchers’ move-
vices. By integrating migration witlone.world’s ~ ments, and touchscreens to display experimental
environments, our service can easily meet all threelata close to the researchers. As a result, biolo-
requirements. Environments provide a clean modegists in the digital laboratory have more complete
for what state not to migrate (thus making mi- records of their experiments and can more easily
gration visible), integrate persistent storage, andshare results with their colleagues.
through nesting, provide a powerful mechanism for A fundamental feature of the digital laboratory
controlling which environments can migrate whenis that experimental data follows a researcher as
and where. Our own and others’ experiences showhe moves through the laboratory. Furthermore, the
that our migration service is powerful, easy-to-use data can follow her as she leaves the laboratory, for
and generally useful for building system services.example, so that she can review a day’s results on
utilities, and applications alike. her tablet computer while taking the commuter train

The rest of this paper is structured as follows.home. Clearly, migration is directly useful for im-



plementing the digital laboratory application. At
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is forwarded to a centralized repository, making it = ¢ Migration Discovery | | Tuple Storage
. . o
possible to, for example, mine the data of severalg 2
experiments. 9 o Checkpointing iiz;t: Query Engine
The three requirements for migration show up in
the digital laboratory as follows. First, as the cap- 5 , | Asynchronous || ¢ oo e Tuples
ture and display component follows a researcher.§ £ Events
it needs to connect and re-connect to close-by in-3 & M\’;’Ct;’;'e
struments (which typically change as the location
Change Composition Sharing

changes). Consequently, migration should notify
the component of location changes and not main-
tain connections from the previous location. SecFigure 1: Overview ofone.world’s architecture.
ond, the capture and display component needs tpoundation and system services are part of the ker-
be able to function without access to the reposilel, While libraries, system utilities, and applica-
tory, for example, when the researcher is commutfions run in user space.

ing home, and reliably forward updates upon recon-

nection. As a result, the capture and display com-, o

ponent must have access to persistent storage thté?n',AS aresult, systgm_support nee(_jsﬁatulltate

is moved with itself. Finally, to implement the dig- sharingbetween applications and devices.

ital laboratory, migration needs to allow all active ~ Our architecture is illustrated in Figufe 1. It
capture and display components to roam around th@MPploys a classic user/kernel split, with founda-
laboratory. It should also integrate individual re- tion and system services being provided by the ker-
searchers’ tablet computers and laptops. HoweveRe€l, and libraries, system utilities, and applications
to provide a secure environment, it must not allowrunning in user spacesne.world’s foundation ser-

any other, potentially malicious applications to uti- vices directly address the individual requirements
lize the laboratory’s computing resources. and provide the basis for our architecture’s system

services. The system services, in turn, serve as
common building blocks for pervasive applications.

3 Overview of one.world The four foundation services are a virtual ma-
chine, tuples, asynchronous events, and environ-
one.world provides system support for pervasive ments. First, all code iane.world runs within a vir-
applications and is centered around meeting threal machine, such as the Java virtual machiné [18]
major requirements. First, as people move througher Microsoft's common language runtime [24]. Be-
out the physical world—either carrying their own cause of the inherent heterogeneity of pervasive
portable devices or switching between devices—eomputing environments, developers cannot possi-
an application’s location and execution contextbly predict all devices their applications will run on,
changes all the time. As a result, system supporand the virtual machine ensures that applications
needs te@mbrace contextual chang@d not hide it and devices are composable. Second, all applica-
from applications. Second, users expect that theition data inone.world is represented as tuples. Tu-
devices and applications just plug together. Systemples are self-describing in that an application can
support thus needs tncourage ad hoc composi- dynamically inspect a tuple’s structure. They also
tionand not assume a static computing environmentlefine a type system common to all applications,
with a limited number of interactions. Third, as thus simplifying the sharing of data. Third, all com-
users collaborate, they need to easily share informanunications irone.world, whether local or remote,



Applications need to... | one.world provides. .. cast and multicast. More importantly, because per-
Search Query engine vasive applications require discovery to be continu-
Locate Discovery ously available—after all, without discovery, appli-
Move Mlgratloq . cations cannot adapt to a new or changing execu-
Fault-prot_ect Checkpointing tion context—discovery is self-managing and relies
Communicate Remote events )

Store data Tuple storage on an elected discovery server.

Migration moves or copies an environment and
Table 1: Application needs and corresponding sysall its contents, that is, the active computations,
tem services. stored tuples, and nested environments. Unlike tra-
ditional process migrationgne.world’s migration
is not transparent, and migrated application state is
ited to the environments being migrated. Ref-
erences to resources outside the environment tree
i i ) _are automatically nulled out during migration. Af-
Finally, environments are the main structuringe; migration has completed, the migrated environ-
mechanism forone.world and serve as nestable yants are explicitly notified of the migration and

containers for computations and persistent dats, then reconnect to outside resources as neces-

alike. They can be thought of as a combination ofSalry typically by using discovery.

file system directories and nested processesl[4, 8, The implementation ofone.world is written
25] in other operating systems. As containers formostly in Java, though it relies on the Berkeley

local computations, environments are isolated frorrbB [20] for atomic tuple storage. Our source
each other. Isolation is enforced by copying all data\ree comprises about 109,000 lines of code or

across environments; the only exception are referz‘o'000 statements, representing approximately 6
ences to event handlers, which can be directly eXean years of development. A Java archive file

changed so that applications can utilize each Oth\'/vith the binaries forone.world itself is 514 KB.

ers’ services. Environments also are the contaiNye ,)aiform-native libraries require another 528
ers for persistently stored tuples. As a result, aPKB on Windows and 805 KB on Linux sys-

plications and their data can be directly groupede s oyr architecture has been released as open
with each other. Furthermore, environments can b‘gource It can be downloaded ftp://one

nested within each other, making it easy to Compos"és.washington.edu and is currently at ver-
applications. An outer environment has completesion 0.7.1.

control over all nested environments, including the

ability to interpose on inner environments’ commu-

nications withone.world’s kernel and the outside 4 Design

world.

one.world’s system services build on the foun- The design ofone.world’s migration service is
dation services and serve as common buildinhased on the assumption that pervasive comput-
blocks for pervasive applications. Specific appli-ing environments often exhibit weaker connectiv-
cation needs and the corresponding system servicg§ than traditional local networks. We believe that
are summarized in Tablg 1. Out of these servicesgisconnected operation may be a relatively frequent
discovery and migration are the most relevant forgccurrence, and that connections, such as those us-
this paper. ing cell phones, may have high latency and low

Discovery locates event handlers and routebandwidth. As a resultpne.world’s migration is
events to them. It leverageme.world’s uniform  not only application-visible (as opposed to trans-
data model, in which all data, including events andparent) but also eager. It moves or copies an en-
gueries, are tuples, to support a rich set of opvironment and its contents in one atomic operation.
tions with only three simple operations. Options Furthermore, it does not maintain any forwarding
include early and late binding[2] as well as any-addresses [9] or residual dependencie$ [21] across

are expressed through asynchronous events. Th
provide the means for explicitly notifying applica-
tions of changes in their runtime context.
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the network. References from within the migrat- However, many virtual machines, like the Java
ing environment tree to outside resources are nulledirtual machine [[18] but unlike the Squeak vir-
out during migration. After migration has com- tual machine[[14], do not explicitly expose their
pleted, the migrated environments are notified thaexecution stacks. Capturing currently executing
they have been moved or copied, so that they cafevent handler, eventinvocations would thus re-
replace nulled out resources. References from thgquire modifications to the underlying virtual ma-
outside into the migrating environment tree are in-chine.
validated during a move but not a copy operation.
When sending an event to such a reference, thé.2 Excluded State
sender is notified that the resource has been moved.

With the basic structuring of migration in place, Moved or copied state is limited to the environ-
we now turn to the important issues of (1) what statement being migrated, and, as already stated, no
to migrate, (2) what state not to migrate, and (3)forwarding addresses or residual dependencies are

how to control migration. maintained for migrated state, thus fulfilling the re-
guirement that migration be visible to applications.
4.1 Included State Since environments are isolated from each other,

only references to event handlers can be exchanged

As already mentioned, migration moves or copiesbetween environments; all other data is copied. As
an environment and all its contents. This obviouslya result, the migrated state can be limited simply
includes the environment itself and all nested enby testing event handlers while creating the check-
vironments. It also includes all tuples persistentlypoint. If an event handler is part of the migrating
stored in the migrating environment tree, thus ful-environment tree, it is written to the checkpoint. If
filling the requirement that migration integrate per-itis not part of the tree, itis replaced by a null value.
sistent storage. Finally, this includes the state of alEnvironments thus provide a well-defined bound-
computations in the environment tree. ary for what state to exclude from migration, and

To move or copy this state, migration capturesnulling out event handlers provides a simple con-
a checkpoint—a bytestring representing the comtract for revoking such state.
putations’ state—on the sending side and restores
the checkpoint on the receiving side. The check4.3 Controlling Migration
pointing mechanism relies on the virtual machine
to provide a uniform execution platform across dif- Environments provide control over migration, both
ferent hardware architectures and on object serialen the sending and on the receiving side. One im-
ization to convert between virtual machine objectsportant feature of environments is that an outer en-
and bytestrings. By traversing all objects reachablesironment has complete control over all nested en-
from a set of well-defined roots, the checkpointingvironments, including the ability to interpose on
mechanism captures the state of the computationgheir communications witlene.world’s kernel. On
objects. the sending side, an outer environment can thus de-

Since all communications irone.world are cide when and where to migrate a nested environ-
through asynchronous events, the checkpointingnent. It can also intercept a request to be migrated
mechanism also captures the state of event prdgthat has been created by a nested environment) and
cessing by serializingevent handler, evepinvoca-  either modify it or reject it. Similarly, on the re-
tions. Comparable to bus stops in Emerald| [23],ceiving side, the future outer environments are no-
which define application states that are safe to mitified that an environment is about to be migrated
grate, execution state can only be captured foto this device, and they can modify the parent en-
pending (event handler, eventinvocations. Invo- vironment or reject the migration altogether. En-
cations that are currently being executed need t@ironment nesting thus fulfills the requirement that
run to completion, because capturing them requiresnigration be easy to control.
access to the virtual machine’'s execution stack. Environment nesting also enables an important



pattern for controlling migration. Under this pat-

tern, the logic to decide when and where to mi-operation.handle(new

grate an application is factored into its own en- MoveRequest(null, user,

vironment, and the actual application is nested user.env.getld(),

within that environment. As a result, the migra- "sio:/["+location+"/Users",

tion logic can be reused across different applica- false));

tions, thus simplifying the development of perva-

sive applications. In fact, this pattern is used by

Emcee,one.world’s Finder-like application man- Figure 2: Example code for moving an environ-
agement utility: It leverages the environment nestiment. This code snippet moves a user's environ-
ing to provide the ability to move all of a user's ap- mentuser.env  to the device nameldcation
plications between devices. and the new parent environment “Users”. The
operation forwards the newly created event to
one.world’s kernel. The code snippet is taken from
Emcee’s source code.

4.4 Sources of Complexity

As discussed abovene.world’s migration lever- g
ages our architecture’s foundation services as much

as possible to avoid complexity and to provide amigration in one.world goes through three stages.
clean and useful model for migration. In partiCUlar, In the first Stage’ an app“cation decides where to
it relies on environments to delineate what state tqnjigrate to and then initiates the migration. In the
migrate and what state not to migrate. It also reliesecond stageyne.world’s kernel performs the ac-
on environments for controlling migration. Further- tyal move or copy operation. In the third stage,
more, it relies on asynchronous events to make theéhe application reconnects to outside resources by
execution state explicit. Finally, it relies on the vir- restoring nulled out event handlers. Since the first

tual machine to provide a uniform execution envi- and third stages are application-specific, this sec-
ronment across different devices and hardware atjon focuses on the inner workings of the second

chitectures. stage.

At the same time, our migration service intro-  To migrate an environment, the application ini-
duces a new source of complexity when comparediating the migration sends a migration request to
to transparent migration services, because applicane.world’s kernel (as illustrated in Figufg 2). The
tions now need to explicitly reconnect to outside re-request specifies the environment to be migrated,
sources after migration. As a result, discovery bethe receiving device and new parent environment
comes a central service for pervasive applicationspn that device, and whether to move or copy the
and one.world’s discovery service has been care-environment. Environments are named by either a
fully designed to expose an easy-to-program interglobally unique identifier [17] (GUID) or a human-
face and to be self-managing. dne.world’s uni-  readable path name. Devices are named by their IP
form data model, even events and queries are re@ddress or DNS name. Whene.world's kernel
resented as tuples. The discovery service leveragesceives such a request, it verifies that the request-
this uniformity to support a rich set of options, in- ing environment is an ancestor of the environment
cluding early and late binding, anycast, and multi-to be migrated and then performs the move or copy
cast, with only three simple operations that (1) ex-operation.
port an event handler to discovery, (2) look up an Atthe core of the implementation ohe.world’s
event handler, and (3) send an event. Furthermorenigration service lies the protocol that communi-
it relies on a discovery server that is automaticallycates the migrating environment and its contents
elected from the devices on a local network, thus refrom the sending to the receiving device. The pro-
moving the need for manual configuration and ad+tocol is implemented using our architecture’s re-
ministration. mote events. It is organized into several rounds,

Implementation



Sender Receiver
1. Quiesce environments and create checkpoint.
2. Send request.

3. Submit request to future ancestral environments and
send confirmation.

4. Send environment meta-data.
5. Create environment data structures and send confir-
mation.

6. Send stored tuple.
7. Tentatively store tuple and send confirmation.
8. Send checkpoint.
9. Restore checkpoint, commit stored tuples, en-
gqueue move/copy natification, activate environments,
and send confirmation.

10. On move, destroy migrated environments; on copy

or when requesting environment has not been movyed,

notify requesting environment of completed migration.

Figure 3: Summary obne.world’s migration protocol. Time flows downwards from the top of the figure.
Note that steps 6 and 7 are performed zero or more times, depending on the number of tuples stored in the
migrating environment tree.

where each event issued by the sender is confirmeldext, it sends all stored tuples (step 6). Note that, to
by the receiver. If an event is lost or an error oc-avoid the performance overhead of serialization, tu-
curs, the protocol and consequently the migratiorples are not deserialized and serialized when being
are aborted. The migration protocol is summarizedoassed between storage and the network. Rather,
in Figure[3; we use the step numbers in the text tahey are directly forwarded as bytestrings. Finally,
refer back to this summary. the sender issues the checkpoint (step 8). Once the
checkpoint has been confirmed, the migration pro-
fté)rCOI has successfully completed, and the sender
can clean up its internal state (step 10). In partic-
. : . ular, it destroys the migrated environment tree on a
vironments to be migrated (step 1). In particu- . L

. ) ) move operation, which invalidates references from
lar, it lets all currently active event handler invo- L . .

. . . the outside into the migrated environment tree. Fur-
cations run to completion and prevents new Vo~ more. on a copy operation or if the requestin
cations from being executed. Once the environ- ’ Py op d 9

: : . . _environment is outside the moved tree, the sender
ment tree is quiesced, it creates the checkpoint as

described in Sectiof]4, capturing the state of a”notlerS the requesting environment of the success-

application objects as well as the queues of pen fully completed migration.

ing (event handler, eveninvocations. Note that, on . . . .
. . ) When receiving a migration request, the receiver
copy operations, the copied environments are as-

. . .~ “submits the request to all future ancestral environ-
signed freshly generated GUIDs to avoid duplicate e req . . .
) i ments, which can either redirect the migrating en-
identifiers, although the human-readable names re-. L .

. . vironment tree or reject it (step 3). Note that, in
main the same. After the environment tree has bee

. . . rrent implementation, r r
checkpointed, the sender is ready to start the mlgr66 € current implementation, eqL_Jests are accepted
tion protocol. y default. In contrast, a production system should

reject migration requests by default and, for obvi-
The sender first issues a request specifying theus security reasons, only accept properly authen-
name of the migrating environment and the identityticated environments. Once accepted, the receiver
of the new parent (step 2). It then sends the metaconfirms the request to the sender. After receiv-
data for the migrating environment tree (step 4).ing the meta-data for the migrating environment

After receiving and verifying a migration re-
quest as described above, the sender prepares
the move or copy operation by quiescing all en-



tree, the receiver creates the appropriate internal
data structures and issues a confirmation (step 5). Q
Next, after receiving a tuple, the receiver tentatively

stores that tuple and confirms that it has received
the tuple (step 7). Finally, after receiving the check-
point, the receiver restores the checkpoint (step 9). <G> <> <> <>
Once the checkpoint has been restored, the migra-
tion has succeeded. The receiver commits all stored [] Environment  <;> Tuple QcOmputation
tuples, enqueues natifications of the completed mi-

gration, activates the migrated environments, angigure 4: Structure of our replication service. The
finally sends confirmation to the sender. “replicator” environment intercepts all storage op-
Our implementation does not currently handleerations issued by the “application” environment.

program binaries, that is, the applications’ Javan disconnected mode, updates are logged in the
class data. Rather, Java classes are loaded from‘gg” environment.

device’s local classpath and not migrated. In con-
trast, one.world’s original design calls for storing o
class data as tuples in an application’s environmer@"d supporting infrastructure. We present three ex-
and then migrating the class data with the applica@Mples that use migration in different ways. First,
tion. However, we believe that this design is too®Ur replication layer uses migration as an internal
simple, as class data shared between applicatiofd!ilding block [13]. Second, our application man-
is stored several times and may be repeatedly mi@ger Emcee controls how other applications are mi-
grated. We thus suggest an improved design thgrated. Third, in the Labscape digital laboratory,
still stores class data as tuples in individual environthe capture and display component moves itself [3].
ments but also backs class data by a shared Cach‘gs,lken together, these examples illustrate the flexi-
effectively storing each class only once. With thebility and power afforded by our migration service.
improved design, class data is only migrated if theMore importantly, they show that our migration ser-
necessary classes are not already in the cache. vice provides a general building block for system
The complexity ofone.world’s migration ser- services, utilities, and applications alike.
vice, as measured by its code size, is quite rea-
sonable. The code for checkpointing and the mi6.1 Replication Service
gration protocol comprises about 1200 statements
out of about 2500 statements for all environmentOur replication service [13] makes stored tuples ac-
operations. The code for migrating stored tuplescessible across several devices, even if they are dis-
comprises an additional 300 statements out of aboutonnected. It is patterned after Gray et al’s two-
2000 statements for all tuple storage operationstier replication model[[10], and relies on a master
Furthermore, there is some cost for making all cordo own all data. The replication service runs in user
objects serializable, typically less than 10 state-Sspace and, as illustrated in Fig{ife 4, exploits the en-
ments per class. At the same timse.world’s  Vironment nesting to interpose on an application’s
migration, just as for previous migration systems,access to tuple storage. The replicator logs up-
does interact with several aspects of our architecdates in the log environment when in disconnected
ture’s kernel, resulting in five tightly interdependent mode and forwards them to the master when in con-
classes at the core ofe.world. nected mode. On reconnection of a disconnected
device, instead of sending individual updates as re-
mote events, the log is sent to the master in one op-
6 Experiences With Migration eration by copying the log environment. Similarly,
updates are sent from the master to the replica by
In this section, we discuss how we and others havénigrating an environment containing such updates.
used migration in building pervasive applications As illustrated by our replication service, migra-

replicator

application

log a <>




Eemeee [0 x| be pulled from another device.
=L Emcee’s implementation structures the environ-

PRt ment hierarchy according to the pattéusers-
ropert - /<user>/<application> . Emcee runs in the
. , /Users environment and uses a child environment
for each user and a grandchild for each application.
Checkpoint Pushing a user’s applications is straightforward as
Foctore Latoct it directly utilizes our migration service. However,
Move.. fetching a user’s applications from a remote device
Delete... requires a two-round protocol to properly authenti-
Change Password.. cate the user to the remote instance of Emcee. After

the user has been successfully authenticated, the re-
Figure 5: A screenshot of Emcee’s user interfacemote Emcee migrates the user’'s environment tree
The main window lists the users whose applica-to the requesting device. If the user's location is
tions run on a device. A popup menu for each userot specified the initial remote event for the fetcher
shown for the user named “robert”, is used to perprotocol is routed through late binding discovery.
form most operations, such as running a new appliotherwise, it is sent directly to the remote device.
cation or Checkpointing a user’s applications. The Emcee illustrates the power of Combining mi-
user menu supports the creation of new users angration with environment nesting for control. Em-
the fetching of a user’s applications from anothercee controls the location of a user's applications
device. simply by nesting the applications in its environ-

ment. Applications do not need their own migration
tion can serve as an internal building block for ap-logic. Furthermore, they automatically benefit from
plications and can be used to simplify communi-future improvements in Emcee’s migration support,
cations. Furthermore, because environments ho&uch as using smart badges to identify a user’s loca-
both computations and data, migration provides arion instead of requiring the user to explicitly move
effective way to move application-specific reconcil- and fetch applications.
iation logic to the master: The replicator simply in-
stantiates the necessary components in the log env§-3 Labscape
ronment before copying it. Finally, our replication
service is not limited to using migration internally; The Labscape project, in cooperation with biol-
rather, the master and its replicas are migratabl®9y researchers, has implemented the digital labo-
themselves. Migrating the master is useful whenratory application outlined in Sectigry 2 on top of
for example, upgrading the computer the master i§ne.world [3]. The Labscape application is cur-
running on; migrating a repiica is useful when therently in use at the UniverSity of WaShington’S Cell

user is switching devices. Systems Initiative and will soon be deployed at Im-
munex Corporation.
6.2 Emcee As already discussed, the Labscape application

is structured into a capture and display component,
Emcee, whose user interface is shown in Figure 5¢called aguide and illustrated in Figur¢]6, and a
is our Finder-like user manager. It includes supportbackend repository to collect all experimental data.
for creating new users, running applications for alt also relies on a so-calledroximity serviceto
user, and checkpointing all of a user’s applicationstrack researchers’ movements through the labora-
It also provides the ability to move or copy applica- tory and to correlate instrument readings with the
tions between users. However, Emcee’s most interresearchers performing them. Under this design, lo-
esting feature is the ability to move all of a user’scation sensors and instruments forward their read-
applications between devices. Applications can eiings to the proximity service. The proximity ser-
ther be pushed from the current device, or they cawice, in turn, forwards instrument readings to the
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Figure 6: A screenshot of Labscape’s user interface, which represents a single biology experiment. The
visual representation is organized as a flowgraph, with icons representing individual steps and lines repre-
senting ordering constraints. Initially, the flowgraph serves as a plan for the experiment to be performed.

With each step, the corresponding icon is annotated with relevant information, and, over time, the flowgraph

becomes a record of the experiment.

appropriate guide. It also notifies a guide whension. Furthermore, the Java version of the Lab-
the researcher has changed location. In responss¢ape application has a mean time between failures
the guide follows the researcher, simply by initiat- (MTBF) of 30 minutes, compared to an order of
ing a move to the next closest touchscreen. Migradays for theone.world version. The short MTBF
tion thus becomes just another building block in theof the Java version stems from a lack of appropriate
overall application. system support as well as from buggy application
§ode. Porting tane.world can eliminate the first
cause but not the second. At the same time, sys-

ing real pervasive applications. Furthermore, thd€m support can help with graceful failure recovery.

history of the Labscape project underlines the im- For instance, after a failure in the Java version, the

portance of providing appropriate system Supportentlredlgltal laboratory has to be restarted. In con-
including migration, for pervasive applications. Be- trast, by building on late binding discovery instead

fore porting the digital laboratory tane.world, the of direct TCP connections, thene.world version
Labscape team implemented their application dlallows for the piecemeal restarting of components

rectly in Java, using TCP sockets for communica- and thus is considerably more resilient in the face
tions and their own, application-specific migration ©f Puggy application code.
layer to move the guidé [3].

The Labscape application clearly demonstrate
the utility of our migration service for implement-

In comparison to theone.world version, the 7 Performance Evaluation
Java version of Labscape is slow and fragile. In
particular, every major modification of the guide To determine whether migration performs well
required corresponding changes in the migratiorenough to match people’s movements in the phys-
layer. Yet, despite the application-specific migra-ical world, we measured real applications as well
tion layer, moving the guide in the Java version isas a set of micro-benchmarks. In summary, these
five to ten times slower than in thene.world ver-  experiments show thatne.world’s migration ser-



vice performs acceptably. However, they also sugether. Since moving a stored tuple requires read-
gest that the migration protocol could be rewrittening the tuple from disk, sending it across the net-
to better exploit available bandwidth. work, writing it to disk, and confirming its arrival,
All measurements reported in this section, witha better performing migration protocol should opti-
exception of the Labscape measurements, wermistically stream tuples and thus overlap the indi-
taken on Dell Dimension 4100 PCs, with Pentiumvidual steps instead of moving one tuple per proto-
I1 800 MHz processors, 256 MB of RAM, and 45 col round.
or 60 GB 7,200 RPM Ultra ATA/100 disks. The
PCs are connected by a 100 Mb switched Ether-
net. We use Sun’s HotSpot client virtual machine8 Related Work
1.3.1 running under Windows 2000 and Sleepycat'’s
Berkeley DB 3.2.9. An exhaustive review of previous work on migra-
To quantify end-to-end migration performance, tion is beyond the scope of this paper; instead, we
we measured Chat—a text and audio messaging apefer the reader to Milogic et al.'s excellenkobil-
plication we have developed—as it migrates undeity [19]. In this section, we focus on three repre-
the control of Emcee. When listening to music, sentative, “best-of-breed” systems to highlight the
playback is interrupted for 3.7 seconds. Duringmost important points in the design space. The
this time, Chat migrates between two devices, rethree systems are transparent process migration as
initializes audio, and re-registers with discovery (allprovided by Spritel[7], object mobility as provided
of Chat's communications are through late bindingby Emerald|[15, 23], and mobile agents as provided
discovery). In[[3], the Labscape team reports mi-by Aglets [16]. Tabl¢ P provides a comparison of
gration times between 2.5 seconds for migrating dhese systems witbne.world’s migration service.
guide with no experimental data and 7.1 seconds for Probably the most important differentiating fac-
migrating a guide with 64 samples, representing dor between Sprite and Emerald on one side and
large experiment. These experiments show that miAglets andone.world on the other side is whether
gration is fast enough when compared to a persomigration is transparent. Both Sprite and Emerald
moving through the physical world. target local networks and, based on the assumption
To further quantify the scalability of migration, that such networks are well-maintained and experi-
we also conducted a set of micro-benchmarks. Foence few failures, seek to provide transparent mi-
the micro-benchmarks, we use a small applicatiorgration. They thus use forwarding addresses [9]
that moves itself across a set of devices in a tightind residual dependencies/[21] to hide the effects of
loop. We measure the application circling 25 timeslocation changes (though, location itself is visible
around three PCs for each experiment. To test th@n Emerald), which results in considerable system
scalability of migration under different loads, we complexity. Sprite’s transparent integration with
add an increasing number of tuples carrying 100istributed file storage and Emerald’s transparent
bytes of data, tuples carrying 100,000 bytes of datasupport for multiple instruction sets represent ad-
and copies of our Chat application in separate setditional sources of complexity.
of experiments. In contrast, migration in Aglets anehe.world
The results show that migration latency in-is not transparent. They migrate only an agent or
creases linearly with the number of stored tuplessnvironment, respectively, and can thus avoid most
or copies of Chat. We measure a throughput obf the complexity of the other systems. However,
12.6 KB/second for tuples carrying 100 bytes of Aglets’ functionality also is rather limited, as it
data, 16.2 KB/second for copies of Chat, and 1,55%oes not migrate execution state (though, the Tele-
KB/second for tuples carrying 100,000 bytes ofscript mobile agent system [27] does migrate ex-
data. In the best case (tuples carrying 100,00@cution state) and does not integrate storage be-
bytes), migration utilizes 12% of the theoretically yond the ability to save agentsne.world differs
available bandwidth and is limited by how fast from Aglets in that it migrates both execution state
stored tuples can be moved from one PC to thend persistent data. Furthermore, it differs from



Sprite

Emerald

Aglets

one.world

Target network

Local network

Local network

Internet

Local and wide
area networks

Execution environmen

t Single instruction
set

Multiple instruc-
tions sets

Virtual machine

Virtual machine

Unit of migration

Process

Object (including
all “attached” ob-

Agent

Environment

rity policy on
receiving side

jects)
Control over migration| Parent process | Any object with| Any object with | Environment and
reference reference, secur its parents, both

on sending and
receiving side

Transparency

Yes, every ma-
chine appears jus
like the “home”
machine

Yes, but location
t is visible

No, only agent
with internal ob-
jects is migrated

No, only environ-
ment with its con-
tents is migrated

Execution model

Process-based

Thread-based

Thread-based

Event-based

Migrated execution state Stack Stack None Event queue
Integration with storage Distributed file | None None, but ability| Local tuple stor-
system to save agents age

Table 2: Comparison of representative migration services avithworld’s migration service.

all three systems in that the environment hierarchytween devices. In contrast to many previous migra-
provides a well-defined and clean model for con-tion systems, our migration service is application-
trolling which environments to move away from a visible and only moves or copies an environment
device and which migrating environments to acceptand its contents. Furthermore, our migration ser-
on a device. vice integrates with persistent storage as it migrates
In [22], Snoeren et al. introduce a different form stored tuples in addition to an application’s execu-
of migration, which moves the end-point of a TCP tion state. Finally, through environment nesting,
connection to a different device (without tearing our migration service provides a clean and power-
down the connection). TCP end-point migrationful mechanism for controlling which environments
is orthogonal and complimentary to the migrationcan migrate when and where. Our own and oth-
services discussed above. At the same time, in ougrs experiences witbne.world’s migration service
experience withone.world, pervasive applications show that it is indeed a viable and flexible build-
rarely use point-to-point communications. Instead,ng block for pervasive applications. Furthermore,
they typically communicate through late binding its performance is good enough to match people’s
discovery and may additionally use multicast to ad-movements in the physical world.
dress several components at the same time. As a One issue we have not yet addressed is how
result, we believe that TCP end-point migration isto build applications that gracefully scale over the
not as useful for pervasive applications as the envieonsiderable range of hardware devices in perva-
ronment migration provided byne.world. sive computing environments. While scalability
may impact an application’s feature set, we believe
that scalability is most pressing for an application’s
user interface. For instance, both Emcee and Lab-
scape use Java’'s Swing for implementing their user
In this paper, we have introduced a practical mi-interfaces. Clearly, their interfaces will not scale
gration service for pervasive applications. Ourdown to cell phones or even PDAs, raising the ques-
migration service builds omne.world’s environ-  tion of how to build scalable user interfaces. One
ment service and moves or copies environments bgsromising direction, suggested by UIMLI[1] and

9 Conclusions



the Mozilla project's XUL [5], is to replace such [4]
a programmatic specification of an application’s in-
terface with a declarative specification that is au-
tomatically rendered according to a device’s input [5] V. Bullard, K. T. Smith, and M. C. Dacont&ssen-
and output capabilities. Furthermore, as argued
in [11], we believe that declarative specifications
may be useful in implementing not only user inter- [6]
faces but entire applications.

[7]

Acknowledgments

We thank Tom Anderson and David Wetherall for [l
providing us with valuable comments on earlier
versions of this paper. In addition to the au-
thors of this paper, Adam MacBeth, Steven Swan-
son, Daniel Cheah, Ben Hendrickson, Tom An-
derson, Gaetano Borriello, Steven Gribble, and [9]
David Wetherall contributed to the development of
one.world. This work was funded in part under
DARPA contracts F30602-98-1-0205 and N66001-
99-2-892401. Davis was partially supported bY[lo]
an NSF graduate fellowship. Davis, Grimm, and
Lemar were partially supported by Intel Corpora-
tion internships. Grimm was also supported by
IBM Corporation and Intel Foundation graduate
fellowships. [11]

References

[1]

M. Abrams. |[User interface markup language [12]
(UIML).  Draft specification, Harmonia, Inc.,
Blacksburg, Virginia, Jan. 2000. Available at
http://www.uiml.org/docs/uimi20

[2] W. Adjie-Winoto, E. Schwartz, H. Balakrishnan, [13]

[3]

and J. Lilley. | The design and implementation of
an intentional naming system. RProceedings of
the 17th ACM Symposium on Operating Systems
Principles pages 186-201, Kiawah Island Resort,
South Carolina, Dec. 1999.

L. Arnstein, R. Grimm, C.-Y. Hung, J. H. Kang, [14]
A. LaMarca, S. B. Sigurdsson, J. Su, and G. Bor-
riello. Systems support for ubiquitous computing:

A case study of two implementations of Labscape.[15]
In Proceedings of the 2002 International Confer-
ence on Pervasive Computingurich, Switzer-

land, Aug. 2002.

P. Brinch Hansen. The nucleus of a multipro-
gramming system.Communications of the ACM
13(4):238-241, 250, Apr. 1970.

tial XUL Programming John Wiley & Sons, July
2001.

M. L. Dertouzos. The future of computingcien-
tific American 281(2):52-55, Aug. 1999.

F. Douglis and J. Ousterhout. Transparent process
migration: Design alternatives and the Sprite im-
plementationSoftware—Practice and Experience
21(8):757-785, Aug. 1991.

B. Ford, M. Hibler, J. Lepreau, P. Tullmann,
G. Back, and S. Clawson. Microkernels meet re-
cursive virtual machines. IRroceedings of the 2nd
USENIX Symposium on Operating Systems De-
sign and Implementatigrpages 137—-151, Seattle,
Washington, Oct. 1996.

R. J. Fowler.Decentralized Object Finding Using
Forwarding AddressesPhD thesis, University of
Washington, Dec. 1985. Also available as Techni-
cal Report UW-CSE-85-12-01.

J. Gray, P. Helland, P. O’Neil, and D. Shasha. [The
dangers of replication and a solution. Pnoceed-
ings of the 1996 ACM SIGMOD International Con-
ference on Management of Datpages 173-182,
Montreal, Canada, June 1996.

R. Grimm and B. Bershad. Future directions: Sys-
tem support for pervasive applications Hroceed-
ings of FuDiCo 2002: International Workshop on
Future Directions in Distributed Computingerti-
noro, Italy, June 2002.

R. Grimm, J. Davis, E. Lemar, A. MacBeth,
S. Swanson, T. Anderson, B. Bershad, G. Bor-
riello, S. Gribble, and D. Wetherall. Programming
for pervasive computing environmehnts. Submitted
for publication, Jan. 2002.

R. Grimm, J. Davis, E. Lemar, A. MacBeth,
S. Swanson, S. Gribble, T. Anderson, B. Bershad,
G. Borriello, and D. Wetherall. Programming for
pervasive computing environments. Technical Re-
port UW-CSE-01-06-01, University of Washing-
ton, June 2001.

M. Guzdial and K. Rose, editorsSqueak: Open
Personal Computing and Multimedia Prentice
Hall, 2002.

E. Jul, H. Levy, N. Hutchinson, and A. Black.
Fine-grained mobility in the Emerald systeACM
Transactions on Computer Systei®gl):109-133,
Feb. 1988.


http://www.uiml.org/docs/uiml20
http://www.uiml.org/docs/uiml20
http://www.uiml.org/docs/uiml20
http://www.acm.org/pubs/articles/proceedings/ops/319151/p186-adjie-winoto/p186-adjie-winoto.pdf
http://www.acm.org/pubs/articles/proceedings/ops/319151/p186-adjie-winoto/p186-adjie-winoto.pdf
http://www.sciam.com/1999/0899issue/0899dertouzos.html
http://www.usenix.org/publications/library/proceedings/osdi96/full_papers/hibler/hibler.ps
http://www.usenix.org/publications/library/proceedings/osdi96/full_papers/hibler/hibler.ps
http://www.acm.org/pubs/articles/proceedings/mod/233269/p173-gray/p173-gray.pdf
http://www.acm.org/pubs/articles/proceedings/mod/233269/p173-gray/p173-gray.pdf
http://www.cs.washington.edu/homes/rgrimm/papers/fudico02.pdf
http://www.cs.washington.edu/homes/rgrimm/papers/fudico02.pdf
http://www.cs.washington.edu/homes/rgrimm/one.world.pdf
http://www.cs.washington.edu/homes/rgrimm/one.world.pdf
http://www.acm.org/pubs/articles/journals/tocs/1988-6-1/p109-jul/p109-jul.pdf

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

D. B. Lange and M. OshimaProgramming and
Deploying Java Mobile Agents with Agletaddi-
son Wesley, 1998.

P. J. Leach and R. Salz. UUIDs and GUIDs. In-
ternet Draft draft-leach-uuids-guids-01.txt, Inter-
net Engineering Task Force, Feb. 1998.

T. Lindholm and F. Yellin. The Java Virtual Ma-
chine Specification Addison-Wesley, second edi-
tion, 1999.

D. Milojici¢, F. Douglis, and R. Wheeler, edi-
tors.Mobility—Processes, Computers, and Agents
ACM Press. Addison-Wesley, Feb. 1999.

M. A. Olson, K. Bostic, and M. Seltzer. Berkeley
DBl In Proceedings of the FREENIX Track, 1999
USENIX Annual Technical Conferenceages
183-192, Monterey, California, June 1999.

M. L. Powell and B. P. Miller. Process migration in
DEMOS/MP. InProceedings of the 9th ACM Sym-
posium on Operating Systems Principlgmges
110-119, Bretton Woods, New Hampshire, Oct.
1983.

A. C. Snoeren, D. G. Andersen, and H. Balakrish-
nan. | Fine-grained failover using connection |mi-
gration. InProceedings of the 3rd USENIX Sym-
posium on Internet Technologies and Systedas
Francisco, California, Mar. 2001.

B. Steensgaard and E. Jul. Object and native code
thread mobility among heterogeneous computers.
In Proceedings of the 15th ACM Symposium on
Operating Systems Principlepages 68-77, Cop-
per Mountain Resort, Colorado, Dec. 1995.

T. Thai and H. Lam..NET Framework Essentials
O'Reilly, 2nd edition, Feb. 2002.

P. Tullmann and J. Lepreeu. Nested Java processes:
OS structure for mobile code. IRAroceedings of

the 8th ACM SIGOPS European Workshppges
111-117, Sintra, Portugal, Sept. 1998.

M. Weiser. The computer for the twenty-first cen-
tury. Scientific American265(3):94-104, Sept.
1991.

J. E. White. Mobile agents. In Milgji¢ et al. [19],
pages 460—-493.


http://www.opennc.org/dce/info/draft-leach-uuids-guids-01.txt
http://www.usenix.org/events/usenix99/full_papers/olson/olson.pdf
http://www.usenix.org/events/usenix99/full_papers/olson/olson.pdf
http://www.usenix.org/publications/library/proceedings/usits01/full_papers/snoeren/snoeren.ps
http://www.usenix.org/publications/library/proceedings/usits01/full_papers/snoeren/snoeren.ps
http://www.acm.org/pubs/articles/proceedings/ops/224056/p68-steensgaard/p68-steensgaard.pdf
http://www.acm.org/pubs/articles/proceedings/ops/224056/p68-steensgaard/p68-steensgaard.pdf
http://www.dsg.cs.tcd.ie/~vjcahill/sigops98/papers/tullmann.ps
http://www.dsg.cs.tcd.ie/~vjcahill/sigops98/papers/tullmann.ps

	Introduction
	An Example Application
	Overview of one.world
	Design
	Included State
	Excluded State
	Controlling Migration
	Sources of Complexity

	Implementation
	Experiences With Migration
	Replication Service
	Emcee
	Labscape

	Performance Evaluation
	Related Work
	Conclusions

