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Project Quero 
Goal: 
The goal of project Quero is to create a location independent distributed search engine.  
The search engine will be designed around the idea of searching for files via quires 
against file names and potentially ID3 tags of cataloged MP3 files.  On location of 
desired file, the recipient should be allowed to download the file directly from the search 
source. 
 

What Is Already Out there: 
 
Location dependent searching:  Location based searching is searching for an object or 
entity where the location of the object is described by the name of the object.  One of the 
most widely used location based searching systems is used in Domain Name System 
(DNS). 
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Domain name resolution is the process of converting a domain name, 
www.washington.edu, into a 32 bit IP address 140.142.15.163.  What makes the domain 
name system a location-based search is that the name www.washington.edu hierarchy 
describes where to look for the required IP address.  In DNS all a node in the network is 
required to know only about its parent and the nodes/leafs connected directly to it.  So in 
the diagram above, Washington.edu would know about its parent, edu, and its children, 
math.washington.edu and cs.washington.edu.  For performance reasons nodes will often 
cash knowledge about other nodes. 
 
Domain Name resolution works using the following steps.  The client queries its DNS 
server for the IP address of a domain name.  If the DNS server knows the IP address 
mapping it sends the IP address back to the client.  Otherwise, the DNS server becomes a 
client and sends the search on.  The DNS server will send the request to the closest 
matching address it knows about, right to left.  If none of the address matches the query 
the request is sent to the current DNS servers parent. 
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The following is an example of how domain names are resolved.  Assume a computer at 
cs.orst.edu is trying to access shared resources at cs.washington.edu.  The cs.orst.edu 
computer would first query its local domain name server cs.orst.edu to see if it knew 
where cs.washington.edu was.  In this case the domain name server doesn’t know, so the 
local domain name server sends the domain name resolution request to its parent orst.edu, 
who yet again doesn’t know and intern forwards the request to edu.  Now in the domain 
name system, each node in the hierarchy is required to know about all the nodes directly 
connect to it by definition if washington.edu exists edu will know where it is.  But in the 
case washington.edu isn’t the full search request so the search is passed from edu to 
washington.edu.  Finally by definition washington.edu must know about 
cs.washington.edu if it exists.  It does exist so washington.edu sends the IP address 
cs.Washington.edu back to edu, which sends it back to orst.edu, who then forwards it 
back to cs.orst.edu. 
  
Location Independent Searching: 
Obviously the name/description of a resource doesn’t always describe where the resource 
is.  In this case the search is said to be location independent.  Numerous distributed 
search engines have been created before to search for location independent data.  Napster, 
Gnutella, and FreeNet are all examples of distributed searching technologies.  Project 
Quero is designed to leverage positive aspects of each search technique to create a higher 
performing search engine. 
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Napster:  Napster provides the ultimate in high performance, MP3 searching.  Napster 
utilizes a star topology search engine where a central server or set of Napster servers 
holds a directory of all the files computers connected to the network are sharing.  When a 
user logs onto the Napster system, their computer sends Napster the list of files their 
computer is sharing.  Then when the user queries Napster for a file, Napster runs the 
query against its local database created from the list of files users have sent it.  Napster 
then sends the user the queries result and the user can then contact the other user sharing 
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the resource.  Statistics gathered over a few days suggest that the average user connected 
to Napster sharing files, shares approximately 170 files. 
 
Thus to search for any file, the Napster system basically involves only two network 
transmissions.  The user sends Napster a query, and Napster replies with the result of 
running the query against its private database.  In the Napster diagram above, computer A 
queries the Napster directory, the Napster directory responds with a set of results, which 
include computer B.  Computer A then directly contacts computer B that is sharing the 
desired file, and attempts to download the file.  
 
While the Napster system allows users to efficiently share files, it does so at a cost, the 
users loose anonymity.  Further while the Napster service in its self might be function 
perfectly, the service can still be made unavailable to users if the users service provider 
blocks the service.  
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Gnutella/FreeNet

 
Gnutella/FreeNet:  Gnutella and FreeNet were designed in part to create a network 
similar to Napster, but one which would be much more difficult if not impossible to block 
access to, in the way that some universities had attempted to block access to Napster.  
Gnutella and FreeNet work by interconnecting a number of generic hosts.  When a search 
is to be conducted the searching computer sends a message to each computer directly 
connected to it, in the case of computer A, it would just be computer C, each of these 
computers intern passes the search request on, C sends the message to D and E, and D to 
B.  If the computer has recourses, which are being searched for the computer sends a 
message back to A, Computer B thinks it has what A wants so it sends a message back to 
A.  FreeNet has expanded the searching paradigm to provide some level of anonymity, 
data and key cashing.  
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The major problem with the this basic architecture is that while the network is difficult to 
block due to its disorganized ultra distributed state, this distributed state makes searching 
the network very inefficient, to search 100 hosts, 100 hosts must be contacted.  Further 
slow modem links will directly slow the network performance, because to search the 
network these slow links must be traversed. 
 
When sending out search queries, the unorganized nature of the computers creates 
inherent loops in the connections that the file queries must traverse.  Thus to keep queries 
from looping on forever TTL fields are used keep queries from bouncing on forever.  But 
this necessity points out that not only is the searching network inefficient, for it requires 
N computer connections and searches to search N computers but also some of those N 
computers will most likely be hit more then once. 

 
Quero: 

Level 1

Level 2
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Quaero
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Each top level node is limited
to 32,768 files

Quero:  Quero is the proposed system to provide a compromise between the highly 
distributive nature of Gnutella and FreeNet, and the highly organized nature of Napster.  
Hopefully Quero’s compromises will result in the benefits of both systems.  
  
Users View:  Quero is a single application, no separate client and server applications, the 
same application will function as a leaf or a node.  Further, the user should be totally 
ignorant whether they are a leaf or a node and Quero should be really easy to use.  Using 
Quero from the users standpoint should be as simple as specifying a simple text query, 
and clicking on a search box.  Setting up Quero, should require the user possibly enter 
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system resource data, and at most the address of one other computer in the Quero 
network. 
 
General Overview: 

Initializing the Software:  For Quero to perform well, it will be important to 
leverage knowledge of the computer system it’s running on.  On starting Quero 
for the first time the user will be required to enter the amount of physical memory 
and hard disk space they will allocate to Quero.  These numbers must obviously 
be less then the local resources available.  For the initial version of the software 
we will also require the user to indicate their machines local network bandwidth.  
In the future, it would be great to auto-detect the bandwidth available as the client 
runs. 
 
Joining the Network:  A machine will join the Quero search network using a 
multi-step process.   

1. First a machine joining the network will locate other using the discovery 
technologies in Jini, and one.world.  If a master browser can be detected it 
will be notified of the new node joining the network.  Notifying the master 
browser involves sending the master browser a list of the files shared on 
the new node, and sending the master browser any IP address of machines 
which the local node thinks might be connected to other Quero networks. 
(see connecting to other trees) 

 
2. If no other machines are found using discovery, and the machine has user 

entered IP address those IP address will be used to insert the new 
computer into the network (see connecting to other trees). 

 
3. If the machine has no valid IP address to connect to and cannot detect a 

master browser then it will set itself to be the master browser. 
 
 

Leaf Nodes: Leaf Nodes are all computers in the network that are not master 
browsers of some kind.  Leaf nodes have a few responsibilities: 
 

Informing their master browser:  Leaf nodes must inform their local 
master browser of the existence of themselves, and the files they are 
sharing.  Any changes to the files being shared (adding, deleting files, and 
changing file sizes) should be reported to the master browser.  
 
Transferring data:  Leaf nodes are responsible to transfer data between 
themselves and other users who request the files share by the leaf node. 
 
Leaf Nodes are required to inform their master browsers of their existence 
every so often.  If the leafs cannot detect the master browser, the leaf’s 
will hold a election to determine which one should become the new master 
browser, and that new master browser will insert itself into the network. 
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Master Browsers:  Master browsers have all the requirements of a Leaf Node, 
with their master browser being their parent.  In addition to the responsibilities of 
a leaf the master browser is responsible with doing three things, holding a search 
directory of their children files, splitting / holding elections, and cashing queries. 

 
Search Directories:  The master browser is responsible for holding a 
searchable directory of all the contents shared by its children.  The master 
browsers search directories are not guaranteed to be absolutely accurate, 
only almost accurate.  The general idea is that to decrease search time, if a 
master browser is queried there is absolutely no reason to query its 
children.  The only reason why the master browser will not provided the 
most accurate search results, is because the master browser might not yet 
have received an update to a recent change on a leaf. 
  
Cashing:   The master browser will cash results of queries.  The idea is 
that if a master browser is being queried by one of its children and the 
master browser doesn’t know the answer to the query the master browser 
will propagate the query <see searching> on receiving the answer of the 
query the master browser will cash the answer.  Then future queries can be 
tested against this cashed result, and hopefully reduce the need for 
propagation of the query.  To keep the cash from getting to large, cashed 
data will expire at some undetermined rate and have a fixed maximum 
size.  The rate of expiration will most likely start as a constant, but might 
be expanded to be a advertised rate much in the way cashed DNS names 
expire in DNS servers. 
 
Holding Elections:  Elections can be held between a groups of nodes, the 
node to initiate an election will run an election, this will often be a master 
browser node.  To process an election the node running an election will 
ask each node in its immediate network for the nodes heuristic indicators.  
(memory available, hard disk space available, average uptime, bandwidth, 
hit count, etc.) .   With the heuristic indicators for all the nodes the node 
holding the election will determine which node should be the master 
browser.  The node holding the election will then inform the master-
browsing node that it is the master browser.  After electing a new master 
browser all sub nodes need to be informed of the new master browser. 

 
Splitting:  Each master browser will be a browser for no more then 32 
machines.  If more then 32 machines connect to a master browser the 
master browser will call for an election and split its childern 
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Splitting when the master browser has no parent:  The master 
browser will call for the election of two new nodes, these two 
nodes will become the only children of the master browser, and the 
existing network will be divided between the two children.  The 
two new children must learn the search directory for all their 
children, they will start out with empty cashes. 
  
Splitting when master browser has a parent:  The master 
browser will then elect one new node; the children of the master 
browser will then be divided between the new node, and itself.  
The new node will then inform the parent of the master browser 
that it is also a master browser and a child of that node.  The one 
new node must learn the search directory for all its children and its 
cash start out with empty.  
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Bandwidth Splitting:  If a machine, which currently is the master 
browser, is getting hammered but has fewer then 32 nodes 
connected to it.  Then it can perform a bandwidth split.  To 
perform a bandwidth split the master browser performs an election 
among its nodes.  If there is a single node that is significantly 
better then the master browser, the master browser and that node 
will swap position, if there isn’t a significantly better node, the 
next best node will be upgraded to a co-master browser (see 
diagram above).  The nodes in the network will then randomly 
select a master browser to talk to, and the parent of the master 
browser will randomly choose between the two master browsers.  
For the parent of the master browser the old master browser and 
the co master browser only count as one node, when counting the 
number of connections to the parent’s master browser.  The new 
node or the upgraded node will must learn about its children’s 
search directories before it can become operational, it will 
obviously start out with empty cash. 
 
Node Limiting:  To keep the master browsers from being required 
to index to much data the master browsers will impose a strict limit 
on the number of nodes which they let connect to them, in that they 
will let the total number of files shared by any one master browser 
contain no more then 32,768 files.  If the total number of files 
shared under a master browser grows to big, the master browser 
can eject one of its nodes, turning that node into a top-level master 
browser.  <see top level master browsers> 
 
Shutting down gracefully:  Master Browsers cannot always shut 
down gracefully but when they can it’s definitely worth doing.  To 
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shut down a master browser the master browser should just hold a 
new election to elect a new master browser.  Ideally master 
browsers should keep statistics concerning their uptime, and auto 
log themselves off if they anticipate that they will be shut off soon.  

 
Top-Level Master Browsers:  Top-level master browsers are master browsers 
with no parents.  These master browsers are required to implement all the features 
of the regular master browser along with the features of the top-level master 
browser.  A node acting as a top-level master browser is required to do a few 
extra things.  It must keep a list of all the other top-level master browsers in the 
network, and it must send all these top-level master browsers messages with some 
frequency.  Further if asked for a list of the entire top-level master browsers in the 
network the master browser must provided one.  Finally the search propagation 
for this master browser is a little different.  If the top-level master browser doesn’t 
know enough answers for a query it will do one of two things.  If the general 
network traffic is low the master browser will send the query on to all other top-
level master browsers in the network.  If the network traffic is high then the top-
level master browser will send the query on to a random sample of the other top-
level master browsers.  Remember when top-level master browsers receive 
queries from other top-level master browsers they do not search there cashes.   
 

Searching the Network:  Network searches will be conducted in clear text, and will 
initially just be queries of file names and potentially MP3 Id3 tags.  To search the 
network, a client will first search its local database to determine if it knows of any 
machines satisfying the query.  If the client knows enough machines at this point the 
query stops, most likely the client won’t.  In this case it will randomly select one of its 
master browsers.  It will pass its query on to this machine.  The master browser receiving 
the query will then search using the following system.  The master browser will search its 
local directory like the node; if the master browser finds enough results it will return the 
results to the node that queried it.  If the master browser doesn’t know enough results it 
will ask its master browser.  On receiving the results of a propagated query the master 
browser will cash any results it doesn’t already know and pass the results back down to 
the node that called it. 
 

Bonuses for being important: The network is only useful if people leave 
their machines connected to the network.  To encourage people to leave 
their machines connected, the search language for a machine will increase 
in power the longer the machine is connected to the network. 

 
Accessing the Resource: After receiving a list of a subset of machines connected 
to the search network that might satisfy the clients search request the client can 
connect directly to one of these machines and download the file.  There will be no 
guarantee that machine names which get sent to the client a possible hit will be 
valid in any way upon arriving at the clients machine. 
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No Leaches:  Users sharing files should be able to set a no leaching flag.  
When activated the no leaching flag should require that hosts attempting 
to download files have shared some minimum number of files. 

 
Redundancy:  Every node should know about its siblings, and its parent’s two 
levels up.  Thus if a master browser is improperly shutdown, the master browser 
can easily be recreated, without re-inserting a node into the tree. 
 

 
Connecting to other trees / Re-Adding oneself to the network: Unfortunately 
hosts might not always be able to grow their own search network.  A few reasons 
for this would be single hosts who come online absent a search network, or a sub 
tree that has become separated from the network and must re-add itself to the 
network.  Reconnection will not be a fast process and should be avoided when 
ever possible.  To correctly add one tree into another tree, the tree being added 
must know its top-level master browser.  The top level master browser will then 
request a list of all the other top level master browsers from one of the other 
current top level master browsers.  If the node is already listed in this list then the 
process will end because it for some reason got confused and thought it was 
separated when it wasn’t.  If the node isn’t on the list, most likely it won’t, then it 
will try to add itself to the master browsers in order of closeness of IP address 
match.  If a master browser accepts the nodes being added the nodes will then 
move down the master browsers tree, trying to find the master browser with the 
closest IP address match.   If master browser will accept the node, because it is 
sharing to many files, the node will be come a upper/top level master browser and 
will just advertise its services as a top level master browser to the other top level 
master browsers. 
 
A few problems (I’m sure there are more too.) 

 
If we loose our master browser how do we keep elections atomic, so only one 
election happens at any time for any given network? 
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Implementing Quero 
This section will focus on project milestones/important dates, and general project 
interfaces. 
 
General Class Hierarchy: 
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