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Abstract

Thepopularityof mobileandnetworkedapplicationshasresultedin an increasingdemandfor ex-
ecution“sandboxes”—environmentsthat imposeirrevocablequalitative andquantitative restrictionson
resourceusage.Existingapproacheseitherverify applicationcomplianceto restrictionsatstarttime(e.g.,
usingcertifiedcodeor language-basedprotection)or enforceit at run time (e.g.,usingkernelsupport,
binarymodification,or active interceptionof theapplication’s interactionswith theoperatingsystem).
However, their generalapplicability is constrainedby thefact that they areeithertoo heavyweightand
inflexible, or arelimited in thekindsof sandboxingrestrictionsandapplicationsthey canhandle.

Thispaperpresentsasecureuser-level sandboxingapproachfor enforcingbothqualitativeandquan-
titativerestrictionsonresourceusageof applicationsin distributedsystems.Ourapproachactively mon-
itors an application’s interactionswith the underlyingsystem,proactively controlling it asdesiredto
enforcethedesiredbehavior. Ourapproachleveragesa coresetof user-level mechanismsthatareavail-
ablein mostmodernoperatingsystems:fine-grainedtimers,monitoringinfrastructure(e.g.,the /proc
filesystem),debuggerprocesses,priority-basedscheduling,andpage-basedmemoryprotection.We de-
scribeimplementationsof asandboxthatimposesquantitativerestrictionsonCPU,memory, andnetwork
usageontwo commodityoperatingsystems:WindowsNT andLinux. Our resultsshow thatapplication
usageof resourcescanberestrictedto within 3%of desiredlimits with minimal run-timeoverhead.

1 Intr oduction

Theincreasingavailability of network-basedservicesandthegrowing popularityof mobilecomputinghas
resultedin a situationwherecurrent-daydistributedapplicationsareoftenbuilt up (possiblydynamically)
from componentsoriginatingfrom a varietyof sources.Sinceanend-usercannotbe expectedto trustall
of thesesources,thereis anincreasingdemandfor execution“sandboxes”—environments thatimposeirre-
vocablequalitative andquantitative restrictionson resourceusage.For example,theexecutionenvironment
canensurethattheapplicationcomponentcanonly accesscertainportionsof thefile system(e.g.,/tmp), or
thatrunningthecomponentwouldconsumeno morethan20%of theCPUshare.Theserestrictionsisolate
thebehavior of otheractivitiesonthesystemfromapotentiallymaliciouscomponent,andareaprecondition
for thewiderdeploymentof distributedcomponent-basedapplications.

Existingapproachesfor enforcingqualitativeandquantitative restrictionsonresourceusagecanbeclas-
sifiedinto two broadclasses:thosethatverify applicationcomplianceto restrictionsat starttime andthose
thatenforceit at run time. Examplesof thefirst classincludeapproachesthatrely oncertifiedcode[16, 17]
or language-basedprotection[1, 3]. Theseapproacheshave the limitation of lacking generality(because
of relianceon specificprogramminglanguagesandcompilers)andaretypically unableto enforcequanti-
tative restrictions.Examplesof the secondclassincludeapproachesthat rely on kernelsupport[13, 15],
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binarymodification[18], or active interceptionof theapplication’s interactionswith theoperatingsystem
(OS)[2, 8, 9] for isolatingresourceusage.Thekernelapproachesaregeneral-purposebut requireextensive
modificationsto OSstructureandlackflexibility with respectto whatrestrictionsareimposed.Theremain-
derof theapproachesrely on decidingfor eachapplicationinteractionwith theunderlyingsystemwhether
or not to permit this interactionto proceed;consequently, they provide someflexibility with respectto en-
forcing qualitative restrictionsbut areunableto handlemostkindsof quantitative restrictions(particularly
sinceusageof someresources,e.g.theCPU,doesnot requireexplicit applicationrequests).

This paperpresentsa secure,user-level sandboxingapproachfor enforcingbothqualitative andquanti-
tative restrictionson resourceusageof general-purposeapplicationsin distributedsystems.Thequalitative
aspectis similar to previoussystemsreferredto above;whatis novel however, is theability of ourapproach
to enforcequantitative constraints.Our approachactively monitors an application’s interactionswith the
underlyingsystem,proactively controlling it asdesiredto enforcethe desiredbehavior. The securityof
theapproachstemsfrom implementationmechanismsthatpreventa maliciousapplicationfrom beingable
to undothemonitoringandcontrol. Our generalstrategy recognizesthat applicationaccessto systemre-
sourcescanbemodeledasa sequenceof requests(eitherimplicit suchasfor a physicalmemorypage,or
explicit suchasfor a disk operation)spreadout over time. This observation providestwo alternatives for
constrainingresourceutilization: eithercontroltheresourcesavailableto theapplicationat thepoint of the
requestor (in thecaseof resourceswith rateconstraintssuchasCPUandmemory)controlthetime interval
betweenresourcerequests.In bothcasesandfor all kindsof resources,thespecificcontrolis influencedby
theextentto which theapplicationhasexceededor fallenbehindaprogressmetric. Thelatterrepresentsan
estimateof theresourceconsumptionof theapplicationprogram.

Although the high-level strategy is relatively straightforward, the primary challengelies in accurately
estimatingtheprogressmetricandeffectingnecessarycontrolon resourcerequestswith minimaloverhead.
It mightappearthatappropriatemonitoringandcontrolwouldrequireextensivekernelinvolvement,restrict-
ing their applicability. Fortunately, mostmodernOSesprovideacoresetof user-level mechanismsthatcan
be usedto constructthe requiredsupport. Supportfor fine-grainedtimers andmonitoringinfrastructures
suchastheUNIX /proc filesystemandtheWindows NT PerformanceCountersprovide neededinforma-
tion for building accurateprogressmodels.Similarly, fine-grainedcontrol canbe effectedusingstandard
mechanismsfor debugger processes, priority-basedscheduling, andpage-basedmemoryprotection.

We describeimplementationsof a sandboxthat imposesquantitative restrictionson usageof threerep-
resentative resources—CPU,memory, andnetwork—ontwo commodityoperatingsystems:Windows NT
andLinux. Thetwo implementationsutilize thesamehigh-level strategy, but rely onplatform-specificmon-
itoring andcontrolmechanisms.A detailedevaluationshows thatbothsandboximplementationsareable
to restrict resourceusageof unmodifiedapplicationsto within 3% of the prescribedlimits with minimal
run-timeoverhead.We alsopresenta syntheticapplicationthat demonstratestheflexibility advantagesof
user-level sandboxing:in thiscase,ourapproachpermitsapplication-specificcontrolover resourceusageat
granularitiessmallerthanthosecontrollableusingkernel-level mechanisms.

Thespecificcontributionsof thispaperinclude:� A generaluser-level strategy for exploiting widely availableOS featuresto imposequantitative re-
strictionson resourceusage,andfor securingthesandboxdespiteits user-level implementation.

� Two concreteimplementationsof thisstrategy onWindowsNT andLinux operatingsystemsusingas
examplethreerepresentative resourcetypes(CPU,memory, andnetwork).

� An evaluationof theoverheadsandflexibility of theuser-level sandboxingapproach.
The restof this paperis organizedas follows. Section2 provides backgroundanddiscussesrelated

work. Section3 presentsthe overall sandboxingstrategy anddiscussesits applicationfor threeexample
resourcetypes:CPU,memory, andnetwork. Section4 shows how to securethis strategy againstmalicious
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applications.Concreteimplementationsof thesandboxonWindows NT andLinux OSesarepresentedand
evaluatedin Sections5 and6. Section7 highlightstheflexibility advantagesof user-level sandboxing,and
weconcludein Section8.

2 Background and RelatedWork

Theproblemof ensuringthatuntrustedapplicationcomponentsin adistributedsystemdonotviolatecertain
qualitative andquantitative restrictionson resourceusagehasrecentlyattracteda lot of attention.Existing
approachescanbeclassifiedinto two broadclasses:thosethatverify applicationcomplianceto restrictions
atstarttimeandthosethatenforceit at run time.

2.1 Enforcing complianceat start time

Severalmechanismscanbeusedto verify, prior to startingexecutionof acomponent,thatthelattersatisfies
therestrictionsimposeduponit by theenvironment.Thesemechanismsinclude:

� relyingonacertificateauthority(e.g.,VeriSign[17]) toattestto thefactthattheapplicationcomponent
satisfiesthedesiredproperties,

� usinglanguage-basedprotectiontechniquessuchastypesafety[3] or staticbytecodeverification[14]
to verify thattheprogramdoesnotmisbehave,and

� using techniquessuchas proof-carryingcode[16] that permit a verifier on the client machineto
confirmthattheapplicationcomponentsatisfiescertainsafetyproperties.

Theabove approachesarevery effective at ensuringthattheapplicationdoesnot violatequalitative restric-
tions (e.g.,that certaintypesof resourcesarenot accessedfrom specificcodemodules),but aretypically
unableto enforcequantitative restrictions.This is becausethe former canbe expressedassafetyproper-
ties,easierto verify statically. In addition,someof theseapproacheslack generalitybecauseof relianceon
specificprogramminglanguagesandcompilers.

2.2 Enforcing complianceat run time

Approachesfor enforcingrun-timecomplianceof applicationbehavior fall into two sub-categories:

Kernel-level mechanisms suchasCPUreservations[13, 15] andfair-sharequeueingof CPU[10, 19] and
network resources[6, 7, 20] havebeenemployed,primarily in thecontext of real-timeoperatingsystems,to
enforcebothqualitative andquantitative restrictions.Actually, suchsupportprovidesa strongerguarantee
of a certainlevel of resourceallocationover a time window. Somerestrictedversionsof suchmechanisms
arealsolikely to beavailablein theform of job controlmechanismsin Windows 2000(announced).

Although suchapproachesare general-purpose,they requireextensive modificationsto OS structure
that limits their applicabilityto commodityOSes.Additionally, thepolicy spaceof restrictionsthatcanbe
imposedis inflexible, beinglimited to thefew optionsthathave beendesignedinto thekernel.

Code transformation techniques provide a user-level approachfor imposingrestrictionson resource
usage.Thesetechniques,whichincludebinarymodificationapproachessuchassoftwarefault-isolation[18]
andAPI interceptionapproachessuchasJanus[9], MediatingConnectors[2], andNaccio[8], all rely on
monitoringanapplication’s interactionswith theunderlyingOS.ThesetechniquesleverageOSmechanisms
suchas system-callinterceptionby a debuggerprocess[9], or applicationstructuringmechanismssuch
as DLL import-address-tablerewriting [2, 12] to executesomecheckingcodewhenever the application
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interactswith theOS.This codedecides,for relevant interactions,whetherto allow or deny theinteraction
from proceeding.1

Consequently, suchapproachesprovidesomeflexibility with respectto enforcingqualitative restrictions
(e.g.,thatall memoryloads/storesareto certainreservedportionsof theapplicationaddressspace),but are
unableto handlemostkindsof quantitative restrictions.Thelatteris particularlytruebecauseusageof some
resources,e.g.theCPU,doesnot involve explicit applicationrequests.

Our approachusesthe sameunderlyingmechanismsasthe codetransformationtechniquesdescribed
above,but differsin its ability to alsoenforcequantitative restrictionsover resourceusage.To achieve this,
aswedescribein thenext section,it buildsuponcoremonitoringandcontrolmechanismsthatarea feature
of mostmodernOSes.

3 Capacity Sandboxing:Enforcing Quantitati veRestrictions

Althoughoursandboxingapproachenforcesbothqualitative andquantitative restrictionsonresourceusage,
we restrictourattentionin theremainderof thepaperto quantitative (capacity)constraints.For theformer,
werely on therelatively well-understoodcodetransformationapproachthathasbeendescribedearlier. The
basicideais thataccesscontrolandotherqualitative constraintscanbeenforcedby interceptingapplication
interactionswith theunderlyingOSandappropriatelymodifyingthemto ensurecompliancewith thedesired
securityproperty. For example,anapplicationprogramcanbepreventedfrom accessingfiles in directories
otherthanadesignatedoneby ensuringthatthefopen API call is interceptedandmodifiedto reflectafile
nameandpathrelative to thisdesignateddirectory.

Enforcingquantitative (or capacity)constraints(e.g.,a client programdoesnot usemorethan20 MB
of RAM) is more involved. This is becauseseveral systemresourcessuchasthe CPU andmemorycan
beaccessedwithout goingthrougha high-level API call thatcanbeintercepted.Moreover, individual API
callsmaynot provide usefulinformationto determinewhetheror not theclient programhasexceededits
capacityconstraintsandwhatneedsto bedoneto rectify that. In therestof this section,we first describe
thegeneralarchitecturefor ourcapacitysandbox,andthenexemplify its usage.

3.1 GeneralAr chitecture

To enforcequantitative restrictionson usagefor resourcesof differenttypes,our generalstrategy relieson
therecognitionthatapplicationaccessto systemresourcescanbemodeledasasequenceof requests(either
implicit suchasfor a physicalmemorypage,or explicit suchasfor a disk operation)spreadout over time.
Thisobservationprovidestwo alternativesfor constrainingresourceutilization: eithercontroltheresources
availableto theapplicationat thepointof therequest,or (in thecaseof resourceswith rateconstraintssuch
asCPU,network, anddisk) control the time interval betweenresourcerequests.In bothcasesandfor all
kindsof resources,thespecificcontrolis influencedby theextentto which theapplicationhasexceededor
fallenbehindaprogressmetric. Thelatterrepresentsanestimateof theconsumptionof aparticularkind of
resourceovera timeslot.

Thisgeneralstrategy is realizedby relyingupontechniquesfor instrumentingtheapplication, monitor-
ing its progress, andasnecessary, controlling its progress(seeFigure1). Instrumentingallowsusto modify
theapplicationcodesothatcontrolovertheapplicationis possible.Monitoringenablesusto beawareof the
currentstateof theapplicationandits utilization of variousresources.Finally, controllingtheapplication
progressis theproactive mechanismfor enforcingquantitative restrictionsonresourceusage.All threesets

1Or, in somecases(e.g.,Janus[9]), to modify therequestinto acompliantform prior to allowing it to proceed.
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Figure1: Generalsandboxingstrategy thatimposesquantitative restrictionsonresourceusage.

of techniquesleveragea coresetof user-level mechanismsthatareprovidedby mostmodernOSes.In the
following discussion,thesemechanismsareshown underlinedandin bold.

Instrumenting the application Instrumentationrefersto thetechniqueof modifyingtheapplicationcode
on the fly, without having to recompileor relink the application. It leveragesthe fact that modernOSes
provideasignificantportionof their functionalityassharedlibrarieswhoseinterfacesarewell defined.The
applicationinteractionsat this interfacecanbe interceptedusingOS-specifictechniques.The latter can
rangefrom somethingassimpleaslibrary preloadingonLinux to moreOS-supportedmechanismssuchas
theptrace facility onseveralUnix-basedOSesthatpermitsadebuggerprocessto beinformedwhenever
theprocessbeingdebuggedmakesasystemcall. Similarmechanismsexist ontheWindowsNT OSranging
from rewrites to the processDLL import addresstable[2] to moreextensive modificationsto theprocess
addressspace[12] usingadebuggerprocesscapabilities.Interceptionof theapplicationinteractionspermits
theinjectionof code,whichcanmonitorandcontrolapplicationbehavior (in particular, resourceutilization).

Our approachrelieson instrumentationto enablea distinguishedprocess,themonitor, to load theap-
plicationcomponentsthatneedto run within a sandboxandbeableto monitorandcontrolthebehavior of
theseprocessesby injectingrequiredfunctionalityinto theiraddressspace.Themonitoralsomapsashared
memorysegmentfor coordinationwith theinjectedcode.

Monitoring progress Monitoring, aswell asaccounting,of applicationbehavior is well-supportedon
modernOSes.Extensiveinformationaboutprocessusageof variousresources(e.g.,CPU,physicalmemory)
canbeobtainedthroughvariousmonitoring infrastructur es. Thelatterrangefrom specialsystemcalls,to
consultingtheregistryof thedynamicperformancedata(on Windows NT), to a file-systembasedinterface
to thisdata(e.g.,the/proc mechanismsonUnix systems).Althoughourstrategy relieson theavailability
of suchmechanismsto obtainprogressdata,in somecasesthis datais not very up-to-dateor incurshigh
overheadsfor its update.In thosesituations(e.g.,decidingwhetheror not a processis waiting for a system
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event),thedebuggerinterfacepermitsfasteraccessto thedesiredinformation.

An additionalissueis that mostof themechanismsreferredto above only provide accumulatedinfor-
mation(sincethestartof theprocess).So,this informationis periodicallysampledwith thesamplingperiod
automaticallyadaptedto therateatwhichtheapplicationconsumesrequests.Forexample,usageof network
resourcescanbemonitored/updatedwhenever theapplicationexecutesanetworkingAPI call. For resources
thatarenotaccessedthroughexplicit API calls(e.g.,CPUandmemory),themonitoringinformationcanbe
periodicallyupdatedusingsupportfor fine-grainedtimers. Thelatterallow associationof periodicactivity
atagranularityof sub-10msoncurrent-dayOSes.

Controlling progress Upondetectingthattheprogressmetricfor anapplicationcomponenthasexceeded
or fallenbehinda resourcethreshold,ourstrategy controlsapplicationbehavior to enforcecompliance.The
actualmechanismusedfor controllingprogressdependsuponwhetheror not applicationuseof a resource
involvesanexplicit API call. If it does(e.g.,for useof network or diskresources),appropriatecontrolcanbe
achievedby limiting theresourcesavailableat thepoint of requestor by varyingthetime interval between
resourcerequests.Thelatterreliesonfine-grainedprocesssleepoperationsonmodernOSes.

When resourceusageis implicit, our strategy relies on two setsof mechanismsthat: (1) (for CPU)
controlhow frequentlythe applicationis scheduled(therebyeffectinga delaybetweenresourceusagere-
quests)by leveragingsupportfor priority-based processscheduling, and(2) (for memory)returnallocated
resourcesbackto theOSusinga resource-specificprotocol. For instance,memoryresourcescanberelin-
quishedby settingpageprotectionbits to NoAccess (on NT), or unmappingappropriateportionsof the
virtual addressspace.Thecontrollingcodemustalsoensurethattheapplicationcontinuesto functioncor-
rectly despitethis lossof resources.In thecaseof memoryresources,thecontrollertakesadvantageof OS
supportfor page-basedprotectionanduser-level protection fault handlers to invoke this functionality.

3.2 Constraining Usagefor Different ResourceTypes

We considerthreerepresentative resources—CPU,memory, andnetwork—to illustratetheabove strategy.
ImplementationdetailsonWindows NT andLinux aredeferredto Sections5 and6.

CPU Resources Here,thequantitative restrictionis to ensurethat theapplicationreceivesa stable,pre-
dictableprocessorshare.From theapplication’s perspective, it shouldappearasif it wereexecutingon a
virtual processorof acertainspeed.

ConstrainingCPUusageof anapplicationutilizes thegeneralstrategy describedearlier. The monitor
processperiodicallysamplesthe underlyingperformancemonitoringinfrastructureto estimatea progress
metric. In this case,progresscanbedefinedastheportionof its CPUrequirementthathasbeensatisfied
over a periodof time. This metric can be calculatedas the ratio of the allocatedCPU time to the total
time thisapplicationhasbeenreadyfor executionin thisperiod.However, althoughmostOSesprovide the
former information,they do not yield muchinformationon the latter. This is becausefew OSmonitoring
infrastructuresdistinguish(in what getsrecorded)betweentime periodswherethe processis waiting for
a systemevent andwhereit is readywaiting for anotherprocessto yield the CPU. To model the virtual
processorbehavior of anapplicationwith wait times(seeFigure2 for a depictionof thedesiredbehavior),
we estimatethe total time the applicationis in a wait stateusinga heuristic. The heuristicperiodically
checkstheprocessstateeitherby queryingthemonitoringinfrastructureor by inspectingtheprocessstacks,
andassumesthattheprocesshasbeenin thesamestatefor theentiretimesincethepreviouscheck.

The actualCPU shareallocatedto the applicationis controlledby periodicallydeterminingwhether
thegrantedCPUshareexceedsor falls behindthedesiredthreshold.Theguidingprinciple is that if other
applicationstakeupexcessiveCPUattheexpenseof thesandboxedapplication,themonitorcompensatesby
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Figure2: Desiredeffectson applicationexecutiontime undera resource-constrained sandboxthat limits
CPUshare( ���� in thiscase)whentheapplicationcontains(a)nowait states,and(b) with wait states.

giving theapplicationahighershareof theCPUthanwhathasbeenrequested.However, if theapplication’s
CPUusageexceedstherequestedprocessorshare,themonitorwould reducetheCPUquantumit getsfor
a while, until the averageutilization dropsdown to the requestedlevel. The scopeof theseadjustments
(i.e., lifetime of theapplication)needsto belargerthanthetimeperiodbetweensamplingpointswherethe
progressmetricis recomputed.

Memory Resources The quantitative restrictionof interesthereis the amountof physicalmemoryan
applicationcanuse.Thesandboxwould ensurethatphysicalmemoryallocatedto theapplicationdoesnot
exceeda prescribedthreshold.Monitoring the amountof physicalmemoryallocatedto an applicationis
straightforward. Themonitoringinfrastructureonall modernOSesprovidesthis informationin theform of
theprocessresidentsetsize.

Exception handlerMonitor

Working Set No access

remove

Application
� ac

ce
ss


access

add

faults

Figure3: A generaluser-level strategy for controllingapplicationphysicalmemoryusage.

However, it is moreinvolvedto controltheapplicationbehavior in casetheOSallocatesmorephysical
pagesthan the threshold. The problemis that theseresourcesareallocatedimplicitly subjectto the OS
memorymanagementpolicies.Thebasicideais to have themonitoractasa user-level pageron top of the
OS-level pager, relying on anOS-specificprotocolfor voluntarily relinquishingthesurplusphysicalmem-

7



ory pagesallocatedto theapplication(seeFigure3). Also, unlike theCPUcasewhereperiodicmonitoring
andcontrolof applicationprogressis required,herethemonitoringandcontrolcanadaptitself to applica-
tion behavior. The latter is requiredonly if theapplicationphysicalmemoryusageexceedstheprescribed
threshold,which in turncanbedetectedby exploiting OSsupportfor user-level protectionfault handlers.

Network Resources Here,thequantitative restrictionrefersto thesendingor receiving bandwidthavail-
ableto theapplicationon its network connections.Unlike CPUandmemoryresources,applicationusage
of network resourcesinvolvesanexplicit API request.This permitsthemonitoringcodeinjectedinto the
applicationto keeptrackof theamountof datasentover a time window andestimatethebandwidthavail-
ableto theapplication.Controlis equallystraightforward: if theapplicationis seento exceedits bandwidth
threshold,it canbemadecompliantby just stretchingout thedatatransmissionor receptionover a longer
timeperiod(e.g.,by usingfine-grainedsleeps).

Although theabove descriptionworkswell for controllingbandwidthinto andout of anend-point,2 a
differentmonitoringandcontrollingapproachis requiredwhenthesandboxenvironmentmustbeextended
to controlnetwork bandwidthfor connectionsbetweenmultiple hosts.In this case,simplemodelingof the
bandwidthresultsin a situationwhereburstsin network traffic arenot modeledaccurately(sincetheseget
smoothedoutat eachend-point).In orderto controlthenetwork bandwidth� , weneedto know whendata
is sentandits size. Theideais asfollows. Whentheapplicationperformsa send(),we inspectthecurrent
network usageanddecidetheemulatedamountof bandwidththissend()canget. In casetherearenoother
“pending”send()s,thisvalueis � , but if thereareotherprecedingsend()sthatstill takeupsomebandwidth,
a lower rate ��� might be given so that the overall sendingbandwidthis � . Knowledgeof the emulated
bandwidth� � allows computationof an appropriatedelayparameterthat modelsthe messagesendbeing
stretchedout by theright amount.After this delay, theentiremessageis sentout in its original form. With
this scheme,thereceiver will observe thesamebandwidthasthesender, which might besufficient in cases
wherethereis low contentionin thecommunicationpatternbetweenhosts.

C
ontrol m

sg

Sender
�Send

�

Recv
Receiver

D
ata m

sg

data msg size/bandwidth
�

Sandbox
�

Sandbox
�

Figure4: A generalstrategy for imposingglobalnetwork bandwidthcontrolfor distributedapplications.

In thepresenceof contention,limiting only thesendingbandwidthis not enough.Thereceiver might
acceptconnectionsfrommultiplehosts,thusit isnecessaryto constraintheincomingmessagerateaccording
to the receiving bandwidthrestrictions,as in a real network. Limiting the receiving bandwidthrequires
computationof bandwidthfrom thestartof thesendoperationto theendof thereceive operation.However,
asstatedabove,thereis nowayfor themonitoring/controlling codeonthereceiverto know whenaparticular
messagewassent(sincethereis nowayto factoroutcontentionin thenetwork). Theidealsolutionwouldbe

2For clarity of description,werestrictourattentionin thispaperto synchronouscommunicationoperationsandalsoassumethat
thedatatransmissionratein thenetwork is not thebottleneck.Theapproachneedsto berefinedslightly to handlesituationswhere
communicationoperationsareasynchronous.
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to timestampeachmessagewith a globalclock andhave thereceiving codeusethis timestampto compute
emulatedbandwidth.However, giventhe infeasibility andhigh overheadsof building synchronizedclocks
in a distributedsystem,we approximateits behavior by having themonitoringcodeperiodicallyexchange
controlmessages(seeFigure4). Eachcontrolmessagedefinestheextentof a virtual time window on the
originatinghost,andindicateshow muchdatahasbeensentto thepeerin theprevious time window. The
receiving noderecordsthe local time of receptionof a controlmessageandusesit to infer whetheror not
datamessagesit hasreceived needto bedelayedto emulatethe desiredbandwidthconstraints.Note that
this schemeis robust to controlmessagesarriving later thansomeof thedatamessageswhoseinformation
they carry: this would be taken to imply that the receive hasin fact beenissuedin time andany required
delaysarejustaddedon to futuremessagereceptions.

In Sections5 and6, we describeconcreteimplementationsandperformanceof thestrategy described
hereon two commodityOSes:Windows NT andLinux.

4 Securingthe Sandbox

Thesandboxingstrategy describedin theprevioussectionis secureif themonitoringandcontrollingfunc-
tionality is embeddedin thedebuggerprocessthat loadstheclient programbeingsandboxed. In this case,
traditionalOS processprotectionmechanismsandtheasymmetricrelationshipbetweenthe debuggerand
debuggeeprocessesaresufficient to ensurethattheclientprogramcannotundothequalitative andquantita-
tive restrictionsimposeduponit.

However, on someoperatingsystemsandmoregenerallyfor performancereasons(to minimizesand-
boxing overheads)we might want to inject someof the monitoringandcontrolling functionality into the
clientprocessitself. This leadsto apotentialvulnerability:sincethisfunctionalityis partof theuseraddress
space,a maliciousclient programmight beableto undotherestrictions.We have developeda strategy for
securingthe sandboxdespiteits user-level nature. For spacereasons,we only sketchthe overall scheme
here.A completedescriptionandevaluationof theschemeis thesubjectof a forthcomingpaper[4].

Ouruser-level sandboxingstrategy guaranteesirrevocabilityby exploiting theobservationthatthesand-
boxing codegetsa chanceto initialize itself beforethe client program. Therefore,it is possiblefor the
sandboxingcodeto first modify thecodeimagesin theclientprogram’s virtual addressspaceasappropriate
andthenleave it in a statesuchthatneithertheclient programnor thesandboxingcodeitself canundothe
effectsof thismodification.

In moredetail,therearetwo mainthreatsthatthesandboxingcodemustcounter(seeFigure5):

1. Preventtheclientprogramfrom undoingany changesto thecodeimagesin its virtual addressspace.

2. Preventtheclientprogramfrombypassingtheinterceptedpathfor invokingoperatingsystemservices.

Preventing modification to sandboxingcode To ensurethat thefirst threatdoesnot succeed,thesand-
boxing codecanwrite the modifiedcodeimages,protectthe pagescontainingthesemodified imagesto
preventfurthermodification,andfinally preventtheclientprogramfrom resettingtheseprotectionbits. The
latterintroducesabootstrappingproblembecausethesandboxingprogrammustinitially beallowedto reset
protectionbits. This canberesolved by modifying theAPI call responsiblefor changingpageprotections
(mprotect in Unix) in awaysuchthatafterdesiredmodificationshavebeeneffected,thisAPI call atomi-
cally switchesintoamodewherefurtherillegalpageprotectionchangesaredisallowed.Ourimplementation
reliesonself-modifyingcodeto achieve this.

Preventing bypassingof sandboxingcode To prevent the secondthreatfrom succeeding,we needto
ensurethattheclientprogram(a)doesnot invoke thesamefunctionalitywhenloadedinto adifferentportion
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Figure 5: User-level sandboxingis securedby disallowing direct entry into the kernel, protectingDLL
imagesfrom furthermodification,andtracingtheexecutionpathto preventbypassof sandboxingcode.

of its virtual addressspace,(b) doesnot directly enterkernelmodeby executinga trapinstructionor other
means,and(c) doesnotdirectly invoke theinternalAPI functionthatis beingintercepted.

Case(a) canbe handledby treatinginterceptedlibrariesaspart of the trustedcodebaseandnot per-
mitting themto bereloaded.Thisdoesnot preventtheclient programfrom embeddingthefunctionalityof
theselibrarieselsewhereandtheninvoking it, but this possibility is handledthesameway ascase(b). For
this case,we needto ensurethattheclientprogramcannotenterkernelmodeusingeithera trapinstruction
or othermeans(suchasa LPC call in Windows NT). This is ensuredby scanningtheclient program(and
by extension,any librariesloadedby it) for offensive instructionsandpreventingcross-protectiondomain
jumpsusingsoftwarefault-isolation[18] techniques.Thisstill leavesopenthepossibilitythattheclientpro-
gramassemblesan impermissibleinstructionsequencein its datasegmentandthencalls/jumpsto it.3 We
preventthis casefrom happeningby usingsoftwarefault-isolationtechniquesto ensurethateachcall/jump
in theclientprogramis to a “verified” codesegment.

Case(c) requiresensuringthat all calls to API functionsthat have beeninterceptedfirst go through
the interceptedcode. The generalproblemrepresentedby this statementis oneof ensuringthat process
executionfollows a specifiedpath,saydenotedby a sequenceof instructionaddresses.The strategy we
employ to verify this consistsof “stamping” thecurrentlocationin thepathusinga spoof-freetechnique.
The“stamping”operationverifiesthat thepreviousstampcorrespondsto theprevious locationin thepath
and updatesthe stampinformation. The spoof-freetechniqueusedfor the stampingoperationrelieson
the inability of the client programto spoofits currentinstructionpointerregisteron a call: this servesas
an indicationof whetheror not the stampingoperationoriginatedat a valid placein the program. The
sandboxingcodecanthencheckthe call stackagainstthis stamptraceto verify that the codefragments
implementingthesandboxhave notbeenbypassedin theexecutionpath.

The strategy we have outlinedabove is similar in spirit to the low-level safetymechanismsemployed
in theNaccio[8] system.Onesignificantdifferenceis our useof thestampingstrategy, which permitsthe
original (unintercepted)functionsto continuebeinga partof theaddressspace.Naccioon theotherhand,
assumesthatall systemlibrarieshave beeninstrumentedprior to their beingloaded.

3Ideally, this could be handledby preventingcodein pagesnot marked executablefrom beingexecuted.Unfortunately, few
current-dayprocessorsenforcethisdistinction.
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5 Implementing the Sandboxon WindowsNT

Theimplementationof theresource-constrained sandboxon Windows NT follows thegeneralstrategy de-
scribedin Section3. ThissectiondiscussesNT-specificissuesanddemonstratesthecontrolof CPU,mem-
ory, andnetwork resourceswith experiments.The implementationandperformanceresultsbelow refer to
NT Version4, servicepatch5.

5.1 Constraining useof CPU resources

Monitoring progress TheCPUmonitor is attachedasa callbackroutineof thefine-grainedmultimedia
timers, andcanbetriggeredevery10mswith highaccuracy usinga techniqueintroducedin [11]. Notethat
the schedulingquantumon NT is at least20msfor theworkstationinstallationand120ms for theserver
installation.As describedin Section3.2,themonitorestimatesprocesswait time within a time window by
checkingtheprocessstateandaccumulatingthetimeslotsat which theprocessis foundwaiting. Although
NT allows examiningprocessstatevia its performancecountersinfrastructure,this incurshigh overhead
(on theorderof milliseconds).Instead,we employ a heuristicthat infersprocessstatebasedon thethread
contexts. A threadcanbein await stateonly whenit is executinga functioninsidethekernel.Recognizing
thatif thethreadis notblockedit is unlikely to stayat thesameplacein kernelcode,theheuristicchecksthe
instructionpointerregisterto seewhethera trap instruction(int 2Eh)hasjust beenexecuted,andwhether
any generalregistershave changedsincethelastcheck.If thesamecontext is seen,it regardsthethreadas
beingin await state,with theprocessregardedaswaiting if all of its threadsarewaiting.

Controlling progress Basedon theprogressmetric,thecontrollingcodedecideswhetheror not to sched-
ule the processin the next time slot. Although this decisioncould be implementedusingNT supportfor
suspendingand resumingthreads,the latter incurs high overheads.Consequently, we adopta different
strategy thatreliesonfine-grainedadjustmentof applicationprocessprioritiesto achieve thesameresult.

Priority level CPUavailable CPUnotavailable
4 Monitor Monitor
3 Application
2 Hog Hog
1 Application

Figure6: ControllingapplicationCPUavailability by changingpriorities.

Our approachrequiresfour priority classes(seeFigure6), two of which encodewhetherCPUresource
areavailable or unavailable to the application. The monitor runsat the highestpriority (level 4), and a
specialcompute-bound“hog” processrunsat priority level 2. An applicationprocessnot makingsufficient
progressis boostedto priority level 3, whereit preemptsthehogprocessandoccupiestheCPU.A process
thathasexceededits shareis loweredto priority level 1, allowing otherprocesses(possiblyrunningwithin
their own sandboxes)or in their absence,thehog, to usethe CPU.Note that this schemeallows multiple
sandboxesto coexist on thesamehost.

Effectivenessof the sandbox Our experimentsshow that this implementationenablesstablecontrolof
CPU resourcesin ��� to ����� range. When the requestedshareis above ����� , the measuredallocation
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includesperturbationsfrom backgroundload(theperformancemonitor, systemprocesses,andthesandbox-
ing code). The interferencefrom sandboxingcodeincludesthe monitor overhead(negligible) andbursty
allocationof resourcesto thehogprocessover longruns(this is anNT featurefor avoidingstarvation).
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  t2
�

  t3
�

  t4
�

  t5
�

 

 

(a) (b)

Figure7: (a)WeightedCPUsharingfor multipleapplications.(b) ConstrainingCPUsharefor applications
with wait states.

Figure 7(a) is a snapshotof the performancemonitor display showing threesandboxed applications
runningon the samehost. They startat times  !� ,  #" , and  #$ , requesting�%��� , $��� , and ���� of theCPU
share,respectively. With thetotal CPUloadat ���� , all threeapplicationsreceive a steadyCPUshareuntil
time  '& , whenwe deliberatelyperturbtheallocationby dragginga window. This causesthetotal available
CPU to decreasedrastically(becauseof the kernelactivity), anda sharpdecreasein the immediateCPU
sharesavailableto eachapplication.However, thisdropis compensatedwith additionalCPUresourcesonce
thesystemreacquiresCPUresources(endof window movement).Theseresultsindicatesthatsandboxcan
supportaccurateandstableCPUsharingwith resilientcompensation.

Figure7(b)shows theexecutionof anapplicationthatsleepsperiodically, withoutsandboxing(left) and
with asandboxedCPUshareof ���� (right). Theworkingtimewith thesandboxis twice theamounton the
left, correspondingto thehalved CPUresource.More importantly, thesleep(wait) time is kept thesame,
consistentwith Figure2 andverifying theeffectivenessof ourstate-checkingheuristic.

5.2 Constraining useof memory resources

Monitoring progress An API call,GetProcessMemoryInfo, providesinformationabouttheresident
memoryof a process.Unlike theCPUcase,thesamplingof this informationcanbeadaptedto therateat
which theapplicationconsumesmemoryresources.To estimatethe latter, we integratethesamplingwith
thecontrollingschemedescribedbelow.

Controlling progress As describedin Section3.2,controllingprogressof memoryresourcesrequiresthe
sandboxingcodeto relinquishsurplusmemorypagesto theOS.To do this,we rely on a conventionin NT:
pageswhoseprotectionattributesaremarkedNoAccess arecollectedby theswapper.

The samecoreOS mechanism,user-level protectionfault handlers,is usedto decide(a) whena page
mustberelinquished,and(b) which pagemustthisbe.OurschemeinstrumentsthememoryallocationAPIs
(e.g.,VirtualAlloc andHeapAlloc) to build up its own representationof the processworking set.
Whentheallocatedpagesexceedthedesiredworking setsize,extra pagesaremarkedNoAccess. When
sucha pageis accessed,a protectionfault is triggered,the sandboxcatchesthis fault andchangespage
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protectionto ReadWrite. Note that this might enlarge the working setof the process,in which casea
FIFO policy is usedto evict a pagefrom the(sandbox-maintainedview of the)workingset.Theprotection
faulthandleralsoprovidesa naturalplacefor samplingtheactualworkingsetsize.

A few additionalpoints needclarification. The implementationis simplified by not evicting pages
containingtheexecutablecodeandexecutionstack,sothis limits the leastamountof memorythatcanbe
constrained.Eviction at the sandboxlevel may or may not causethe pageto be written to disk although
thesepagesareexcludedfrom theprocessworkingset;whenthesystemhaslargeamountsof freememory,
NT maintainssomepagesin a transitionstatedelayingwriting themto disk. Notealsothatwith ourdesign,
if theapplicationis runningwithin its memorylimits, it will not suffer from any runtimeoverhead.Beyond
thatpoint, theoverheadsarea functionof processvirtual memorylocality behavior.

Effectivenessof the sandbox Our experimentsshow that, on a 450 PentiumII machinewith 128MB
memory, this sandboximplementationcaneffectively control actualphysicalmemoryusagefor arbitrary
applicationsfrom 1.5MB up to around100MB.

Figure8(a)showstherequestedandmeasuredphysicalmemoryallocationsfor anapplicationthathasan
initial workingsetsizeof 1.5MB andallocatesanadditional20MB of memory. Thesandboxis configured
to limit availablememoryto varioussizesrangingfrom 2MB to 21MB. As thefigureshows, themeasured
memoryallocationof theapplication(readfrom theNT PerformanceMonitor) is virtually identicalto what
wasrequested.
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Figure8: (a) Controllingtheamountof physicalmemoryutilized by anapplication.(b) Executiontime as
sizeof workingsetvaries.

Figure8(b) demonstratesthe impactof the memorysandboxon applicationexecutiontime. The ap-
plication in questionhasa memoryaccesspatternthat producespagefaults linearly proportionalto the
non-residentportionof its dataset. In this case,theapplicationstartsoff with a working setsizeof 1.5MB
andallocatesan additional8MB. The sandboxenforcesphysicalmemoryconstraintsbetween5MB and
12MB. As thefigureshows, theexecutiontimebehavior of theapplicationcanbedividedinto threeregions
with differentslopes. Whenthe memoryconstraintis morethan9.5MB, all of the accesseddatacanbe
loadedinto physicalmemoryandtherearenopagefaults.Whenthememoryconstraintis below 9.5MB,to-
tal executiontimeincreaseslinearlyasthenon-residentsizeincreases,until theconstraintsreaches6.25MB.
In this region, pagefaultsoccurasexpectedbut theprocesspagesarenot written to disk. Whenavailable
memoryis below 6.25MB,we observe heavy disk activity. In this segment,theexecutiontime alsovaries
approximatelylinearly, with theslopedeterminedby disk accesscharacteristics.
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5.3 Constraining available network bandwidth

Monitoring and controlling progress As describedin Section3.2, we interceptsocket APIs (accept,
connect, send, andrecv) to monitorandcontrolavailablenetwork bandwidth.We implementedboth local
andglobalnetwork controlmechanisms,but reporthereonly theperformanceof theformer.

Effectivenessof the sandbox The effectivenessof the sandboxwasevaluatedon a pair of PentiumII
(450MHz) machinesconnectedto a 10/100auto-sensingFastEthernethub. Theapplicationconsistedof a
serverandoneor moreclientsin asimpleping-pongcommunicationpattern.Thepeakbandwidthmeasured
without thesandboxwas9.7MBps,whereasthesandboxpermittedeffective controlof bandwidthover the
range1 Bpsto 8.8MBps.
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Figure9: Measuredbandwidth(a)(for 1 KB messages)asrequestedbandwidthvariesfrom 1 KBpsto 1000
KBps, (b) (for 1 KB messages)asrequestedbandwidthvariesfrom 1000KBps to 8000KBps, (c) (for 10
KB messages)asrequestedbandwidthvariesfrom 1000KBps to 8000KBps.

Figure 9(a)showsthemeasuredbandwidth(atbothserverandclient)asthesandboxconstrainsnetwork
bandwidthfrom 1 KBps to 1000KBps. In thefigure,theserver andclient bandwidthlinesarevirtually in-
distinguishablefrom eachotherandwithin ��� of therequestedlimit. Figure 9(b)showsthesamemeasure-
mentwhenbandwidthconstraintsareappliedin therange1000KBps to 8000KBps. Whentherequested
bandwidthis below 4000KBps, thesandboxenforcesthe requestwith anerrorof at most "�� . However,
errorgrowsfor higherbandwidths.For example,at8000KBps,thesandboxcansustainabandwidthatbest
�65�� lower thanrequested.This is notsurprising,sinceeach1 KB messageincursanoverheadof 125 7 sat
8000KBps, andthemonitoringandcontrollingcodeaddssignificantoverhead.Figure9(c), using10 KB
messages,shows that thesandboxcanbeusedto accuratelysustainhigherrequestedbandwidthaslong as
themessagesizescalesproportionally. Here,theerrorbetweenmeasuredandrequestedbandwidthsis less
than "�� .

6 Implementing the Sandboxon Linux

Linux providessupportverysimilar to Windows NT for instrumentingapplicationbinaries,andmonitoring
and controlling resourceconsumption. For instance,library functionssuchas the sockets and memory
allocationAPIs, canbe interceptedby preloadingsharedlibraries. The mechanismsandperformanceof
network bandwidthcontrolareidenticalacrosstheWindows NT andLinux platforms,sowe only discuss
how CPUandmemoryresourcesareconstrained.Theseresourcespresentchallengesdifferentthanon NT.
Theimplementationandmeasurementsbelow referto Linux kernelversion2.2.12.
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Figure10: (a)Controlof CPUsharesonLinux. (b) ApplicationexecutiontimeasCPUsharevaries.

6.1 Constraining useof CPU resources

Monitoring progress Similar to theNT implementation,theCPUmonitoris periodicallytriggeredusing
a 10 mstimer interval. Informationaboutprocessstate(readyor waiting)andaccumulatedCPUusageare
readilyavailablefrom the/proc file system.

Controlling progress Althoughadjustingtheschedulingpriority of anapplicationdoesconstrainits CPU
usage,thiscannotbeusedonLinux dueto thelimitation thatanordinaryusercanonly loweranapplication’s
priority. Only a superusercanbothlower andraisepriorities. Instead,weusea differentstrategy to control
applicationprogress,relyingonPOSIXsignalsto stopandresumeprocessexecution.Upondetectingthatan
applicationhasreceivedmorethanits share,themonitorprocessstopsits executionby issuinga SIGSTOP
signal. SIGSTOPcannotbecaughtor ignored;it alwaysstopsthe target process.Whentheapplication’s
CPU usagedips below the threshold,applicationexecutionis resumedusing a SIGCONT signal. This
controlcanbeperformedat fine granularityandincurslow overheadswhenthetime slotsareon theorder
of a millisecond.Notethatvirtually identicalcontrolis possibleusingtheptrace mechanism.

Effectivenessof the sandbox Figure10 shows the applicationbehavior whenCPU shareis subjectto
variousconstraints.In Figure10(a),threeapplicationsarestartedundersandboxes,whichrestricttheirCPU
sharesto be ���� , $��� , and �%��� , respectively. TheactualCPUresourceallocationis obtainedby polling
the/proc file system.After an initial perturbation(dueto the introductionof new polling processes),all
threeapplicationsreceive a stableCPUshareasrequested,contributing to a total systemloadof over ���� .
Figure10(b) shows the impactof the sandboxingcodeon executiontime asCPU shareconstraintsvary
from ��� to �%����� . Wenormalizeexecutiontimeassumingperfectslowdown in proportionto therequested
share,and comparethis with the measuredexecutiontime. As the figure shows, the two are virtually
indistinguishablewith thelargesterrorbeinglessthan ��� , indicatingthesteadycontrolpossibleunderthe
Linux sandboximplementation.

6.2 Constraining useof memory resources

Monitoring progress Similar to theCPUcase,the/proc filesystemprovidesthemonitoringcodewith
informationabouttheprocessresidentsize.

Controlling progress Linux providesasetrlimit API for limiting themaximumamountof physical
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memorya processcanuse.However, currentkernelsdonot enforcethis constraint.Consequently, weneed
to adopta schemeidenticalto theoneon NT, wherecontrolof memoryusageis accomplishedby having
theapplicationrelinquishsurplusmemorypages.Protectionfault handlersareusedto sampletheprogress
metric aswell asdeterminewhento evict a pageto reducethe working setsize. The primary difference
stemsfrom thefact thatunlike NT, whereanimplicit protocol(usingNoAccess protectionbits) between
theOSandtheapplicationpermitsthe former to collectpagesnot requiredby the latter, no suchprotocol
exists on Linux. The protectionbits canbe setason Linux, but the kernelswapper(kswapd), doesnot
checkthepageattributesto decidewhichpagemustbeswappedout.

Wegetaroundthisproblemby effectively handlingtheswappingourselves.First,weinterceptmemory
allocationfunctions(e.g.,malloc)to make surethatonly therequestedamountof physicalmemoryis kept
valid; all othermemorypagesareprotectedto beunavailablefor access.Whena pagefault happensdue
to invalid access,we pick anotherpage(in FIFO order)from theresidentset(maintainedby thesandbox-
ing code),save its contentsto our own swap file, andtaking it out of the residentsetusingthemunmap
mechanismin Linux. Subsequently, an invalid accessrequiresthat thesaved contentsbemappedbackto
thecorrespondingvirtual address.
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Figure11: Controlof memoryusageonLinux.

Effectivenessof the sandbox Our preliminaryresultsshow thatwe cancontrolmemoryusageto withinH�I
of therequestedamount.Figure11showstheexecutiontimeof anapplication(sameastheonedescribed

earlierfor NT) astheamountof physicalmemoryvaries.Whenmemoryconstraintis above its actualusage
( J�K�J�J KB), no pagefault is triggered;the executiontime is the sameassandbox-freeexecution. When
memoryis constrainedto besmallerthanwhat is required,executiontime increasesdueto pagefaults,but
linearly asexpectedfor the application. As with NT, the slopeof the executiontime curve candiffer in
differentregionsof availablephysicalmemory.

7 Extensibility Advantagesof User-level Sandboxing

This paperhasdescribeda general,secure,user-level strategy for building sandboxenvironmentsthatcan
imposebothqualitative andquantitative restrictionson resourceusageby applicationcomponentsrunning
within the sandbox.The descriptionin Sections3-6 implicitly assumedthat the granularityat which the
restrictionswerebeingenforcedwasasingleprocess,or acollectionof processes.To countertheargument
similarsandboxingmechanismscanbeconstructedwithin thekernelinsteadof at theuserlevel, two points
needto bestressed.
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First,it is interestingto observethatmodernOSesprovidesufficientsupportto permitimplementationof
bothqualitativeandquantitativeconstraintsattheuserlevel. Thesharedlibrary supportenablesinterception
of systemAPIs; themonitoringinfrastructuremakespossibleacquiringof almostall necessaryinformation;
thepriority-basedscheduling,debuggerprocesses,andsignalhandlingmechanismsallowstheadjustmentof
anapplication’s CPUusage;thememoryprotectionandmemory-mappedfile mechanismspermitscontrol
of the amountof physicalmemoryavailable to an application. Finally, the socket interfacegivesdirect
controlof network activities. Most resourcesin anoperatingsystemcanbenefitfrom somecombinationof
thesetechniques.

Second,andperhapsmoreimportantis the fact that user-level approachesprovide moreflexibility in
decidingthegranularity, thepolicies,andmonitoring/controlling mechanismsavailablefor enforcingsand-
box constraints.Specifically, it canpermitcontrolover resourceusageat granularitiessmallerthanwhatis
possibleusingkernel-level mechanisms.

We demonstratethis extensibility by customizingour process-level sandboximplementationon Win-
dows NT to limiting resourceusageat the level of threadandsocket groups. The requiredmodifications
weretrivial, just involving changesin theprogressexpressionsusedin themonitoringcodeandsomespe-
cializationof thecontrollingcode.
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Figure12: Controlof CPUusageat thelevel of threadgroups.

Controlling CPU usageat the threadgroup level Figure12shows asnapshotof thesystemCPUusage
(asmeasuredby theNT PerformanceMonitor) for anapplicationwith two groupsof threads,eachof which
is constrainedto a total CPU shareof L�M I . The applicationitself consistsof threethreadswhich startat
differenttimes. Initially, thefirst threadstartsasa memberof threadgrouponeandtakesup a L�M I CPU
share.Thesecondthreadstartsafter tensecondsandjoins threadgrouptwo. It alsogets L�M I of theCPU
share,thetotal capacityof this threadgroup.After anothertenseconds,thethird threadjoins threadgroup
two. The allocationfor the secondthreadgroupadjusts:the third threadgetsa

H M I CPU shareandthe
secondthreadreceivesa N%M I CPUshare,maintainingthetotalCPUshareof thisthreadgroupto L�M I . Note
that the CPUshareof the first threadgroupis not affected,andthat we areableto controlCPU usageof
threadgroupsasaccuratelyasat theprocesslevel. Currently, theresourceallocationto threadsin thesame
groupis arbitraryandnot controlled. However, onecould setup a generalhierarchicalresourcesharing
structure,attestingto theextensibilityadvantagesof theuser-level solution.

Controlling network bandwidth at the socket group level Figure13 shows the effect of restricting
network bandwidthat the level of socket groups. In this case,the total bandwidthof a socket group is
limited to a particularvalue. The applicationusedin the experimentconsistsof oneserver instanceand
threeclient instances.The server spawns a new threadfor eachclient, usinga new socket (connection).
Thecommunicationpatternis a simpleping-pongpatternbetweentheclientsandtheserver. Figure13(a)
showstheperformanceof server threadswhenthebandwidthconstraintis enforcedattheprocesslevel. The
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Figure13: Controlof network bandwidth(a)atprocesslevel, (b) atsocket grouplevel.

total network bandwidthis restrictedto X MBps. Theclientsandserver exchangeN%M�M�M�M�MYL KB messages.
Thefigureshows thenumberof messagessentby theserver to eachclient astime varies. The first client
startsaboutthesametimeastheserver andgetsthetotal bandwidthof X MBps (asindicatedby theslope).
The secondclient startsafteroneminute,sharingthe samenetwork constraint.Therefore,thebandwidth
becomes

H
MBpseach.Thecommunicationis keptat this ratefor anotherminuteuntil thethird client joins.

This makesall threeof themtransmitat a lower rate( Z MBps). As a result,thefirst client takesmorethan
L�M�M secondsto completeits transmission,dueto theinterferencefrom theothertwo clients.

Figure 13(b) shows the casewherethe first client needsto receive a betterand guaranteedlevel of
service.Two socketgroupsareused,with thenetwork bandwidthof thefirst constrainedto L MBpsandthat
of thesecondgroupto Z MBps. Clientsstartat thesametimesasbefore.However, theperformanceof the
first client is not influencedby thearrival of theothertwo clients.Only thetwo laterclientssharethesame
bandwidthconstraint.As a result,thefirst client takesonly ZM�M secondsto finish its interactions.

Theseexperimentsdemonstratethat user-level sandboxingtechniquescan be usedto createflexible,
application-specificpredictableexecutionenvironmentsfor applicationcomponentsof variousgranularity.
As a large-scaleapplicationof suchmechanisms,we have exploitedtheseadvantagesin otherwork [5] to
createacluster-basedtestbedthatcanbeusedto modelexecutionbehavior of distributedapplicationsunder
variousscenariosof dynamicandheterogeneousresourceavailability.

8 Conclusion

This paperdescribestheconstructionof a secure,user-level resource-constrained sandbox,which exploits
widely availableOSfeaturesto imposequalitative andquantitative restrictionsonanapplication’s resource
usage.It demonstratestwo concreteimplementationson Windows NT andLinux operatingsystems,using
threerepresentative resourcetypes(CPU,memory, andnetwork) asexample. Our evaluationshows that
the user-level sandboxingapproachcanachieve accuratequantitative restrictionson resourceusagewith
minimalrun-timeoverhead,andcanbeeasilyextendedto supportapplication-specific constrainingpolicies.
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