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Abstract

Improvementsin microprocessorand networking performancehave madenetworks of workstationsa
very attractiveplatformfor high-endparallelanddistributedcomputing.However, theeffective deployment
of suchenvironmentsrequiresaddressingtwo problemsnot associatedwith dedicatedparallel machines:
heterogeneousresourcecapabilitiesanddynamicavailability. Achieving goodperformancerequiresthatap-
plication componentsbe ableto migratebetweenclusterresourcesandefficiently adaptto the underlying
resourcecapabilities.An importantcomponentof therequiredsupportis maintainingnetwork connectivity,
which directly impactson thetransparency of migrationto theapplicationandits performanceaftermigra-
tion. Unfortunately, existingapproachesrely oneitherextensiveoperatingsystemmodificationsor new APIs
to maintainnetwork connectivity, bothof which limits theirwider applicability.

This paperpresentsthedesign,implementation,andperformanceof a transparentnetwork connectivity
layerfor dynamicclusterenvironments.Ourdesignusesthetechniquesof API interceptionandvirtualization
to constructatransparentlayerin userspace;useof thelayerrequiresnomodificationeitherto theapplication
or the underlyingoperatingsystemandmessaginglayers. Our layer enablesthe migrationof application
componentswithoutbreakingnetwork connections,andadditionallypermitsadaptationto thecharacteristics
of the underlyingnetworking substrate.Experimentswith supportinga persistentsocket interfacein two
environments—anEthernetLAN on top of TCP/IP, anda Myrinet LAN on top of FastMessages—show
that our approachincursminimal overheadsandcaneffectively selectthe bestsubstratefor implementing
applicationcommunicationrequirements.

keywords Workstationcluster, processmigration,network connectivity, adaptation,API interception

1 Introduction

With improvementsin microprocessorandnetworking performance,clusterenvironmentshave becomean in-
creasinglycost-effective optionfor generalparallelanddistributedcomputing.Despitedemonstrationsof effec-
tivenessin controlledsituations(e.g.,adedicatedclusterof workstationsemployedfor scientificcomputations),
wider-scaleuseof clusterenvironmentsfor generalapplicationshasbeenhamperedby theneedto handletwo
characteristicsof suchenvironments:heterogeneous resource capabilities anddynamic availability. Theformer
is a consequenceof boththeincrementalconstructionof clusterinstallationsover anextendedtime periodand
the emerging trendtowardsintegratingmobile resource-constraineddevices in suchenvironments.The latter
characteristicprimarily arisesdueto thefact thatclusterenvironmentsarenot dedicatedto a singleapplication
to permitoptimaluseof sharedresources.

Thetraditionalmethodof addressingthesecharacteristicsreliesonbeingableto migrateapplicationcompo-
nentsamongtheclusterresourcesandefficiently adaptingto theunderlyingresourcecapabilities.Suchmigra-
tion capabilityeffectively supportsthedistribution of computationalloadamongnodesin acluster, thedynamic
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additionandremoval of computingnodesto arunningapplication,andthemigratabilityof applicationsbetween
fixedandmobiledevices.However, to fully realizethesebenefits,themigrationmustbesupportedastransparent
to theapplicationaspossible.In particular, network connectivity mustbemaintained,bothwithin application
componentsandbetweentheapplicationandtheoutsideworld. Unfortunately, maintainingconnectivity is com-
plicatedby thefactthat(1) sendingandreceiving network messageschangesthestateof operatingsystem(OS)
buffers,and(2) anapplicationtypically internalizesseveraloperatingsystemhandles(suchassocket identifiers
andIP addresses),whichstopbeingrelevantuponmigration.

Existingapproachesdealwith theabove problemseitherby relyingon extensive modificationsto OSstruc-
turesto supportmigration[6, 12, 13, 10], or by requiringtheuseof a new applicationprogramminginterface
(API) [2, 4, 3, 7] whoseimplementationisolatestheapplicationfrom theconsequencesof migration. Neither
of thesechoicesis ideal becausethey cannotbe appliedto existing OSesandapplications. Moreover, most
suchsolutionsdo not addressthe issueof adaptingto changesin resourcecharacteristics(e.g.,theavailability
of networking substrateswith differentcapabilities).

In this paperwe presentthedesign,implementation,andperformanceof a network connectivity layer that
addressestheabove shortcomings.Our layeroperatestransparently betweentheapplicationandtheunderlying
communicationlayeror operatingsystem(ourspecificcontext is Win32applicationsrunningontopof Windows
NT). This layerinterfaceswith theapplicationandtheoperatingsystemusingAPI interceptiontechniques[1, 8],
which permitscallsmadeto systemAPIs to bedivertedto a setof routinesprovidedby our layer. This facility
permitsour layer to maintainnetwork connectivity acrossapplicationcomponentmigrationswithout requiring
modificationto eithertheapplicationsthatsit on top,or thecommunicationlayersandoperatingsystemsthatsit
below. In particular, thisnetwork connectivity layermanagesthemappingbetweenphysicalandvirtual handles
andtheuninterruptedtransferof requiredstatewhenever acomponentis migrated.

Moreover, usingthesametechniques,this layercanalsosupportthedynamicadaptationof theapplication
to changingunderlyingresourcecharacteristics.For instance,upondetectingthat thenetwork connectionafter
migrationis slow, the layer cantransparentlyintroducecompressionanddecompressionstepsat the two ends
of theconnection,therebytradingoff additionalprocessingfor network bandwidth.Thus,this layerprovidesa
naturalplacefor incorporatingseveralpoliciesfor customizingapplicationuseof underlyingresources.

To assessthecomplexity andperformanceoverheadsof thenetwork connectivity layer, we describeits im-
plementationin theconcretecontext of two environments—anEthernetLAN on top of TCP/IP, anda Myrinet
LAN on top of FastMessages[11, 9]. Our resultsshow that thelayer incursminimal overheadsandcaneffec-
tively selectthebestsubstratefor implementingapplicationcommunicationrequirements.

Therestof thisextendedabstractis organizedasfollows. Section2 presentsrelevantbackgroundandrelated
approachesfor maintainingnetwork connectivity. Section3 presentsthe designand implementationdetails
of our transparentcommunicationlayer. The performanceoverheadsof the layer areanalyzedin Section4.
Section5 discussestheapplicabilityof ourapproachto otherrelatedproblemsandwe concludein Section6.

2 Background

Thecontext for this researchis applicationswritten to theWin32 andWinSockinterfacesrunningon top of the
Windows NT operatingsystem. Our goal is to provide transparentnetwork connectivity acrossmigrationof
suchapplications,andconstitutesonecomponentof a larger researchprojectcalledComputing Communities
(CC) [5]. CC articulatesa novel methodof middlewaredevelopment,which doesnot suffer from the excru-
ciatingproblemof having to redesign,recode,or even recompiletheapplications.Thebinariesof all existing
applicationscanrun on a new, distributedplatform without modification. This distributedplatform realizesa
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“computingcommunity”, in which all of thephysicalresourcessuchasCPU,display, file system,network are
virtualizedandprovide theapplicationwith aview of runningona virtual multiprocessorsystem.

2.1 Related Work

Previousapproachesfor maintainingnetwork connectivity fall into two broadcategories: modificationsto the
OSnetwork protocolstack,andintroductionof anew API for accessingunderlyingresources.

Modifying the OS network layer. Severalresearchers[13, 12, 6] have successfullydemonstratedtransparent
network connectivity by acrossprocessmigrationsby incorporatingchangesto kerneldatastructuresandpro-
tocols. For instance[13, 12], the implementationof network migrationon top of theChorusoperatingsystem
modifiesthenetwork managersothata migratingprocess’portsaremarkedasmigrating.Messagessentto the
portof amigratingprocessresultsin therequestingnodebeinginformedof themigration,causingtherequestto
bereissued.While suchsolutionsprovide requiredfunctionality, their relianceon kernelmodificationsrestricts
theirapplicabilityin thecaseof commodityOSes.

Modifying the API interface. An alternative approachisolatestheapplicationfrom changesin its mappingto
underlyingresources.Typically, this requiresmodifying applicationabstractionsusingnew APIs. For instance,
theapplicationcanuseonlyconnectionlessprotocols(usingglobaltargetidentifiersthatareguaranteedto remain
unchangedacrossmigrations)or fault-tolerantgroupcommunicationprimitives[3, 7]. Someothersystemsrely
on appropriaterun-timesupportto constructa globalnamespacefor all structures[2, 4] wheretheapplication
remainsunawarethatits mappingto underlyingphysicalresourceshaschanged.Theprimaryhandicapof such
approachesis their limited applicabilityto commodityapplicationsthatarewritten usingstandardAPIs.

2.2 API Interception

Ourapproachaddressestheaboveshortcomingsby maintainingnetwork connectivity usingauser-level middle-
warelayerthat is transparently insertedbetweentheapplicationandtheunderlyingOS;neithertheapplication
nor theOSneedsto bemodified.In fact,theapplicationdoesnotevenneedto berecompiledor relinked.

Our middlewarelayer is insertedusinga recentlydevelopedtechnique[1, 8] calledAPI interception.This
techniquerelieson a run-timerewrite of portionsof the memoryimageof the application(either the import
tablefor functionsin dynamically-linked libraries(DLLs) or theheadersof arbitraryfunctions)to redirectAPI
requestsoriginatingfrom theapplicationto appropriatefunctionsin themiddlewarelayer. This paperdescribes
how thisbasicmechanismaugmentedwith supportfor handletranslation,buffering,andflow controlcanbeused
to providenetwork connectivity acrossmigrationof applicationcomponents.An additionaladvantageof ourap-
proachis thatit canadapt transparentlyto changesin theunderlyingnetwork configuration.For example,given
a situationwheretheapplicationcomponentshave a choiceof multiple networking substratesto communicate
over (e.g.,bothEthernetandMyrinet), themiddlewarelayercanautomaticallyredirectapplicationinteractions
to thenetwork (andaccompanying underlyingmessaginglayer)thatdeliversthehigherperformance.Notethat
this switchbetweennetworksandmessaginglayersis accomplishedcompletelytransparentto theapplication.

3 Persistent Network Connections: Design

To make a network connectiontransparentlymigratableandcapableof adaptingitself to underlyingresource
characteristics,the communicationlayer virtualizes the physicalsocket connection. Virtualization,achieved
usingAPI interception,comprisesof two parts: (1) association of a global identity (GID) with theconnection

3



independentof thephysicallocationof theend-pointprocesses,and(2) rerouting of application requests that
usethesocket to appropriatehandlerroutines,which completetherequestsusingavailablephysicalresources.
Figure1 shows thesetwo virtualizationcomponents.

Socket
Table

virtual 

Interceped
code

Intercepting layer

Winsock DLL

Standard socket call Virtual Socket Handler

Implementation

Physical

Application

Figure1: Virtualizing thesocket layerusingAPI interception.

TheGID-to-physicalsocket translationandthehandlersof redirectedrequeststogetherconstitutetheagent
activity of thelayer. Theagentcreatesvirtual socketsby allocatingappropriatephysicalresourcesandassociates
a GID with it. Applicationrequestsusethis GID andarehandledby realizingthemusingsemantics-preserving
operationson the underlyingphysicalnetwork resources.The GID persistsacrossmigrationsof application
components:the agentallocatesphysicalresourceson the new locationandreassociatesthe GID with them.
Agentson thetwo nodesinvolvedin themigrationcoordinatewith eachotherto ensurethatapplicationcompo-
nentsremainunawareof themigration. In additionto performingGID translationsandphysicaldatatransfer,
theagenthandlesflow controlandmanagementof resourcesat thetwo endsof theconnection.

This sectiondescribestwo implementationsof this design. The two implementations,referredto as the
thick agent andthin agent implementationsin therestof thepaper, differ in how theagentactivity is integrated
with theapplicationandrepresentdifferenttradeoffs betweenextensibility andperformance.In thethick agent
implementation,describedin Section3.1, the agentis realizedas a separateprocessthat interactswith the
applicationcomponentsusingapairof FIFObuffers. In thethin agentimplementation,describedin Section3.2,
a subsetof theagentfunctionality that is on thecritical pathis injectedinto theapplicationitself (againusing
API interception).Therestof theagentfunctionalityremainsin aseparateprocessthatis only usedto coordinate
actionsat startupanduponmigrationandinteractswith theapplicationcomponentsusingasharedbuffer.

In bothcases,weassumethattheactualmigrationof theapplicationcomponentsthemselvesis accomplished
throughorthogonalmechanismsnot discussedhere. Thesemechanismscanbe simple suchas restartingan
applicationcomponenton a new nodewith differentparameters(a commonstrategy for statelessservers),or
moreelaborateinvolving processcheckpointandrestart.

3.1 Thick Agent Implementation

Thethick agentimplementationis illustratedin Figure2. Thebasicideais thateachendof asocket connection
(in general,any interprocesscommunication(IPC) mechanism)canbe abstractedin termsof a pair of FIFO
buffers betweenthe applicationcomponentandthe agentprocess.The IPC mechanismsinject datainto and
extractdatafrom thesebuffers;physicaldatatransferis realizedby theagentprocesses.Theagentprocessesare
alsoresponsiblefor buffer managementandmaintainingdatastreamcontinuityuponmigration.
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Figure2: Overall structureof thick agentandmigrationprotocol

Buffer Management The FIFO buffers betweenthe applicationcomponentand the agentprocessesareof
fixedsize. Theagentprocessesremove messagesfrom theapplicationout-buffer andinject theminto thenet-
work, andextractmessagesfrom thenetwork andinserttheminto theapplicationin-buffer. To handlesituations
wherethe applicationis not responsive in consumingmessagesin the in-buffer, theagentprocessesdivert re-
ceivedmessagesinto dynamicallyallocatedoverflow buffersprior to transferringthemto thein-buffer.

Data Stream Continuity To maintaindatastreamcontinuity acrossmigrations,both the datastoredin the
FIFO bufferson theoriginal siteaswell asany messagesin transitmustbeflushedto thenew site. Theagent
processescoordinateto achieve this usingthe following eightsteps(Figure2(b) shows thesestepsfor themi-
grationof aconnectionend-pointfrom nodeB to nodeC; theotherend-pointstaysfixedonnodeA):

1. Uponrealizingthat it hasmigrated,theapplicationcomponentsendsa REQUEST-M IGRATION message
with theconnectionGID asaparameterto thelocal agent(onnodeC).

2. Theagenton nodeC forwardsthemessageto theagentat theold site(nodeB).

3. Uponreceiving theREQUEST-M IGRATION message,theagentonnodeB flushesits out-buffer to theother
endof theconnection(nodeA) andsendsan END-MARK message.It thenwaits for Step5, extracting
in-transitmessagesinto its in-buffer.

4. WhentheagentonnodeA receivestheEND-MARK message,it freezestheout-buffer for theconnection.

5. Theagenton nodeA theninjectsanEND-MARK messageinto thenetwork.

6. Receiptof this END-MARK messageon nodeB implies thatno moredatawill besentfrom nodeA on
thisconnection.Theagentthenforwardsall of themessagesin its in-buffer to nodeC.�

7. Whentheagenton nodeC receivesall of thesemessages,it recreatesits datastructuresandsendsout a
REQUEST-RECONNECT messageto theagenton nodeA.

8. Uponreceiving theREQUEST-RECONNECT message,theagenton nodeA reactivatesthesendbuffer for
theconnection,andsendsbackanackmessageto nodeC.

Theprimaryadvantageof the thick agentimplementationis its extensibility. Supportfor new IPC mecha-
nismscanbeeasilyincorporatedwith minimal codemodificationsto captureits semantics.Anotheradvantage�

Themessageforwardingactuallyproceedsconcurrentlywith steps4 and5, but is statedthis way for clarity.
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is thecompletedecouplingbetweenapplication-agentandagent-agentinteractions.Thisdecouplingpermitsthe
agentsto appropriatelyadaptto theunderlyingcommunicationsubstratewithoutaffectingtherestof theimple-
mentationin any way. For instance,theagentscanusea fasternetworking layer/substrate(e.g.,FastMessages
onMyrinet) whenavailable,or introducecodecsto minimizebandwidthrequirementsonawirelessconnection.

Theprimarydisadvantageof thisimplementationis its performancepenalty. Eachdatatransmissionbetween
datacomponentswill introducetwo extracontext switchesbetweentheapplicationandagentprocessesandtwo
extra datacopies.To improve on this, in thethin agentimplementationdescribednext, we move theagentdata
transferfunctionalityinto theapplicationitself. Thisreducestheoverheadto asingledatacopy onthesendside.

3.2 Thin Agent Implementation

Thebasicideaof thethin agentimplementation,illustratedin Figure3, is to move thecritical partof theagent
functionality into the applicationcomponentitself. Note that the applicationbinary remainsunmodified;this
functionality is injectedat load-timeusingtheAPI interceptiontechniquedescribedearlier. As a consequence,
applicationscommunicatewith eachotherdirectly, andare responsiblefor maintainingthe stateof the data
connectionandfor adaptingthemselvesto underlyingresources.Applicationcomponentsdetectmigrationby
detectingthattheexistingconnectionhasbroken.To re-establishaconnection,they rely onGID tablesof active
local connectionsmaintainedin the separateagentprocessat eachsite. Agentscoordinateuponmigrationto
determinethe two connectionend-points;applicationcomponentsreconnectto thesepointsby replayingthe
original (logged)API request.
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Figure3: Overall structureof thin agentandmigrationprotocol

Buffer Management Eachendof theconnection,besidesstoringnecessarystateinformation,alsomaintains
a send-sidebuffer. This buffer storescopiesof messagesthathave beentransmittedbut not yet acknowledged.
Send-sidebuffering sufficesbecausedatais directly routedinto applicationbuffers on the receive side. Man-
agementof thesebuffersusesastraightforwardwindow-basedflow controlscheme.Thesebuffersareexpanded
dynamicallyasrequiredby applicationcommunicationpatterns;spaceis freeduponacknowledgementof the
receiptof thecorrespondingmessage(s)on thereceiver. For efficiency, acknowledgementsarebatchedtogether
andpiggy-backed on datamessages.For improved locality andbettersmall messageperformance,messages
below a thresholdsizearecopiedinline into thesendbuffer; all othermessagesareallocatedout-of-line(with
explicit freeingof storageuponacknowledgmentof receipt).
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Data Stream Continuity To maintaindatastreamcontinuity, theapplicationcomponentsneedto reconnect
after migration. The sendbuffers associatedwith thevirtual socket connectionat eachendpoint containsuf-
ficient stateto handleany retransmissionsasnecessary. Note that migrationof an applicationcomponentis
assumedto alsomigratethecorrespondingsendbuffer(s).

Reconnectionof applicationcomponentsis achievedusingthefollowing five-stepmigrationprocedure(Fig-
ure3(b)shows thesestepsfor themigrationof aconnectionend-pointfrom nodeB to nodeC):

1. The migratedapplicationcomponent,upon detectinga broken connection,sendsa REQUEST-QUERY

messagewith its GID asaparameterto thelocalagent(onnodeC). Theotherend-pointof theconnection
(onnodeA) alsoperformsasimilar action(with its localagent).

2. TheagentonnodeC coordinateswith otheragents(e.g.,usingmulticast)to determinetheotherend-point
of theconnection.

3. Theagenton theold site (from wheretheapplicationcomponent)will no longerfind theprocesscorre-
spondingto theGID, hencewill not respond.

4. TheagentsonnodesA andC will receive informationaboutthelocationof eachother’s end-points(node
C andA respectively).

5. The applicationcomponentson nodesA andC (a) reconnectwith eachother, (b) exchangestateinfor-
mation(aboutmessagessentandacknowledged),(c) retransmitany lostmessagesusingthesendbuffers,
and(d) resumeoperation.

The primary advantageof the thin agentimplementationis its efficiency; the only overheadsthat remain
arefor thesend-sidebuffering. However, this advantagecomesat thecostof increasedcomplexity: theagent
functionalityinjectedinto theapplicationmustbeawareof theunderlyingresourcecharacteristicsandexplicitly
adaptto them.As mentionedearlier, this complexity doesnotaffect theuserapplication.

3.3 Using Other Transport Layers

Althoughwehavediscussedthethick andthin agentimplementationsontopof reliableconnection-basedtrans-
port protocols,they canbeasconveniently implementedon top of othertransports.We briefly sketchthedif-
ferencesfor two interestingtransports.For unreliable connectionless layers (e.g.,UDP), theagentactivity must
alsohandleretransmissionandremoval of duplicates.In addition,theagentsneedto coordinateto locatethe
end-pointsof theconnection,similar to whatwasdescribedabove for thethin agentimplementation.For active
message layers (e.g.,FM), in additionto theabove,theagentactivity needsto handletheextractionof messages
that belongto otherapplicationstreams.An efficient implementationminimizesthe amountof buffering that
needsto beprovided,directly reroutingreceivedmessagesinto postedbufferswhenthelatterareavailable.

4 Persistent Network Connections: Performance

To assesstherun-timeoverheadsof thenetwork connectivity layer, we measuredtheperformanceof thethick
andthin agentimplementationsin two environments—a100MbpsEthernetLAN on top of TCP/IP, anda 1.28
GbpsMyrinet LAN on topof Illinois FastMessages(FM). All of theexperimentswererunonPentiumPro200
MHz machineswith 64 MB memory. TheFM experimentsusedtheHPVM 1.2releaseof themessaginglayer.

NOTE TO REVIEWERS: This extended abstract only reports on latency and bandwidth microbench-
marks. The full paper will contain additional performance results for a stateless server application that
takes advantage of our connectivity layer.
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4.1 Overheads of Transparent Connectivity

Figure4 showstheimpactonround-triptimeandbandwidthof maintainingatransparentmigratableconnection.
Tables1 show theraw datafor theseplots.
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Figure4: Round-triptimesandbandwidthachieved by the thick andthin agentimplementationsin theEther-
net/TCPenvironment.

Messagebytes 128 256 512 1024 2048 4096 8192 16384 32768
RoundTrip Time(microsecond)

Unintercepted 265 294 362 470 753 1104 2013 3804 7569
Thin agent 316 318 449 563 808 1152 2094 3958 8081
Thick agent 538 577 655 773 1066 1603 2424 4458 8459

BandWidth(MBytes/sec)
Unintercepted 1.58 2.97 5.94 9.24 9.46 9.95 9.89 9.92 9.30
Thin agent 1.48 2.77 6.23 8.46 9.42 9.89 9.89 9.94 9.52
Thick agent 0.81 1.49 2.59 3.95 5.74 8.63 9.81 9.96 9.30

Table1: Round-triptime andBandwidthvs. messagesizefor the thick andthin agentimplementationsin the
Ethernet/TCPenvironment.

The plots show that the thick agentimplementationhasmeasurableimpact on both round-trip time and
bandwidth(increasingthe former by up to 24% anddecreasingthe latter by up to 50%), primarily because
of additionalcontext switchesanddatacopies. On the otherhand,the thin agentimplementationincursno
noticeableoverheadsascomparedto theunintercepted(andhencenot-migratable)TCP/IPimplementation.Both
round-triptime andbandwidtharewithin 5% of theuninterceptedversion,demonstratingthatour connectivity
layercanefficiently maintaindatastreamcontinuityover migrations.
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Figure5: Round-triptimesandbandwidthachievedby thethin agentimplementationin theMyrinet/FM envi-
ronment.

Messagebytes 128 256 512 1024 2048 4096 8192 16384 32768
RoundTrip Time(microsecond)

Unintercepted 265 294 362 470 753 1104 2013 3804 7569
FM-thin-agent 37 47 65 100 181 250 373 738 1367

Bandwidth(MBytes/sec)
Unintercepted 1.58 2.97 5.94 9.24 9.46 9.95 9.89 9.92 9.30
FM-thin-agent 12.20 21.02 31.06 40.60 40.07 43.14 46.67 43.07 44.05

Table2: Round-Trip timeandBandwidthvs. messagesizefor thethin agentimplementationin theMyrinet/FM
comparedwith Uninterceptedsocket interfacein theEthernet/TCPenvironment.

4.2 Adaptation to Networking Substrate

As mentionedearlier, our communicationlayercantransparentlyadaptto thecharacteristicsof theunderlying
networking susbtrate.To assessthe gainspossibleby suchadaptation,we comparedthe round-trip time and
bandwidthof thethin agentimplementationin theMyrinet/FM environmentwith thecorrespondingimplemen-
tationin theEthernet/TCPenvironment.Figure5 andTables2 show thesecosts.

Theplotsshow thatthemismatchbetweenapplication-level WinSocksemanticsandtransport-level FM se-
manticsresultsin higheroverheadsin thecommunicationlayerascomparedto theEthernet/LANenvironment.
To put our implementationin context, baseFM hasa minimum round-trip time andmaximumbandwidthof
21	 s and65 MB/s on our experimenttestbed.In contrast,our layerachievesa minimumlatency of 35	 s and
a maximumbandwidthof 46 MB/s. While thesenumbersby themselves arequite good,we expect themto
improve furtherwith additionaltuningof our implementation.

More importantly, theplotsshow theadvantagesof our layerautomaticallyadaptingitself to theunderlying
substrate.Thethin agentimplementationonMyrinet/FM improvesround-triptimesby upto 8x, andbandwidth
by upto 5x ascomparedto theEthernet/TCPenvironment.Theseimprovementsbecometransparentlyavailable
to theapplicationcomponents.
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5 Discussion

Althoughwehave limited ourattentionhereto providing datastreamcontinuityacrossmigrations,ourapproach
of transparentlyreroutingapplicationrequeststo a middlewarelayercanalsobeusedto addressseveralrelated
concerns.Webriefly discusssomeof theseissuesbelow.

Separation from the underlying OS interfaces. The layer can be usedto decouplean applicationfrom
the interfacesprovided by the underlyingoperatingsystem.The implementationof our communicationlayer
on top of the FM interfacedemonstratesthis capability; application-level WinSockrequestsare translatedto
semanticallyequivalentsetsof FM operations.

Adaptation to changing resource characteristics. Themiddlewarelayerprovidesa naturalplacefor incor-
poratingdifferentpoliciesfor customizingapplicationuseof underlyingresources.This providesa powerful
infrastructurefor allowing theapplicationto becomeawareof changesin network conditionsandadaptto them.
Theseadaptationpoliciescanbe eitherapplication-independent (e.g., interfacingwith different transportlay-
ersor insertingcompression/decompression operationsat theend-points),or application-aware (e.g.,selective
droppingof packetsin avideostreambasedon its encodingto reduceoverall bandwidthrequirements).

6 Conclusion

We have describedthedesignof a communicationlayer thatmaintainsnetwork connectivity acrossmigrations
of applicationcomponentsin a distributed system. This layer is transparentlyinsertedbetweenunmodified
applicationsandcommodityoperatingsystemsusingAPI interceptiontechniques.Resultsbasedon implemen-
tationsof thelayerin two environments—Etherneton top of TCP/IPandMyrinet on top of FM—show thatthe
layer introducesnegligible overheadsduringnormaloperation(whenthecomponentsdo not migrate),andcan
additionallyseamlesslychoosethebestamongavailablenetworking substrates.
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