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December 2, 2009 - Cryptography
Hannibal and his brother

Problem: How can Hannibal’s brother ensure that Hannibal gets his message and the Romans don’t?

Solution 1: Use 3 couriers – courier 1 carries the message encrypted one way and the decryption key for courier 2, courier 2 carries the message encrypted a second way and the decryption key for courier 3, and courier 3 carries the message encrypted a third way and the decryption key for courier 1

Solution 2: Encode the message as the slope of a line and give each of the 3 couriers 1 point on the line.  The receiver would be able to determine the slope (and thus, the message) from any two of the three points, but the Romans would not be able to determine it from only one point.

If the message were encoded as a parabola (second-degree function), the receiver would require three points (out of a possible five couriers) to get the message, and the Romans could capture two couriers and still not get the message

This solution was discovered by Israeli cryptographer Adi Shamir, who published it in a 3-page paper. Later, Shamir co-invented the RSA algorithm with Ron Rivest and Len Adleman.

In either case, any one courier captured by the Romans will be absolutely useless to the Romans, while only two couriers have to get to Hannibal for Hannibal to be able to get the message

Codes
The simplest codes are single-substitution ciphers. In these codes, each letter of the alphabet is replaced with another every time it appears in a message. These codes are simple and fairly easy to decode because the more common letters in the alphabet, e and t, are more common in most messages, making their replacements easy to identify due to the high rate at which they appear compared to other letters.

All messages are bunches of binary numbers in other codes, such as ASCII ( which uses 64 binary for A, 65 binary for B, and so on)

In ASCII, each letter is 1 byte, or 8 bits, long

In some codes, each letter can be 2 or 4 bytes long, making these codes more complex

The National Security Agency (NSA) is responsible for American government codes, in terms of the encryption of messages sent by the government and the decryption of messages sent to and/or intercepted by the government

The President’s plane has a tape containing a long, randomly generated series of 1s and 0s (usually generated physically via the collisions of alpha particles of by a similar means). When the President needs to send a message to Washington, DC from his plane, this series (which we can call R) and the President’s message (which we will call M) are run through an XOR circuit to produce the encrypted message, which we will call E(M).

To decode the President’s message, the NSA uses the same series of 1s and 0s as the President’s plane (we are still calling it R), and runs it through XOR circuit with E(M) to produce M.

This is called:

Private-key encryption because the sender and the receiver have the same key, and no one else has that key

Public-key cryptography is based on asymmetric encryption, which is similar to what we looked at with one-way functions in the case of the spies and the border guard. For example, the spy is given 2 large prime numbers, p & q, and the guard is given the product of p & q, n. This works because it is hard to find p & q given only n, but it is easy to find n given p & q

Let’s say that Yury, Dana, Michael, and Luna each have a store. They also each have a public key so that their customers can make purchases with their credit cards and/or online. 

Let’s say E1 is Yury’s public key, E2 is Dana’s public key, E3 is Michael’s public key, and E4 is Luna’s public key. These keys are kept in a public key directory, maintained by a company such as VeriSign so that no one else can pretend that they are Yury, Dana, or another store (such as Amazon.com)

These four storekeepers also have private keys. Let’s say D1 is Yury’s private key, D2 is Dana’s private key, D3 is Michael’s private key, and D4 is Luna’s private key. These keys are kept in the same directory, but in a different part, where no one else can see them.

If Yury encodes a message with his private key, a customer can use his (Yury’s) public key to decode the message, and vice versa. In other words, Di(Ei(m)) = m = Ei(Di(m)). For example:

E1(“sell me 5 kit kats”) – this message was sent to Yury by a customer, only Yury can decode it because only Yury has private key D1

D1(“I promise to deliver 5 kit kats”) – this message was sent by Yury to the customer, D1 is Yury’s digital signature (anyone can access E1 and decode this message, but only Yury can access D1, which means that only Yury can have sent that message)

E4(D1(“I promise to deliver 5 kit kats”)) – this message was sent by Yury to Luna, only Luna can decode it because only Luna has D4 (D1 is not an issue because Luna, like everyone else, has access to E1)
Bank transactions and EFTs (electronic funds transfers) use this same style of cryptography. In fact, EFTs are essentially encrypted e-mails. However, the last person, the one who “sends” this “e-mail” can change anything in the “e-mail” (this is called “zapping.” However, it is not often used)
To make a purchase at Yury’s store, a purchaser will send Yury a private key encoded using Yury’s public key. Yury will then use his private key to decode it, and Yury and the customer can then use only the customer’s private key to encode the rest of their transaction because only they understand the customer’s key. 
Most private keys of this kind are in an encryption standard called AES, which is kept by NSA

Private keys are usually more secure than public keys because less people have access to them

Not everyone can have a public key because public keys are expensive to maintain and must be carefully guarded.

Thus ended our lesson on cryptography.

Yury then spent the next 15 minutes or so showing us his Battleship program, which was a lot of fun for all of us.

Optional Reading – Out of Their Minds – Douglas B. Lenat

Continue working on the final assignment (the decision tree program)

