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Computer Systems Organization Il (Honors)
(Introductory Operating Systems)

Lecture 9

Classical Synchronization Problems
Language Support for Synchronization

February 16, 2005

Outline

¢ Announcements
— Lab 2 due today, demos today, tomorrow
— No class on Monday, February 21st

Process Synchronization (cont’ d)
» Classical synchronization problems (cont’d)
— Dining philosophers
— A larger example
» Language support for synchronization
— Conditional critical regions
— Monitors

[ Slberschatz/Galvin/Gagne: Sections 6.6-6.7 ]
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Dining Philosophers Using Semaphores

Phi | osopher, Phi | osopher ;.1 md 5

P( chopstick[i] ); P( chopstick[j] );
P( chopstick[i+1 nod 5] ); P( chopstick[j+1 nmod 5] );

EAT EAT \
\V( chopstick[i] ); V( chopstick[j] );

V( chopstick[i+1 nmod 5] ); V( chopstick[j+1 mod 5] );

THI NK THI NK

» Deadlock
a set of processesisin a deadlock state when every processin the setis
waiting for an event that can be caused only by another processin the set

e detailsin Lectures 10 and 11.
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Dining Philosophers Using Semaphores - 2

Phi | osopher (e 1) Phi | osopher ;44 i)
P( chopstick[i] ); P( chopstick[i+1] mod 5 );
P( chopstick[i+1 nod 5] ); P( chopstick[i] );
EAT EAT
V( chopstick[i] ); V( chopstick[i+1] nbd 5 );
V( chopstick[i+1l nmod 5] ); V( chopstick[i] );
THI NK THI NK

» Alternate solutions
— alow at most 4 philosophers to sit simultaneously at the table
— alow a philosopher to pick up chopsticks only if both are available

« All of these solutions suffer from the possibility of starvation!
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A Larger Example: A Barbershop Problem

e Exampletaken from

Operating Systems: Internals and Design Principles, 3 Edition
William Stallings, Prentice Hall, 1998

» The problem: Orchestrating activities in a barbershop

— 3chairs, 3 barbers, 1 cash register,
waiting area: 4 customers on a sofa, plus additional standing room

— Fire codes limit total number of customersto 20 at atime

— A customer

»  Will not enter the shop if it isfilled to capacity
» Takesaseat on the sofa, or stands if sofaisfilled

» When abarber isfree, the customer waiting longest on sofais served
The customer standing the longest takes up seat on the sofa

* When acustomer’s haircut is finished, any barber can accept payment but
because of the single cash register, only one payment is accepted at atime

» Barbersdivide their time between cutting hair, accepting payment, and

sleeping
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A Barbershop Problem (cont’ d)

Entrance
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* Shop and sofa capacity
— max_capaci ty (initial value = 20)
— sof a (initia value=4)
» Barber chair capacity
— barber_chair (initia value=3)
» Ensuring customers are in barber chair
— cust _ready (initial value=0)
* barber waits for customer
— finished (initia value=0)
 customer waits for haircut to finish
— |l eave_b_chair (initial value=0)
« barber waits for chair to empty
e Paying and receiving
— paynent (initia value=0)
« cashier waits for customer to pay
— receipt (initia vaue=0)
 customer waits for cashier to ack
« Coordinating barber functions
— coord (initial value = 0)
» wait for abarber resource to free up 6

A Barbershop Problem (cont’ d)

*  Shop and sofa capacity
— max_capacity
(:=20)
- sofa(:=4)

e Barber chair capacity
— barber_chair (:=3)

¢ Ensuring customersare
in barber chair
— cust_ready (: =0)
— finished(:=0)
— leave_b_chair
(=0

«  Paying and receiving
— paynent (: =0)
— receipt (:=0)

«  Coordinating barber
functions
— coord (:=0)
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Cust oner
P( max_capacity );
/I enter shop
P( sofa );
/I sit on sofa
P( barber_chair );
/I get up from sofa
V( sofa );
/I sitin barber chair
V( cust_ready );
P( finished );
/I leave barber chair

V( | eave_b_chair );

1 pay

V( paynent );

P( receipt );

/I exit shop

V( mex_capacity );

Bar ber
P( cust_ready );
P( coord );
/I cut hair
V( coord );
V( finished );
/' wait for customer to leave
P( leave_b_chair );
I'tell next customer to hop on
V( barber_chair );

Cashi er
P( paynent );
P( coord );
/I accept payment
V( coord );
V( receipt );

A Barbershop Problem (cont’d): Mutual Exclusion

¢ Shop and sofa capacity
— max_capacity
(:=20)
— sofa(:=4)

e Barber chair capacity
— barber_chair (:=3)

¢ Ensuring customersare
in barber chair
— cust_ready (: =0)
— finished(:=0)
— leave_b_chair

(-=0)

«  Paying and receiving
— paynent (: =0)
— receipt (:=0)

«  Coordinating barber
functions
— coord (:=0)
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Cust oner
P( max_capacity );
/I enter shop
P( sofa );
/I sit on sofa
P( barber_chair );
/I get up from sofa
V( sofa );
/I sit in barber chair
V( cust_ready );
P( finished );
/I leave barber chair
V( leave_b_chair );
Il pay
V( paynent );
P( receipt );
/I exit shop
V( mex_capacity );

Bar ber
P( cust_ready );

_P( coord );

/I cut hair

V( finished );

/I wait for customer to leave
P( leave_b_chair );
I'tell next customer to hop on
V( barber_chair );

Cashi er
P( paynent );
/I accept payment

V( receipt );




A Barbershop Problem (cont’d): Bounded Buffer

Shop and sofa capacity
— nmax_capacity
(:=20)
- sofa(:=4)

Barber chair capacity
— barber_chair (:=3)

Ensuring customersare
in barber chair
— cust_ready (:=0)
— finished(:=0)
— leave_b_chair
(=0

Cust oner
—{ P( max_capacity ); ‘
/I enter shop
P( sofa ); |
/I sit on sofa

[P(_barber_chair )

/I get up from sofa

V( sofa );

/I sitin barber chair
V( cust_ready );
P( finished );
/I leave barber chair

Bar ber
P( cust_ready );
P( coord );
/I cut hair
V( coord );
V( finished );
/I wait for customer to leave
P( leave_b_chair );
I'tell next customer to hop on

V( barber _chair ); ‘

A Barbershop Problem (cont’ d): Sequencing

Shop and sofa capacity
— nmax_capacity
(:=20)
- sofa(:=4)

Barber chair capacity
— barber_chair (:=3)

Ensuring customersare
in barber chair
— cust_ready (:=0)
— finished(:=0)
— leave_b_chair
(=0

Cust oner Bar ber
P( max_capacity ); P( cust_ready ); ‘
/I enter shop P( coord );
P( sofa ); /I cut hair
// sit on sofa V( coord );

V( finished ); \
/' wait for customer to leave
P( leave_b_chair )1
I'tell next customer to hop on
V( barber chair ); ‘

‘P( barber _chair )
/I get up from sofa

V( sofa );

/I sitin barber chair
‘V( cust _ready );
‘P( finished );

/I leave barber chair

Paying and receiving V( leave_b_chair ); Cashi er Paying and receiving ‘V( | eave_b_chair ) Cashi er

- payment (:=0) I ) - paynent (:=0) -

— receipt (=0) pay P( payment ); ~ receipt (=0) Il pay P( payment ); \

V( payment ); P( coord ); [V(_payrent ); P( coord );
Coor(_:iinating barber P( receipt ); /I accept payment Coorqinating barber ‘P( receipt ); 1/ accept payment
functions . I/ exit shop V( coord ); functions _ /I exit shop V( coord );

- coord (:=0) 4{\/( max_capacity ); ‘ V( receipt ); - coord(=0) V( max_capacity ); V( receipt ); ‘
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A Barbershop Problem (cont’ d) Outline
» Some problems with the current solution

— sincedl customers are waiting on the same semaphore (f i ni shed), the

one who started earliest is released when a barber does V( fi ni shed)
» evenif the haircut is not done
— similar problem with the cashier and the pay and r ecei pt semaphores
* cashier may accept money from one customer and rel ease another
— acustomer needs to wait on the sofa even if abarber chair isfree
« All of these can be solved using additional semaphores . Language support for synchronization
— Conditional critical regions
— Monitors
[ Slberschatz/Galvin/Gagne: Sections 6.6-6.7 ]
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Limitations of Semaphores

Limitations of Semaphores (contd.)

« No abstraction and modularity

— aprocess that uses a semaphore has to know which other processes use the
semaphore, and how these processes use the semaphore

— aprocess cannot be written in isolation

» Consider sequencing between three processes
— P,P,P,P,P, P, ...

Pl P2 P3
P( sem ); P( sem ); P( sem );
/1 do stuff /1 do stuff /1 do stuff
V( sem, ); V( sem ); V( sem );

What happensiif there are only two processes?
What happens if you want to use this solution for four processes?
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* Very easy to write incorrect code
— changing the order of Pand V
* canviolate mutual exclusion requirements

V( nmutex ); CODE; P( nutex ); instead of
P( mutex ); CODE;, V( nutex );

» can cause deadlock
P( seq ); instead of
V( seq );

— similar problems with omission

» Extremely difficult to verify programs for correctness
» Need for still higher-level synchronization abstractions!
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L anguage Support

Conditional Critical Regions

» Helpssimplify expression of synchronization
— more convenient
— more secure
— less buggy

*  Weshal examine two fundamental constructs
— conditional critical regions
— monitors

» These constructs can be found in several concurrent languages

— Communicating Sequential Processes (CSP) critical regions
— Concurrent Pascal monitors

— object-oriented languages. Modula-2, Concurrent C, Java

— Ada83, Ada9s
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* A high-level language declaration

— informally, it can be used to specify that while a statement Sis being
executed, no more than one process can access a distinguished variable v

— notation

var v: shared t;
region v when B do S;

¢ visshared and of typet

— can only be accessed within aregion statement
* BisaBoolean expression
¢ Sisastatement

— can be acompound statement

*  Semantics
— A processis guaranteed mutually exclusive access to the region v
— Checking of B and entry into the region happens atomically
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Conditional Critical Regions. Benefits

Bounded-buffer producer/consumer
var buffer : shared record e Guards against smple errors
pool : “array [0..n-1] of item associated with semaphores
count, in, out: integer; .
— eg., changing the order of Pand V

end;
operations, or forgetting to put one
Producer : of them
regi on buffer when count < n
do begin L A
pool [in] := nextp: » Division of responsibility
in:=(in+1) nmod n — thedeveloper does not have to
count := count + 1 program the semaphore or
end; alternate synchronization explicitly
Consuner : — the compiler “automatically”

regi on buffer when count > 0 plugs in the synchronization code
do begin using predefined libraries

Conditional Critical Regions. Implementation

var nutex: semaphore; var del ay: phore var first, second: semmphore;
var count: integer; var fcount, scount: integer;
P( mutex );
while not B count ++ ; fcount ++ ;
do begin V( mutex ); if ( scount >0 ) V( second );
try-and-enter; P( delay ); el se V( nutex );
end; /'l check condition P( first );
S; if ( not fcount-- ;
| eave-critical -region; if ( count > 1) scount ++ ;
/'l rel ease anot her if ( fcount > 0 ) V( first );

el se V( second );
P( second );
el se scount-- ;

nextc := pool[out]; — once done carefully, reduces if ( fcount >0 ) V( first );
out := (out + 1) mod n; likelihood of mistakesin designing else if ( scount > 0) V( second );
count := count - 1 the delicate synchronization code 1 ( ffoumié > @ ) cise W mies )i
end; then V( delay );
el se/V( mutex );
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L anguage Support (2): Monitors Waiting in the Monitor

» An abstract datatype
— private data entry queue
— public procedures

« only one procedure can be in the
monitor at one time

¢ each procedure may have
— loca variables
— formal parameters
— condition variables
e queues of processes
« wait: block on a condition variable

X BHEEE
y. B EEE

3|5

« signal: unblock awaiting process operétions
— no-op if no processiswaiting
» Processes can only invoke the initialization
public procedures code
— raisesthe granularity of atomicity
to asingle user-defined procedure
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» Notethat the semantics of executing await in the monitor is that

several processes can be waiting “inside” the monitor at any given time

but only oneis executing
— walit queues are internal to the monitor
— there can be multiple wait queues

» Who executes after asignal operation? (say P signals Q)
— (Hoare semantics) signallee Q continues

« logically natural since the condition that enabled Q might no longer be true
when Q eventually executes
— Pneedsto wait for Q to exit the monitor

— (Mesa semantics) signaler P continues

¢ Qisenabled but getsitsturn only after P either |eaves or executes a wait
— requirethat the signal be the last statement in the procedure

« advocated by Brinch Hansen (Concurrent Pascal)

« easy to implement but less powerful than the other two semantics

2/16/2005
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Use of Monitors: Bounded-buffer

type bounded_buffer = nonitor

var buffer: array [0..N of char;

pro

cedure entry append(x: char);

if (count==N) notfull.wait; |

buffer[in] := x;

Use of Monitors: Bounded-buffer (Mesa Semantics)

type bounded_buffer = nonitor procedure entry append(x: char);

| while (count==N) notfull.wait; |

var in, out, count: integer;
var notfull, notenpty: condition;

in:=(in+l) nod N
count := count+1;
not enpty. si gnal ;
procedure entry append ...
procedure entry renove ... procedure entry renove(x: char);

| if (count==0) notenpty. wait; |

begi n x 1= buffer[out];
in =0; out =0; count = 0; out := (out+l) nod N;
end; count := count-1;

not full.signal;

Is this solution correct under all monitor semantics? (P signals Q)

Hoare: Q continues, P suspends ..., YES
Mesa: P continues, Q is put into ready queue............... NO
Brinch-Hansen: P exits monitor, Q continues............... YES

var buffer: array [0..N of char;
var in, out, count: integer;
var notfull, notenpty: condition;

procedure entry append ...
procedure entry renove ...

buffer[in] := x;
in:= (in+l) nod N
count := count+1;
notenpty. signal ;

procedure entry renove(x: char);
| whil'e (count==0) notenpty.wait; |
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begi n x := buffer[out];
o in=0; out = 0; count = out := (out+l) mod N
! count := count-1,;
end; ; .
notfull.signal;
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Use of Monitors. Dining Philosophers

Dining Philosophers using Monitors - 2

¢ Goal: Solve DP without deadlocks

e Informally:
— dgorithm for Philosopher |
dp. pi ckup(i);
eat ;
dp. put down(i);
— usearray to describe state
var state: array [0..4] of

(thinking, hungry, eating);

— usearray of condition variables to
block on when required resources
are unavailable

var self: array [0..4] of
condi tion;
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pickup(i)
— changes state to hungry
— checksif neighbors are eating

— if not, grabs chopsticks, and
changes state to eating

— otherwise, waits on self(i)

putdown(i)
— checks both neighbors

— if either ishungry and can proceed,
releases him/her

23

type dini ng_phil osophers = nonitor

var state: array [0..4] of
(thinking, hungry, eating);

var self: array [0..4] of
condi tion;

procedure entry pickup ...
procedure entry putdown ...
procedure test

begi n
for i :=0to 4 do
state[i] := thinking;
end;
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procedure entry pickup(i: 0..4);
state[i] := hungry;
test(i);
while ( state[i] != eating )

self[i].wait;

procedure entry putdown(i: 0..4);
state[i] := thinking;
test (In(i));
test (rn(i));

procedure test(i: 0..4);
if (state[ln(i)] != eating and
state[i] == hungry and
state(rn(i)) != eating)
state[i] := eating;
sel f[i].signal;
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Dining Philosophers using Monitors - 3

*  What is missing?
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philosophers cannot deadlock but can starve

« for example, we can construct timing relationships such that a waiting
philosopher will be stuck in the “self” queue forever

monitors have to be enhanced with afair scheduling policy to avoid
starvation

 both at the level of accessing the monitor

¢ aswell asto regulate “waking-up”' those that are waiting inside
how can this be done?

« usefair enqueue and dequeue policies
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Monitors; Other |ssues

» Expressibility: Are monitors moref/less powerful than semaphores or
conditional critical regions?
— these three constructs are equivaent
« the same kinds of synchronization problems can be expressed in each
— the other two can be implemented using any one of the constructs

* eg., critical regions and monitors using semaphores
— wetalked about how critical regions can be implemented
— inLab 2: you built condition variables using semaphores
» thisimplementation can be extended to build monitors

» Do monitors have any limitations?
— absence of concurrency within a monitor
 workarounds introduce all the problems of semaphores
» monitor procedures will need to be invoked before and after
* possibility of improper access, deadlock, etc.

2/16/2005

26




